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Preface

This book is an expansion of a PowerPoint presentation | have used for years in design meetings for IP carrier and
service provider networks, comparing and contrasting OSPF and 1S-1S. The PowerPoint presentation in turn grew
from numerous informal chalk talks | had done for years before that, to address the concerns of engineers who had
worked extensively with OSPF but had little or no experience with 1S-1S and therefore wondered whether that
protocol might be a better fit for their network.

With the growth of large-scale networks, the demand for information on OSPF and IS-1Sand how they
comparecontinues to increase. To enhance the ability of engineers to access, retain, and reference this information,
creating a book was a logical next step in the evolution of my live presentations and seminars. The information in
this book certainly reflects the questions, concerns, and challenges that audiences have consistently articulated. |
trust readers will find their own business and technical interests addressed herein.
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Audience

I have written this book primarily for those engineers and network architects who know OSPF but would like to
learn more about IS-1S. For this reason, you will find that for each chapter or section topic | almost always discuss
OSPF first, and then 1S-1S: The idea is to start you off on familiar ground, discussing how the topic at hand is
implemented in OSPF, and then showing how it is implemented in I1S-IS.

The book will also be helpful to those who do not already have a rich understanding of OSPF. Perhaps you know
OSPF or IS-IS or both at an intermediate level, and you want to deepen your understanding of both protocols. Or
perhaps you are one of those rare engineers who knows IS-1S but not OSPF. | have detailed both protocols equally
to meet any of these needs.

You will also find the book educational if you are a beginning-level networker who wants to expand your knowledge
of link state protocols. Chapter 2 in particular is written for you, to get you through the essential concepts of
routing protocols in general and link state protocols in particular, so that you are prepared to tackle the remainder
of the book. The chapters are arranged so that they take you from foundation concepts to increasingly more
complex ones.

Finally, if you are preparing for a network certification such as Cisco Systems' CCIE or Juniper Networks' JNCIE,
you will gain in these pages the essential conceptual understanding of OSPF and I1S-1S needed to do well on the
test. Configuration and troubleshooting exercises are beyond the scope of this book, however, and you will need to
practice solving them via another resource to prepare fully for a certification exam. Review questions are included
at the end of each chapter of this book to help you test your comprehension and retention of concepts before
moving on to the next chapter. Because the answers are well documented in the body of the chapter, a separate
answer sheet is not included.
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What Is a Large-Scale Data Communications Network?

OSPF and 1S-1S are uniquely appropriate routing protocols for large-scale data communication networks. But how
exactly do we characterize such a network? It might be useful to approach a definition by remembering that data
communication networks and ideas about them have been around since long before the advent of computers.

For example, when Alexander Graham Bell and Theodore Vail founded American Telephone and Telegraph
Company (AT&T) in 1885, they had no intention of providing telegraph services. But they understood that the
network they were building could be used for transmitting more than just telephony signals. They had no clear
vision of what those other signals might be, other than knowing that they would be, like telephony signals,
representations of information. "Telegraph" reflected Bell's and Vail's anticipation of data communication networks
within the understanding of their time.

Wide-area data communication has been around for as long as man has had a need to share information over a
range greater than voice can cover. Many ancient civilizations used signal fires to communicate quickly over a long
distance. In feudal Japan, villages sent paper lanterns aloft in the evenings, rising on hot air created by the same
fire that illuminated them, to notify nearby villages of their safety. Throughout the southwestern United States you
can find petroglyphscarvings of figures and symbols on the sides of rockscreated by hunting, warring, or traveling
parties of Native Americans over the centuries. Although some might have been intended as merely decorative,
many petroglyphs are thought to be signals and messages left by one party for other parties expected to pass that
way. These carvings put an interesting twist on data communications: The signal remains stationary while the
transmitting and receiving nodes move around.

Telegraph networks were the first data communications networks using electrical, digital signals. And although
they were certainly wide-areaconnecting countries and even spanning continents via transoceanic cablesthey did
not entail the complexity that we assume today when we talk about large-scale networks. Signals were easily
originated, routed, and received by human operators, and the network was maintained through human monitoring
and intervention.

How, then, do we define a large-scale network? Although the number of nodes and links certainly influences the
definition, a definition based solely on numbers is too narrow. Instead, the scale of a network is defined by its
complexity. A small-scale network is one that can be easily managed by direct human intervention; hence early
telegraph networks could be considered small-scale even though they covered a very large geographic area. In
terms of IP networks, a small-scale network is one that can be routed statically and requires no automated
management systems. Notice | say can be: A given small-scale network might in fact run a routing protocol or
automated management software; just because it can be routed statically does not mean it must be.

As a network grows in complexity, automation becomes more necessary. A mid-sized network is one in which static
routing and management by direct human monitoring and intervention are no longer practical. In IP networks, a
routing protocol such as RIP is required to maintain forwarding over many paths.

As the network continues to grow, however, the capabilities of automated systems themselves become an issue.
As Chapter 2 explains, simple routing protocols such as RIP present problems in complex networks with many
routing variables. A large-scale network, then, is one in which the automated network systems must be able to
manage the network as a single entity rather than managing individual connections between nodes. Factors to
consider in a large-scale network include the following:

e Complex interactions between individual nodes

e Complex path diversity requiring load balancing, traffic monitoring and distribution, and strong loop
avoidance

e Complex link metrics
e Diverse data transport requirements

e Stringent requirements for security and reliability

https://t.me/learningnets

20



OSPF and 1S-1S can easily be run in a network of any size. But their true value is in their capability to perform
consistently as their network domain grows large. No other IGP for IP networks can reliably route the world's
largest networks.
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A Word on I0S and JUNOS

The examples used throughout this book are provided in either Cisco Systems I10S or Juniper Networks JUNOS. In
the early chapters, | occasionally provide examples from both operating systems. However, my intention is to
provide you with an understanding of the protocols themselves, not to attempt to teach you a specific operating
system. | have used 10S and JUNOS simply because they are the router operating systems | know and have access
to. Armed with the information in this book you should be able to pick up a manual from any router vendor and
easily configure and troubleshoot OSPF and IS-IS on that vendor's system.
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Chapter 1. The Roots of Link State Protocols

It's a terrible way to start off a book: telling you that you can skip this first chapter if you want to. If all you care
about is the technical aspects of OSPF and IS-1S, proceed directly to Chapter 2: The little technical content in this
chapter is not prerequisite reading. Nonetheless, I'm compelled to tell the story of link state protocols for the very
simple reason that one of the few subjects | love more than networking technology is history. The study of history
is essential for understanding our world and culture, and for avoiding being hoodwinked by marketeers, politicians,
and other nefarious characters who would like to sell us something other than the truth. So too with technology.
Knowing how a protocol works is fine, but knowing the history of the protocol deepens your understanding of it and
helps you put it in a larger context. That in turn might make choosing the right protocol for your network easier. If
nothing else, history is just so much more entertaining than fiction.

The history of link state protocols is inextricably intertwined with the history of the Internet and its predecessor,
the ARPANET. The emergence of these large-scale networks drove the need for and evolution of link state
protocols. So, this chapter is really a brief history of the Internet and how OSPF and IS-IS fit into it.
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1.1. An Intergalactic Network

Pages could be filled by listing all the people who have made significant contributions to the origin and evolution of
the modern Internet. But one person laid the intellectual foundation: J. C. R. Licklider, a remarkably modest man
who insisted on being called "Lick" rather than "Dr. Licklider" and who was comfortable letting others take credit
for his ideas. Licklider had both a wide-ranging curiosity and (according to him) a short attention span. Combined
with a gift for problem solving, these characteristics made him a generalist with deep insights into a number of
fields. The fact that he was a psychologist, not an engineer, explains why his early ideas about computing and
networking centered more on their cultural role than on technology.

While researching psychoacoustics at MIT in the mid-1950s, Licklider developed an intense interest in computers
as a tool for modeling human cognition. During this time, and later as a vice president of Bolt Baranek and
Newman (BBN), a consulting firm specializing in acoustic engineering, he and his protégés began fomenting ideas
on computers as cognitive and communications tools. So deep was his immersion that by the very early 1960s
Licklider, who had known little about computers before 1955, had become a widely recognized leader in computer
science.[1] His seminal ideas were presented in various memos and later in two important papers, "Man-Computer
Symbiosis" and "The Computer as a Communication Device."[2]

[ Lick foresaw home computers, graphical user interfaces, point-and-click input devices, and many other aspects of the modern computing. His work
also made him the father of artificial intelligence.

1213, C. R. Licklider, "Man-Computer Symbiosis," IRE Transactions of Human Factors in Electronics, Volume HFE-1, March 1960, and "The Computer
as a Commmunication Device," Science and Technology, April 1968.

Reprints of both papers, with an introduction by Bob Taylor, can be found on the Web as "In Memoriam: J.C.R. Licklider, 19151990,"
gatekeeper.dec.com/pub/DEC/SRC/research-reports/SRC-061.pdf, published by the Systems Research Center of Digital Equipment Corporation,
August 1990.

One of the key ideas promulgated by Licklider, discussed in "Man-Computer Symbiosis,” was real-time, interactive
computer processing. In the 1950s, computations were done by batch processing: You formulated the problem and
worked out a program to compute the solution to the problem. The difficulty with batch processing is that the very
process of solving a complex problem can change the original question. Unforeseen alternatives mean going back
to the beginning and creating another batch program. Licklider quoted Poincare: "The question is not, 'What is the
answer?' The question is, 'What is the question?"' Real-time interaction between human and computer allows the
question to be modified to accommodate new information discovered during the problem-solving process.

Batch processing also means that the computer runs one program at a time; everyone must wait his turn. If
interaction with the computer is to take place in real time, multiple people should be able to use the computer
concurrently. An extension to the idea of real-time interactive computing, then, is time sharing.

Another idea discussed in the same paper is the concept of a computer as a supplemental component in the human
thought process. Using his own typical workday as an example, Licklider determined that most of his activities
were clerical or mechanical: "About 85 percent of my 'thinking’ time was spent getting into a position to think, to
make a decision, to learn something I needed to know. Much more time went into finding or obtaining information
than into digesting it." Computers are much faster at finding and coordinating information than we are; the
symbiosis of man and computer applies the computer to the drudgery of information retrieval and data processing,
leaving us free to direct the problem-solving process as new information presents itself.

Out of these ideas springs yet another, that of "thinking centers." If a computer is to be used for information
retrieval, it might need access to vast amounts of datamore than a single computer can hold. Licklider's idea of a
thinking center was multiple computers interconnected over a wide area, comprising a new kind of library. A user
at any computer had access to the information on any computer in the thinking center. This, of course, brings us
to the core concept of a WAN-based internetwork.

The idea put forth in "The Computer as a Communication Device" is not just that networked computers can link
humans over wide areas, but that they can assist in the basic psychology of communication. "Creative, interactive
communication requires a plastic or moldable medium that can be modeled, a dynamic medium in which premises
will flow into consequences, and above all a common medium that can be contributed to and experimented with by
all.” Licklider saw the computer as this medium, creating models that the human mind does not: "By far the most
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numerous, most sophisticated, and most important models are those that reside in men's minds. In richness,
plasticity, facility, and economy, the mental model has no peer, but, in other respects, it has shortcomings. It will
not stand still for careful study. It cannot be made to repeat a run. No one knows just how it works. It serves its
owner's hopes more faithfully than it serves reason. It has access only to the information stored in one man's
head. It can be observed and manipulated only by one person." This concept builds on the earlier ideas of man-
computer symbiosis, but takes us well into the basic concepts of using a wide-area network for distributed data
processing.

In October 1962, Licklider was hired by the U.S. Department of Defense Advanced Research Projects Agency
(ARPA)3] to head both its Command and Control Research division and its Behavioral Sciences division. Command
and Control Research was soon renamed the Information Processing Techniques Office (IPTO). Licklider brought
with him not only his ideas about time sharing and man-computer symbiosis; he also attracted many of the top
computer scientists of the era to ARPA. He called this tight-knit group of scientists the Intergalactic Computer
Network, an inside joke reflecting his most significant ideas of a globally connected computer network.

[BlIn 1972, ARPA was somewhat unnecessarily renamed Defense Advanced Research Projects Agency, or DARPA.

Although Licklider stayed at IPTO only until 1964, his ideas were inseminated in the Intergalactic Computer
Network. These scientists became some of the key figures in the development of the ARPANET.

An Early Vision of the Web

Licklider's early thoughts about man-computer symbiosis were influenced by those of another
visionary: Vannevar Bush. Bush conceptualized a machine he called a "memex," which could be used
to augment the cognitive process.

Bush published his thoughts about the memex in 1945 in an article called "As We Might Think."[4]
The memex Bush envisioned would be used to retrieve information stored on microfilm: "A memex is
a device in which an individual stores all his books, records, and communications, and which is
mechanized so that it may be consulted with exceeding speed and flexibility. It is an enlarged
intimate supplement to his memory. It consists of a desk... On the top are slanting translucent
screens, on which material can be projected... There is a keyboard, and sets of buttons and levers...
As he [the user] has several projection positions, he can leave one item in position while he calls up
another. He can add marginal notes and comments..."

What is so forward thinking is not the information-retrieval mechanism, but a proposed mechanism
for linking information being called up, tying multiple pieces of information together: "When the user
is building a trail, he names it, inserts it in his code book, and taps it out on his keyboard. Before him
are the two items to be joined, projected onto adjacent viewing positions... The user taps a single
key, and the items are permanently joined... Thereafter, at any time, when one of these items is in
view, the other can be instantly recalled... Moreover, when numerous items have been thus joined
together to form a trail, they can be viewed in turn, rapidly or slowly... It is exactly as though the
physical items had been gathered together to form a new book. It is more than this, for any item can
be joined into numerous trails."

Thus in 1945, and within the limitations the technology of the time, Vannevar Bush foresaw the
information-linking capabilities of hypertext and the information-retrieval capabilities of the World
Wide Web.

141 Vannevar Bush, "As We Might Think," The Atlantic Monthly, July 1945,
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1.2. ARPANET

ARPA was created by the Eisenhower administration in 1958 in reaction to the Soviet Union's orbiting of the
Sputnik satellitesperceived in the United States as a clear sign that the Soviets were outpacing the United States in
science and technology. The motivation was to fund and manage research and development projectsprimarily
through universitiesin hopes of avoiding another such national embarrassment. Famously wary of the military-
industrial complex and the sometimes-intense competition among the branches of the military, Eisenhower made
ARPA an independent agency under a civilian director with liberal funding and with wide leeway in the projects they
undertook.

J. C. R. Licklider's successors as director of ARPA's IPTO were first lvan Sutherland and then Bob Taylor; both were
influenced by Licklider's "Intergalactic Network™ concepts, connecting communities of interest by networking time-
sharing computers. Interestingly, Taylor was, like Licklider, a psychologist whose research in psychoacoustics led
him to an interest in computer science.

Much of the early research at ARPA dealt with satellite and missile technology, and such related technologies as
command and control systems. Obviously, computers were a central part of the research both as tools and as
objects of research. And because much of the research funded by ARPA was performed at universities around the
United States, the computers involved were also scattered around the country. Bob Taylor's own office was
connected to three computers, at MIT, the University of California at Berkley, and System Development
Corporation (SDC) in Santa Monica, California. Each computer required a separate terminal in Taylor's office and
separate login procedures. Taylor, inspired by Licklider's ideas, wondered why there could not be a single terminal
connecting him to all three computers. More important, Taylor was seeing a growing inefficiency as work was
duplicated among the researchers using computers around the country. If UCLA developed a program that
researchers at MIT found useful, for instance, MIT would have to write a version of it for their own, different
computer. Wouldn't it be better if the researchers at MIT could use the UCLA program right on UCLA's computer?
Further, if researchers could access remote computers the need for an expensive computer of their own could be
reduced. Licklider's ideas about time sharing were already being implemented; it was time for his ideas about
networking communities of interest to be implemented.

So, in 1966, Bob Taylor proposed a project to develop such a network, and received funding. The ARPA
NetworkARPANET, as it was eventually calledwas begun.

Taylor's first step was to hire a manager and principal architect for the network. For this he chose Larry Roberts, a
respected young computer scientist at MIT. In Taylor's view, Roberts was the only candidate for the position: In
addition to his computer science background, he had excellent management skills and had already run on a small
networking project connecting MIT's Lincoln Labs computer to the SDC computer in Santa Monica.[31

151 The project was proposed by Tom Marill, yet another psychologist who found his way into computer research. Marill created the procedures the
computers used to exchange messages, and was the first to call such procedures a "protocol.”

Among Roberts's roles was bringing together key individuals and ideas for ARPANET implementation. Three people
in particular developed the fundamental architectural concepts of the ARPANET: Leonard Kleinrock, Paul Baran, and
Donald Davies. In the early 1960s, these three had developed similar ideas without knowledge of each other's
work.

Len Kleinrock, a close friend and gambling buddy of Roberts from MIT, had done his doctoral thesis, "Information
Flow in Large Communication Nets," in 1962. The focus of the research, later published in a book €] was on
queuing theory in store-and-forward networks. This research formed the foundation of packet switching.
Eventually, Kleinrock would work directly on the ARPANET project, developing performance analysis methods for it.

16l Leonard Kleinrock, Communication Nets: Stochastic Message Flow and Design, McGraw-Hill, 1964.

Paul Baran joined the RAND Corporation in 1959 and spent the next five years researching network survivability.[71
His focus was not on computer networks per se, but on the command and control networks for ballistic missile
systems and how to ensure that if some nodes were destroyed in a nuclear attack, the other nodes would continue
functioning. Baran understood that human neural networks are tremendously robust: If a part of the brain is
damaged, the neural net can build new pathways to bypass the damaged cells. So once again, networking ideas
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sprung from the study of human cognition. A centralized communication network, such as shown in Figure 1.1(a),
can be easily destroyed by eliminating the central node. A decentralized network, as shown in Figure 1.1(b)such as
a typical telephone systemprovides a bit more redundancy but not enough. Baran proposed a distributed network
as shown in Figure 1.1(c) in which there is no centralized switch and which therefore can build paths around any
nodes destroyed by enemy attack.

[71 Baran later helped originate the packet voice technology developed by StrataCom and which evolved into ATM.

Figure 1.1. Paul Baran introduced the concept of a distributed network that was far more
resilient than centralized or decentralized networks.

View full size image

{a) Centralized

{e) Distributed

Baran further proposed that the messages sent across the decentralized network should themselves be broken into
segments, which he called "message blocks." Because data communication is inherently bursty, Baran theorized
that message blocks allowed more efficient use of the available bandwidth between nodes by allowing the
interleaving of message blocks from multiple sources. The nodes themselves would be store-and-forward switches
that determined the best route to the destination for each message block and forwarded it quicklyBaran called it
"hot-potato routing"and if a node had been destroyed, the message block could be routed around the destruction.
Baran's ideas gave rise to dynamic routing.

Larry Roberts learned of Paul Baran's work in 1967 and met with him in 1968. Afterward, Baran became informally
involved in the ARPANET in an advisory capacity.

At the same time that Roberts learned of Baran's work, he also learned of the work being done by Donald Davies, a
physicist at the British National Physical Laboratory (NPL) in London. Without knowing of Baran's work, Davies
proposed a similar concept of routing segmented messages dynamically, although his proposals did not have the
level of redundancy of Baran's distributed network. However, Davies was interested not in military command and
control systems but in a new form of public communication. He saw the routing of message segments through the
network as analogous to the postal service routing small packages through its system; for this reason, he called
the message segments not message blocks, as had Baran, but "packets."” And the routing of the packets through
the network he called "packet switching."
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Another significant contribution from Davies came when he realized that different machines were likely to speak
different computer languages, and therefore have difficulty communicating directly. Davies proposed using smaller,
dedicated "interface computers," speaking a common language across the network, between the host systems and
the network.

When Larry Roberts proposed the ARPANET concept to the researchers at the various host sites, the concept was
well received but not the practical implementation. Computer resources were always at a premium, and few
wanted to have a part of their time-sharing computers’ resources used for the routing and processing of packets.
Wesley Clark, an engineer at Washington University in St. Louis who, in the mid-1950s while at MIT had given J. C.
R. Licklider his first serious exposure to computers, suggested placing small computers between the hosts and the
network. These small computers would perform the dynamic routing. At the time, Clark did not know of Donald
Davies's almost identical idea.

Roberts adopted this suggestion and called the small computers "Interface Message Processors" (IMPs). These
were the precursors to modern routers.

Roberts issued a Request For Proposal for building the IMPs, and the contract was awarded to BBN in Cambridge,
Massachusetts, where Licklider had earlier served as a vice president. Licklider had been responsible for purchasing
the first computer for BBN, and as a result the company evolved from being just an acoustics engineering
consultancy to being a leading computer research firm.

Frank Heart, BBN's director of the IMP project, selected a "hardened" version of the Honeywell DDP-516
minicomputerl8l on which to build the IMP. Although the 516 was built to military specifications to withstand
battlefield and naval deployment conditions, it was not enemy actions that Heart feared. Rather, it was the
unwanted attention of graduate students. In the spirit of a highly reliable network, the IMP developers counted on
the hardened 516 to be sufficiently resistant to tinkering.

8] Minicomputers of the time were "mini" only in relation to mainframes. The Honeywell 516 was the size of a refrigerator, weighed almost 1000
pounds, and cost around $100,000.

By October 1969, the first two IMPs were installed at UCLA and at Stanford Research Institute (SRI), connecting
the mainframe hosts at those sites over a 50kbps link, and the first packets were exchanged. By early December,
two more host sites at the University of California Santa Barbara and the University of Utah were added to the
network. Early the following year, a cross-country 50kbps link connecting BBN in Cambridge to UCLA was added.
By April 1971, there were 15 sites:

1. UCLA
2. SRI
3. UCSB

4. University of Utah
5. BBN
6. MIT
7. RAND Corporation
8. System Development Corporation
9. Harvard University
10. MIT Lincoln Labs
11. Stanford University
12. University of lllinois at Urbana

13. Case Western Reserve University
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14. Carnegie Mellon University
15. NASA Ames Research Center

The ARPANET was not only up and running, it was growing steadily.[]

11 For a good set of diagrams of the ARPANET as it grew, plus some hand-drawn sketches by Larry Roberts and others, see
www.cybergeography.org/atlas/historical.html.

The first public demonstration of ARPANET was held at the International Conference on Computer Communication
(ICCC) at the Washington Hilton Hotel in October 1972. Robert Kahn, one of the BBN IMP researchers who had
been instrumental in developing the IMP-to-host protocol, architecting the ARPANET, and improving its reliability,
had spent more than a year organizing the event. Approximately 40 terminals of different makes and models were
connected to a Terminal Interface Processor, or TIP,[29 which in turn was connected to the ARPANET over two
50kbps lines. Conference attendees were invited to come in and play with applications of all sorts, running on
computers all over the country. The ICCC event was a huge success, demonstrating to the computer and
telecommunications industry that packet switching networks are viable and convincing many that the industry was
about to change significantly.

1101 BBN had developed the TIP a year earlier to connect sites that had no local host. The IMPs had only 4 host interfaces and no terminal interfaces;
so the TIP was an IMP with interfaces for up to 64 terminals.

The feasibility of the network had been proven, but a large hurdle remained: When the first few ARPANET sites
were connected, instruction sets were improvised at and unique to each host, allowing it to speak to other
hostsmainly by making the host think its peer was actually a "dumb" terminal. A common host-to-host protocol still
needed to be developed.

ARPANET and the Bomb

One of the most enduring myths about the origins of the ARPANET is that its was designed to
withstand a nuclear attack. The myth is undoubtedly rooted in Paul Baran's work at the RAND
Corporation. But nuclear attack was the furthest thing from the minds of Larry Roberts and his
scientists. Baran's network survivability ideas influenced the construction of the ARPANET for the
much more immediate reason that switching nodes and the links connecting them were at the time
notoriously unreliable. (According to a famous story, when Charley Kline sent the first packets on the
ARPANET in 1969, from UCLA to Stanford Research Institute, he got as far as the g in "login" before
the system crashed.) Redundant packet switches and links, and a dynamic routing protocol, were for
routing packets around failed links and nodes, not radioactive craters.
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1.3. The Network Working Group

UCLA was not chosen randomly as the site for the first IMP installation in 1969. Len Kleinrock was there. Kleinrock
had done key work on analytical models for data flows, and had influenced his friend Larry Roberts's ideas about
store-and-forward switching networks during their time together at MIT. At UCLA, Kleinrock established the
Network Measurement Center (NMC), and in October 1968 Roberts awarded the NMC the contract for performance
analysis of the ARPANET. Kleinrock put together a team of some 40 graduate students to help him.

Approximately a year before the first IMP was installed, graduate students from the first four planned sites began
meeting; Steve Crocker represented the NMC. Their agenda was open, with the objective of discussing the many
development and application tasks that lay ahead of them. "We had lots of questions," Crocker recalls. "How IMPs
and hosts would be connected, what hosts would say to each other, and what applications would be supported. No
one had any answers, but the prospects seemed exciting. We found ourselves imagining all kinds of
possibilitiesinteractive graphics, cooperating processes, automatic database query, electronic mailbut no one knew
where to begin."[111 Out of these discussions emerged a working group of three people: Steve Carr from the
University of Utah, Jeff Rulifson from SRI, and Steve Crocker from UCLA, who became the chairman. They called
themselves the Network Working Group (NWG). Because they had no official charter or assignment from BBN, the
group felt free to discuss a wide range of networking topics: "Our earliest meetings," Crocker said, "were
unhampered by knowledge of what the network would look like or how it would interact with the hosts. Depending
on your point of view, this either allowed us or forced us to think about broader and grander topics."[121

[11] Stephen D. Crocker, "The Origins of RFCs," in Joyce Reynolds and Jon Postel, "The Request for Comments Reference Guide," RFC 1000, August
1987.

[12] Steve Crocker, "The First Pebble: Publication of RFC 1," in RFC Editor et al., "30 Years of RFCs," RFC 2555, April 1999.

A prime topic for the NWG was the yet-to-be-specified host-to-host protocol. They began developing their own
ideas about how it should work, keeping notes on their agreements. They were acutely aware that they were just a
bunch of grad students and that there must be a real design team back at BBN hard at work on the real protocol.
But BBN had their hands full just getting the IMPs to pass bits reliably. There was no protocol design team. "I
remember having great fear that we would offend whomever the official protocol designers were, and | spent a
sleepless night composing humble words for our notes," Crocker said. "The basic ground rules were that anyone
could say anything and that nothing was official." To emphasize that the notes were "the beginning of a dialog and
not an assertion of control,” Crocker called the notes "Requests For Comments." Crocker himself wrote RFC 1, on
their early ideas for a host-to-host protocol.

Responsibility for managing and editing the RFCs was soon taken over by Jon Postel, another of Kleinrock's
graduate students at the NMC. Postel remained the RFC editor until his untimely death in 1998.

Among the first developments of the NWG was the Decode-Encode Language (DEL) for encapsulating and
unencapsulating messagesRFC 5 called it "packing" and "unpacking"and the Network Interchange Language (NIL),
for telling a receiver how to interpret information to be sent. Over the spring and summer of 1969, Crocker's NWG
struggled to develop working protocols. "Although we had a vision of the vast potential for intercomputer
communication, designing usable protocols was another matter ... It would have been convenient if we could have
made the network simply look like a tape drive to each host, but we knew that wouldn't do.” The delivery date of
the first IMP was fast approaching. "With the pressure to get something working and the general confusion as to
how to achieve the high generality we all aspired to, we punted and defined the first set of protocols to include only
Telnet and FTP [File Transfer Protocol] functions. In particular, only asymmetric, user-server relationships were
supported.” The Telnet part, for remote login, was ready in time for the first connection to SRI in October, and it
was this function that was used to pass the first packets on the ARPANET.

But the host-to-host protocol was still to be done. "In December of 1969," Crocker writes, "we met with Larry
Roberts in Utah, and suffered our first direct experience with 'redirection’'. Larry made it abundantly clear that our
first step was not big enough, and we went back to the drawing board."

By December 1970, a host-to-host protocol called the Network Control Protocol (NCP) was ready for deployment,
and by 1972 NCP had been implemented throughout the ARPANET. When the NWG was first considering the overall
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architecture of the host-to-host protocol, they chose to use a layered structure. As Crocker put it, "Along with the
basic host-to-host protocol, we also envisioned a hierarchy of protocols, with Telnet, FTP, and some splinter
protocols as the first example. If we had only consulted the ancient mystics, we would have seen immediately that
seven layers were required." Layered protocol architectures have been accepted wisdom ever since.

One of the key NWG designers that produced NCP was yet another of Kleinrock's graduate students from the NMC
and a close friend of Crocker's since high school days named Vinton Cerf.
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1.4. The Birth of the Internet

Bob Kahn had for some time during the development of the IMP been worrying about congestion in the network.
He theorized that the flow control algorithms would, in some circumstances, allow the queues in an IMP to fill to
capacity, causing upstream IMPs to in turn fill their queues. Such cascading congestion would cause the network to
lock up. But his colleagues at BBN, despite Kahn's nagging, were too busy with engineering to spend time on
abstractions. They just wanted to get the network up and running; refinement could come later.

So in January 1970, after the first four sites were up, Kahn made a trip to the NMC to test his theories. There he
met Vint Cerf, who along with Crocker, Postel, and others helped with the testing. In Cerf's words: "Bob came out
to UCLA to kick the tires of the system in the long-haul environment, and we struck up a very productive

collaboration. He would ask for software to do something, | would program it overnight, and we would do the
tests."[131

1131 Vinton Cerf, as told to Bernard Aboba, "How the Internet Came to Be," The Online User's Encyclopedia, Addison-Wesley, 1993.

Kahn was able to easily push the fledgling ARPANET into congestive failure in exactly the ways he predicted. He
returned to Cambridge with his theories vindicated, and the problems were quickly corrected. But much more
significantly, a collaborative friendship with Vint Cerf had begun; within a few years, that friendship would have a
profound impact on networking.

Larry Roberts had for some time been interested in packet radio networks; the military applications were obvious.
Kahn moved from BBN to DARPA in 1972, and Roberts put him to work studying packet radio networks. Kahn
began looking at a network called ALOHANET.

In 1969, ARPA had funded an experimental packet radio network at the University of Hawaii, directed by Professor
Norman Abramson. ALOHANETI24] connected sites spread around the Hawaiian Islands to a central time-sharing
computer on the U of H campus. Abramson whimsically named his version of an IMP Menehune (a mischievous
Hawaiian elf). ALOHANET users could connect to the ARPANET through a TIP attached to the Menehune. But this
access through the TIP meant that from the ARPANET perspective ALOHANET was just a terminal connection. Kahn
was interested in finding a way to make ARPANET and ALOHANET, or any diverse networks, full peers with
transparent access between hosts. From this, DARPA's Internetting Project was begun to explore open network
architectures.

[14] Steve Crocker exposed his friend Bob Metcalfe to Abramson's work. Metcalfe was intrigued by the ALOHANET's procedures for random access to
a broadcast medium, particularly the retransmit procedures when packets collide. These ideas led Metcalfe and David Boggs to invent Ethernet.

While this was happening, the first public demonstration of the ARPANET at the ICCC that Kahn had organized took
place in October 1972. At that event, a new working group called the International Network Working Group (INWG)
was organized. Several packet switching projects had sprung up in Europe, and the mission of the INWG was to
find a way to connect ARPANET and these other diverse networks, making an international network of networks.
Vint Cerf was the INWG chairman.

Cerf and Kahn began a lengthy series of discussions to find a solution to their mutual challenges. Their model was
an internetworking of the ARPANET with a packet radio network and a satellite network (SATNET)each of which
used different protocols and different interfaces, optimized for that particular network's needs.

Early in 1973, Cerf proposed linking the three networks by adding a routing computer he called a "gateway"
between each network. The gateway would understand the protocols and procedures of each of the attached
networks and be able to pass packets between them by providing the correct interfaces, procedures, and packet
encapsulations to each connected network.

But there were other challenges. ARPANET was designed for a very high degree of reliability, and NCP depended
upon that. Packet radio and satellite links could not guarantee that kind of reliability. Another problem was
addressing. NCP addressed only next-hop nodes, something like modern MAC addresses, and could not address on
a widermuch less globalscale. Also, each network had its own maximum packet sizes, and adjusting packet sizes
from one network to another was required. So Kahn undertook the development of a new host-to-host protocol
with global addressing, the ability to recover from lost packets, fragmentation and reassembly, end-to-end
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checksums, and host-to-host flow control. He asked Cerf, who was by this time a professor at Stanford University,
to help because of his experience designing NCP. Cerf ran a series of seminars at Stanford for students and visitors
to discuss and challenge their ideas as they formed.

Cerf and Kahn presented their first version of the new protocol at a meeting of the INWG at Sussex University in
the United Kingdom in September 1973.[151 They called it the Transmission Control Protocol (TCP).

[151 Vinton G. Cerf and Robert E. Kahn, "A Protocol for Packet Network Intercommuication," IEEE Transactions on Communications, Volume COM-22,
Number 5, pp. 627641, May 1974.

Over the next five years, the protocol went through four iterations, with modifications such as the addition of a
three-way handshake and a lengthening of the address from the originally proposed 24 bits to 32 bits. The term
datagram also comes into usage during these modifications.

The first demonstration of the new protocol came in July 1977. A van driving on the San Francisco Bayshore
Freeway was linked into a packet radio system, which linked through a gateway to the ARPANET. The ARPANET
was then linked through another gateway to a point-to-point transatlantic satellite link to Norway and then by land
line to the University College London. Packets then recrossed the Atlantic on another SATNET link, and back
through the ARPANET to a host at the University of Southern California's Information Sciences Institute (I1Sl). Cerf
writes, "Since the Defense Department was paying for this, we were looking for demonstrations that would
translate to militarily interesting scenarios. So the packets were traveling 94,000 miles round trip, as opposed to
what would have been an 800-mile round trip directly on the ARPANET. We didn't lose a bit!"

In August 1977, Jon Postel wrote: "We are screwing up in our design of internet protocols by violating the principle
of layering. Specifically we are trying to use TCP to do two things: serve as a host level end to end protocol, and
serve as an Internet packaging and routing protocol. These two things should be provided in a layered and modular
way."[161 postel proposed moving the hop-by-hop portion of TCP into a separate protocol called Internet Protocol
(IP). In the same paper, he proposed the IP header as we know it today. Cerf and Postel then wrote the
specifications for splitting TCP, and TCP/IP came into being.[17l User Datagram Protocol (UDP) was then specified
by Postel to provide direct access to IP, when best-effort service is desired.

116] Jon Postel, "Comments on Internet Protocol and TCP," IEN #2, August 1977.

1171 Some early documents called it IP/TCP.

In 1980, the U.S. military adopted TCP/IP as a networking standard, and a "flag day" transition from NCP to TCP/IP
was scheduled for the ARPANET on January 1, 1983. The transition went reasonably smoothly, and marks the
beginning of the Internet and the beginning of the end for the ARPANET.

Al Gore Invents the Internet

A recent bit of Internet mythology is U.S. Vice President Al Gore's supposed claim that he invented
the Internet. The story started with an interview with Wolf Blitzer on CNN's Late Edition. Gore was
campaigning for the Democratic nomination for president, and Blitzer asked Gore why voters should
support him rather than Bill Bradley. As part of Gore's reply, he said, "During my service in the
United States Congress, | took the initiative in creating the Internet. | took the initiative in moving
forward a whole range of initiatives that have proven to be important to our country's economic
growth and environmental protection, improvements in our educational system."[18]

Although his choice of words was clumsy (taking the initiative on initiatives?), Gore was trying to get
across that as a congressman and senator he had been a leader in addressing a range of important
issues.

Reporters were quick to pick up on the gaffe. At first, most simply tried to point out that the Internet
was "invented" in 1969 (which is not true either), long before Gore came to Congress. But the news
media soon morphed Gore's unfortunate choice of words into a claim that he had invented the
Internet. Comedians and political opponents happily repeated the misquote until it became accepted
truth. Even Gore himself began making jokes about it.

The reality is that Gore's legislative efforts from the 1970s on did indeed help create the Internet we
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now enjoy (or hate). Republican leader Newt Gingrich stated, "Gore is the person who, in the
Congress, most systematically worked to make sure that we got to an Internet.”[19]

Vint Cerf and Bob Kahn also weighed in on the subject: "We don't think, as some people have
argued, that Gore intended to claim he 'invented' the Internet. Moreover, there is no question in our
minds that while serving as senator, Gore's initiatives had a significant and beneficial effect on the
still-evolving Internet. The fact of the matter is that Gore was talking about and promoting the
Internet long before most people were listening."[291 After enumerating his contributions, they
conclude: "No one in public life has been more intellectually engaged in helping to create the climate
for a thriving Internet... The vice president deserves credit for his early recognition of the value of
high-speed computing and communication and for his long-term and consistent articulation of the
potential value of the Internet to American citizens and industry and, indeed, to the rest of the
world."

118 "Transcript: Vice President Gore on CNN's 'Late Edition’,” www.cnn.com/ALLPOLITICS/stories/1999/03/09/president.2000/transcript/gore/, March
9, 1999.

1191 Quoted in James Gerstenzang, "Gore Can Mispeak, and That's No Exaggeration," Los Angeles Times, September 22, 2000.

120l Robert Kahn and Vinton Cerf, "Al Gore and the Internet," e-mail to Declan McCullaugh and Dave Farber, September 28, 2000.
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1.5. Routing in the ARPANET

By the time of the NCP-to-TCP/IP transition at the beginning of 1983, two communities were using the ARPANET:
military operations and university/corporate researchers. Particularly in the second community, a tremendous
number of graduate students was learning to appreciate and use the network in ways that would quickly influence
the business community. They were also using the network for some distinctly nonresearch activities such as
gaming. As a result of this large and growing user population, the Department of Defense became concerned about
security, and decided to move their nodes to a separate network called the MILNET. But they wanted to continue to
have access to the ARPANET nodes, so the two networks remained connected through a gateway. The separation
was really just one that provided separate administrative control; the users on both networks didn't notice the
difference. The transition to TCP/IP made such a split possible.

Other networks also began cropping up and interconnecting, both in the United States and in Europe. The one with
the most important long-range impact was the NSFNET, begun by the National Science Foundation in 1985.
Originally intended to interconnect five supercomputer sites over 56kbps links, the network links were upgraded to
T1 in 1988 and then T3 (45Mbps) beginning in 1990. NSFNET connected universities and corporations all around
the country; more important, it offered free connectivity to the regional networks cropping up around the country.
ARPANET's slow links and its old IMPs and TIPs, plus its restrictive access polices, meant that by the late 1980s
most users were connected to other networks. DARPA decided it was time to decommission the 20-year-old
network. One by one, its sites were transferred to one of the regional networks or to the MILNET, so that by 1990
the ARPANET ceased to exist.

But as this short historical overview has shown, almost all of the internetworking technologies we use to this day
had their start with the ARPANET. That includes the topic of this book, routing. By the mid-1980s, a number of
companies had sprung up to sell commercial versions of gateways, called routers: 3Com, ACC, Bridge, Cisco,
Proteon, Wellfleet, and others. They all used routing algorithms first explored in the ARPANET. Interestingly,
engineers at BBN had tried to encourage the company to get into commercial routers, but their marketing
department decided that there was no future in it.

The first routing protocol used in the ARPANET was designed in 1969 by Will Crowther, a member of the original
IMP team at BBN. Like all routing protocols, it was based on mathematical graph theoryin this case, the algorithms
of Richard Bellman and Lester Randolph Ford. The Bellman-Ford algorithm forms the basis of most of a class of
routing protocols over the years called distance vector protocols. Crowther's protocol was a distributed adaptive
protocolthat is, it was designed to adapt to quickly changing network characteristics by adjusting the link metrics it
used (adaptive), and the routers cooperate in calculating optimal paths to a destination (distributed).

Crowther's routing protocol used delay as its metric. The delay was estimated at each IMP by counting, every 128
milliseconds, the number of packets queued for each attached link. A constant, representing a minimum cost, was
added to the counts to avoid an idle link being given a metric of zero.I21l The more often the queue length was
measured, the more quickly each IMP could detect and adapt to changing link delays. The result, it was theorized,
was that traffic distribution should be fairly balanced on all outgoing trunks to a given destination.

121 Although probably irrelevant to routing, one advantage that the Bellman-Ford algorithm has over the Dijkstra algorithm is that Bellman-Ford can
account for negative cost values on branches of a graph, whereas Dijkstra cannot.

At each new count, the IMP's routing table was updated, and then the routing table was advertised to its
neighbors. Neighbors, on receiving the table, estimated the delay to the advertising IMP, added the results to the
information in the received table, and used the sums to update the information in their own tables about
destinations reachable via the advertising IMP. Once updated, the neighbors advertised their own tables to their
neighbors. The distributed nature of the routing calculation, then, came from the iterative advertising and updating
of tables across the network.

This original protocol served the ARPANET well for its first decade of life. Under light traffic loads, the routing
decisions were determined mainly by the constant added to the estimated delay. Under moderate loads, congestion
might arise in isolated areas of the network; the measured queue lengths in these areas became a factor, and
traffic was shifted away from the congestion.
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But the protocol began showing increasing problems as the ARPANET grew larger and traffic loads grew heavier.
Some of the problems had to do with the way the metric was determined:

e The queued packet count is an instantaneous measurement. In a busy network, queue lengths can vary
quickly and regularly, causing extreme fluctuations in the metric and hence oscillations in routing tables.

e Counting queued packets does not take into consideration differences in available link speeds. Even with
more queued packets, a high-speed link might have less delay than a low-speed link.

e Queuing delay is not the only factor influencing overall delay. Packet lengths, processing time in the IMP, and
other factors can contribute to delay.

Additionally, problems with the distance vector approach itself began arising:

e As the number of network nodes grew, the exchange of routing tables was expected to begin consuming a
significant fraction of the available bandwidth.

e The rate of measuring delays and updating tables, coupled with the instantaneous queue measurement,
could restrict the network from reacting fast enough to true congestion but also cause it to react too fast to
minor or insignificant queue changes.

e The distributed calculation, which by nature is slow to converge (related to the last bullet, bad news travels
fast but good news travels slow), was susceptible to persistent routing loops and inaccuracies. (Chapter 2
discusses the typical vulnerabilities of distance vector protocols.)

In 1979, BBN deployed a new ARPANET routing protocol, developed by John McQuillan, Ira Richer, and Eric
Rosen.I22] The new protocol introduced three significant changes from the original:

1221 John M. McQuillan, Ira Richter, and Eric C. Rosen, "The New Routing Algorithm for the ARPANET," IEEE Transactions of Communications, Vol
COM-28, No. 5, pp. 711719, May 1980.

e Although the protocol still used an adaptive metric based on measured delay, the metric was both more
accurate and less instantaneous.

e Update frequency and the size of the updates were sharply reduced, requiring less bandwidth.

e The routing algorithm changed from a distributed calculation based on advertised databases to a local
calculation at each IMP based on advertised metrics.

The improved metric determination meant less thrashing of routes. Rather than counting queued packets, the IMP
timestamped each arriving packet with an arrival time. Then when the first bit of the packet was transmitted, the
packet was stamped with its transmit time. When an acknowledgement of the packet was received, the arrival time
was subtracted from the transmit time. Then a constant (called a bias)[23] representing the propagation delay of
the line on which the packet was transmitted and a variable representing the transmission delay (based on packet
length and line speed) were added to the difference between the arrival and transmit times. The resulting value
was a more accurate measure of true delay. Every 10 seconds, the average of these measured delays for each
attached link was taken, and this average became the metric for the link. By taking an average, the problems
associated with using an instantaneous measurement were avoided.

123] As with the previous protocol, the constant prevents the possibility of attributing a cost of zero to an idle link.

The second change, reduced update frequency, was accomplished by setting a threshold that began at 64
milliseconds. When the 10-second average delay was calculated, the result was compared with the previous result.
If the difference did not exceed the threshold, no update was sent, and the threshold was reduced by 12.8ms for
the next comparison. If the threshold was exceeded, an update was sent, and the threshold was reset to 64ms.
This decaying threshold ensured that big metric changes were advertised quickly and small changes were
advertised slower. If no metric change occurred, the threshold would decay to 0 in 50 seconds causing an update
to be sent even if no metric change had occurred. As a result of this new algorithm, the frequency of updates and
the associated bandwidth consumption was sharply reduced.

Also important was what was in the update. Rather than sending the routing table to neighbors, each IMP sent only
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the metrics of its local links; the update would be sent throughout the network (the designers called the procedure
"flooding™), and each IMP would keep a copy in a database. An IMP did not have to perform its local calculation
before forwarding the update. This had two beneficial effects: The updates themselves were smallaveraging 176
bitsfurther reducing bandwidth consumption; and because the updates were flooded to all IMPs quicklywithin
100msthe network could react to changes more quickly. Using sequence numbers, ages, and acknowledgments
ensured accuracy and reliability of the flooded metrics.[241

1241 This protocol used circular sequence numbering, as described in Section 2.2.2. For a facinating story of how a simple corruption of a couple of
sequence number bits brought down the ARPANET on October 27, 1980, read Eric C. Rosen, "Vulnerabilities of Network Control Protocols: An
Example," RFC 789, 1981.

The third significant change, and the one most important to this book, is that instead of the Bellman-Ford
algorithm the protocol calculated routes based on an algorithm created by graph theorist Edsger Dijkstra. Each IMP
used its database of metrics flooded from all IMPs to calculate locally the shortest path to all other IMPs. This
procedure sharply reduced the looping that had begun plaguing the ARPANET under the previous routing protocol.
McQuillan, Richer, and Rosen called their Dijkstra-based algorithm a shortest-path-first (SPF) algorithm. It was the
first link state protocol widely used in a packet switching network.

The second routing protocol was used in the ARPANET for eight years, until once again problems arose due to the
inability of the algorithms to scale to the continued network growth. But this time, the SPF algorithms were
unchanged; it was only the adaptive metric calculation that was problematic.

The three factors that the previous protocol used to calculate delay were queuing delay (represented by the
difference between transmit time and arrival time), link propagation delay (based on the constant), and link
transmission delay (based on packet length and line speed). Under low traffic loads, the effect of the queuing delay
was negligible. Under medium loads, the queuing delay becomes a more significant factor but results in reasonable
shifts in the traffic flows. Under heavy loads, however, the queuing delay becomes the major factor in the
computation of the metric. At this point, the queuing delay could cause route oscillations.

Take, for example, the network of Figure 1.2. Two links, A and B, connect two regions of the network; all traffic
between the "east" and "west" regions must use one of these two links. If most routes use link A and the load
across the link is heavy, the queuing delay for that link becomes high, and a high delay value will be advertised to
all the other nodes. Because the other nodes run their SPF calculations more or less simultaneously, they will
simultaneously come to the same conclusion: that A is overloaded and B is a better path. All traffic then shifts to B,
causing B to have a high delay; at the next measurement, B's high delay is advertised and all routes shift back to
the now underutilized A. A is now seen as overloaded, traffic switches again to B, and so on; the oscillations could
go on indefinitely. At each shift, the load causes a large change in the link metrics and as a result as soon as the
shift occurs the metrics that caused the shift become obsolete.

Figure 1.2. The original adaptive metric calculation of the second ARPANET routing
protocol could cause route oscillations between parallel links such as A and B shown
here.

To address the problem, in 1987 a new metric calculation algorithm designed by Atul Khanna, John Zinky, and
Frederick Serr of BBN was deployed.[25] The new algorithm was still adaptive, and still used a 10-second average
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delay measurement. Under light to medium loads, its behavior was not very different from the previous metric
algorithm. The improvement was seen in how the algorithm operated under heavy loads. The metric is no longer
delay but a function of delay, and the range of metric variation is confined so that in a homogeneous network the
relative metrics between two otherwise equal paths cannot vary by more than two hopsthat is, traffic cannot be
routed around a congested link over more than two hops. All this is a function of link utilization; when utilization is
light, the algorithm behaves as if the metric is delay based, and as utilization increases it behaves as if the metric
is capacity based.

125] Atul Khanna and John Zinky, "The Revised ARPANET Routing Metric," Proceedings of the ACM SIGCOMM Symposium, pp. 4556, September
1989.

While the metric calculation algorithm for the ARPANET was changed, the SPF algorithm underwent only a minor
change: Calculations were performed in such a way that routes were moved off of an overutilized link gradually
rather than all at once, reducing the potential for heavy route oscillations.

A description of the metric calculation algorithm itself is impractical for the needs of this book, and that says
something about adaptive routing algorithms in general: Distributed adaptive algorithms involve significant
complexity to be effective. As a result, most adaptive algorithms used in modern packet switching networks for
functions such as traffic engineering are centralized rather than distributed. The link state routing protocols that
grew out of the early ARPANET experiences have used fixed rather than adaptive metrics.

Does the Internet Have a Father?

I've always been a little irked when fellow Americans call George Washington the "father of our
country.” As an ardent admirer of John Adams, | think that his revolutionary and, later, diplomatic
efforts earn him the title (although admittedly Adams wasn't a very good president). Others might
feel as strongly about Franklin or Jefferson. If we must use paternalistic language at all, "Founding
Fathers" is more fair. The sobriquet justly recognizes that the United States was born of the efforts of
many people, not one.

So too with the Internet. Vint Cerf is probably called "the father of the Internet" more often than
anyone else, but J. C. R. Licklider, Larry Roberts, Len Kleinrock, Bob Kahn, Jon Postel, and others
have also been pegged with solitary fatherhood. But singling out the efforts of any one person
unfairly belittles the efforts of many, many others. The Internet has no one father but a rather large
group of Founding Fathersand a few Mothers.

In the short history | have presented in this chapter, more of the Internet's founders have gone
unmentioned than mentioned. | have drawn from many sources in writing this history, but my most
useful reference was the book by Katie Hafner and Matthew Lyon, Where Wizards Stay Up Late: The
Origins of the Internet.I261 If you want to know more about the birth of the Internet, and who gets
credit, | highly recommend this entertaining and informative book.

126] Katie Hafner and Matthew Lyon, Where Wizards Stay Up Late: The Origins of the Internet, Simon & Schuster, 1998.
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1.6. The European Invasion

The Network Working Group set the tone for the development of most protocols and procedures associated with
the Internet and TCP/IP to this day. From its beginning as a group of graduate students and staffers working at the
first four ARPANET sites, worried that their junior status and audacity at suggesting protocol solutions would offend
the "real" protocol designers, Internet protocol development has been open, driven from the bottom up, with
anyone allowed to participate in the process. RFCs were their means of documentation.

"When the RFCs were first produced,” Vint Cerf writes, "they had an almost nineteenth-century character to
themletters exchanged in public debating the merits of various design choices for protocols in the ARPANET."[271

[271Vint Cerf, "RFCsThe Great Conversation," in RFC Editor et al., "30 Years of RFCs," RFC 2555, April 1999.

The NWG grew large over the years, and in 1986 they became the Internet Engineering Task Force (IETF). Over
the years, the IETF has grown to become the de facto standards body for IP and related protocols. Yet in spite of
this, the IETF has never had an official charter; it still operates as a loose organization of kindred spirits dedicated
to creating and improving Internet and networking protocols. And although vendors often play a big role in protocol
development these days, they still must participate in the IETF working groups, come to the meetings, and present
their work for review and criticism just like everyone else.

But the ad hoc spirit of the IETF did not sit well with everyone. Governments, which are (with a few disastrous
exceptions) highly structured bureaucracies, prefer that highly structured bureaucracies set their standards. The
IETF was hardly that. But, the International Organization for Standardization (1SO) was.[28] The 1S0,
headquartered in Geneva, was founded in 1946 by the union of two earlier standardization bodies. Its mission is to
enhance international manufacturing and trade through agreement on industrial standards, and it sets standards
for industries ranging from construction and agriculture to medicine and electronics. 1SO standards define screw
threads, credit cards, tool safety, and the pictorial symbols seen in airports, along highways, and on toilet doors
worldwide.

128] You might notice that the acronym ISO does not match the English name. That is because it is not actually an acronym; it is a name. 1SO is
derived from the Greek isos, meaning "equal." This was chosen so that the acronym would not vary from language to language. The organization is
always ISO, in any country.

As experimental packet switching networks began cropping up not only in the United States but in Europe in the
1970s, many governments began to see the need for standardization but wanted the standards to come from a
more official body than the IETF. In 1977, the British Standards Institute proposed that the 1SO standardize an
architecture for communications infrastructures. The ISO set up Subcommittee 16 under Technical Committee 97,
and in 1978 the subcommittee proposed the establishment of a reference model to be called the Open Systems
Interconnection (OSI) model.[221 The American representative to the 1SO, the American National Standards
Institute (ANSI), was tasked with developing proposals for the OSI reference model.

12911SO/TC97/SC186, "Provisional Model of Open Systems Architecture," Doc. N34, March 1978.

At about this same time, Mike Canepa and Charlie Bachman at Honeywell had been working on an architecture for
distributed databases. Drawing from work done by IBM in 1974 on their Systems Network Architecture, which had
seven layers, the Honeywell team proposed in 1978 a seven-layer architecture for interconnecting computers
called the Honeywell Distributed Systems Architecture (HDSA). When ANSI met in Washington in March 1978 to
consider proposals for the OSI model, Canepa and Bachman presented HDSA. It was the only proposal presented,
and ANSI adopted their model as the now-famous seven layer OSI reference model.

Work then began to establish protocols compliant to the OSI model. European governments and the European
Commission put their weight behind the ISO work rather than the IETF; in the United States, although the military
had adopted TCP/IP, the civilian sector under the Department of Commerce was expected to support the I1SO
protocols. And when the ISO finally produced a preliminary set of protocols in 1988, the U.S. government adopted
the OSI protocols even though TCP/IP had been in operation for five years and the OSI protocols had yet to be
implemented.[391

1301 The Government Open Systems Interconnection Profile (GOSIP) was outlined in the Federal Information Processing Standard (FIPS #146),
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developed by the National Institute of Standards and Technology (NIST).

With massive government backing, it seemed inevitable that the OSI protocols would replace TCP/IP. Throughout
the late 1980s and early 1990s, the OSI community viewed TCP/IP as nothing more than an academic experiment.
Yet in the end TCP/IP became the Internet standard, and OSI died on the vine.

The prevalence of TCP/IP can be partly attributed to the widespread popularity of the UNIX operating system,
versions of which began including TCP/IP as early as 1981. But the biggest reason for the acceptance of TCP/IP has
to do with the personalities of the IETF and the ISO. The IETF was interested in practical solutions, whereas the
ISO was trying to develop protocols that would fit into a predetermined reference model. As the IETF merrily
surged ahead under its credo of "rough consensus and running code,” implementing first and then standardizing
what worked and abandoning what didn't, the ISO committees plodded along developing standards before getting
to implementation. Throughout Europe, supposedly the bastion of OSI, universities became impatient with waiting
for the 1SO and increasingly adopted TCP/IP.

However, one protocol arose out of the OSI work that remains important to the Internet to this day: IS-IS.
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1.7. Separate But Equal

OSI appealed to governments, telcos, and other organizations that were much more comfortable with established
standards bodies than with the freewheeling style of the IETF. And because such organizations represented major
customer bases, the computer and networking vendors of the time set to work developing OSI-compliant protocol
suites. Novell (NetWare), Banyan (VINES), General Motors (MAP and TOP), Apple (AppleTalk), and others
scrambled to show how their network operating systems fit into the OSI reference model (sometimes a tight
squeeze).

But the company that made the most progress on OSI, and whose protocols became synonymous with OSI
protocols, was Digital Equipment Corporation (DEC). DEC had already established their Digital Network Architecture
(DNA) in the mid-1970s and had developed four versions of their DECnet software as implementations of DNA.
They called each version a phase, specifically DECnet Phases | through IV. In 1987, DEC introduced DECnet Phase
V, and began selling products supporting Phase V in 1991.I311 This newest version moved sharply away from the
earlier versions of DECnet to comply with the OSI model. In 1987, the 1SO adopted the work done by DEC, and so
DECnet Phase V is mostly indistinguishable from what we now call the OSI protocol suite.

131] James Martin and Joe Leben, DECnet Phase V: An OSI Implementation, Digital Press, 1992.

The network routing protocol used by DECnet Phase V, developed at DEC by Radia Perlman, Mike Shand, Dave
Oran, and others, was adopted in its entirety by the ISO as ISIS. "ISO's standard for routing CLNP is known as 1S-
IS," Perlman writes, "because all the other names (e.g., 10589: 'Intermediate system to Intermediate system
Intra-Domain routeing information exchange protocol for use in Conjunction...') are worse."[321

[32] Radia Perlman, Interconnections: Bridges and Routers, page 268, Addison-Wesley, 1992.

Around the same time in 1987 that the 1SO adopted 1S-1S, the IETF recognized the need for a link state interior
gateway protocol. The NSFNET backbones and the regional networks at the time were either using static routes or,
where dynamic routing was needed, RIP. Static routes did not scale for simple management reasons, and RIP was
showing many of the vulnerabilities at scale that the early ARPANET Bellman-Ford protocol showed. With the
experience gained from developing and operating the ARPANET's SPF protocol, developing a link state IGP for use
at larger scales seemed logical.

But this move created two camps in the IETF. One camp looked at 1S-1S and decided that it made little sense to
develop a new link state protocol when one was already at hand. Why not just extend 1S-1S to support TCP/IP? The
other camp did not want a protocol that was controlled by an outside body, particularly one as rigidly bureaucratic
as the I1SO. The IETF approach was proven and familiar, so why not develop an open, nonproprietary version of the
ARPANET's SPFOSPFto better coexist with the open TCP/IP? A visceral resentment of the ISO's arrogance in
dismissing TCP/IP also fed the second camp; IS-1S was unacceptable simply because it was an 1SO protocol.

Rather than choose between the competing camps, the IETF decided to compromise by accepting both an
extended 1S-1S and a home-grown OSPF as separate but equal protocols. An I1S-1S Working Group and an OSPF
Working Group were formed.

The 1S-1S Working Group finished extending 1S-1S to support IP in 1990 and called the extended version
"Integrated" or "Dual” 1S-1S. The IP extensions were published in RFC 1195, authored by Ross Callon, a Digital
Equipment Corporation engineer who had previously worked at BBN.I331

B3] Ross Callon, "Use of OSI IS-IS for Routing in TCP/IP and Dual Environments," RFC 1195, December 1990.

The OSPF Working Group produced their first version of OSPF in October 1989. However, this first version
(OSPFv1) revealed several operational problems and some areas where the protocol could be optimized; it was
never deployed. The working group revised the protocol, and OSPFv2 was published in RFC 1247, authored by
John Moy, in July 1991.I341 Moy worked at Proteon, Inc., an early router manufacturer, and like Callon was an ex-
BBN engineer.

134 John Moy, "OSPF Version 2," RFC 1247, July 1991.
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OSPF was deployed successfully in several regional networks in 1990, and was demonstrated successfully at
INTEROP in October 1991. "It is difficult,”"” Moy wrote, "to create a flashy demonstration of a routing protocol. When
the routing protocol is working, one does not really notice that it is there at all."I[351

135] John Moy, OSPF: Anatomy of an Internet Routing Protocol, Addison-Wesley, 1998.

Throughout the development process, the two working groups borrowed from each other. The concept of a
designated router on broadcast networks, for instance, which is used by both OSPF and 1S-1S, was first developed
for 1S-1S. They also both used lessons learned from the ARPANET's SPF protocol. For example, the surprising
meltdown of the ARPANET on October 27, 1980, described in RFC 789, was partially due to the protocol's circular
sequence number space. Both 1S-1S and OSPF adopted a linear sequence number space (described in Chapter 2).
The working groups also recognized the complexity of adaptive metrics, and specified configurable, nonadaptive
metrics.

By the mid-1990s Cisco Systems was well on its way to becoming the dominant commercial supplier of routers for
the Internet backbone and regional networks. Cisco began supporting both OSPF and the OSI version of IS-IS in
1991; the following year, they released an implementation of Integrated I1S-1S for IP support. But the significant
event for 1S-1S, leading to its use in service provider networks worldwide, happened in 1994 when Cisco began
supporting NLSP.

Novell Networks had some years earlier begun developing a link state protocol for its NetWare network operating
system. Under the direction of Neil Castagnoli,[3€1 Novell released their NetWare Link Services Protocol (NLSP).
NLSP was essentially 1S-1S adapted for routing Novell IPX. (Radia Perlman joined Novell shortly after NLSP was
released, leading to the myth that she created NLSP from 1S-1S.)

136l Hannes Gredler and Walter Goralski, The Complete 1S-1S Routing Protocol, Springer, 2005, page 5.

When Cisco Systems implemented NLSP, it decided to rewrite its 1S-1S code to merge the two very similar
protocols internally in 10S wherever possible. Dave Katz conducted the rewrite, and the result was a reliable,
robust IS-1S implementation. The Cisco OSPF implementation at the time was less refined, and service providers
were becoming dissatisfied with it. Partly spurred by the OSI mania of the time, many switched to 1S-I1S and have
been convinced IS-1IS users ever since. The Cisco OSPF code has of course become just as reliable, but those
experiences in 1994 through 1996 led many to argue even today that I1S-1S is a more reliable protocol.
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1.8. Conclusion

The ARPANET experiences of the 1970s demonstrated that distance vector protocolsat least those based on
Bellman-Forddo not scale to large networks. Currently, OSPF and IS-1IS are the only two open IP protocols that are
proven and reliable in large-scale networks. In fact, any router vendor expecting to sell to carriers and Internet
service providers must be able to demonstrate carrier-grade implementations of these two protocols.

Now that you know something about their origins, the remainder of this book delves into I1S-1S and OSPF in depth,
comparing and contrasting them, in the hope that you will come away with a deeper knowledge of both and be
able to make informed decisions about which protocol is right for your network.
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Chapter 2. Link State Basics

All current IP routing protocols belong to one of two classes: vector protocols or link state protocols. RIP, RIPv2,
RIPNng, Cisco Systems' IGRP and EIGRP, and BGP are vector protocols, whereas OSPF and IS-IS are link state. This
chapter presents the fundamental concepts of link state protocols. With these concepts firmly understood, the
remaining chapters can then demonstrate how OSPF and IS-1S implement each concept similarly or differently.

The objective of a routing protocol is to create, in each router in a network, a database of reachable destination
addresses for the purpose of forwarding packets. Each address in the database is associated with the router
interface closest to the destination and possibly the address of the next router on the path toward the destination.
This database is called the routing information database (RIB), or simply the routing table. Two mechanisms must
be defined for a routing protocol to create the RIB:

e A procedure by which destination addresses and their associated information are communicated between
routers

e An algorithm that uses shared information to calculate the shortest path to each destination in the database

The fundamental difference between vector and link state is in how the two classes of protocols implement these
two mechanisms. To understand the possible advantages of link state protocols, we first briefly examine vector
protocols.
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2.1. Vector Protocol Basics

A vector is defined as a quantity that has both magnitude and direction. An IP route is a vector, in which the
direction is some egress interface or a next-hop address. How the route's magnitude is defined varies from one
protocol to another. It might be a distance measured in router hops (RIP), autonomous system hops (BGP), or a
sum of interface characteristics (IGRP and EIGRP). The magnitude might also be a sum of dimensionless interface
metrics (OSPF and 1S-1S). But stating that a route is a vector is not really useful in differentiating vector protocols
from link state protocols. A route derived by either is a vector.

My friend Paul Goyette points out that in virology, a vector is a means of propagation of some pathogen. In fact,
the Latin root of the word, vectus, means "bearer" or "carrier." For example, a mosquito is a vector that carries
malaria from one organism to the next: Mosquito A picks up the malaria virus from organism X and deposits it in
organism Y. Mosquito B picks up the virus from organism Y and deposits it in organism Z.

This definition gets us closer to understanding a vector protocol: Update message A picks up route data from
router X and deposits it in router Y. Update message B picks up route data from router Y and deposits it in router Z

(Figure 2.1).

Figure 2.1. Update A and Update B are vectorscarriers of information from one router to

another.
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Getting back to mosquitoes, the virus that mosquito B takes away from organism Y is not the same virus that
mosquito A deposited in organism Y. The deposited virus multiplies and possibly even mutates within the organism
before some copy of it is picked up by mosquito B.

Similarly, the route data update message B picks up from router Y is not the same route data that update message
A deposited in router Y, even though the route data pertains to the same destination. An algorithm modifies the
deposited route data in router Y in such a way that the data reflects that router's position in the network relative to
the route's destination.

We have now defined, at a very high level, both the procedure used by vector protocols to communicate
destination addresses and their associated information between routers, and the algorithm that uses the
information to calculate shortest paths to the destination addresses. Moving with all due prudence away from
malarial mosquitoes, let's add more focus to the definitions.

Information for a particular destination prefix originates in some router. The router learns the information in one of
three ways:

e The destination prefix is associated with one of the router's attached interfaces.
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e The router is manually configured to originate the destination prefix.
e The router learns the destination prefix from another routing protocol.

A vector protocol transmits the destination prefix to its directly connected neighbors. Each neighbor, when it
receives the route information, modifies the information in such a way that the route information indicates the
distance from that router to the originating router. For example, RIP increases the router hop count by one. The
modified route is then added into the router's routing table. Only then is the route sent to that router's own directly
connected neighbors, to be modified again by those neighbors.

2.1.1. Vector Protocol Convergence

Figure 2.2 shows how route information is vectored from the originating routers Il At time to, the only entries in
the four routers' routing tables are their directly connected networks, indicated by a hop count of 0. No other
information has yet been communicated by the routing protocol.

111 Adapted from Jeff Doyle, CCIE Professional Reference: Routing TCP/IP, Volume |, Cisco Press, 1998, p. 149150, with permission from Cisco
Press.

Figure 2.2. Routing information converges in a hop-by-hop manner in a network using a
distance vector protocol.
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At time t1, the first updates have been received and processed by the routing protocol, and the results have been
entered into the routing tables. Each new time increment represents a new update period, until at time tz all four
routing tables have all the information needed to reach all subnets in the network. At this time the routes to all
subnets in the network are said to be converged.

Processing of the update messages involves two steps. First, the advertised hop count is incremented by one. If
router B tells router A that a destination prefix is two hops away from itself, router A increments the hop count to

three to indicate its own distance to the destination.

In the second step, the routing protocol compares the received routes and their newly incremented hop counts
with the existing routing table entries. If there is no entry for the particular destination address, an entry is made.
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The entry includes the destination prefix, the distance (hop count), and the address of the neighboring router that
sent the advertisement. If the route table already contains an entry for the processed route, the hop counts are
compared. If the newly incremented hop count of the received route is equal to or greater than the hop count of
the existing entry, no change is made. But if the hop count of the received route is less than the hop count of the
existing entry, the entry is replaced by the new route. In this way, the shortest route to each destination is
maintained in the routing table.

For example, at time t1, router B advertises prefixes 10.1.2.0 and 10.1.3.0 to router A, both with a hop count of O
because the prefixes are directly connected to B. Router A increments the hop counts of both prefixes to 1, and
then looks at the entries in its routing table. There is already an entry for 10.1.2.0, and the hop count of the entry
is 0. That is less than the route received from B, which now has a hop count of 1, so the received route is dropped.
However, there is no entry for 10.1.3.0, so that route is entered into the table along with the hop count and router
B's interface address.

The basic vector algorithm described here is more officially called the Bellman-Ford or Ford-Fulkerson algorithm.

2.1.2. Common Characteristics of Vector Protocols

Three important characteristics of all vector protocols can be observed from the preceding example:

e Each router along a path plays a part in the route calculation.
e A router cannot update its neighbors about a route until it has performed its own route calculation.

e |If a destination is not directly connected, all a router knows about the destination is what a directly
connected neighbor tells it.

Each of these characteristics bears examining, because each can be a disadvantage of vector protocols.

Each router along a route plays a part in the route calculation. Look at router D's entry for subnet 10.1.1.0 in
Figure 2.2. The entry indicates that the subnet is three hops away, via router C (10.1.4.1). This entry is the result
of A advertising the prefix with a hop count of O at time tg, B advertising the prefix with a hop count of 1 at time tj,
and C advertising the prefix with a hop count of 2 at time to. As a result, the calculation of the route to 10.1.1.0
from router D is a distributed calculationseveral routers play a role in deriving the route. If any router makes a
mistake in its calculation, all subsequent routers inherit the mistake.

A router cannot update its neighbors about a route until it has performed its own route calculation. Router C could
not tell D about prefix 10.1.1.0 until it had first incremented the hop count advertised by B, compared the result
with its own routing table, and made the appropriate entry for the shortest route. That shortest route entry is then
what is advertised to D. This is significant because the processing at each router takes some finite amount of time.
If the processing time at each router is t, then the time for a route to be processed across three routers is 3t, and
across six routers 6t. If the route includes many router hops, the convergence timethe time for the last router on
the path to correctly enter the route into its routing tablecan be unacceptably long.

If a destination is not directly connected, all a router knows about the destination is what a directly connected
neighbor tells it. All of us have had the experience of having to ask someone for directions. With vector routing
protocols, the neighboring router is the guy giving the directions: "You go this-a-way for eight hops. You can't miss
it." (I always cringe when someone says | can't miss it, because it invariably means | will.) You have no other
information; you must trust that the neighbor giving the directions, whether to an IP subnet or to an antique store
in the country, is giving you accurate information. The neighbor might be mistaken, or might even give you
intentionally incorrect information.

Two of these characteristicsthat all routers along a route participate in the calculation and that a given router only
knows what its upstream neighbor tells itcombine to exacerbate the potential for inaccuracy. As a child, you might
have played the game variously known as Gossip or Rumor. The game works best with 10 or more participants.
Everyone lines up, and the person at one end of the line whispers some statement into the ear of the next person
in line. That person whispers what was heard into the next person's ear, and so on, until the last person in line
gets whispered to. That person then says out loud what he or she was told, and the first person says out loud what
the original statement was. The end statement is almost always different from the beginning statement, often in
very funny ways. "My uncle has three mean hogs" might arrive at the end of the line as "Jeff's uncle is a green tree
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frog." Slight changes at several hops compound, causing extreme corruption of the original message.

Vector protocols are susceptible to the same sorts of incremental corruption of information, although the end result
is seldom funny.

2.1.3. Routing Loops

Distance vector protocols are susceptible to routing loops because of the way routing information convergeseach
router knows only its directly connected links and what its neighbors tell it. It cannot "see" the entire network
topology. This section looks at several tactics used by vector protocols for avoiding routing loops and the
limitations of those tactics.

2.1.3.1. Split Horizon

Because vector protocols process updates hop by hop, the updates for a particular destination should always flow
downstreamthat is, away from the destination. Updates should not flow upstream toward a destination; partly
because it just does not make sense for a route update to go backward along a route, and more important,
because doing so can cause incorrect route calculations.

Suppose router D in Figure 2.3 advertises subnet 10.1.1.0 toward router C. Router C then thinks it has an
alternative route to 10.1.1.0, via router D. Under stable conditions, this is harmless. But suppose the real route to
10.1.1.0 becomes invalid. In that case, router C installs an entry in its routing table to 10.1.1.0 with a distance of
four hops and pointing toward router D. A packet with a destination on the 10.1.1.0 subnet is then mistakenly
forwarded to router D, which of course forwards the packets right back to router C. A single-hop routing loop has
formed, and the packet will continue bouncing back and forth between the two routers until its TTL expires.
Presumably there would not be just one packet going to the same destination, but a flow of packets. And when
each packet in the flow expires in the loop, the packet is retransmitted. You can easily see that such a loop, aside
from gobbling up packets, can cause a possibly serious depletion of link and router resources. Many types of
packets in modern networks can have quite high TTL values, making the impact of a routing loop that much worse.

Figure 2.3. A potential one-hop routing loop can develop if updates flow upstream.
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Single-hop loops in the simple, linear network of Figure 2.3 are easily prevented with update rules such as split
horizon, which dictates that an update for a destination must not be sent to the neighbor from which the
destination was learned. That is, updates must never be sent upstream, only downstream.

But what about the network in Figure 2.4? Links have been rearranged so that routers B, C, and D and their links
form a physical loop. Physical loops in a network are good because they almost always add redundancy. But loops
can also be a challenge for vector protocols. When router A advertises subnet 10.1.1.0, its only neighbor is B, and
so the update is clearly sent downstream. B advertises the subnet to its neighbors C and D, which are also
downstream. But things become murky at routers C and D. As the figure shows, C and D send updates to each
other over their shared link. Are the updates being sent downstream from subnet 10.1.1.0 or upstream toward the
subnet?

https://t.me/learningnets

49



Figure 2.4. Physical loops in a network introduce the possibility of routing loops in
distance vector protocols.
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Perhaps a sufficient, if not satisfactory, answer is that the updates between C and D are being sent "parallel" to
subnet 10.1.1.0. The reality is that in most cases the split horizon rule will take care of any ambiguities in this
network. Both C and D will have already made an entry into their routing tables indicating 10.1.1.0 as two hops
away via router B. When C receives D's update, and D receives C's update, each router will increment the hop
count to 3, see that it is a longer distance than the existing route to 10.1.1.0, and drop the update.
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In Figure 2.5, the link between router B and router C is broken. This is where the redundancy of physical loops
pays off. Router C knows from the link's Layer 2 protocol that the link has failed and that therefore the route to
10.1.1.0 via next-hop router B is no longer useable. C can then select the next-best route to 10.1.1.0, via router
D.

Figure 2.5. Router C can learn an alternate route to 10.1.1.0 when the link between B
and C fails.
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How router C learns of the next-best route depends on the specific vector protocol. RIP and IGRP send periodic
unsolicited updates to their neighbors, so C will learn that D has an alternate route at the expiration of D's next
update period. If the routers in Figure 2.5 are running BGP, each router stores alternate routes in a table. So C will
find the next-best route to 10.1.1.0 via D in its BGP table. If the network is running EIGRP C either has the
alternate route in a topology table or will actively query D for a route to 10.1.1.0.121

121 1f you want to learn more about EIGRP feasible successors and neighbor queries, see Jeff Doyle, CCIE Professional Development: Routing TCP/IP,
Volume |, Chapter 8, Cisco Press, 1998, or Alvaro Retana, Russ White, and Don Slice, EIGRP for IP: Basic Operation and Configuration, Addison-
Wesley, 2000.

2.1.3.2. Counting to Infinity

In Figure 2.6, the link between router A and router B has failed. This presents a more interesting case than the
failure in Figure 2.5 because it introduces the possibility of some vector protocols becoming confused about the
network topology. As with the previous case, router B invalidates the route to 10.1.1.0 as soon as it learns from
the Layer 2 protocol that the link to A has failed. All modern IP vector protocols update their neighbors as soon as
such a change is detected (called a triggered or flash update). So, B sends updates to C and D telling them that
the route it previously advertised to 10.1.1.0 is no longer valid. Most of the time, these triggered updates cause a
reasonably fast network reconvergence. But given the right circumstances, things can go wrong.

Figure 2.6. Router B notifies C and D that 10.1.1.0 is unreachable when the link between
A and B fails.
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Imagine a very small time period in which two things happen (Figure 2.7):

e D sends a periodic unsolicited update to C before it processes the update from B.

e C receives and processes the update from B before receiving the update from D.

Figure 2.7. When a link is broken in a vector protocol network, routing complications can
result because of the timing of updates.
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Router C has already processed the update from B and knows that 10.1.1.0 is no longer reachable through that
neighbor. But then it receives the update from D, claiming it can reach 10.1.1.0 2 hops away. C assumes this
information is accurate (remember, a vector protocol only knows what its neighbors tell it), and makes an entry in
its routing table indicating that the previously unreachable 10.1.1.0 is now reachable via D, three hops away.

The new route at C triggers an update to B, which now thinks 10.1.1.0 is reachable from C, four hops away. B
updates D, which records the subnet reachable via B, five hops away. D then sends this information to C. When C
receives this new update, the route is compared with the existing route table entry. The existing entry says that
10.1.1.0 is three hops away, whereas the new route shows the same subnet six hops away. However, both the
existing route and the new route came from router D. Therefore, C must assume that the new entry describes the
same route, and that the distance has increased for some unknown reason. So, C replaces the existing route with
the new one. Another consequence of "I only know what my neighbors tell me."

C then updates B, which increments its route to seven hops and updates D, which increments its route to eight
hops and updates C, and so on. Because this circular pattern of updates could go on, theoretically, until the hop
count reaches to infinity, the problem is called counting to infinity. The ill effects of counting to infinity can be
limited by defining a finite value at which a route is considered unreachable. RIP, for example, defines an
unreachable route as being 16 hops. In our example, the first router to increment the route to 16 hops marks the
route as unreachable and then updates its downstream neighbor that the route is unreachable. Such a procedure
eventually stops the counting to infinity loop, but it does not prevent the loop. Any packet with a destination
address belonging to subnet 10.1.1.0 that arrives at any one of the three routers in Figure 2.7 is routed in a loop
until the routers conclude that the route is unreachable.

https://t.me/learningnets

53



2.1.3.3. Holddown Timers

A solution for preventing the counting to infinity problem is a holddown timer. If a router learns a route from a
neighbor and then hears from that same neighbor that the route has become unreachable, a holddown timer is set
for the route. Until the timer expires, the router will not accept any new information about that destination unless
either

e The information comes from the same neighbor that announced that the route was unreachable; or

e Another neighbor advertises a route to the destination with a distance that is equal to or less than the
distance of the original route.

In our example, C would have set a holddown timer on the route to 10.1.1.0, and would not have accepted the
update with a higher hop count from D. By the time the timer expired, D would know that 10.1.1.0 is unreachable.

The problem with holddown timers is that they come with a price. The holddown period is 180 seconds for RIP, and
280 seconds for IGRP. As a result, holddown timers can drastically increase network convergence time. Suppose
the same link failure happened in the network shown in Figure 2.8. Here, router D actually does have an alternate
route to 10.1.1.0. Because the alternate route through D has a higher hop count that the broken route through B,
however, C will not accept D's route for at least three minutes. 10.1.1.0 is unreachable to any hosts or additional
network segments connected through C for the duration of the holddown period.

Figure 2.8. Router C will not accept Router D's alternate route to 10.1.1.0 until the
holdown timer has expired.
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2.1.3.4. EIGRP Tactics

EIGRP uses an alternative convergence algorithm known as the diffusing update algorithm (DUAL) that is
specifically designed to perform distributed routing calculations while maintaining freedom from loops at every
instant. EIGRP does not send periodic updates, which was the core cause of the loop in the previous example.
Instead, it maintains a topology table in which routes from neighbors, within certain distance limits, are kept. The
best of these feasible routes is selected and added to the routing table. If the router learns that a route has
become invalid, it looks in the topology table for an alternate route. Keeping a set of alternative routes at the ready
means that EIGRP can often reconverge faster than protocols that must wait for an update.

A route advertised by a neighbor is only considered feasible and added to the topology table if the distance from
the neighbor to the destination is shorter than the router's own shortest distance to the destination. This selection
rule, called the feasibility condition, is key to loop avoidance: If my neighbor's advertised distance to a destination
is less than my own shortest distance to the destination, the neighbor's route cannot possibly loop through me.
The feasibility condition is applied in Figure 2.9. Router A has chosen the route through B, at a cost of 20 (B's
advertised distance of 15 plus the link cost of 5) as its shortest path to destination X. Router A has also selected
the route through router C as a feasible route and placed it into the EIGRP topology table, because C's advertised
distance of 18 is lower than A's distance of 20.

Figure 2.9. With EIGRP, router A selects route B as its shortest path to destination X, and
router C as a feasible route to be used as an alternative if the route through B becomes

invalid.
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The absence of an alternative route in the topology table does not necessarily mean that no alternative route
exists. Router D in Figure 2.9 also has a valid route to destination X. But because D's distance to X is 25, which is
higher than A's distance to X, the route is not considered feasible and is not added to the topology table. But what
happens if the route through B fails, and either the alternate route through C also fails or does not exist? If A looks
into its topology table and finds no feasible successor to the failed route through B, it sends a query to each of its
downstream neighbors asking them for a route to X. The neighbor then looks into its own topology table for a
feasible successor. If it finds one, it sends a reply to the querying router with the route information. If it does not
find a feasible successor, it in turn queries its own downstream neighbors. If it has no downstream neighbors, it
sends a reply saying so.

So when a router queries its neighbors for a route to a destination, either it will receive one or more replies with
alternative routes or, if there are no alternative routes, the queries will reach the edges of the EIGRP domain where
there are no more neighbors to query and replies will come back empty. A querying router waits until it has
received a reply from every queried neighbor before choosing a new route or declaring that the destination is
unreachable.

DUAL makes EIGRP a decided improvement over RIP and IGRP, but it has two possible drawbacks. The first is that
EIGRP is a proprietary protocol, so an EIGRP domain is an all-Cisco domain. Whether this is an issue varies from
one network operator to another, depending on their preferences.

The second drawback is that although EIGRP works well in small to medium networks, it can begin to exhibit
scalability problems as a network grows very large. Queries can take a long time to return, causing slow
convergence. And in extreme cases, a query might take so long to return that the querying router will decide that
the query is lost, and declare the neighbor to whom the query was sent stuck in active (SIA). When that happens,
the router clears its adjacency to the neighbor and drops all routes learned from the neighbor, resulting in
sometimes serious network stability problems.

There are two solutions to an EIGRP network prone to SIAs. The first is to increase the time that a router waits for
replies to queries. This works as long as queries are just slow and not actually being lost, but it increases
convergence time. The second solution is to break up the network into areas. However, EIGRP has no facility for
easily doing this. Instead, multiple EIGRP processes must be used, and careful design and operational procedures
are needed to control traffic in such a network.

Are Link State Protocols Better Than EIGRP?

EIGRP is a fine protocol in networks up to a medium size. In fact, some theoretical studies done by J.
J. Garcia-Aceves Luna argue that DUAL converges faster than link state protocols, and with less
processing required. | do not know whether this has ever been demonstrated in an operational
network, but the fact is that EIGRP does converge quickly in small to medium-sized networks and
without loops. The real deciding factor is that it is proprietary to Cisco Systems. This might be
important to some, and not to others.

2.1.3.5. BGP Tactics

BGP has a very simple loop-avoidance mechanism. Its basic measure of distance is the autonomous system hop.
But rather than measure this distance in autonomous system (AS) hop counts, it associates with each destination
prefix a route attribute called AS_PATH. This attribute is a list, sequenced or unsequenced, of the AS numbers of
all autonomous systems that a route passes through. To find a shortest path to a given destination, the router
selects the route to the destination with the least AS numbers in the AS_PATH.I31 AS numbers are globally unique,
so no two numbers for different autonomous systems should be the same. As a router receives a route update
from a BGP neighbor, it examines the AS_PATH of each route the update contains. If the router sees its own AS
number in a route's AS_PATH, it knows that the route has already passed through its AS once. The route therefore
represents a loop, and is dropped.

1B This is a simplification of the actual BGP path selection process, which considers a number of path attributes associated with a given route.
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But BGP is designed for advertising routes between autonomous systems, not for advertising routes within a single
AS. In other words, BGP is an external gateway protocol, not an internal gateway protocol (IGP). BGP can run
internally within an AS, but this is only to communicate routes from one external-facing router at the edge of the
AS to another external-facing router at another edge of the AS. It is not used for discovering routes between two
destinations within the same AS.

Distance Vector and Path Vector

All of the vector protocols with the exception of BGP are commonly called distance vector protocols.
BGP is called a path vector protocol, because it tracks not paths through routers but paths through
autonomous systems. Is there really any difference between distance vector and path vector? At
least one acquaintance likes to differentiate them by saying that a distance vector route is a sum of
quantities, whereas path vector is a sequence of quantities. My own opinion is that it is all semantics.
Although BGP has a different application than an IGP, and does indeed describe its routes as a series
of AS numbers, it is still a distance vector protocol.
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2.2. Fundamental Link State Concepts

To recap, the two most serious problems with most vector protocols are:

e They sometimes converge slowly.
e They are vulnerable to loops.
This section looks at the basics of link state routing, with emphasis on how it avoids these two problems.

Slow convergence in vector protocols is due to the hop-by-hop, distributed calculation of routes. The more routers
on a routethe larger the network isthe longer the convergence time. Suppose that instead of having to perform a
route calculation before passing along the results of the calculation, a router could pass an update along to its
downstream neighbors as soon as it is received, and then perform its route calculation on a copy of the update
afterward? The improvement in convergence time is apparent: Routing information can be sent throughout the
routing domain almost as fast as the routers can forward it. Convergence can then happen in all routers at almost
the same time.

What is the nature of the shared routing information used in such a forward-then-calculate scheme? If the routing
information is received and forwarded before a calculation is performed, the information must be independent of
the calculation. In other words, each router along a route is performing a local calculation independent of any other
router’'s calculation, and the result of each router's calculation is not shared with other routers. If the calculations
are local, it is imperative that all routers along a route derive the same conclusions so that packets are forwarded
consistently. Therefore, the information must be exactly the same for each router. No router can alter the
information in any way as it is passed along.

But the information must be originated somewhere. A route always pertains to some destination address, so it
makes sense that the originator of the information is the router directly attached to the destination. It makes sense
for another reason, too: If no router is sharing the results of its route calculations with any other router, the only
thing it can know before any calculation is itself and its directly connected links.[41

141 The router might also know about routes it has learned from other routing protocols.

So, then, the shared information is an announcement[2l by a router identifying itself in some way, and identifying
the addresses of the links attached to it.

151 OSPF calls these announcements link state advertisements (LSAs), whereas IS-IS calls them link state protocol data units (LSPs).

It is not enough, however, for some router a number of hops away from the destination to receive an
announcement of, "I am router A, and | have a directly connected subnet of X." The receiving router must still
know how to reach router A. Therefore, every router in the network must send an announcement identifying itself,
its links, and the cost associated with each link.

One final piece of information must be included in the individual announcements for everything to work properly:
Each router must not only identify itself and its directly connected links, but must also identify any directly
connected neighboring routers on those links. Neighbors are easily identified if every router transmits
messagesHello messageson its links announcing its presence, and listening for Hellos from neighboring routers on
the links. As long as the Hellos are never forwarded off of a local link, receiving routers can be sure Hellos are from
neighbors.

We now have enough details to begin describing a high-level framework for a link state routing protocol:

e Every router in a network sends Hello messages on its local links and listens for Hellos, to discover
neighboring routers.

e Every router sends an announcement identifying itself, its directly connected links, and its directly connected
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neighboring routers.

e Every router receiving an announcement keeps a copy of the announcement in a database, and forwards the
announcement to its downstream neighbors.

e When a router has a copy of an announcement from every other router in its database, it can accurately
calculate routes to destinations.

Figure 2.10 shows how a router might use the database of announcements to determine a route to a destination.
The database shown contains the announcements each of the four routers has originated. The announcement from
A, for example, shows that it has directly connected links 10.1.1.0 and 10.1.2.0, and a neighbor B. Because all four
announcements have been forwarded to all four routers, each of the four routers has a database that looks exactly
like the one shown.

Figure 2.10. Each router in a link state network has the identical database of routes.
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The information in the database is like pieces of a jigsaw puzzle. Without looking at the diagram of the network at
the top of Figure 2.10, you can deduce what the network looks like. Router A announced that it has a neighbor B,
and B announced that it has a neighbor A. They each are directly connected to subnet 10.1.2.0, so you know that
they are connected on this subnet. In the same way, you can look at the announcements of B and C and see that
they are connected on subnet 10.1.3.0.

Using such deductions, each router can use the database to form a picture of the entire network. From the picture,
the router can make entries into its routing table. Router D, for instance, can not only immediately see that subnet
10.1.1.0 is attached to router A, it can see all the routers on the path to A. Therefore, it can make an entry in its
database that 10.1.1.0 is reachable via router C, three hops away.

This "picture™ of the network also reduces the problem of loops. Vector protocols are vulnerable to loops because
all a vector protocol router knows about a network is its directly connected links and what its neighbors tell it. But
a link state router, because it knows the complete topology of the network, is much less susceptible to these kinds
of loops.[61

6] Link state protocols can be susceptible to looping or other routing inaccuracies while announcements of topology changes are being flooded but the
announcements have not yet reached all databases, because during this transition time the rule that all databases must be identical is broken.

Because the routers use the database to maintain state concerning the links and routers in the network, the
protocol is called link state.

Having described how a link state protocol works at a simplistic level, it is now time to describe the four
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fundamental concepts of link state protocols. Those concepts are:

e Adjacencies How two link state routers discover each other and agree to exchange routing information.
¢ Flooding How routing information is forwarded reliably to all routers in a network.
e The link state database How routing information is stored and kept accurate.

e SPF calculations How a router actually uses the information in the link state database to calculate routes.

2.2.1. Adjacencies

Before link state routers can begin sending and receiving announcements and building their databases, they must
be able to identify their neighbors. And it is not enough to just identify directly connected routers; in some
networks, routers might be speaking several routing protocols. A router running a specific link state protocol must
be able to find just those directly connected routers running the same protocol. And even this requirement is not
good enough. Within the domain of a single routing protocol, there can be constraints on which routers are allowed
to exchange route information.

So far | have used the term neighbor loosely, but now | will give you a tighter definition: Two routers are
neighbors if they should be exchanging route information using a common protocol. If two routers have identified
each other as neighbors, each has verified that the other is aware of it, and both have verified that no condition
exists that would prevent the exchange of route information,[Zl the neighbors are adjacent.

[IAn example of a condition in which neighbors recognize each other as speaking the same routing protocol but cannot exchange information is one
in which authentication is used but the routers do not have the same passwords. Chapter 9, "Security and Reliability," discusses protocol
authentication.

Prerequisite to the operation of a link state protocol is the ability for every router to identify itself. Therefore, each
link state router has a router ID (RID), which is an address unique to each router within a single routing domain.
The router ID can be administratively assigned, or it can be automatically derived by some means such as using an
interface address. The only requirement is that it must be different from the ID used by any other router in the
domain, and it must be consistenta router cannot identify itself differently to different neighbors.

To identify itself and to discover neighbors, a link state protocol uses Hello messages (an appropriately cheerful
name for a protocol used between neighbors). At the least, a Hello message includes the ID of the router that
originated the message. The Hello also includes information specific to the routing protocol and relevant to the
sending router such as timer settings, interface parameters, and authentication information. Such information is
used to ensure, before forming an adjacency, that the two routers are in agreement:

e About how to exchange information and maintain their adjacency,
e That the information can be exchanged reliably,
e And that the neighbors can trust each other.

When a routing protocol is enabled on a router, there is usually some method of specifying which connected
linksfrom one link to all linksare to be included in the protocol operations. Link state protocols then transmit Hello
messages on these links at some regular interval. The messages must be broadcast or multicast, so that any as-
yet-undiscovered neighbors will hear them. Because the Hello protocol is used to discover only directly connected
neighbors, it is important that no Hello message is ever forwarded beyond the link on which it is transmitted. The
originating router can ensure this by methods such as setting the TTL of the IP packet containing the message to 1
or using a multicast address that is specifically scoped to a single link.

When a router receives a Hello from a neighbor, it cannot assume that the neighbor has also received its Hellos. If
| am router A, and receive Hellos from router B, before | can establish an adjacency | need some indication that B
is also receiving my Hellos. Even though | am receiving B's Hellos, it is possible that some sort of half-break in the
link is preventing my Hellos from arriving at B. Or, B might be receiving my Hellos and rejecting them for reasons
such as packet corruption, incompatible link parameters, or unacceptable protocol parameters within the Hello.
Therefore, there must be a procedure by which two-way communication can be verified by both routers. This
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procedure is called handshaking.

An easy way to verify two-way communication is for each router to include in its Hellos on a link a list of all routers
from which it has received Hellos on that link. Router A in Figure 2.11 has received a Hello from router B. In its
next Hello, A includes B's router ID. When router B receives this Hello, it sees its ID and knows that A is aware of
it. Router B responds in kind by including A's ID in its Hellos. When A sees its ID in B's Hellos, it knows B is aware
of it. Now both routers have verified two-way communication, and are adjacent. This method of handshaking is
called three-way handshaking.

Figure 2.11. Three-way handshaking is used to verify two-way communication.
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After an adjacency is formed, Hellos serve as keepalives for the adjacency. One of the protocol parameters that a
router can include in its Hello messages is a specification of how often it sends Hellos. A receiving router then
knows how often to expect Hellos from that neighbor. If the specified time period elapses without the reception of
a Hello (allowing some extra time for lost Hellos), a router can assume that the neighbor is no longer active on the
link and therefore the adjacency with that neighbor is invalid. Depending on the link state protocol, the Hello
period between routers might be predetermined and non-negotiable, the routers might be able to negotiate a Hello

period, or the Hello periods of the two routers might be independent (each router just accepts its neighbor's
period).
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Are Link State Protocols Always Better than Distance Vector Protocols?

In large networks, there is little question that link state protocols perform better, converge faster,
and offer more tools for scaling the network. But writing a stable implementation of OSPF or IS-IS is
difficult, and a new implementation might take years to mature. Some implementors might never get
it right. RIP, on the other hand, is very easy to implement. This makes the protocol useful at the
edges of OSPF and 1S-1S networks, for speaking to old routers or routers with poor link state
implementations, or where you only need simple routing and do not want to expose your link state
protocol to certain routers. And, of course, in a network with just a few routers and a simple
topology, RIP will serve your needs quite well.

2.2.2. Flooding

Within a network of adjacent routers, each router originates an announcement of its directly connected links and
neighbors. As you have already seen, every router in the network must receive every announcement and record a
copy in its database. The process of getting the announcement to every router is called flooding. Flooding in the
network shown in Figure 2.10 is an easy process: Each router sends its announcement to all of its adjacent
neighbors, and each of these neighbors forwards a copy of the announcement to each of its own adjacent
neighbors. If split horizon is practiced (no router sends an announcement back to the neighbor it received the
announcement from), every router gets a copy of every announcement and the flooding then stops.

The network in Figure 2.12 presents more of a challenge for flooding because of all the loops. Just as split horizon
rules are insufficient to stop the looping of vector protocol updates in such a topology, split horizon rules are
insufficient to control the flooding of link state announcements. A better process is needed to stop the flooding of
an announcement after all routers have a copy.

Figure 2.12. A well-meshed network poses challenges for flooding.

There are other considerations beyond just knowing when to stop flooding. If a router originates an announcement
and then fails, how do the other routers know that its announcement no longer is valid? If a router receives
differing announcements from the same router, which announcement should be believed? If an announcement
becomes corrupted either in transit or in a database, how can a router detect the corruption?
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Three mechanisms used to create a more reliable flooding process are aging, sequence numbers, and checksums.

2.2.2.1. Timely Flooding: Aging

One of the essential concepts of a link state protocol is that the information in every router's database must be the
same as the information in every other router's database. To guarantee "sameness," no router can modify another
router's announcement. That means that every router is responsible for its own announcements.

What happens, then, if a router fails after flooding an announcement? If the failure is due to a link problem, the
neighbors on the link will detect the failure through the Layer 2 protocol. If the failure is a protocol daemon or the
router itself, neighbors will detect the failure through the loss of Hello messages. In either case, the effected
neighbors send new announcements indicating the change.

But now there can be a dilemma. If router A fails, nonadjacent routers receive announcements from A's adjacent
neighbors indicating the loss of A. But these routers also still have A's link announcement in their databases. What
should be done with those announcements? Can the other routers safely deduce that A has failed and remove A's
announcement? Is this a violation of the rule that no router can modify another router's announcement? And more
important, how can each router be confident that all other routers have removed the announcement, to preserve
database consistency?

To help resolve this dilemma, link state protocols include an age field in each link announcement. When a router
originates an announcement, it sets a value in the age field. This value is changed (either incremented or
decremented)[8l by other routers during flooding, and by every router as the announcement resides in its
database. Some absolute value is specified in the protocol at which, if the age reaches this value, the
announcement is declared invalid or "aged out,"” and is deleted from the database. The originating router is
responsible for sending a new copy of the announcement at some time prior to this age expiration. The origination
of a new announcement is called a refresh. In our example scenario, router A's announcement ages out in all
databases because A is no longer refreshing the announcement. Every router in the network then has some
assurance that as it deletes A's announcement, all of the other routers are also deleting the announcement.

8] OSPF increments the age, whereas IS-I1S decrements it.

An age counter can be either up-counting or down-counting. An up-counting age is less flexible because it is set
between two absolutes: zero and the maximum age specified in the protocol design. On the other hand, a down-
counting age can start at some arbitrary value, bounded at the upper end only by the size of the age field, and
counts down to zero. This flexibility has some implication for protocol scalability, and discussed further in Chapter
8.

2.2.2.2. Sequential Flooding: Sequence Numbers

Whenever a router receives a link announcement, it sends a copy out each of its downstream interfaces. It is
obvious in a well-meshed[®lnetwork such as the one depicted in Figure 2.12 that an announcement will be
replicated numerous times during flooding, and as a result some routers will receive multiple copies of the same
announcement. If all announcements arrive at the same time, any announcement can be chosen. Of course, delays
across different network paths back to the originator are going to vary, so in most cases the multiple copies of the
same announcement arrive at different times. In this case, the router might simply accept the announcement with
the lowest age, on the grounds that the lowest age indicates the newest announcement.

191 A well-meshed network is one in which no single link or interface failure can isolate a router.

However, accepting the announcement with the lowest age assumes that the multiple announcements contain the
same information. Suppose that very soon after a router originates an announcement a link changes state,
prompting a new announcement. It is entirely possible that delay variations in the network could cause the second
announcement to arrive with a greater age than the first announcement, causing the second announcement to be
incorrectly dropped. Therefore, age is not a reliable determinant for choosing the most recent announcement. A
second value, the sequence number, specifies the most recent version of a router's announcement. Given two
announcements from the same router, the announcement with the higher sequence number is newer.

As with aging, the design of the sequence counter is important. The simplest sequence numbering scheme is a
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linear one: A sequence number starts at zero, and increments up to some maximum. For example, a 32-bit
sequence number (used by both OSPF and 1S-1S) can range from zero to 232, or about 4.3 billion. If a router
always starts numbering its announcements at sequence number one, this many available numbers should last far
beyond the lifetime of the router. Even if a router produces a new announcement every seconda sign of a very
unstable linkthe maximum sequence number would not be reached for more than 130 years. Presumably someone
would repair the instability before then.

What if a router does, for some reason, reach the maximum sequence number? In such a case the router must go
back to sequence number 1. The problem is that the last announcement with a high sequence number still resides
in databases across the network. If a new announcement is sent with a sequence number of 1, that announcement
will be viewed by other routers as an older announcement and will be rejected. To avoid this situation, the router
must wait until the existing announcement ages out of all databases. This is unacceptable, because while waiting
for the age timer to expirewhich can be one hour or longera possibly incorrect announcement continues to be used
for route calculations.

There are several possible approaches to this potential problem. One approach is to just do nothing, trusting that
with a large enough sequence number space the maximum sequence number will never be reached. The trust here
is not that no router or routing protocol is going to remain in uninterrupted service for more than a century, but
that no glitches in the protocol daemon will cause the generation of a very high sequence number, introducing the
possibility of counting up to the maximum number soon after.

A better approach is for the router cycling its sequence numbers back to the beginning to first cause its previous
announcement to be deleted from all databases. The router can do this by issuing another copy of the
announcement with the maximum sequence number, but with the age set to a value indicating that the
announcement's age has expired (MaxAge or O, depending on whether the age counter is up-counting or down-
counting). But remember that when comparing two otherwise identical announcements, the router chooses the one
with the lower age. Therefore, the rules must be modified a bit, so that an "aged-out" announcement is always
accepted over an identical announcement of any other age.

Of course, there is still a period between when the artificially aged-out announcement is sent and the time the new
announcement is installed in all databases. Certainly, it is a far smaller period than just waiting for the
announcement to age out normally, but it is still a period during which the originating router is not correctly
accounted for in the databases.

So, a third approach to prevent reaching the end of the sequence number space is to create a space in which there
is no end: a circular sequence number space. For example, if there is a 32-bit sequence number space, the number
after 4,294,967,295 is 0. However, there is the potential for confusion in this scheme. Suppose two
announcements are received from a router, one of which has a sequence number of OXFFFFFFFC and one with a
sequence number of OXFFF10D69. The sequence numbers are not contiguous; so is the first announcement newer,
or has the sequence number wrapped, making the second number higher?

A couple of rules can reduce the chance of such confusion. Given some sequence number space of n and two
sequence numbers a and b, a is considered larger under either of the following conditions:
e a>b,and (ab) <n/2

e a<b,and (ba)>n/2
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Figure 2.13 shows a diagram of a 6-bit sequence number.[20l A 6-bit space means that
1101 This example originally was used by the author in CCIE Professional Development: Routing TCP/IP, Volume I, Cisco Press, 1998, pp. 167 168.
n=2=64

and

n/2 = 32.

Figure 2.13. Sequence numbers in link state protocols could follow a circular number
space.

32

Given two sequence numbers 48 and 18, 48 is more recent because by the first rule
48 > 18 and (48 18) = 30, and 30 < 32.

Given two sequence numbers 3 and 48, 3 is more recent because by the second rule
3 <48 and (48 3) = 45, and 45 > 32.

Given two sequence numbers 3 and 18, 18 is more recent because by the first rule
18 > 3 and (18 3) = 15, and 15 < 32.

You can see by comparing the relative positions of the numbers on the graph in Figure 2.13 how the two rules
enforce circularity when there is a discontinuity between two sequence numbers.

Although a circular sequence number space seems better than a linear one, an odd series of simultaneous errors in
a circular sequence number space can cause a network outage much worse than what sequence number rollover in
a linear space causes. This determination is based on a meltdown of the ARPANET on October 27, 1980, when an
early link state protocol with a 6-bit circular sequence number space was being used.[11l As a result of that
experience, both OSPF and IS-IS use linear sequence numbers.
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[11] Eric C. Rosen, "Vulnerabilities of Network Control Protocols: An Example,” Computer Communication Review, July 1981.

The last issue with sequence numbers is what happens when a router or protocol restarts and loses all memory of
what its last sequence number was. It cannot start again at the beginning, because other routers are likely to have
an old announcement from the router in their databases with a higher sequence number, in which case the other
routers would reject the new announcement with the lower sequence number. Therefore, another rule is added.
When a link state protocol starts, the router sends its announcement with a sequence number of 1 (or whatever
the beginning sequence number is for that protocol). If a neighbor has an announcement from the router in its
database with a more recent sequence number, it sends a copy of the announcement to the router. The router can
then look at the sequence number and begin numbering its new announcements one higher than that number.

2.2.2.3. Reliable Flooding: Checksums

The importance of having consistent information in all databases within a link state network has been emphasized
throughout this chapter. Yet in networks a link state announcement can become corrupted in many ways. An
announcement can be changed due to noise on a link, or it can be corrupted while it resides in a router's database.
Because of the possibility of the announcement being altered, there should be a mechanism for checking to ensure
that the announcement is accurate.

The concern over information corruption certainly extends beyond link state protocols. Most IP packets and
messages include error checking, most often in the form of a checksum. A checksum is performed over the entire
contents of a link state announcement with the exception of the age field. Because the age changes as the
announcement passes through routers during flooding, including it in the checksum would mean recalculating the
checksum every time the age changes.

2.2.3. Announcement Headers

We have now discussed several kinds of identifiers associated with a link state announcement. Some identifiers,
such as the router ID, are used to differentiate the announcement from other routers' announcements.I:2l Other
identifiers, such as the sequence number, age, and checksum, are used to differentiate between specific instances
of an announcement from the same router.

1121 You will see in later chapters that there are other announcement identifiers, such as a link state ID and link state type.

All of these identifiers are included in a header that precedes the actual route information of the announcement.
This way, none of the information in the announcement itself must be examined during the flooding processonly
the header must be examined.

There is also another benefit to having such identifiers in a header. When a router must describe to a neighbor
what announcements it has in its database, or when a router must request a copy of an announcement from a
neighbor, the announcements can be fully described by sending just the header rather than the entire
announcement. Why routers would need to describe announcements to or request announcements from neighbors
is explained in the next section.

2.2.4. Database Synchronization

You should, by now, have a good understanding of a link state database. Announcements from all routers in the
network are flooded, and every router keeps a copy of the most recent announcement from every router (including
itself) in the database. You also saw how aging is used to ensure that "orphaned" announcements from missing
routers are not kept in the database forever. The age of every announcement is tracked, and if the originating
router does not refresh the announcement before the age limit is reached, the announcement is deleted from the
database.

There is one other procedure concerning the link state database that must be explained. When a new link state
router becomes active in a network, it floods its announcement to update the other databases. But how does the
router build its own database? Requiring the other routers to reflood their announcements when they see a new
router's announcement might be one way, but it is not very efficient or scalable.
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Remember that for a link state protocol to work, every router must have exactly the same database. As you saw in
the previous section on flooding, extensive safeguards are implemented to ensure that all databases are identical.
This fact can be exploited to allow a new router to build its database without requiring extensive reflooding. After
the router forms adjacencies with one or more neighbors, it initiates a database synchronization. When two routers
synchronize their databases, they describe the contents of their databases to each other. If a router sees through
its neighbor's descriptions that the neighbor has one or more announcements that are not in its own database, the
router can request that the neighbor send it a full copy of the announcement. With the assurance that the new
router's neighbors have the exact same database as everyone else's, if the router synchronizes with its neighbor it
too now has a complete and consistent database.

This is where the announcement headers discussed in the preceding section come in. Because an announcement is
completely differentiated by its header, only the header needs to be sent during the phases of synchronization in
which a neighbor is describing the announcements in its database and when a router is requesting a copy of the
announcements it does not have.

2.2.5. SPF Calculations

With a complete database, the router can begin calculating a shortest path to all other routers in the network.
When a path to all routers is known, a path to any of the routers' connected subnets is also known. In the example
of Figure 2.10, it was easy to see how the information in a database is used to visualize a network. But it is easy
because we are visual creatures. A database describing a more complex topology, such as the one that was shown
in Figure 2.12, is not so easy to visualize. But a router's route processor is not visual, it is a computer and thus
needs a well-defined set of mathematical rules for calculating shortest paths from the database.

This set of rules comes from graph theory and was formulated by Edsger W. Dijkstra. A network is viewed as a
graph of nodes, in which the routers are the nodes. Keep in mind that we are calculating shortestpaths, so we need
some way to assign a cost to each link connecting two nodes. The sum of the costs across a route is the distance
of the route. We could, if we wanted, just use router hops. In this case, each link would have a cost of one hop.
But router hops limits us in the ways we can define and control traffic patterns in the network. A better scheme is
to assign a dimensionless number to each link, as shown in Figure 2.14. Each number then represents the cost of
sending a packet out the interface connected to the link. A shortest path is the one in which the total cost of all
outgoing interfaces from the source to the destination is the lowest (or "cheapest").

Figure 2.14. A link cost on each path in the network will factor into Dijkstra's algorithm
for calculating the shortest-path routing tree in a link state network.

R2

oy L
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We can now influence the choice of shortest paths and, consequently, traffic flows by manipulating the cost of each
link. Notice, too, in Figure 2.14 that the costs assigned to the links do not have to be the same at both ends of the
links. The costs are assigned to the router interfaces connecting to the links, and apply to outgoing traffic on those
interfaces. This way, traffic flows between two routers across the network can be made asymmetric.

The clearest description of the Dijkstra algorithm for computing shortest paths in a graph of n nodes comes from
Dijkstra himself. Do not worry if the set of rules do not make much sense to you; it will be clearer when we apply it

to calculating a shortest-path tree.

Construct [a] tree of minimum total length between the n nodes. (The tree is a graph with one and only one
path between every two nodes.)

In the course of the construction that we present here, the branches are divided into three sets:

I. the branches definitely assigned to the tree under construction (they will be in a subtree);

e the branches from which the next branch to be added to set I, will be selected;
e the remaining branches (rejected or not considered).

The nodes are divided into two sets:

A. the nodes connected by the branches of set I,

e the remaining nodes (one and only one branch of set Il will lead to each of these nodes).

We start the construction by choosing an arbitrary node as the only member of set A, and by placing all
branches that end in this node in set Il. To start with, set | is empty. From then onwards we perform the
following two steps repeatedly.

Step 1. The shortest branch of set Il is removed from this set and added to set I. As a result, one node
is transferred from set B to set A.

Step 2. Consider the branches leading from the node, that has just been transferred to set A, to the
nodes that are still in set B. If the branch under construction is longer than the corresponding
branch in set Il, it is rejected; if it is shorter, it replaces the corresponding branch in set Il, and
the latter is rejected.

We then return to step 1 and repeat the process until sets Il and B are empty. The branches in set | form the
tree required.[131

1131 E. W. Dijkstra, "A Note on Two Problems in Connexion with Graphs," Numerische Mathematik, Vol. 1, 1959, pp. 269271.
Now we can adapt Dijkstra's rules for routers and networks. First, we define the sets. Dijkstra defines three sets of
branches: I, Il, and Ill. We define these three sets as follows:
e Set I: The tree database Links (branches) are added to the shortest-path tree by adding them to this
database. When the algorithm is finished, this database will contain the shortest-path tree.
e Set 1l: The temporary database Links are copied from the link state database to this list in a prescribed
order, where they become candidates to be added to the tree. When this database becomes empty, we know

the calculation is finished.

e Set ll1l: The link state database This is the complete routing database for the network, containing the
shortest path to each destination.
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Dijkstra also specifies two sets of nodes, A and B, as follows:

e Set A The routers connected to the links in the tree database.

e Set B All other routers. When the calculation is finished, this set will be empty. In other words, all routers
will be accounted for in the tree database.

Figure 2.15shows the network of Figure 2.14 along with the link state database for the network. Each of the entries
is in the form [originating router neighbor, cost to neighbor]. The way to read this database is, for instance, that
router R1 has sent an announcement indicating two neighbors: neighbor R2, at a cost of 1, and R5, at a cost of 2.
R2 has announced three neighbors: R1 with a cost of 2, R3 with a cost of 1, and R4 with a cost of 2. Comparing
the entries in the database with the diagram of the network, you can see that all adjacencies are accounted for
from the perspective of all routers.

Figure 2.15. The link state database includes all router adjacenies and a cost for each.

Link State Database
Ri1-R2, 1
R1-R5, 2
R2-R1, 2
R2-R3, 1
R2-R4, 2
R3-R2, 3
R3-R4, 2
R4-R2, 4
R4-R3, 4
R4-R5, 4
R4-R6, 2
R5-R1, 3
R5-R4, 5
R5-R6, 3
R&-R4, 1

R6-R5, 2 |

Each router then creates a tree database and a candidate database, and performs the following steps:
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1. The router adds itself to the tree database as the root of the tree. It shows itself as its own neighbor, with a
cost of 0.

2. All entries in the link state database describing links from the root to its neighbors are added to the candidate
database.

3. The cost from the root to each node in the candidate database is calculated. The link in the candidate
database with the lowest cost is moved to the tree database, along with the cost from the root. If two or
more links are an equally low cost from the root, choose one. If any entries are left in the candidate database
with a link to the neighbor just moved to the tree, those entries are deleted from the candidate database.

4. The router ID of the neighbor on the link just added to the tree is examined. Entries originated by that
neighbor are added to the candidate database, except for entries in which the ID of the neighbor is already in
the tree database.

5. If entries remain in the candidate database, return to Step 3. If the candidate database is empty, terminate
the calculation. At this time every router in the network should be represented as a neighbor on one of the
links in the tree database, and every router should be represented just once.

For the example network in Figure 2.15, we focus on the Dijkstra calculation that R2 would perform. Figure
2.16shows the link state database from Figure 2.15, along with the candidate and tree databases. R2 has added
itself to the tree as the root, with a cost of O, completing Step 1. R2 then looks into its link state database for all
links to neighbors, and adds those to the candidate database. R2's neighbors are R1, R3, and R4, so these three
entries are added to the candidate list. This completes Step 2.

Figure 2.16. R2 begins building its shortest-path tree.

Link State Database Candidate Tree

e, LS Entry Cost from Root
R1-RS, 2 LS Entry Cost from Roo
R2-R1. 2

R2-R1, 2

20, 1| ==Y | z.na. 2
R2-R4, 2

R3-R2, 3
R3-R4, 2
R4-R2, 4
R4-R3, 4
R4-RS5, 4
R4-R8, 2
R5-R1, 3
R5-R4, 5
R5-R6, 3
R6-R4, 1
R6-R5, 2

R2-R2, 0

Figure 2.17 shows the completion of the first iteration of Step 3. The cost from the root to each of the neighbors on
the link is calculated. In this case, because the neighbors are directly connected, the cost is just the cost of the
link. The entry with the lowest cost from the root is then selected, which in this case is the link to R3. This entry is
moved from the candidate list to the tree.

https://t.me/learningnets

70



Figure 2.17. When the entry with the lowest path is added to the tree, it is removed from
the candidate list.

Link State Database Candidate Tree

Ri-R2, 1 f
LS Entry Cost from Root R2-R2. 0

R1-R5, 2 R2-R1, 2 2
- R2-R3, 1
R2-R1, 2 IS T | — B

R2-R3, 1 Rz2-R4, 2 2
R2-R4, 2
R3-R2, 3
A3-R4, 2
R4-R2, 4
R4-R3, 4
R4-R5, 4
R4-RE, 2
R5-RA1, 3
R5-R4, 5
R5-R6, 3
R6-R4, 1
R6-A5, 2

Step 4 is performed in Figure 2.18. Because the link to R3 was added to the tree in the preceding step, all of the
entries in the database showing links to R3's neighbors are examined. R3 has links to R2 and to R4. Because a link
to R2 is already in the database, that entry is ignored. Only the link to R4 is added to the candidate list.

Figure 2.18. R3's path to R4 is added to the candidate database; R3's path to R2 is
ignored because a path to R2 already exists in the tree.

Link State Database Candidate Tree

R1-R2, 1 LS Entry Cost from Root
i R2-R2, 0
, RA2-R1, 2 2 R2-R3, 1
R2-R1, 2 R2-R4, 2 2 ’
R2-A3, 1 R3-R4, 2
R2-R4, 2
R3-R2, 3
|| R3-R4, 2] |
R4-R2, 4
R4-R3, 4
R4-R5, 4
R4-R8, 2
R5-R1, 3
R5-R4, 5
R5-R6, 3
R6-R4, 1
R6-R5, 2
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Step 5 says that if there are entries in the candidate database, return to Step 3. So, Step 3 is repeated in Figure
2.19. The cost from the root to the neighbor in the new entry is calculated, which is the cost of the link from R2 to
R3, shown in the tree database to be 1, and the cost from R3 to R4, which is 2, for a total of 3. The lowest cost
from the root in the candidate database is then selected. This time, there are two lowest costs: R2-R1, and R2-R4.
Step 3 says that if two or more costs are equal, just select one. So we select R2-R1 and move it from the candidate
list to the tree.

Figure 2.19. When there are two or more lowest cost entries in the candidate database,
pick one to move to the tree database.

Link State Database Candidate Tree

R1-R2, 1 LS Entry Cost from Root
R1-R5, 2 [ Rept————a— | | R2-R2, 0
R2-R1, 2 TR2-R4, 2 2 i gﬁfg?’;
R2-R3, 1 R3-R4, 2 3 ’

R2-R4, 2
H3-R2, 3
R3-R4, 2
R4-R2, 4
R4-R3, 4
R4-R5, 4
R4-R6, 2
RS-R1, 3
R5-R4, 5
R5-R6, 3
R6-R4, 1
R6-R5, 2

Figure 2.20 shows the second iteration of Step 4. R1 was added to the tree in the previous step, so the link state
database entries for R1's neighbors, R1-R2 and R1-R5, are examined. R2 is already on the tree, so only the R1-R5
entry is added to the candidate list.

Figure 2.20. R1's path to R5 is added to the candidate database. R1's path to R2 is
ignored because a path to R2 already exists in the tree.
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Link State Database

R1-R2, 1
H1-R5, 2
R2-R1, 2
R2-R3, 1
R2-R4, 2
H3-H2, 3
H3-R4, 2
H4-R2, 4
R4-R3, 4
R4-R5, 4
R4-R6, 2
H5-R1, 3
H5-R4, 5
R5-R6, 3
Re-R4, 1
RAE-R5, 2

We cycle back to Step 3 again in Figure 2.21. The cost from the root to R5 is 4, which is the cost from R2 to R1
plus the cost from R1 to R5. The costs from root are again examined, R2-R4 is found to have the lowest cost, and
it is moved from the candidate list to the tree. Because the shortest path to R4 is now on the tree, the longer R3-

Candidate

LS Entry Cost from Root

R2-R12

2
R2-R4, 2 2
R3-R4, 2 3

R4 link on the candidate list is removed from the candidate list.

Figure 2.21. The cost from the root to R5 is the cost of R2 to R1 (2) plus the cost of R2 to

Link State Database

R1-A2, 1

| | R1-RS, 2

R2-R1, 2
R2-R3, 1
R2-R4, 2
R3-R2, 3
R3-R4, 2
R4-R2, 4
R4-R3, 4
R4-R5, 4
R4-R8, 2
R5-R1, 3
R5-R4, 5
R5-R6, 3
R6-R4, 1
R6-R5, 2

R4's four entries in the database are examined next. R2 and R3 are already on the tree, so only the entries for
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R5 (2).

Candidate

LS Entry Cost from Root

R2-R4, 2 2
R3-A4, 2 3
R1-R5, 2 4

Tree

R2-Rz, 0
R2-R3, 1
R2-R1, 2

Tree

R2-R2, 0
R2-R3, 1
A2-R1, 2
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links from R4 to R5 and R6 are added to the candidate list.

Figure 2.22. R4's paths to R4 and R5 are added to the candidate database. R4's paths to

R2 and R3 are ignhored because paths to R2 and R3 already exist in the tree.

Link State Database

R1-R2, 1
R1-RS5, 2
R2-R1, 2
R2-R3, 1
R2-R4, 2
R3-R2, 3
R3-R4, 2
R4-R2, 4
R4-R3, 4
| R4-R5, 4
| R4-R6, 2
R5-R1, 3
R5-R4, 5
R5-RE, 3
R6-R4, 1
R6-RS5, 2

Costs to the root are again calculated. The cost to R5 through R4 is 6 (R2-R4 plus R4-R5), and the cost to R6
through R4 is 4 (R2-R4 plus R4-R6). There are two entries with a low cost of R4, so we arbitrarily choose the R1-

Candidate

LS Entry Cost from Root
R1-R5, 2 4
R4-A5, 4

R4-AE, 2

Tree

R2-Rz, 0
R2-R3, 1
R2-R1, 2
R2-R4, 2

R5 entry and move it to the tree. There is a longer link to R5 via R4 on the candidate list, so this entry is removed.

Back to Step 3 again in Figure 2.24. The only entry from R5 that does not have a neighbor that is already on the

tree is R5-R6, so this one entry is added to the candidate list.

Figure 2.23. Choose one of the two lowest-cost paths to move to the tree. Delete the
longer path from the root to R5 from the candidate database.
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Link State Database Candidate Tree

R1-R2, 1 LS Entry Cost from Root
niry  bostirom Roo R2-R2, 0

RS2 [[RTR52 % | Sl
21,2 Ra-RS4 6 \ R2-R1, 2

R2-R3, 1 R4-R6, 2 4 R2-R4, 2
R2-R4, 2 R1-R5, 4
R3-R2, 3
R3-R4, 2
R4-R2, 4
R4-R3, 4
R4-R5, 4
R4-R6, 2
R5-R1, 3
R5-R4, 5
R5-R6, 3
RE-R4, 1
RE-R5, 2

Figure 2.24. Of R5's neighbors, only R6 is not yet on the tree, so add R5-R6 to the
candidate database.

Link State Database Candidate Tree

R1-R2, 1 LS Entry Cost from Root
R1-Rs5, 2 R4-R8. 2 4 e
\ R2-R3, 1

R2-R1, 2 R5-R6, 3 R2-R1, 2
R2-A3, 1 R2-R4, 2
Ro-Fid, 2 R1-R5, 4
R3-R2, 3
R3-R4, 2
R4-R2, 4
R4-R3, 4
R4-R5, 4
R4-RS, 2
R5-R1, 3
R5-R4, 5
[|R5-R6, 3| |
R6-R4, 1
R6-RS, 2

In Figure 2.25 the cost from the root to R6 through R5 is 7 (R1-R5 plus R5-R6). The R4-R6 entry, with a cost of 4,
is moved to the tree. And because R6 is now on the tree, the R5-R6 entry is removed from the candidate list. At
this time, when we go to Step 4, we find that there are no entries in the link state database from R6 that lead to a
neighbor that is not already on the tree. Therefore, the candidate list is empty, which Step 5 says is the indication
that the computation is complete.
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Figure 2.25. From the candidate database, add the smaller cost path to the tree and
delete R5-R6 because a shorter path already exists in the tree.

Link State Database Candidate Tree

R1-R2, 1 LS Entry Cost from Root
R1-Rs, 2 i = | R2-R2, 0

S = o
f2-A3, 1 R2-Rd, 2
R2-R4, 2 R1-R5, 4
R3-R2, 3 R4-R6, 4
R3-R4, 2
R4-R2, 4
R4-R3, 4
R4-RS5, 4
R4-R86, 2
RS-R1, 3
RS-R4, 5
R5-R6, 3
RB-R4, 1
RE-RS, 2

The tree database now describes the shortest path from R2 to every other router in the network. Figure 2.26
shows the tree database and the network diagram, with only the links of the tree showing.

Figure 2.26. The shortest path from the node (R2) to each other router in the network
now resides in the tree database.

Tree

R2-R2, 0
R2-R3, 1
R2-R1, 2
R2-R4, 2
R1-R5, 4
R4-R86, 4
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An important detail of the calculation that was just performed has to do with loops. The tree from the rootthe
router doing the calculationis built branch by branch, and at no point during the calculation was there a loop on the
tree. This is because no entry is added to the tree that has a neighbor already on the tree, and any entry on the
candidate list that has a neighbor already on the tree is removed from the list before the next iteration of the
calculation is performed. This is a major advantage of link state protocols over vector protocols using a Bellman-
Ford algorithm: There is no point during this calculation when loops might occur. Link state protocols are therefore
more stable in times of network transition.

2.2.6. Areas

If a link state network grows very large, the flooding procedures and the link state database can begin presenting
scaling problems. Flooding is a problem because as more routers are added to the network, announcement refresh
activity becomes more and more frequent. Although the refresh interval is set by protocol parameters, the times at
which each router's refresh timer expires are randomly distributed throughout the network. This is a good thing.
You would not want all routers' refresh timers expiring at the same time, creating a massive flood of
announcements and a corresponding spike in traffic and processing load.

The link state database can become a scalability problem in large networks because all announcements from all
routers must be stored and then used in the Dijkstra SPF calculation. | took a long time and much page space to
describe the Dijkstra calculation in the preceding section, but a router can perform the calculations extremely fast.
But if the number of entries in the link state database is in the thousands rather than in the tens or hundreds, the
corresponding SPF calculations might become burdensome.

Another factor in the scalability of link state protocols is the fact that all routers in the network must maintain and
process exactly the same database as every other router. So, if you have a network built with dozens of high-
memory, high-powered core routers and one low-memory, low-powered router, the performance of your entire
network is bounded by the capabilities of this one small router.

These basic link state scaling problems are countered by breaking up the network into areas. With areas, the
database and flooding rules are modified as follows:

o All routers in one area must have an identical link state database, rather than all routers in the entire routing
domain.

e The flooding of individual router announcements is limited to the boundaries of an area.

Some routers must connect areas, and are called (in OSPF, anyway) area border routers. The modified link state
database rule says that all routers within an area must have the same link state database, so area border routers
must maintain separate link state databases for each area to which they are attached. The scope of the trees
calculated by the routers internal to an area is the area boundary. Area border routers calculate multiple trees, one
for each of its attached areas.

The entire reason for flooding is to ensure that all link state databases have the same entries. If the databases
must now only be identical within an area, the scope of flooding is also defined by the area boundaries.[14] Area
border routers know all destinations within an attached area, and send an announcement into its other attached
areas listing these destinations. So rather than have all announcements from the routers in an area flooded
throughout a routing domain, the area is represented by a single announcement from each of its border routers.
Areas also help reduce the problem of one router imposing limitations on the entire domain. Small, low-powered
routers can be placed in small areas, thereby keeping the link state database size and flooding traffic well within
the capabilities of the small routers.

1141 You will see in subsequent chapters that this rule is modified so that certain kinds of floodingparticularly of information about destinations external
to the routing domaincan still cross area boundaries.
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Review Questions

10.

11.

12.

13.

14.

What does it mean when a network is converged?
What is a distributed route calculation?

What three general characteristics of vector protocols make the protocls susceptible to problems
such as corrupted route data, loops, and slow convergence?

What is split horizon?
What is counting to infinity, and how are its adverse effects reduced?

How does a holddown timer help prevent routing loops? Does it have any negative effects on the
network?

What are the four fundamental concepts of link state protocols?

What purposes does a Hello protocol serve?

How is a Hello protocol ensured to discover only directly connected neighbors?
What is handshaking? What is the purpose of a three-way handshake?

What three mechanisms are used to make flooding reliable?

What is database synchronization?

What is an area? Define it in terms of the link state database and the SPF tree, and its general
benefit to a link state network.

What is an area border router? In what way does its link state database differ from that of other
routers? In what way does its SPF processes differ from those of other routers?
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Chapter 3. Message Types

Comparing the respective message types of OSPF and IS-IS seems like a good starting point for beginning a
broader comparison of the two protocols. | find myself with something of a chicken-or-egg problem, however. To
describe either protocol's messages requires also describing the functions they support, but those functions
themselves call for extensive description, and often entire chapters of their own. I trust that the preceding chapter
gave you enough of a general understanding of the basic link state functions that | can now refer to the OSPF or
IS-1S versions of those functions without yet giving you the details. | therefore lay a few eggs for you in this
chapter and hatch the chickens later.
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3.1. Comparative Terminology

This first section has nothing to do with messages, but it has to go somewhere. So here you are. OSPF is a child of
the IETF, whereas IS-IS is born of the 1SO, and they frequently use different terms to describe the same things. So
before getting into messages, | want to spend a short time listing these redundant terms.

The most obvious terminology difference is between the IETF term router (or, that relic of earlier times, gateway)
and the ISO term intermediate system (1S). Similarly, an IETF host is in 1SO terms an end system (ES), and ES-IS
is a protocol spoken between end systems and intermediate systems (hosts and routers). ES-IS is only used for
CLNP, never for IP, so it is not mentioned again in this book. It is relevant here as a point of contrast to I1S-1S, a
protocol spoken between intermediate systems: a routing protocol. With few exceptions, | use the term router in
this book to refer to both OSPF and 1S-IS nodes, and | always use the term host, rather than ES.

A router identifies itself by a router ID, whereas an intermediate system identifies itself by a system ID, often
abbreviated to sys ID. Functionally a router ID and a sys ID are the same thing, but | use both terms to
differentiate OSPF and IS-1S routers.

I1S-1S defines a term subnetwork point of attachment (SNPA), which is a point at which subnetwork services are
provided by a device to a subnetwork. You can think of an SNPA as a logical (not physical) interface connected to a
data link, and represented by a data link address such as a MAC address.

IETF terminology defines a network layer data unit as a packet or, less frequently, datagram. At the data link layer,
a data entity is a frame. 1SO uses the more flexible protocol data unit (PDU) to describe data units at all layers:
subnetwork PDUs, network PDUs, and so on. | like the term PDU, and often use it even in the context of OSPF.

The basic unit of link state routing information that we called, in the previous chapter, a link state announcement is
in OSPF a link state advertisement (LSA) and in I1S-1S a link state PDU(LSP). Although they serve the same
fundamental purpose of populating the link state database, the difference between LSAs and LSPs is one of the
more distinct differences between the two protocols. LSAs and LSPs are introduced in Section 3.5in this chapter,
and are detailed in Chapter 5.

The IETF concept of autonomous system (AS) is, in ISO terms, a routing domain. I much prefer the second term.
These days, an AS has a specific meaning in BGP networks, to differentiate one area of autonomous administrative
control from another, and as entities interconnected by EBGP. Within a single AS, multiple IGPs can be running. In
contrast, a routing domain is always the scope of a single set of routers speaking the same routing protocol to each
other, unbroken by any other routing protocol. In this book, | use routing domain to describe either an OSPF or an
IS-1S domain except where specific IETF terminology is required (such as the OSPF term autonomous system
boundary router).

Finally, there are some differences in area terminology. Both OSPF and IS-IS use a two-level area hierarchy, as
introduced in the preceding chapter. OSPF calls the higher-level area a backbone area, or simply area O based on
the area ID that always signifies the OSPF backbone. Lower-level OSPF areas are designated by the unwieldy term
nonbackbone area. 1S-1S identifies the higher-level area as level 2 (L2), and the lower-level areas as level 1 (L1)
areas. I1S-1S does not actually refer to the L2 area as an areainstead, it is called the L2 subdomain. Chapter 7
discusses the nuances of the differences between an area and a subdomain.
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Table 3.1 summarizes the most common terminology differences between OSPF and ISIS. With the basic jargon

explained, we are ready to begin looking at message types.

Table 3.1. ISOspeak 101

IETF or OSPF Term

I1SO or IS-IS Term

Router

Intermediate System (IS)

Host

End System (ES)

Router ID (RID)

System ID (Sys ID)

MAC Address

Subnetwork Point of Attachment (SNPA)

Packet

Network Protocol Data Unit (NPDU)

Frame

Subnetwork Protocol Data Unit (SNPDU)

Link State Advertisement (LSA)

Link State PDU (LSP)

Autonomous System (AS)

Routing Domain

Backbone area

Level 2 (L2) Subdomain

Nonbackbone area

Level 1 (L1) Area
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3.2. Message Encapsulation

OSPF operates directly over IP, with a protocol number of 89. The source address of all OSPF messages is always
the local end of an adjacency, and all messages are either multicast to one of two reserved multicast addresses,
224.0.0.5 and 224.0.0.6, or unicast to the distant end of an adjacency. At no time does OSPF broadcast its
messages. The rules for when to multicast and when to unicast, and what the two reserved multicast addresses
signify, are discussed in context in later chapters. For now, it is enough to know how the messages are sent.

IS-1S operates not over the network layer like OSPF, but over the data link layer. But like OSPF, I1S-1S messages
are either unicast or multicastnever broadcast. The source address of 1S-1S messages is always the data link layer
address (the MAC address, for example) of the local end of the adjacency, and the destination address is either the
data link layer address of the distant end of the adjacency or, on broadcast media such as Ethernet, one of two
reserved multicast MAC addresses: 0180:c200:0014 or 0180:¢c200:0015. As with OSPF, the rules for when to
unicast and when to multicast, and how the two reserved multicast addresses are used, is explained in context in
the appropriate chapters.

Encapsulating messages at the IP layer or at the data link layer each presents both advantages and disadvantages.
One point of contrast is security. Because it runs over IP, OSPF can beand has beenthe target of spoofing and
denial-of-service (DoS) attacks. Several tools are openly available for both snooping and attacking OSPF, such as
IRPAS and Nemesis. Because of this vulnerability, both authentication and careful filtering are strongly
recommended on OSPF networks with exposure to untrusted sources. 1S-1S is not vulnerable to IP-based external
attacks because it is not an IP protocol and runs over the data link layer. Attacking I1S-IS requires direct access to a
network link or router. Securing OSPF and 1S-1S is detailed in Chapter 9.

Another issue arising from the choice of encapsulation layer is message prioritization. In times of congestion, when
packets cannot be sent immediately on a link, routers put the packets in a queue. The problem is that if the
congestion is severe, the queue can fill up, and subsequent arriving packets are dropped. Some applications are
more sensitive to packet loss than others, so many routers support the creation of multiple queues on an interface,
and the assignment of each packet to one of the multiple queues based on one or more parameters. The queues
are then serviced in such a way that the packets in some queues are given a better chance of being transmitted
than packets in other queues. This procedure of classifying packets, sorting them into queues according to their
classification, and then servicing the queues with differing levels of preference is called class of service (CoS).

Obviously, in times of congestion routing protocol packets should receive the best preferential treatment because if
routing messages do not get through the routing protocol can fail, and then no other packets will be routed. OSPF
marks the precedence field in the IP header of all its messages as "network control" (binary 110), so that if a
router is set up for CoS queuing these packets are placed into the highest-priority queue. Some router
manufacturers implement a high-priority queue by default and place packets marked for network control into this
queue.

Because IS-1S is not an IP protocol, prioritizing its messages is more problematic. Some router manufacturers,
such as Juniper Networks and Cisco Systems, use proprietary internal mechanisms to tag 1S-1S messages in such a
way that they can be added to the same network control queue as OSPF. In any IS-IS network, using routers that
either prioritize 1S-1S messages automatically and internally or allow configured prioritization of 1S-1S traffic by
some manual means is essential to the stability of network routing.

Finally, IS-1S can potentially present a problem in some ATM environments. Specifically, AALSMUX encapsulation
(also called null encapsulation or VC multiplexing) limits each virtual circuit (VC) to a single Layer 3 protocol.
Because IS-1S messages are not IP packets, they cannot be sent over the same VC as the IP traffic being routed.
To send 1S-1S and IP traffic over the same VC, AALSSNAP encapsulation (also called LLC/SNAP encapsulation) or
AALSNLPID encapsulation must be used.

The problem is this: SNAP and NLPID encapsulation add a header to the packet being encapsulated in the AAL5
frame, which identifies the enclosed protocol type, so that the receiving system can read the SNAP or NLPID
header and send the encapsulated packet to the correct protocol stack. Approximately 40 percent of normal IP
traffic consists of small 40-byte TCP acknowledgements. The AAL5 header adds 8 bytes to make each TCP ACK 48
bytes, exactly the payload size of one ATM cell. But an LLC/SNAP header adds another 8 bytes, and an NLPID
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header adds 2 bytes, bringing the size of each TCP ACK encapsulated in either AALSSNAP or AALS5NLPID to either
56 or 50 bytes. That means two ATM cells are required to carry each TCP ACK, and most of the second cell is
empty. The result is that when using AALSSNAP or AALSNLPID encapsulation, the number of cells required to carry
some 40 percent of normal IP traffic doubles, adding greatly to the overall cell tax.

AAL5MUX drops the packet and AAL5 header directly into a cell with no other headers. For TCP ACKs, this means
that with the AAL5 header each ACK is 48 bytes long and fits exactly into the payload of a single cell, improving
overall efficiency. But this also means that the receiving system has no header information to identify the
encapsulated protocol. Instead, a single protocol is identified implicitly by the VC itself. As a result, 1S-1S and IP
cannot be carried in the same VC, because the receiving system does not have enough information to demultiplex
the two protocols to their individual stacks.

Henk Smit of Cisco Systems proposed a solution to this problem.[1] Although AALSMUX does not provide a header
for the end system to identify the encapsulated message, what if the end system just looked at the first part of the
message itself? The first octet in every IP header is the 4-bit version number and the 4-bit header length.
Depending on the length of the options field in the IPv4 header, this first byte is always between 0x45 and Ox4f
inclusive. The first byte of every 1S-1S message is the Intradomain Routing Protocol Discriminator, which is always
0x83. So, the receiving system can look at the first byte of the message and distinguish between IP and 1S-1S,
without depending on the ATM layer to demultiplex. As it turns out, no one has implemented this solution primarily
because there has been no demand for it. 1S-1IS for IP is seldom found outside of large Internet service provider
networks, and most of these networks, over the past few years, have been migrating their cores away from ATM.
You can draw the conclusion that if there has been no demand, the IS-IS over AAL5MUX problem has apparently
not been a problem for many users.

111 Henk Smit, "IS-IS and IP over the Same ATM VC with AALSMUX Encapsulation," draft-hsmit-isis-ip-aalmux-00.txt. Draft expired December 1999.
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3.3. Message Architecture

OSPF messages and LSAs are all structured on 32-bit boundaries. The original intention was to make the messages
easier to parse. But in these times of high-speed processors and abundant memory, such architecture does not
matter much any more. The format of OSPF messages is fixed, so the protocol can only be extended by creating
new LSAs.

IS-1S does not adhere to set boundaries, and all messages are constructed of type-specific headers followed by
type/length/value (TLV) structures.[2l The type and length fields are each one octet, and specify the type and
length (in bytes) of the data in the value field. Because the length field is one byte, the value field can vary from 0
to 254 bytes. They can also be nestedthat is, a TLV can exist inside another TLV.

121 IS0 terminology calls this construct a code/length/variable (CLV). The acronym TLV is much better known, and so is used throughout this book.

Extensibility of the Message Architecture

Because OSPF messages are built of set-length, well-defined fields, only the LSAs are extendableand
these only by defining new LSAs when needed. As a result, OSPF can be difficult to extend. Not only
must new LSAs be defined, but the OSPF processes on all routers where the new LSAs are used must
be able to negotiate the acceptance of these LSAs. And in one caseextending OSPF to support IPv6an
entirely new version of OSPF is required. Opaque LSAs, discussed in Chapter 10, help alleviate this
extensibility problem in some cases.

The use of TLVs in both IS-1S messages and LSPs make IS-1S much more easily extendable. IPv6
support, for example, requires the simple addition of two TLVs to the existing messages. The
comparative extensibility of the two protocols is discussed in more detail in Chapter 10, and specific
extensions are covered in Chapters 11through 13.

https://t.me/learningnets

84



Figure 3.1 compares the general structure of OSPF and IS-1S messages. The types of messages depicted here, and
the meanings of the fields in each message, are not important yet. For now, you only need to know that the
formats shown are the same ones used throughout this book for depicting the messages of each protocol. OSPF
messages are always depicted on their 32-bit boundaries, whereas 1S-1S messages are always shown with labels to
the right indicating the length in bytes of the variable-length fields. As Dave Katz says, OSPF's 32-bit alignment is
mostly useful these days in that it provides tidy packet pictures.

Figure 3.1. The conventions used to depict OSPF and 1S-1S messages throughout this
book.
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3.4. Message Types

OSPF uses five message types:

Hello

Database Description (DD)

Link State Request

Link State Acknowledgement
e Link State Update

I1S-1S uses four basic message types:

e IS-IS Hello (11H)

e Complete Sequence Number PDU (CSNP)
e Partial Sequence Number PDU (PSNP)

e Link State PDU (LSP)

Unlike OSPF, 1S-1S messages have subtypes. There are LAN and Point-to-Point Hellos, used as the names imply on
either broadcast or point-to-point media. The LAN Hellos are also subdivided into level 1 and level 2 types and are
sent over level 1 and level 2 adjacencies. Likewise, Sequence Number PDUs (CSNPs and PSNPs) and LSPs are also
subdivided into level 1 and level 2 types. So although there are only four basic types of I1S-1S messages, when
divided by function, there are nine actual types:

e Level 1 LAN IIH

e Level 2 LAN IIH

e Point-to-Point II1H

e Level 1 CSNP

e Level 2 CSNP

e Level 1 PSNP

e Level 2 PSNP

e lLevel 1 LSP

e Level 2 LSP

Hello messages serve the same three purposes in both OSPF and IS-IS. They are used to discover neighbors, to
negotiate adjacencies, and, on established adjacencies, serve as keepalives. Although 1S-1S Hellos are officially
assigned the acronym IIH, as shown in the previous two lists, in this book | use the term Hello to refer to both
OSPF and 1S-1S Hellos for the sake of simplicity. Chapter 4 discusses the formats of the Hello messages and a
detailed comparison of their use by the two protocols.

OSPF Database Description, Link State Request, and Link State Acknowledgement packets are used for the OSPF
database synchronization process. Similarly, 1S-1S sequence number PDUs are used for the IS-1S database
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synchronization process. The formats of these messages, and a comparison of their uses, are found in Chapter 6.

Table 3.2 associates the OSPF and I1S-1S message types by function. The most interesting comparison in the table
is that between OSPF Updates and 1S-1S LSPs. Earlier in the section on comparative terminology, | equated LSPs to
LSAs, yet here | equate LSPs to Updates. This seeming inconsistency is at the heart of the difference between LSAs
and LSPs, and is explained in the following section.

Table 3.2. A Comparison of OSPF and IS-1S Messages by Function

OSPF Message 1S-1S Message Function

Hello Hello Neighbor discovery
Adjacency negotiation
Adjacency keepalive

Database Description Complete Sequence Number Database synchronization
PDU (CSNP)

Link State Request Partial Sequence Number PDU | Database synchronization
(PSNP)

Link State Acknowledgement | No equivalent message, Database synchronization

although PSNPs are used as
ACKs in some cases

Link State Update Link State PDU Database synchronization
and flooding

3.5. LSAs and LSPs

OSPF LSAs are, as you already know, the building blocks of OSPF link state databases. That is, an OSPF router's LS
database is just a collection of all LSAs the router has either originated itself or has heard from other routers. LSAs
are sent from one router to its adjacent neighbors in Update messages, and an Update can carry many LSAs.
Figure 3.2 shows an example of LSAs in an OSPF link state database, and Figure 3.3 shows the complete contents
of one of the LSAs in the database.

Figure 3.2. This display shows a summary of all LSAs in an OSPF
LS database.

[View full width]jeff@uniper7> show ospf database

OSPF |ink state database, area 0.0.0.0

Type I D Adv Rtr Seq
LAge Opt Cksum Len

Router  192.168.254.5 192.168.254.5 0x80000007
Ldoo o0x2 Oxf59e 36

Router  192.168.254.6 192.168.254.6 0x80000006
Ldg1 o0x2 Oxfe53 72

Router *192.168.254.7 192.168.254.7 0x80000005
L4280 0x2 Oxeba3 36

Network 192.168. 3.2 192. 168. 254.5 0x80000003
L4034 o0x2 0x9e02 32

Network 192.168.4.1 192. 168. 254.6 0x80000002
Ldse 0x2 Oxblec 32

Sunmary  192.168.1.0 192. 168. 254. 5 0x80000005
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L9634 0x2 o0x8df2 28
Sunmary 192. 168.2.0

L9409 o0x2 o0x82fc 28
Sunmary 192. 168. 254. 2
L9334 o0x2 o0x91lef 28
Sunmary 192. 168. 254. 4
L4709 o0x2 ox7f01 28
Sunmary 192. 168. 254. 5
L34 o0x2 0x6916 28
Sunmmary *192. 168. 254. 7
L4788 o0x2 O0x4b31 28

OSPF |ink state database, area 0.0.
Type I D Adv Rtr
- Age Opt Cksum Len
Router *192.168.254.7 192.168.254.7
L7188 0x2 0x7388 36
Summary *172.16.1.0 192. 168. 254. 7
Ldgo 0x2 O0x140e 28
Sunmary *192.168.1.0 192. 168. 254. 7
Ldggs 0x2 O0x97e5 28
Sunmary *192.168.2.0 192. 168. 254. 7
Ldso 0x2 Ox8cef 28
Sunmary *192. 168. 3.0 192. 168. 254. 7
[dgg o0x2 0x7705 28
Sunmary *192. 168. 4.0 192. 168. 254. 7
Ldso o0x2 o0x621a 28
Sunmary *192.168.254.2 192.168.254.7
[Jdgg o0x2 0x99e3 28
Sunmary *192.168.254.4 192.168. 254. 7
Ldo ox2 o0x85f5 28
Sunmary *192.168.254.5 192.168. 254, 7
Ldoss o0x2 0x7309 28
Summary *192.168.254.6 192.168.254.7
L4880 O0x2 O0x5f1d 28

OSPF external link state database
Type I D Adv Rtr

LAge Opt Cksum Len

192.

192.

192.

192.

192.

168. 254. 5

168.254.5

168.254.5

168.254.5

168.254.7

Extern *192.168.100.0 192.168.254.7

L4580 0x2 Oxafe4 36

Extern *192.168.200.0 192.168.254.7

L{488 0x2 0x5fd0 36

0x80000005
0x80000004
0x80000003
0x80000004
0x80000003
0.10
Seq

0x80000007
0x80000004
0x80000004
0x80000004
0x80000004
0x80000004
0x80000004
0x80000004
0x80000003

0x80000003

Seq
0x80000002

0x80000002

Figure 3.3. The complete contents of the first LSA in the

database of Fiqure 3.2.
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[View full width]jeff@uniper7> show ospf database router Isa-id
(492. 168. 254. 5 ext ensi ve

OSPF |ink state database, area 0.0.0.0

Type I D Adv Rtr Seq
LAge Opt Cksum Len
Rout er 192.168.254.5 192.168.254.5 0x80000007
L4264 o0x2 oxf59e 36

bits 0x1, link count 1

id 192.168.3.2, data 192.168.3.2, type Transit (2)

TOS count 0, TOS O netric 1

Aging tinmer 00:38:56

Installed 00:21:00 ago, expires in 00:38:56,
Ldent 12wid 10:01: 09 ago

IS-1S LS databases consist of LSPs the local router has either originated or has heard from other routers. LSPs are
in this sense the equivalent of OSPF LSAs. But a single OSPF router can generate several types of LSA, whereas an
IS-1S router generates at most two LSPs: a single LSP for its L1 adjacencies and a single LSP for its L2
adjacencies.I31 If a router needs to communicate different types of information, the types are encoded in different
TLVs within the single LSP. Figure 3.4 shows an example of an IS-IS LS database, and Figure 3.5 shows the
complete contents of one of the LSPs in the database. The most fundamental types of LSAs and IS-IS TLVs, and

why they are needed, are explained in Chapter 5.

131 This description is admittedly simplistic. IS-1S fragments large LSPs, and during flooding the fragments are treated as separate LSPs. But the

fragments are reassembled by receiving IS-IS processes and are again treated as a single LSP. LSP fragmentation is discussed in detail in Chapter 8.

Figure 3.4. This display shows a summary of all the LSPs in an
I1S-1S LS database.

[View full width]jeff@uniper7> show isis database
I1S-1S level 1 |ink-state database:

LSP I D Sequence Checksum
Lifetine Attributes
Juni per 7. 00- 00 Oxa  0x84cl
(4056 L1 L2 Attached

1 LSPs

I1S-1S level 2 link-state database:

LSP I D Sequence Checksum
Ldifetime Attributes

Juni per5. 00- 00 0x8 Oxaec6
Lg52 L1 L2

Juni per5. 04- 00 0ox7 0xf 9a3
(437 L1 L2

Juni per 6. 00- 00 Oxb 0xd8e8
Lde6 L1 L2

Juni per 7. 00- 00 Oxa  0x21d6
(4193 L1 L2

Juni per7.02-00 0ox7 0x5841
Ld40 L1 L2

5 LSPs
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Figure 3.5. The complete contents of one of the LSPs in the
database.

[View full width]jeff@uniper7> show isis database Juni per5.00-00
Ledxt ensi ve
IS-1S level 1 1ink-state database

1S-1S level 2 link-state database

Juni per5. 00-00 Sequence: Oxa, Checksum Oxaac8
Cifetime: 842 secs

I'S nei ghbor: Juni per5. 04
Chetric: 10

I P prefix: 192. 168. 254. 5/ 32

tric: O Interna

I P prefix: 192. 168. 3.0/ 24
Chetric: 10 I nterna

| P prefix: 192.168. 2.0/ 24
Chetric: 10 Interna

| P prefix: 192.168. 1.0/ 24

tric: 10 Interna

Header: LSP id: Juniper5.00-00, Length: 177 bytes

Allocated length: 177 bytes, Router ID: 192
[468. 254.5

Rermaining lifetime: 842 secs, Level: 2
Eﬂnterface: 3

Estimated free bytes: 0, Actual free bytes: 0

Aging tinmer expires in: 842 secs

Protocols: IP

Packet: LSP id: Juniper5.00-00, Length: 177
Lhytes, Lifetine : 1196
secs

Checksum Oxaac8, Sequence: Oxa, Attributes:
Lgx3 <L1 L2>

NLPI D. 0x83, Fixed length: 27 bytes, Version
L4, Sysid length: 0O

byt es
Packet type: 20, Packet version: 1, Max area: O

TLVs:
Area address: 47.0002 (3)
Speaks: |IP

Speaks: |1 Pv6

IP router id: 192.168.254.5

| P address: 192.168.254.5

Host nanme:  Juni per5

IP prefix: 192.168.1.0/24, Internal, Metric
Cdefault 10

IP prefix: 192.168.2.0/24, Internal, Metric:
Ldefault 10

IP prefix: 192.168.3.0/24, Internal, Metric:
Ldefault 10

| P prefix: 192.168.254.5/32, Internal, Metric:
Ldefault 0
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| P prefix: 192.168.1.0/24 netric 10 up

| P prefix: 192.168.2.0/24 netric 10 up

| P prefix: 192.168.3.0/24 netric 10 up

I P prefix: 192.168.254.5/32 netric 0 up

I'S nei ghbor: Juniper5.04, Internal, Metric:
Ldefault 10

I' S nei ghbor: Juni per5.04, Metric: default 10

| P address: 192.168.3.2

No queued transmi ssions

Also, I1S-1S has no Update message like OSPF. Instead, the LSP is itself a message. So, in this sense LSPs are the
equivalent of OSPF Updates. You might also argue that the TLVs in LSPs are the actual equivalent of LSAs, in that
just as there are different types of LSAs for carrying different kinds of information, there are also different types of
TLVs. But this comparison is not as close: 1S-IS LS databases are built from complete LSPs, not TLVs alone. The
moral of the story is that a clear one-for-one comparison cannot be made between every aspect of OSPF and IS-IS.

3.6. Subnetwork Dependent and Independent Functions

I1SO 1058941 organized all 1S-1S functions into one of two classes: subnetwork dependent functions and
subnetwork independent functions. The functional organization might be a handy way of remembering whether the
differences in data links can influence a particular routing functionfor troubleshooting, perhaps. But the
organization certainly is not necessary for understanding I1S-1S. Nevertheless, because it is a central part of the IS-
IS documentation, | am obliged to present it. You are not obliged to read it. All of the functions listed and
discussed briefly in this section are covered in more detail in subsequent chapters.

14l The official designation is ISO/IEC 10589 (International Organization for Standardization/ International Electrotechnical Commission standard
10589).

Although the functional organization is only found in the 1S-1S documentation, most of the organization applies
equally to OSPF.

RFC 1195, which describes the extension of 1S-1S for routing IP, defines a more comprehensive list of functions
than I1SO 10589, and also defines some IP-specific functions not defined in the original ISO document. The
organization shown in the following two subsections therefore comes from both ISO 10589 and RFC 1195.

3.6.1. Subnetwork Dependent Functions

Subnetwork functions are functions between two neighboring routers that can differ depending on the particular
data link protocol connecting the routers, as follows:

e Link demultiplexing

e Multiple IP addresses per interface

e LANSs, designated routers, and pseudonodes

e Maintaining router adjacencies

e Forwarding to incompatible routers

Link demultiplexing concerns the fact that 1S-1S is an 1SO protocol, not an IP protocol. The type of link connecting
two neighbors must have some facility for identifying 1S-1S messages and IP packets, so that the receiving router
can distinguish between the two and send traffic to the correct process. You have already encountered an I1S-1S
demultiplexing problem in Section 3.2, where AALSMUX has no facility for distinguishing two protocols on the same
virtual circuit. Although not much is said about link demultiplexing in this book, the more general classification of
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link types by OSPF and IS-IS is discussed in Chapter 4.

Multiple IP addresses per interface applies to the fact that 1S-1S permits multiple IP addresses to be assigned to a
single interface. Or in the case of point-to-point links, there may be no IP address at all assigned. Routers must
have a method for communicating the assigned addresses to its neighbors. This is also discussed in Chapter 4.

LANSs, designated routers, and pseudonodes refer to the function of representing broadcast networks and all
routers connected to the network as a single node on the SPF tree to reduce flooding load and control adjacencies.
The designated router processes for OSPF and IS-1S are discussed in Chapter 4.

Maintaining router adjacencies is a subnetwork dependent function primarily for 1S-1S, where a different type of
Hello is sent on point-to-point links than the type of Hello sent on broadcast media. However, there are also some
OSPF adjacency functions that can change for certain media types, such as demand circuits (Chapter 8).
Adjacencies and their maintenance are covered in Chapter 4.

Forwarding to incompatible routers deals, in RFC 1195, with the actions that must be taken in a dual 1S-IS
environment when an IP packet is forwarded to an OSl-only router or vice versa. Because this book deals only with
IS-1S as it applies to IP, this function is not of interest to us. But this function can also apply to how OSPF and IS-
IS deal with the situation when one router supports certain timer values or extensions that a neighbor does not
support. These functions are dealt with primarily in Chapter 4, and briefly in Chapter 10.

3.6.2. Subnetwork Independent Functions

Subnetwork independent functions are those functions that operate the same no matter what type of subnetwork
they are operating over.

ISO 10589 defines the following subnetwork independent functions:

Addresses

e The decision process

e The update process

e The forwarding process

e Routing parameters
All of these are the basic functions of any routing protocol, and do not need to be defined further. RFC 1195 adds
more functions to the list, some of which do need to be defined:

e Exchange of routing information

e Hierarchical abbreviation of IP reachability information

e Addressing routers in 1S-1S packets

e External links

e Type of service routing

e |P-only operation

e Encapsulation

e Authentication

e Order of preference of routes/ Dijkstra computation

Exchange of routing information is the function of including the necessary IP routing information in I1S-1S
messages. This information is covered in multiple chapters, wherever LSAs and LSPs are described.
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Hierarchical abbreviation of IP reachability information is the function of summarizing the reachability information
in a lower-level area (L1 or OSPF nonbackbone) into a higherlevel area (L2 or OSPF backbone). Chapter 7 covers
this topic.

Addressing routers in 1S-1S packets defines how routers are identified. Because I1S-1IS is an 1SO protocol, NSAP
addresses are used to identify the router. This function, if you eliminate the 1S-1S reference in the name, also

applies to OSPF, which uses a 32-bit IP addressIZl as its router ID. The procedures for defining router IDs are

discussed in Chapter 4.

51 Although the 32-bit OSPF RID does not actually have to be an IP address (it can be manually specified as any dotted-decimal 32-bit number), it
almost always is an IP address configured somewhere on the router.

External links defines how routing information learned from protocols external to the OSPF or 1S-1S routing domain
is distributed into the domain in a form understandable by the internal protocol. Chapter 5 covers this topic.

Type of Service routing is the function of assigning metrics to routes, and is discussed in Chapter 5.

IP-only operation only applies to 1S-1S routers, and deals with TLVs defined in 1ISO 10589 for OSI routing that have
no relevance to IP routing, and can therefore be omitted from IS-IS routers in IP-only mode. The OSI TLVs that
have no relevance to IP are "End Systems Neighbors" and "Prefix Neighbors" TLVs. Again, because this book is
only concerned with IP routing, the omission of these TLVs is not mentioned elsewhere.

Encapsulation issues are dealt with in this chapter, in Section 3.2.

Authentication of 1S-1S and OSPF messages is covered in Chapter 9.

Order of preference of routes deals with the procedures for selecting routes based on longest prefix matches,
metrics, type of service values, and area origination. Chapters 5 and 6 cover this topic.

Review Questions

1. What is OSPF's IP protocol number?

2. What is the fundamental difference between the way OSPF messages are encapsulated and the
way IS-1S messages are encapsulated?

3. What is the fundamental difference between the source and destination addresses of an
encapsulated OSPF message and the source and destination addresses of an encapsulated 1S-1S
message?

4. What are the five OSPF message types?

5. What OSPF message types are used for database synchronization?

6. What OSPF message type is used for flooding?

7. What are the four basic IS-1S message types? How are these four types divided into nine
subtypes?

8. What IS-1S message types are used for database synchronization?
9. What IS-IS message type is used for flooding?

10. What is the difference between a subnetwork dependent function and a subnetwork independent
function?
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Chapter 4. Addressing, Neighbor Discovery, and
Adjacencies

Finally, after three chapters, we leave concepts and generalities behind and begin examining the mechanics of the
two protocols. The best place to begin is where the protocols themselves begin, which is to look at what they do
when they first start up. First, the protocol must discover essential information about itself and the router it is
running on, such as router IDs, area configurations, interface parameters, and the links the interfaces are
connected to. Next, neighbors must be discovered; a routing protocol is not much good if it has no one to talk to.
And with the discovery of neighbors, adjacencies must be established, so that the protocols know what to talk

about.
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4.1. Router and Area IDs

An essential requirement for the proper functioning of a link state protocol, as you saw in Chapter 2, is that each
router must be able to uniquely identify itself within the routing domain. This is the purpose of the OSPF router ID
(RID) and the IS-IS system ID (SysID). In addition, the router must be able to identify its general position within
the routing domain. This is the purpose of the area ID (AID).

4.1.1. OSPF Router IDs

OSPF uses a 32-bit number for its RID, represented in the same dotted-decimal format as an IP address. A router
can find its RID in one of two ways: The RID can be administratively specified in the OSPF configuration, or an IP
address configured on one of the router's interfaces can be used as the RID. The second option is made possible
because the RID format is the same as the IP address format, and because there is an assumption that an
interface address is unique within the routing domain.

Which option is used to acquire a RID depends on the particular OSPF implementation. And in some cases, both
options are available. For example, both Juniper Networks' and Cisco Systems' OSPF implementations have a
prioritized RID selection process:

1. If a RID is administratively configured, that value is used.

2. If no RID is administratively configured, an IP address configured on a loopback interface is used.

3. If no IP address is configured on a loopback interface, an address is taken from a physical interface.

4. If no IP address is configured on any interface and no RID is administratively configured, OSPF cannot start.

The original logic behind Step 2, taking an address from a loopback interface, was that because a loopback
interface is a logical interfaceit exists only in software and has no physical presence on the routerit is not
susceptible to physical failures. So, there is no risk that an interface failure or shutdown on a router could force
OSPF to find a new RID and re-advertise its LSAs using the new RID, which in turn causes SPF runs on routers
throughout the area and contributes to network instability.

There are two approaches by which a particular OSPF implementation could handle the loss of a RID. One approach
is that the failure of an interface will have no effect on the RID. After all, the OSPF process just needs to know
some 32-bit value, with some confidence that the value is unique within the OSPF routing domain, to use as its
RID at start-up. Once the value is known, it can be remembered, and the subsequent failure of the interface from
which the RID was derived is irrelevant. The problem with this approach is that the loss of an IP address on an
interface might not have been accidental. What if the IP address is intentionally removed from an interface and is
reused on another router, and that router selects that IP address as its own RID? If the first router retains the
same address as its RID, you now have duplicate RIDs in your network.

The second approach avoids the problem just described and is therefore the lesser of two evils. This approach to
the loss of an IP address from which the RID is derived is to force the router to acquire a new RID from its
remaining IP addresses.
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4.1.2. Troubleshooting: Duplicate Router IDs

Allowing more than one router in a network to use the same RID results in serious network outages, and the
symptoms can be misleading. For example, in Figure 4.1, two routersR4 and R7have both been configured with the
RID 192.168.254.7. The physical interfaces for R6 are shown, as are the interface addresses for R6 and its
neighbors. We will observe the results of the duplicate RIDs from that router.

Figure 4.1. R4 and R7 are using the same RID.

View full size image
R4

RID = 192.168.254.7

—

LY 19216832 192.168.3.1 % 192,168 51 192.166.5.2 :
[ -0 fo-0/043 [

RS ARG R7
RID = 192.168.254.5 RID = 192,168.254 6 RID = 152.168.254.7
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Figures 4.2through 4.6show the OSPF entries in the routing table of R6, observed within a time span of just a few
minutes. The differences are obvious. The OSPF entries in Figure 4.2look normal. The network diagram in Figure
4.1does not show the larger network, so we do not know where most of the destination networks are actually
located; we can only assume the entries in Figure 4.2 are correct. (In fact, some of the entries have the correct
next hop and some do not.

Figure 4.2. The first display of the OSPF route entries appears
normal.

[View full width]jeff@6> show route protocol ospf

inet.0: 19 destinations, 19 routes (18 active, 0O
CHol ddown, 1 hi dden)

+ = Active Route, - = Last Active, * = Both
192.168.1.0/ 24 *[ OSPF/ 10] 00: 00: 00, netric 3

> to 192.168.5.2 via fe-0/0/3.0
192.168. 2.0/ 24 *[ OSPF/ 10] 00: 00: 00, netric 2

> to0 192.168.3.2 via fe-0/0/1.0
192.168. 4.0/ 24 *[ OSPF/ 10] 00: 00: 00, netric 2

> to0 192.168.5.2 via fe-0/0/3.0
192. 168. 6.0/ 24 *[ GSPF/ 10] 00: 00: 00, netric 2

> to 192.168.5.2 via fe-0/0/3.0
192. 168. 100. 0/ 24 *[ CSPF/ 150] 00: 00: 00, metric O,
Liag 0

>to0 192.168.5.2 via fe-0/0/3.0
192. 168. 200. 0/ 24 *[ OSPF/ 150] 00: 00: 00, metric O,
Lilag 0

> to 192.168.5.2 via fe-0/0/3.0
192. 168. 254. 2/ 32 *[ OSPF/ 10] 00:00: 00, netric 2

> to 192.168.5.2 via fe-0/0/3.0
192. 168. 254. 5/ 32 *[ OSPF/ 10] 00:16:27, netric 1

> to0 192.168.3.2 via fe-0/0/1.0
192. 168. 254. 7/ 32 *[ OSPF/ 10] 00:00: 00, netric 1

> to 192.168.5.2 via fe-0/0/3.0
224.0.0.5/32 *[ OSPF/ 10] 2w3d 06:59: 07, netric 1
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Figure 4.3shows our first indication of trouble (aside from the complaints of network users). This display of the
OSPF entries in the routing table was taken just moments after the display in Figure 4.2, but most of the route
entries have disappeared. After a few more moments, some but not all of the route entries have returned, as
Figure 4.4shows. But then, in Figure 4.5, most of the entries have again disappeared. This fluctuation continues,
with the routing table changing almost as fast as it can be repeatedly displayed.

Figure 4.3. Here, most of the OSPF entries have disappeared
from the route table.

[View full width]jeff@6> show route protocol ospf

inet.0: 11 destinations, 11 routes (10 active, O
CHol ddown, 1 hi dden)
+ = Active Route, - = Last Active, * = Both

192.168. 254.5/32  *[OSPF/ 10] 00:16:36, netric 1
>to 192.168.3.2 via fe-0/0/1.0
224.0.0.5/32 *[ OSPF/ 10] 2wa3d 06:59: 16, netric 1

Figure 4.4. Some of the entries have returned, but not all.

[View full width]jeff@®> show route protocol ospf

inet.0: 15 destinations, 15 routes (14 active, O
CHol ddown, 1 hi dden)
+ = Active Route, - = Last Active, * = Both

192. 168. 4.0/ 24 *[ OSPF/ 10] 00:00: 02, metric 2

> t0 192.168.5.2 via fe-0/0/3.0
192. 168. 100. 0/ 24 *[ OSPF/ 150] 00:00: 02, metric O
[gag 0

> to0 192.168.5.2 via fe-0/0/3.0
192. 168. 200. 0/ 24 *[ OSPF/ 150] 00:00: 02, metric O
[gag 0

> to0 192.168.5.2 via fe-0/0/3.0
192.168.254.5/32 *[OSPF/10] 00:16:49, netric 1

> to0 192.168.3.2 via fe-0/0/1.0
192.168.254.7/32 *[OSPF/10] 00:00:02, netric 1

> to0 192.168.5.2 via fe-0/0/3.0
224.0.0.5/32 *[ OSPF/ 10] 2w3d 06:59:29, netric 1
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Figure 4.5. Most of the entries have disappeared again.

[View full width]jeff@R6> show route protocol ospf

inet.0: 11 destinations, 11 routes (10 active, 0O
LHol ddown, 1 hi dden)
+ = Active Route, - = Last Active, * = Both

192. 168. 254.5/32  *[ OSPF/ 10] 00:16:55, netric 1
>to 192.168.3.2 via fe-0/0/1.0
224.0.0.5/32 *[ OSPF/ 10] 2w3d 06:59:35, metric 1

Such fluctuations in the routing table might be interpreted by a troubleshooter as a symptom of a flapping link
somewhere in the network. But among the many changes observed in the routing table is the one shown in Figure
4.6. Here, some of the entries have again reappeared in the table, but this time the next-hop addresses have
changed. The next hop of all the prefixes in Figure 4.6is 192.168.3.2, or router R5 in Figure 4.1. In the routing
tables of Figures 4.2and 4.4, several of the prefixes indicated 192.168.5.2, router R7, as the next hop. This
behavior might lead you to suspect a routing loop.

Figure 4.6. Some of the entries have returned again, but with a
different next-hop address.

[View full width]jeff@6> show route protocol ospf

inet.0: 17 destinations, 17 routes (16 active, O
CHol ddown, 1 hi dden)

+ = Active Route, - = Last Active, * = Both
192.168. 1.0/ 24 *[ OSPF/ 10] 00: 00: 00, netric 4

> to 192.168.3.2 via fe-0/0/1.0
192.168. 2.0/ 24 *[ GSPF/ 10] 00: 00: 15, netric 2

> to 192.168.3.2 via fe-0/0/1.0
192.168. 6.0/ 24 *[ OSPF/ 10] 00: 00: 00, netric 3

> to 192.168.3.2 via fe-0/0/1.0
192.168. 254.2/32 *[ OSPF/ 10] 00:00: 00, netric 3

> to0 192.168.3.2 via fe-0/0/1.0
192. 168. 254. 4/ 32  *[ OSPF/ 10] 00: 00: 00, netric 2

> to0 192.168.3.2 via fe-0/0/1.0
192.168.254.5/32  *[ OSPF/ 10] 00:22:08, netric 1

> to 192.168.3.2 via fe-0/0/1.00
192.168.254.7/32 *[ OSPF/10] 00:00:00, netric 2

> to0 192.168.3.2 via fe-0/0/1
224.0.0.5/ 32 *[ OSPF/ 10] 2w3d 07:04:48, nmetric 1

o

As this example demonstrates, the impact of duplicate RIDs on a network is severe, and the symptoms can be
misleading. Quickly finding the true cause of the problem depends on how well you know your network and usually
involves careful analysis of the OSPF link state database. Therefore, exercise extreme care to ensure that such a
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problem never arises through misconfiguration or use of unreliable OSPF code.

RID Configuration Tips

Although it is common practice to configure the RID on a loopback interface, my own preference is to
administratively configure the RIDeven if it is the same number as the loopback interface address.
This ensures beyond a doubt that the RID is exactly what you intend it to be, and anyone else
reading the router's configuration file can quickly determine the RID. Other network architects can
and do disagree. What is important is not so much how you do it, but that you do it consistently.
That is, you must have an established and well-documented network standard for setting the RID.
The standard should be part of your addressing plan, and ensures that the same RID is not assigned
to more than one router.

Another practice | like to stress is making certain that the RID is visibly different from any IP address
used in the domain. For example, some octet of the RID might be 255, such as 192.168.255.X or
10.255.X.Y. Setting leading octets to 0, such as 0.0.0.X, is also useful. All that is important is that it
is consistent and that it is understood by your operations personnel. With such a standard, a RID is
readily recognized and easily distinguished from IP addresses during troubleshooting. Obviously,
such an approach eliminates the use of IP addresses as RIDs that are otherwise legitimate within the
domain.

4.1.3. OSPF Area IDs

The OSPF area ID (AID) is also a 32-bit number. It can be expressed in dotted-decimal format or, with most
implementations, as a simple decimal number such as 1, 55, 218, and so on. If the OSPF implementation supports
the latter case, the router just fills in the leading bits with Os. Some implementations will fill in the leading Os in
configuration displays, whereas others display the configuration exactly as typed. In Figure 4.7, for example, the
entry of the same OSPF area configuration is shown for Juniper Networks' JUNOS and for Cisco Systems' 10S.
Notice that the resulting JUNOS configuration has filled in the leading Os, but the 10S configuration shows the area
IDs as typed. Do not let this fool you, however. The OSPF messages created by both the Juniper and Cisco routers
contain the exact same area ID.

Figure 4.7. The router automatically expresses the AID in dotted-
decimal format and fills in the leading Os when a single decimal
number is specified for the AID.
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[View full wi dth]JUNCS CONFI GURATI ON:

[edit]
j ef f @uni per 6# set protocols ospf area 145
Linterface fe-0/0/0

[edit]
j ef f @uni per 6# set protocols ospf area O interface
Ldo-1/2/0

[edit]
j ef f @uni per 6# set protocols ospf area 1547
Cilnterface fe-1/0/0

[edit]
j ef f @uni per 6# show protocol s ospf
area 0.0.0.145 {
interface fe-0/0/0.0;
}
area 0.0.0.0 {
interface so-1/2/0.0;
}
area 0.0.6.11 {
interface fe-1/0/0.0;

}

| OS CONFI GURATI ON W TH SAME AREA | Ds:

Ci sco5#conf t

Enter configuration commands, one per line. End
Clith oNTL/ Z.

Ci sco5(config)#router ospf 1

Ci sco5(config-router)#network 192.168.1.254 0.0.0
[d area 145

Ci sco5(config-router)#network 192.168.2.1 0.0.0.0
Ldrea 0

Ci sco5(config-router)#network 192.168.3.0.0.0.0
Ldrea 1547

Ci sco5(config-router)#°zZ

Ci sco5#

Ci sco5#wr t

Current configuration:
|

[ Non- OSPF portions of configuration not shown]
!

router ospf 1

network 192.168.1.254 0.0.0.0 area 145
network 192.168.2.1 0.0.0.0 area O
network 192.168.3.150 0.0.0.0 area 1547

Ci scob5#

If the decimal number entered for the AID is greater than 255, JUNOS expresses the binary equivalent of the
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number in dotted-decimal format. The third entry in Figure 4.7, for instance, specifies an AID of 1547. 1547 in
binary is 11000001011, which converts to the dotted-decimal nhumber 0.0.6.11.

The OSPF backbone area is always represented with an ID of all Os (0.0.0.0). No other configuration is necessary
to designate the backbone area, because this ID is reserved and recognized by OSPF. As with other AIDs, and as
shown in Figure 4.7, the backbone AID can also be expressed simply as O.

AID Configuration Tip

If you have a well-designed IP address architecture, in which a single prefix represents all the IP
addresses in an area, it is convenient and useful to use the prefix as the AID. For example, if all IP
addresses in an area come from the prefix 10.1.8.0/21, the AID can be 10.1.8.0. This is a common
practice and contributes to a tidy, easily understood network design.

4.1.4.1S-1S System and Area IDs

In contrast to the OSPF AID and RID, which are expressed separately, the 1S-1S AID and SysID are specified
together in the Network Entity Title(NET). The NET is a special version of an ISO network service access point
(NSAP) address, familiar to anyone who has worked with 1SO protocols or with ATM. Figure 4.8 shows the basic
format of a NET.

Figure 4.8. The format of a Network Entity Title.

1 0-12 6 1
byte bytes bytes byte
r e v B —~— B Ay
AFl Area ID SysID ‘ SEL

As Figure 4.8 indicates, there are a few rules for configuring a NET:

e The AFI must be 1 byte.
e The remaining Area ID can be from O to 12 bytes.
e The SysID must be 6 bytes.
e The SEL must be 1 byte.
The NET is always specified in hexadecimal.

The Authority and Format Identifier (AFI) is actually a part of the Area ID, but is identified separately because of its
special configuration rule. In 1SO addresses, the AFI identifies the assigning authority of the address and the
format of most of the rest of the address. But when the NET is assigned to a router in an IP-only network, the AFI
has no real meaning separate from the rest of the AID.

The last byte, the NSAP Selector (SEL), is used in 1SO protocols to identify an upper-layer function to which the
address pointssomething like a port number in IP protocols. The SEL value 0x00 specifies the router itself. In an
IP-only network, where there are no upper 1SO protocol layers, a router never examines the SEL, which therefore
can be set to any 1-byte value. Nonetheless, common practice is to always set the SEL to 0x00.
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NET Configuration Tips

Unlike some OSPF implementations, there are no automatic selection mechanisms for the NETit is
always manually configured. Although the NSAP format provides the possibility of some complex NET
configurations,[l it is best in IP-only networks to keep it as simple as possible.

The simplest approach to configuring an area ID is to use only the AFI field for the AID. For example,
the following NET specifies an AID of 05, a SysID of 00d0.b775.ff31 and a SEL of 00:

05. 00d0. b775. ff 31. 00

Alternatively, many network operators prefer to stay in compliance with NSAP format standards by
specifying an AFI of 49, which is the NSAP AFI indicating a locally assigned address, and then
specifying the AID after the AFI. The following NET uses an AFI of 49, and an AID of 0005, with the
SysID and SEL the same as the last example:

49. 0005. 00d0. b775. ff 31. 00

There are several frequently used approaches to specifying a SysID. The first is to select the MAC
address of an interface on the router the NET is to be configured on. Because both the MAC address
and the SysID are 48 bits, the MAC address is perfectly adaptable as the SysID. And because the
interface MAC is globally unique, you are guaranteed that the SyslID based on it meets the
requirements of being unique within the IS-1S domain. A possible liability of this approach is if the
interface that the SysID is taken from is removed from the router and reused on another router. In
this case, the MAC address of the same interface could be used inadvertently as the SysID on more
than one router. Another problem with this approach is that some routers might not have any
broadcast interfaces and so no MAC addresses to use.

Another common approach to configuring the SysID is to encode the 32-bit, IP-based loopback
address or RID into a 48-bit SysID. For example, the loopback address 192.168.255.15 might be
used as the SysID:

1921. 6825. 5150

The IP address 192.168.255.15 could also be expressed in hexadecimal:

c0a8. f f 0f . 0000

or perhaps:

0000. c0a8. f f Of

However, changing the dotted-decimal address to hex adds an unnecessary complexity to the NET
configuration, and can make record keeping and troubleshooting more difficult.

The simplest of all techniques is to assign SysID values sequentially, starting with 1:

0000. 0000. 0001
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0000. 0000. 0002

0000. 0000. 0003

0000. 0000. 0157

Assuming that you document and assign the SysIDs in your network as carefully as you do IP
addresses and 32-bit RIDs, the potential of assigning duplicate SysIDs is minimized. The
consequences of duplicate SysIDs is the same as with the OSPF example in Section 4.1.2: thrashing
routes and rapidly increasing LSP sequence numbers.

Some would argue that during troubleshooting the utility of having the IP-based RID encoded in the
SysID outweighs the simplicity of sequential numbering. Dynamic Hostname Exchange, described
later in this chapter, also eases troubleshooting. Only you can determine the right scheme for your
network.

I R. Colella, E. Gardner, and R. Callon, "Guidelines for OSI NSAP Allocation in the Internet," RFC 1237, July 1991, gives you some examples of
complex NSAP addresses. Such complexity is seldom if ever necessary for NETs.
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4.2. The Hello Protocol

When the OSPF or IS-1S protocol process starts on a router, neighbors must be discovered and adjacencies
established. Both protocols send and listen for Hello messages to discover neighbors. Functionally, the Hello
protocol is the same for both OSPF and 1S-1S; they differ only in the details. As you learned in Chapter 3, the Hello
protocol performs several functions:

e |t discovers neighboring OSPF or IS-IS routers.

e |t performs three-way handshaking to ensure bidirectional communication between the neighbors.

e |t communicates information necessary for establishing whether an adjacency can be formed with a
neighboring router.

e After an adjacency is formed, it serves as a keepalive mechanism to detect failed neighbors or adjacencies.

The Hello protocol also performs other functions such as the discovery and election of Designated Routers. The
remainder of this chapter examines the similarities and differences in how OSPF and 1S-1S implement the Hello
protocol and defines functions that rely on the protocol such as the designated router function.
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4.2.1. OSPF Hello Protocol Basics

Figure 4.9 diagrams the OSPF Hello message.

Figure 4.9. The OSPF Hello message format.
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Network Mask is a 32-bit field that identifies, in 1s, the prefix length of the subnet on which the message is
sent. For example, if the Hello is sent on subnet 192.168.18.0/24, the value of the Network Mask field is
OxffffffO0 (24 ones, specifying a 24-bit prefix length). If the subnet is 10.1.0.0/16, the Network Mask field is
Oxffff0O000, and so on.

Hello Interval specifies, in seconds, the interval at which the originating router sends Hellos. RFC 2328 does
not specify a default Hello interval, but it suggests a value of 10 seconds for LANs and 30 seconds for
nonbroadcast networks such as X.25. Both Cisco Systems and Juniper Networks use the suggested default of
10 seconds for broadcast networks. However, the default for nonbroadcast networks varies: Cisco uses 30
seconds, whereas Juniper uses 120 seconds. The reason for the longer intervals on non-broadcast networks
is an artifact of the days when it could be assumed that the links associated with such networks had less
bandwidth to spare for Hello traffic.

Optionsspecifies any optional capabilities the originating OSPF router might have. The Options field is
described in Section 4.3.
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e Router Priority is used by the Designated Router election process.

e RouterDeadlnterval specifies the time that the originating router's neighbors should wait for a Hello before
declaring it dead. As with the Hello interval, RFC 2328 does not specify a default value but suggests a value
of four times the Hello interval. Both Ci