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Introduction to Phishing

< Phishing attack is a type of attack aimed at stealing personal data of the user in general by clicking on malicious

links to the users via email or running malicious files on their computer.
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Phishing attacks correspond to the "Delivery" phase in the Cyber Kill Chain model created to analyze cyber-
attacks. The delivery stage is the step where the attacker transmits the previously prepared harmful content to the

victim systems / people.

Phases of the Intrusion Kill Chain

v Reconnaissance Research, identification, and selection of targets

Pairing remote access malware with exploit into a

v Weaponization ) deliverable payload (e.g. Adobe PDF and Microsoft
Office files)

Transmission of weapon to target (e.g. via email
attachments, websites, or USB drives)

v Delivery
Exploitation
v Installation
VCOmmand & Contr

The attacker works to achieve the objective of the
VActions on Objective intrusion, which can include exfiltration or

destruction of data, or intrusion of another target

Once delivered, the weapon’s code is triggered,
exploiting vulnerable applications or systems

N
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The weapon installs a backdoor on a target’s system
allowing persistent access

providing “hands on keyboard access” inside the
target’s network.

) Outside server communicates with the weapons
ol

The Phishing attack is the most common attack vector for initial access. Of course, the only purpose of the attack

is not to steal the user's password information.

The purpose of such attacks is to exploit the human factor, the weakest link in the chain. Attackers use phishing
attacks as the first step to infiltrate systems.
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What is phishing email analysis?

Phishing email analysis involves studying the content of phishing emails to ascertain the techniques the attacker used.

What is a common indicator of a phishing email?

Common indicators of a phishing email include suspicious addresses, links, or domain names, threatening language or a
sense of urgency, errors in the email, the inclusion of suspicious attachments, and emails requesting sensitive information.

Elements of a phishing email

All phishing emalis Include one of two components: a link or an attachment. Getting victims to click the link or open the attachment requires a

sophisticated set of tools and technigues.Below are some of the most Important elements of a phishing emall:

Subject line

Perhaps the most critical glement of a phishing emall, the subject line is
designed to entice, alarm, or frighten the victim the victim into opening the
email. Hackers who have done their research write highly targeted subject
lines to entice victims into opening emails.

Brand impersonation

Hackers impersonate the brands you trust the most. When attacking
businesses, hackers impersonate brands that a busingss has a relationship
with, such as a bank or a software vendor. To create the lllusion of
legitimacy, phishers use real business and product logos and other visual
elements of the brand’s identity.

Attachment

Attachments are included either to conceal the phishing link from an email
filter or to deliver malware/ransomware. Often in the form of a Word
document, PDF, or .zip file, the attachment appears to be legitimate
business correspondence. such as an invoice. The link might lead to a
phishing website or result in an automatic download of malware or
ransomware.

Email spoofing

Email spoofing invelves creating an emall address that looks like that of a
trusted business,With display name spoofing, the hacker adds the desired
display name in the sender field of the emall. In other cases. a hacker will
use an emall address resembliing a legitimate business email as the display
name.

Phishing link

A link Is typically placed in the body of the emall, but it can also be placed
inside an attachment or inside a legitimate hosted file on a service like
OneDrive or SharePoint to avoid detection from emall filters scanning for
known phishing links. Victims are lured Into clicking on the link by the emall
itself, which directs the user to visit a website to log into an account.

Phishing page

A phishing page Is a fraudulent webpage that Impersonates a

brand. Unsophisticated pages are easy to spot, but advanced phishers use
real CSS from brand webpages to make their webpages identical to the
real thing. Phishing pages impersonate login pages where victims enter
their username and password to access their account. When they do so,
their credentials are stolen.
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Phishing attack flow
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Attacker

CXAMPLE OF PHISHING EMAIL

Victim

Fri 12/11/2015 10:33 AM !*Urgency EXAMPLE OF PHISHING EMAIL

Critical quﬁﬂmuﬁﬁ& Team "<noreply@csmt.com>

URGENT: [Critical System Maintenance - Validate user account

E{c I
Follow up. Start by Friday, December 11, 2015. Due by Friday, December 11, 2015.

This message was sent with High importance.

| Notaddressed directly to you
Dear user,

Generic reference to
unidentified system

To validate the user interface, click on the web-link below or copy the link in your web-browser:

\“ Attempts to direct you to a link

http://reviewuserinterface.comjverify

Yours in service,

Critical System Maintenance Team

—pp Mot sent to you

We are about tclcarry out maintenance on our user interfacelUpon the receipt of this notice, you are required to validate users can access the interface.

Failure to validate account functions within this time duration, will inactive all user accounts. —pp Contains 'threat' if you don't

act on email.
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Information Gathering

Spoofing

Attackers can send emails on behalf of someone else, as the emails do not necessarily have an authentication
mechanism. Attackers can send mail on behalf of someone else using the technique called spoofing to make the
user believe that the incoming email is reliable.

Several protocols have been created to prevent the Email Spoofing technique. With the help of SPF, DKIM and
DMARC protocols, it can be understood whether the sender's address is fake or real. Some mail applications do
these checks automatically. However, the use of these protocols is not mandatory and in some cases can cause
problems.

» Sender Policy Framework (SPF)
» DomainKeys Identified Mail (DKIM)

To find out manually whether the mail is spoof or not, SMTP address of the mail should be learned first. SPF,
DKIM, DMARC and MX records of the domain can be learned using tools such as Mxtoolbox. By comparing the
information here, it can be learned whether the mail is spoof or not.
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Since the IP addresses of the big institutions using their own mail servers will belong to them, it can be examined
whether the SMTP address belongs to that institution by looking at the whois records of the SMTP IP address.

An important point here is that if the sender address is not spoof, we cannot say mail is safe. Harmful mails can
be sent on behalf of trusted persons by hacking corporate / personal email addresses. This type of cyber attacks

has already happened, so this possibility should always be considered.
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E-mail Traffic Analysis

Many parameters are needed when analyzing a phishing attack. We can learn the size of the attack and the target

audience in the search results to be made on the mail gateway according to the following parameters.

» Sender Address

» SMTP IP Address

» Email Address Domain

» Subject (sender address and SMTP address may be constantly changing).

In the search results, it is necessary to learn the recipient addresses and time information besides the mail
numbers.

If harmful e-mails are constantly forwarded to the same users, their e-mail addresses may have leaked in some
way and shared on sites such as PasteBin.

Attackers can find email addresses with theHarvester tool on Kali Linux. It is recommended that such information
should not be shared explicitly, as keeping personal mail addresses on websites would be a potential attack

vector for attackers.

If mails are sent out of working hours, the attacker may be living on a different time-zone line. By gathering such
information, we can begin to make sense of the attack.

What is an Email Header and How to Read Them?

In this section, we will explain what the header information in an email is, what can be done with this information and how
to access this information. It is important to follow this section carefully as we will explain how to perform the header
analysis in the next section.
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What is an Email Header?

"Header" is basically a section of the mail that contains information such as sender, recipient and date. In addition, there
are fields such as "Return-Path”, "Reply-To", and "Received". Below you can see the header details of a sample email.

Delivered-To: infollletsdefend.io
Received: by 2002:ab4:8fc7:0:0:0:0:0 with .SMTP id csTcspl721687ech;
Mon, 21 Mar 2022 06:10:11 -0700 (PDT)
X-Received: by 2002:a05:620a:2416:b0:67d:7735:4bbf with SMTP id d22-20020a05620a241600b00&7d77354bbfmr12655013qkn.501.1647868211414;
Mon, - 21 Mar 2022.06:16:11--0700 [PDT)
ARC-Seal: i=1; a=rsa-sha256; t=1647868211; cv=none;
d=google.com; s=arc-20160816;
b=2xH9+3UjmlxSK/Y/LeaLuupLgQT9g¥m71ZagKamcTCU/ 4TpSWIYpwX2e7PRvdgz3ilh
43jUc3QK1zmit BKREmbS4RRQQZBETVArx+b2Zpe jUL txRixYcoOWt 25IWrX1UnUU2 9vdT
OuGXWQY§qf JLogeaDRSPoaPWKBrLbgf 1uZvIRSASsY Vg ESIE/ JEY 2HBIHWVK/ ZEVSS
FHTITBAVChCAdhTronXI4FfxggfvGhTyEAkobghmnTwAICsuseMEhl1 EPAM2ZLNaMtx2L]
EjSMiiM8BR/nJjetLlwcuyNh37acMDTfuB4Atsu+4FS4 saBdFASISWRTWAUNELYznh7bG
vipg==
ARC-Message-Signature: i=1; a=rsa-sha2536; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=mime-version:delivered-to:date:message-id:subject:to:from
:dkim-signature;
bh=HIAfg0lDaK3JQLpHSfJuRxhIvUSchBBFSU4VEMIVSSI=;
b=DQbcXxTCopYCaeqIw+ch2nMDSTr6SGHNRAp+] qBAgtdIm3/TXsiIWKXIJIv/ Y] 6HRpY
YNm2RuOR1LdAjcHuklcl TwngpfLP26781iuQsZvzPBFEMbgiREbh/ 20e IaNBpkEMz 1aDo
4aéMNUZ1/DImLVQokqQ7s5hYePucKTGhpzijQDC/ TaubWiaXuOzwX vt 8V2GsHOxvoRh
dph2LsXWAdYDcEsAGCtRR TwwIvedzoDBw/eviol/g55aChuX8KGBTOPUP3G12f00F25%
EAVSovT/zvP10/MNEcaSOwIYoYshyKm36ceOtbFZLgDYhxs1D+NeXEakBseecPz14LGy
INEg==
ARC-Authentication-Results: i=1; mx.google.com;
dkim=pass header.i=@letsdefend.io header.s=google header.b=hRMOgQ3u;
spf=pass (google.com: domain of ogunal@letsdefend.io designates 209.85.220.41 as permitted sender) smtp.mailfrom=ogunal@letsdefend.io
Return-Path: <ogunalBletsdefend.io>
Received: from mail-sor-f4l.google.com (mail-sor-f4l.google.com. [209.85.220.41])
by mx.google,com with SMTPS id d7-20020ac85447000000b002de980041b8sor9866778qtg.15.2022.03.21.06.10.11
for <infolletsdefend.io>
(Google Transport Security):
Mon, 21 Mar 2022 06:10:11 -0700- (PDT)
Received-SPF: pass (google.com: domain of ogunal@letsdefend.io designates 209.85.220.41 as permitted sender) client-ip=209.85.220.41:
Buthentication-Results: mx.google.com;
dkim=pass header.i=@letsdefend,io header.s=google header.b=hRMOgQ3u;
spf=pass (google.com: domain-of ogunal@letsdefend.io designates 209.85.220.41 as permitted sender) smtp.mailfrom=ogunalfiletsdefend.io
DKIM-Signature: v=1; a=rsa-shal5é; c=relaxed/relaxed;
d=letsdefend.io; s=google;
h=from:to:subject:message-id:date:delivered-to:mime~version:
bh=HIAfg01DaK3JQLpHS fJuRxhIVUYchd8FSU4VEMIVSSI=;
b=hRMOgQ3UKLSFSba7lf/ J1WBIQkCORTBIREYQQBILHTp Segr SVwpck6qHPYHS kx0dgTO
TrwxxkHhKrBLIwG jgeVv+MNBXLK52 £ 1 Lw3BlesnnMd rmyysJLuRuvyRV2LakLgY8gCc
IW0YOLWFT/ 490p5h4GQMIOPSYQLPbETWIENC 2UdfCHt &4 YHUXB1PUVZ 26 1whpbaNdxGy
jcKBb14DNOAM3oluStushVirékgreS7TTrShGz/ 73bTMO InoEXH/ XUFVERMYPEOei 3AV

What does the Email Header do?

A. Enables Shipper and Recipient Identification
« Thanks to the "From" and "To" fields in the header, it is determined from whom an email will go to whom. If we
look at the email above that you downloaded in "eml" format, we see that it was sent from the address

ogunal@letsdefend.io to info@letsdefend.io

ldletsdefend.10>

To: - Letsdefend IO <info@letsdefend.io>
Subject: Example subject
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. Spam Blocker
It is possible to detect spam emails using Header analysis and other various methods. This protects people from
receiving SPAM emails.

. Allows Tracking an Email’'s Route

It is important to check the route it follows to see if an email came from the right address. If we look at the
sample email above, we see that it came from the ogunal@letsdefend.io address, but did it actually come from
the letsdefend.io domain or from a different fake server that mimics the same name? We can use the header
information to answer this question.

Important Email Header Fields

The "From" field in the internet header indicates the name and email address of the sender.

This field in the mail header contains the email's receiver's details.
It includes their name and their email address. Fields like CC (carbon copy) and BCC (blind carbon copy) also fall
under this category as they all include details of your recipients.

If you want to find out more about carbon copy and blind carbon copy, check out how to use CC and BCC.

This is the timestamp that shows when the email was sent.

In Gmail, it usually follows the format of "day dd month yyyy hh:mmss

So if an email had been sent on the 16th of November, 2021, at 4:57:23 PM, it would show as Wed, 16 Nov 2021
16:57:23.

Subject

< The subject mentions the topic of the email. It summarizes the content of the entire message body.

Return-Path

< This mail header field is also known as Reply-To. If you reply to an email, it will go to the address mentioned in

the Return-Path field.

Domain Key and DKIM Signatures

<+ The Domain Key and Domain Key Identified Mail (DKIM) are email signatures that help email service providers

identify and authenticate your emails, similar to SPF signatures.
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-

% The Message |D header field is a unigue combination of letters and numbers that identifies each mail. No two emails will

have the same Message ID.
MIME-Version

%+ Multipurpose Internet Mail Extensions (MIME) is an internet standard of encoding. It converts non-text content like
images, videos, and other attachments into text so they can be attached to an email and sent through SMTP (Simple Mail

Transfer Protocal).
Received

<% The received field lists each mail server that went through an email before arriving in the recipient's inbox. It's listed in
reverse chronological order — where the mail server on the top is the last server the email message went through, and

the bottom is where the email originated.
X-Spam Status

%+ The X-Spam Status shows you the spam score of an email message.

%+ First, it'll highlight if a message is classified as spam.

%+ Then, the spam score of the email is shown, as well as the threshold for the spam for the email.

%+ Anemail can meet either the spam threshold of an inbox or exceed it. If it's too spammy and exceeds the threshold, it will
automatically be classified as spam and sent to the spam folder.

Reference of Field Definitions: gmass.co

L) |

How to Access Your Email Header’

1- Open the relevant e-mail
2- Click on the 3 points at the top right “...
3- Click on the "Download message" button.

LetsDefend Mo 17 2022 00 AM (daays age)  fy e Sha this wmad ) D
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Detecting Web Attacks 101 S o
As a SOC Analyst, learn how to investigate web attacks L
Report phishing
SQL Injection Show original
XSS Attacks Transtate message
(¥4 Command Injection
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Start Free Leaming

https://t.me/learningnets



