‘ eyehatemalwares

root@root:-> vi Blog.txt
- Blog: https://eyehatemalwares.com
-:wq

root@root:-> vi Mission.txt

- To Provide free quality education regarding
- Blue Teaming and guide startup individuals
- to identify their passion and improved their
- skill set in the field of Cybersecurity.

-:wW(Q

root@root:-> vi Vision.txt

- With quality content and education, We

- will make the future of cyberspace a safe
- environment for every individual.

-:wW(Q

root@root:-> vi DISCLAIMER.txt

- The opinions expressed in this blog are my own views,

- and | have based my review on my personal research. All the

- content in this blog is completely original; this might mention

- any other blog post, magazine article, any book, and there-

- fore | regret any resemblance with any of the aforementioned,

- and would like to assure you that it was unintentional. Moreover,

- | do not intend to be offensive towards anyone who read this blog,
- if anything written can be perceived as hurtful to any community

- or person, | apologize, but that was not the sole purpose of writing

- it.
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Phishing Incident Detection and Response:
|ldentifying Email and Document Existence
using Memory Forensics

I.I - Scenario

Due to fear of getting punished, an employee trashed a possible Phishing email after
she/he clicked and downloaded the attachment.

Now, you are tasked to perform Incident Response to find useful evidence.
LIl - Goal

Identify Email Subject

Identify Document Name

Identify Creation Time, Access Time, Modified Time
|dentify Sender Name

Identify Launched Programs

Listing Detection Method

LIl - Lab Setup

o VMware - Windows 7 x64
e Billing_Receipt.docx

LIV - Tools Used

FTK Imager Lite
CodeBeautify.org
Volatility 2.6
Command Prompt
Notepad ++

- - Email Receiver

Email Sender &
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« @B O m B2 0 & B D

Demo Phishing Attempt inbox

Renmarc Andrada
tome «

Hi.
Your bill receipt has arrived.
please see and click the attachment below.

randrada
phisher

One attachment - Scanned by Gmail @

[ silling_Receipt.d... 4

Figure 1.I: Sample Phishing Email

B~ Deeteforeer O 8B O & @m D
466

Messages that have been in Trash more than 30 days will be automatically deleted. Empty Trash now

.]i] Renmarc Andrada Demo Phishing Attempt - Hi, Your bill receipt has arrived. please see and click the attachment below. randrada phisheres

K
6"»\‘\‘
X

- Terms - Privacy - Program Policies

061GBof 15GBused (4

Figure I.II: Trashing Email
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Il - Memory Acquisition
Let’s acquire the volatile memory of the suspected system.

In our case, we will use the tool Access Data FTK Imager Lite.

You can download and learn how the tool works here:

\ AccessData FTKImager3.11.8
Fie View Mode Help
Q%
Evidence Tree
Date Modified

\C:\t- D imp

‘Dumpmg RAM: 393MB/SGE [7%]

Custom Content Sources

Evidence:Fie System|Path|File ons

v
| |
Custom Conte...

For User Guide, press F1

Figure ILLI: Memory Acquisition via Access Data FTK Imager Lite

In the real world, after capturing the volatile image of the suspicious endpoint, use a
hashing tool to compute the hash value of the acquired image. This is one of the right
ways to handle collected evidence and safeguard the integrity of the file.

Link of the tools that can be used for hashing:

e HashMyFiles: https: A )
e Hasher: htips: //evehatemalwares com/|nC|dent response/eztools/hasher/
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lll - Memory Analysis

Since we've already captured and hashed the image of the suspected endpoint we can
now proceed to analysis stage.

In this section, we will discuss different approach in order to achieve our goal.
lll.1 - Approach A: Identify Document Name

Why File Handles? In Windows systems, this is used to identify the file in many
function calls. Each file handle and file object is generally unique to each
process that opens a file — the only exceptions to this are when a file handle help
by a process is duplicated, or when a child process inherits the file handles of the
parent process. In other words, it is a temporary reference number that an
operating system assigns to a file requested by a user to be opened.

By using Memory Analysis tool like Volatility we can track any open file handles that the
user opened. But how? That's what we’ll be discussing below.

First, we must identify if there are any process opened that is related to document
opening or creation such as WINWORD.exe or EXCEL.exe.

To do this, we can use Volatility pstree and handles plugin.

B Select Administrator: C:AWindows\System32\cmd.exe =G

Figure IILLI: Volatility pstree && handles plugin
https://t.mel/learningnets 4



In the figure above, we run pstree plugin to identify parent-child relationship of all the
processes and we can see some interesting details such as:

o Process Name/PID: WINWORD.exe:3656
e Timestamp: 2022-10-28 05:11:51 UTC+0000.

Next, since we identified that WINWORD.exe process exists we can then use Volatility
handles plugin to enumerate its associated file handles by using the command below:

Volatility.exe -f <sample.mem> --profile=Win7SP1x64 handles -p 3656 -t File |
findstr -i docx

We pipe the output to findstr command to that search for result that match our pattern
“‘docx”.

After successful execution, we can now see some interesting string like

Physical Offset Address: 0xfffffa800432d600

Parent-PID: 3656

Handle: Ox4bc

Access: 0x12019f

Type: File

Details:
\Device\HarddiskVolume1\Users\Analyst\Downloads\Billing_Receipt.docx

Summary:

As incident responders, one of our objectives is to have a general understanding
of the attachments downloaded. Using this method, we were able to determine
the document's name, which is Billing Receipt.docx.

llL.II — Approach B: Identify Creation Time, Access Time, Modified Time

Why Timestamps? Timestamps of a process or document generated may be
valuable to us as responders since they will allow us to pinpoint exactly when the
incident occurred. This allows us to find some evidence that will aid in our effort
to reconstruct the incident's timeline.

Note: At first, don't assume what you notice since adversaries may employ
tactics like timestamp modification to misled responders. In this case, correlation
of different evidence, timestamps might be a good use.

To be able to perform this approach, we will dump the $SMFT entries that is stored
inside our volatile memory.
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But first, let us have a quick introduction to SMFT.

Windows uses NTFS file system that contains a file called the master file table
or SMFT. In Windows there is at least one entry in the SMFT for every file on an NTFS
file system volume, including the $MFT itself.

All information about a file, including its size, time and date stamps, permissions,
and data content, is stored either in SMFT entries, or in space outside the SMFT
that is described by $SMFT entries.

Now, we have understood what SMFT does.

To perform this approach, we will use Volatility mftparser to list and dump $mft entries.

Command:

Volatility.exe -f <sample.mem> --profile=Win7SP1x64 mftparser —output-file=mft.txt -D
<target_directory>

B Select Administrator: C:\Windows\System32\cmd exe

Fiparser --output-file=uft.txt -D wftentries
‘l,v‘ » memdump » mitentries v‘t,” Search mftentries
ata0. dmp:B1 'I\-:’\gjsté:pt%g:}cr:.w(m anize ¥ Includein library » Share with » New folder
e i o IS s DT e ' Daemodfed Ty s
17T sty Faund at offset Diddfe7ano B [ ile0daca400.datal.dmp 34PM  DMP fil
ecard lurbers €338 E 80 | File0idadlchd.dated.drmp M DMP File
- SR | file0xlae3a000.datal.dmp JPM - DMP File
rantion 1 CWATION Vodiied P — sccess Date e ] file0db3c6et.data.drmp 30M  OMP il
022-10-28 05511153 UTCA0000 2022-L0-28 05:11:53 UTCRO000  2022-40-26 05:11:33 UTCH0000  2022-10-28 05:11:53 UTC+0000  Hidden Lib | file0idbSac000.datal.dmp JPM - DMP File
et Vodified WFT Altered Access Date Nase /Path 30 L fleDdbacUil et oap Sl
05111153 UTCA0000 2022-10-28 05:11:53 UTC+0000  2022-10-28 05:11:53 UTC+0000  2022-10-28 05:11:53 UTC+0000  indes.dat 1 L Ol 000 A DVFFie
B P || fileOx beb4800.dstadadmp M DMP File
LELRBARELIAARELY ek BT v, \ -
6F 77 6e 6c 6F 61 64 73 2e dc 4e 4b 3d 30 0d 0z  ownloads. LNKSD. . L il i1 dBDc000.datad.dmp 34PM - DMP Fie
(o), || Wile0xd d50c400.datad.dmp 34PM  DMP File
AN iy M T el g L] b0 e
Ne' | file0d #400c00.data.dmp M DMP File
L file.0:d£400000.data0.dmp DMP File
L file0:d£400400.data0.dmp DMP File
L file.0:d1£400800.data0.dmp DMP File
|| file.0:22284000.datal.drmp DMP File
L file.0x2b426c00.datad.dmp DMP File
| file.0x2b426000.datad.dmp DMP File
L file.0x2b426400.datad.dmp 34 PM - DMP File
|| file.0x2b426800.datal.dmp V- DMP File
file.0x3300b000.datal.dmp 37PM - DMP File

Figure IILILI: Volatility mftparser

In Figure llL.II, after we extracted all the SMFT entries we can then search for “docx”
pattern by using findstr command: findstr -i docx mftentries\*.dmp

In this case, our string search result is successful and gives us valuable detail such as
offset address 0x4df47800.
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Then, we can use this address for the mftparser plugin to parse.
Command: Volatility.exe -f <sample.mem> --profile=Win7SP1x64 mftparser —o
0x4df47800

Now, we can see some valuable results such as:

MFT entry found at offset: 0x4df47800
Attribute: In Use & File

Record Number: 63358

Link count: 1

Creation Time: 2022-10-28 05:11:53 UTC+0000
Modified: 2022-10-28 05:11:53 UTC+0000

MFT Altered: 2022-10-28 05:11:53 UTC+0000
Access Date: 2022-10-28 05:11:53 UTC+0000
$DATA: Billing_Receipt.docx.LNK

Summary:

When obtaining evidence, SMFT entries play a significant role, and as

responders, we must maximize the value of this artifact. Using this method, we
were able to determine the Timestamps associated with the Billing Receipt.docx
and also give sufficient proof that the document was successfully executed by
the user by seeing the .Ink extension after the document name.

lILLII - Approach C: Identify Frequently Used Programs

Let us talk about Windows UserAssist

In Windows systems, there ways to identify what programs were recently
executed on a system. This can be extremely valuable in an investigation where
an examiner wishes to see if a particular application was run, such as an
encryption or wiping tool. UserAssist data will include information on

whether an application was run from a shortcut(LNK file) or directly from the
executable. This provides examiners with additional context around the execution
of a program.

In a situation where we as responders aren’t sure whether the document was

executed by the user, we can check this artifact to see if there any instances of
document creation/viewing tools are present.

Now, we will discuss how can we extract these artifacts from the captured image of our

suspected endpoint.
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Since we are diving into memory forensics, we will use Volatility’s userassist plugin.

UserAssist Location:
NTUSER.DAT\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\

EX Administrator: C:\Windows\.

System32\cmd.exe

jemophishing.mem --profile=#in7SPLxE4

Q,' C:\Users\Analyst\Desktop\memdump\used_programs.td - Notepad++

0o oo 0
00 00 00 00 00 00 00 00

000 00

REG_BINARY
Count:

Focus Count:
Time Focused:
Last updated:
Raw Data:

0x00000040

$ProgramFiles$\Microsoft Q£fice\0fficel2\WINWORD.EXE :
1
3

2022 10-28 DS 11:51 TTC+0000

00 00
0 80 bf
0 80 bf
Oc ca

Find
Find  |Replace | Fi

Find wh;

Match whole w
Match case

| Wrap around

Search Mode

@ MNormal
Extended (1,

Figure LI

Backward direction

Regular expression

ind in Files | Mark
at : office - Find Next

Count

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Windov i
FIE) sh@l4hbiaeian s BEI1IERERE e
= used_programs ¢ E3 ‘ G R
0x00000020 00 00 80 bE 00 00 £ 00 00 80 bE B
0x00000030 00 00 80 bf 00 00 30 ed &5
0x00000040 Dz e d8 01 00 0O 00 G0 Lib
& L
REG_BINRRY C:\Users\Analyst\Downloads\NDP452-KB2901907-886-164-A1105-ENU. exe : Y
Count: 1] ¢
Focus Count: 1 =P
Time Focused: 0:00:31.154000 EV
Last updated: TTC+0000
Raw Data:
08 00 60 00 00 08 00 60 01 00 08 00 00 60 &
00 00 00 00 & 0 80 bf
00 00 00 00 8 0 80 bf e

m

Dacument

Find Allin All Opened

Documents

[ Fndhet |
| |
| Find All in Current ‘
ord anly | ‘
[ o= ]

Close

| Transparency
@ On losing focus
Vot ) Aways

. matches newline it

Volatility userassist plugin

Windows (CR LF)

UTF-8

el
N

ganize ¥

» memdump

| Open
-
Name

|| AUTHORS bt

|| CREDITS.bdt

__| demophishing.mem
|| LEGAL bt

|| LICENSE bt

|| README.tt

| used_programs.ist:

() volatility.exe

used_programs.txt Dal
Text Document

Share with = Print

Date modified

te modified: 10/28/2022 1:29 PM
Size: 48.9 KB

In Figure IIL.III.I, we use userassist plugin then saved the output as “user_programs.txt”.

Command: volatility.exe -f <sample.mem> --profile=Win7SP1x64 userassist >
used_programs.txt

After successful execution, we were able to gather some interesting strings such as:

e Count: 1
e Focus Count: 3

https://t.mel/learningnets

New folder

Type

Text Document
Text Document
MEM File

Text Document
Text Document
Text Document
Text Document

Application

Date created: 10/28/2022:




e Time Focused: 0:00:14.836000
e Last Updated: 2022-10-28 05:11:51 UTC+0000

Summary:

Using this approach, we were able to prove that the user recently run
WINWORD.exe which associate that the user opened a document file.
Also, the timestamp from userassist can help us timeline the incident.

LIV — Approach D: Identify Email Subject, Body and Sender Name

In Windows systems it uses Windows Memory Management to track all memory
locations, whether the processes uses them or not. Specifies how much memory
each process should be given. It decides which processes will be remembered
and when. It also tracks when memory is released or when it is shared and
changes the status accordingly. Windows uses memory management function
called paging to store and retrieve data from a device’s secondary storage to the
primary storage.

One of the beauty of Windows Memory Management is it allows the data to be
retrievable with the use of any memory forensic tools.

Note: Under some instances since Windows Memory is constantly changing it
can overwrite the data that we’ve looking for.

In this approach, we will combine Volatility with another memory carving tool called
BulkExtractor.

One way to perform our investigation effectively is we have to start with what we know,
and since our goal is to find evidence of a possible phishing incident a web browser
might a good start to perform our task.

To start, we will list all the running processes and identify the parent-child relationship
and we can do that by using Volatility pstree plugin.

Command: volatility.exe -f <sample.mem> --profile=Win7SP1x64 pstree
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B Administrator: ChROWindows\Systerm32\cmid.exe - bulk_extractor.exe -o firefox_mempdurmp -e all firefox_mempdurmphl24

(LR R R TR T AT R R T T T N AT T, Ny Sy Rt T |

GG S IR IR LA AT R T |

FRERBRRERRERHR

Figure IILIV.1: Volatility pstree plugin

After, successful execution we identify our browser process Firefox.exe:1248

Next, we will be using this details to perform process memory dump using Volatility
memdump plugin.

Command: volatility.exe -f <sample.mem> --profile=Win7SP1x64 memdump -p 1248 -D
<target>

Figure LIV Volatility memdump plugin

10
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After successful execution, 1248.dmp will be saved to our target directory.
Now, we can use a tool BulkExtractor to extract information from this process dump.

To do this, we execute the following command.

Command: bulk_extractor.exe -0 <target_dir> -e all <path_to_dmp_file>

Figure IILIVIN: BulkExtractor

The -e all parameter perform all scan.
Now, this action may take a while.

After successful execution, a series of .txt files will be saved to the target directory.

= =1
<) = | » memdump » firefox_mempdump - | 5 | | E— firefox_mempdump
anize « Include in library - Share with « Mew folder == w il
Eal Llaonc - Date modified Type Size
| C L1 1248.dmp DMP File 784,048 KB
W C | aes_keys.bxt Text Document 0 KB
il R =l alerts.tct Text Document 0 KB
| conubd Text Document 0 KB
Lib | con_track?. bt Text Document 0 KB
= C | domain.bd Text Document 0 KB
.-- I =l elf.bt Text Document 0 KB
=| P email.td Text Document 0 KB
5 W | ethertd Text Document 0 KB
- Tevbglraneed . B Text Document 0 KB
(@] a exif. bt Text Document 0 KB
[_ facebook.bxt Text Document 0 KB
e L find.bet Text Document 0 KB
=l gps.bd Text Document 0 KB
hex.bd Text Document 0 KB
| httplogs.td Text Document 0 KB
= ip.bd Text Document 0 KB
| ipeg_carved.td Text Document 0 KB
| jsonbxt Text Document 0 KB
E kmil.bdt Text Document 0 KB
| ntfsindx_carved.t«t Text Document 0 KB
| nifslogfile_carved. td Text Document 0 KB
| ntfsmft_carved.td Text Document 0 KB
42 items
Figure IILIV.IV: BulkExtractor results
11
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Next, we will perform string search and of course we will not perform this manually.

We will be using findstr to search for Billing_Receipt pattern and save the result as .txt
file.

Command: findstr -i Billing_Receipt <dir>\*.txt > DocxEvidence.txt

BN Administrator: C\Windows!\Sys

= DocxEvidence.txt

Qj" *C:\Users\Analyst\Desktop\memdump'firefox_mempdump\DocxEvidence.tx - Notepad++
File Edit Search View Encoding Language Settings Teools Macre Run  Plugins Window 7

cHEHB A& dhhiloeitym 2z BRI 1([(EDEAD = ®

&l change log ||J.:f.‘_ ograms bd [=] DocxEvidence ba E3 | Processlist bd e bd |
1@ arrived. please see and click the attachment below. randrads phisher\”, [\"~all\",\"~cob_att\",\"~i\", \"~iim\",\"~io_im\",\"~smartlabel_personal\",\"~s:
2 €918960340,\"AW5S Free Tier limit alert\™, [null, [[0,null, [null, ""\Arviodecidnhwaw003cdiviiuld03er v eh ot hul03ctabledvul03ed\ o Maad03cerivuldder oo

=T = s — ——— = = Sy e e e e 3 =
0c23d6342c</guid_cbjectid><1sn>303717658</1lsn><mtime_fn>2022-10-28T05:11:41Z</mtime fnr<mtime si=2NF2-10=-28TNS-11-417</mtima =i>rnlink>4</nlink><par_re
-2B8T05:11:53Z</mtime_fn><mtime si»2022-10-28T05:11:53Z</mtime_sir»<nlink*l</nlink><par_ ref>&3355 Cut Et{sequ’filEuhj ect>

BT05:11:41Z</mtime_fn><mtime si>2022-10-2Z8T05:11:41Z</mtime_si><nlink>4</nlink><par_ ref>4&i</pa g></f£ilecbjects®

Paste

Delete

Select All

Begin/End Select i
Style token 3

Remove stylé 3
Plugin commands >

UBRERICASE

lowercase

Open File

Search on Internet

Teggle Single Line Comment
Bleck Comment

Block Uncomment

Hide Lines

Figure ILIVN: DocxEvidence.txt

Next, we can open this file in a text editor tool and we can see some interesting results.

Then, we can see this is an XML format.

Now, we can copy this XML formatted text to CodeBeautify.org to format it.
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Result : Beautify XML A ™

Firefox mempdump®json.txt: 281893128 -GZIP-355896 {“yawlic”:true,a6jdv":[[“"sils",null,"[[[[null
LA thread-T:1747986685045984985%, ", W O2233783699216861946\" , \"Dema Phishing Attempti\™, [\"Demo
Phfirefox mempdumpiwindirs.txt:58468224a Billing Receipt.docx

20 «filedbject src="mft"'>

2 <atime_fn>2822-16-28T85:11:41F7</atime_Ffn>

4 <atime si>2822-18-28T@5:11:41F7</ atime_si>
5
=3
7
8

=

<attr_flags>32</attr_flags>

<crtime_ fn>2822-18-28T85:11:417< S crtime_Ffn>
<crtime_5i>2922—19—28T@5:11:41k<fcrtime_5i>
<ctime_Ffn>2822-10-28T85:11:41F</ctime_Ffn>

= <ctime_si>2822-18-28T@5:11:417</ ctime_si>
1@ <filename>Billing Receipt.docx</filename:>
11 «filesize>a4285«</filesize>

1z <filesize_ allocc>81l92<«</filesize_alloc>

13 <guid_objectidz@edf7e7s-53Ff-11led-95e3-888c29d6342c<,/'guid_objectid:>
14 <l=sn>383717658<,1l=n>

15 <mtime_fn>2822-18-28T@5:11:417< /mtime_fn>
16 <mitime_ si>2822-18-28T@5:11:41F</mtime_=si>
17 <nlink>4< / nlink>

18 <par_ref>447</par_ref>

19 <par_seqrZ</par_seq>

26 <seqx>2<Sseq>

21 < /Fileobject>
2z Fireforx mempdumpiwindirs.txt:684683264 Billing Receipt.docx.lnk
22 = «fileobject src="mft"'>

249 <atime_fn>2822-18-28T@5:11:417</atime_fn>
25 <@time_si>2@822-18-28T@5:11:41F</atime_si>
26 <attr_flags>32«</attr_flags>

27 <crtime fn>2822-18-28T@5:11:417</crtime_fn>
23 <crtime_si>2@22-1@-283T@5:11:417</ crtime_si>
29 <ctime_Ffn>2822-16-28T85:11:41F7</ctime_Ffn>
3a <ctime si>2@22-18-28T@5:11:41F7</ ctime_si>
31 <filename>Billing Receipt.docx.lnk</filename:>
32 «filesizex@«</filesizex

33 «filesize allocr@</filesize alloc>

34 <lsn>3@83784867 </ 1sn>

35 <mtime_Ffn>2822-16-28T85:11:417< /mtime_Ffn>
36 <mitime_ si>2822-18-28T@5:11:41F</mtime_=si>
37 <nlink>4</ nlink>

3B <par_ref>462</par_ref>

=] <par_seq»Z</par_seq>

48 <seq>2</seq>

41 < /fileobject>
4z Firefox_mempdumpiwindirs.txt:684748888 Billing Receipt.docx.LNK
A% ~ «<fFileobject src="mft'>

Figure lILIVVI: Formatting XML format text

Now, we can see some interesting strings such as:

e Billing_Receipt.docx Timestamps
e Billing_Receipt.Ink Timestamps

This can be a valuable find to timeline the investigation.
Next, we will find email related evidence by searching “Billing” pattern to
DocxEvidence.txt file.

[ ~crwUsersiAnalystiDesktopimemdumpifirefox_mempdumpiDocxEvidence.txt - Motepad++

File Edit Search View Encoding Language Settings Tools Macre Run  Plugins  Window 7
= = —= - = — T — S -
s EHBR &l DD e e x| BEISTEEEER G| ]
. 2 :
ek == = i :
1 LA smartlabel persenall\”,\W"-~sqg_ig_i_personali”, W ul\",%\"~us%"]1, [[ZTapplicationsund_ 1 =, 5 = 5 1 _deo TN, nTBid1ad 3 I
> z L
s @ SFSQERAg,d\a003dl /excmu003dat rs\u003dAHEHgICkOyBE6hHe PaarC9g3_ReIBciMNVG™, "/ scssmeil-sbabics s ssskwu003dgmeil .mein . OpMEHOzGN4c L. F4._O.
Find
Find | Replace | Findin Files | Mark

Find what : Biling
Count

In selection Find All in Current
Documen

[Ell Badignard directiof Find All in All Opened
[ Match whole wordianly. Documents

[l Match case

I|

Close

[ wrap arolmd

W Search Mode Transparency

% @ Normal @ On losing focus
E

g

@ Extended (v, W, M V0L Welll) ) Always

=) Regular expression atches newline 1

Find: Found the 1st occurrence from the top. The end of the document has been reached.

Figure IILIVVII: Searching for Email Related evideddttps://t.me/learningnets 13




Our pattern is found at line 1 we eliminate the other lines. Since our text file is not

“n

readable, we can use the “replace” function and replace “,” with “\n” newline.

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins Window 7
cHEHB LG s Ml x| BES1EFENo | 6D @G

E change log ml =l used_programs ¢ £ [ DocxEvidence bd E3 |E Processlist bd :‘.I| [ EvidenceOfExec bt IBI

2

Replace
[Find | Replace |Find in Files | Mark |

Eind what : |,

Replace with : '\n

E@ .
= " . . Replace allin All Opened

[F] Match whole word only
Match case

—

Wrap arounL -~

Close

Transparency
©On losing focus

Always
—{—

Find: Found the 1st occurrence from the top. The end of the document has been reached.

Figure lILIVVIII: Replace function

at !firefux_memdump\j Son.txt:Z01033120-GZIP-3550968 {"yawRic":true,"asjdv":[["sils",null, " [[[[null, “"thread-£:174730665534595849355\ ", ""92233703699210813486 "

B new 1

il’.\JI\JH

B change log E!I Bl used_programs Bt £ B DocxEvidence b E3 I :
1 firefox mempdumpsJjSon.TtXTCIZ010331Z0-GEZIPF-355053¢ {"yawlic":itrue E
= TadjdvT: [["sils™
= nuall H
a "L[L[L[[mull B
= Wrthread-£:174730665853459549385W™ H
P R L P TS LT R-F P E
7 W"Demo Phishing Attempt™™ ﬁ
= [“"Demo Phishing Attempt™™ E
= WTHA a8
10 @8 ¥our bill receipt has arrived. please see and click the attachment below. randrada phi = 9
11 1666933713819 10
iz ATthread—-£:1747906625945928498354.™ 11
13 [[Z"mag—L:z1747905685345384355%™ -
14 (g=1 iz
15 wTandradarenmarci@gmail . comh ™ 13
1s WrTRenmarc Andradah'] 14
17 mull i =1
is muall 3 1&a
io mull 17
20 muall 18
zZ1 1666933713819
zz aull e e
z3 null 20
za N UEA 21
25 ¥our Bill receipt has arrived. pl%se see =1 5 attachment below. randrada phisher™™ 22
zZ& [A"—a2llN™ " 23
27 Wrrocokbh atth™ 24
zs == ==
z9 AT S b -
30 AToio dmh T h o
=1 ANT-smartlabel pex \ 27
32 ATTsg_dig i per 28
a= Rl F R 29
=4 ATmuash ] 30
35 [[ZwTapplication/vnd.openxmlformats—officedocument . wordprocessingml _.document™™ 31
=T ATBilling Receipt.docaeh™ 22
37 4Z85
38 il e BN =
as null 34
40 wrhtrps:- s mail e -1 Fui NN UIO0SAZ LN UO00Z61 kW 1003431 FOShd0E63% " ul0Z6atti VWOOSHA0 1% W 1u00Z & =] 35
clal o 36
az [rull 37
az a1 1 38
449 WTZHd0EeZZ2 T2 ScZdaabd S5573c4Z4 S7510kb1se 03330443 %7 39
45 null
aa mull 40
a7 null 11
a= mull - 4az

4 [l C Y [ —

extensible Markup Language file

length : 2,375

Figure IIl.IV.IX: Email Related Evidence hittps:/it.me/learningnets
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Now, it is readable and it can present us with some interesting strings such as:

Email Subject: Demo Phishing Attempt
Email Body:

H

“Hi Your bill has arrived. Please see and click the attachment below. randrada phisher’

Email Sender: andradarenmarc @gmail.com
Email Sender Name: Renmarc Andrada
Document Name: Billing_Receipt.docx

Summary:

Please keep in mind that Windows memory is constantly changing and may
overwrite the data inside the process memory. This strategy may or may not work
depending on when the problem was initially detected and the responder's
response time.

IV — Endpoint Incident Response

Capturing the volatile image of the suspected endpoint is not always feasible,
and doing memory capture on a critical system may be time-consuming
depending on the endpoint's system resources.

In this situation, the responders can perform Live Forensics. This method may
compromise the integrity of the suspected endpoint, but it is required when a
memory capture is not possible.

In a phishing incident, there is an email with malicious attachment such as .docx, .iso
and etc. files involved. These downloadable files contains malware or an exploit which
able the adversaries to compromise the system, and before the initial compromise
there might be changes first to the system such as:

Process Creation
Process Injection
Firewall Changes
Creation of shortcut files or .Ink files

In this section, we will talk about different approach on how to perform incident
response list possible ways for detecting changes on the endpoint.

https://t.mel/learningnets

15



IV.I — Approach A: Identify Process Creation Timestamp

In Windows system, every file created or process that is being executed produces a
timestamp which will provide us the data when was the file or process is created.

In performing incident response, this is a valuable data to look for and might help us
understand and timeline the incident.

The image below is a .VBS script that uses WMI query to pull all the processes and its
time creation, this allow us to see compare whether any process was created after the
user launched the malicious document.

] e SIS LAY UL SR T U T AP UL S5 LISLLAL = NULEpauT T e
File Edit Search View Encoding Language Settings Tools Macro Run  Plugine Window 7 X
o= @00@‘#';:]&‘ |mbﬁ|%3‘h“lt“.|i~' LJ@‘—l‘“E'
| | ) - ; q - |
[H change log &3 | [ used_programs ¢ 3 | = DocxEvidence bt 3 [ Processlist bt E3 | Elnew 1 1 = process_enum vbs E1
5 services exe (500) tZ6 MM L Set objFS = CreateObject(" -
5 lsass.exe (516) 10/25/202% 8:50: 2 Set objNewFile = objFS.CreateTextFile
10 lsm.exe (524) 10/25/2022 8:50: %) strComputer = "."
11 svchost.exe (828]  10/25/2022 M . R
12 svchost.exe (704)  10/25/2022 am y SEE objiMIService = Gerlblect( -
1 svchost.exe (772) 10/25/2022 AM - £ -
svchost.exe (848)  10/25/2022 M & & strlomputer &
svchost.exe (900)  10/25/2022 M T
svchost.exe [304) 10/25/2022 EM Set dtmProcTime Createlbject{ _
svchost.exe (956) 10/25/2022 AM " e")
spoolsv.exe (1132) 10/25/2022 AM 1
taskhost.exe (1136) 10/25/2022 AM C:\Windows\system3Z\taskhost.exe . - .
20 svchost.eme [1232) 10/25/2022 M o ?EF_?GELPrGEESSES = cbjitIService. Enecquery( _
21 dwm.exe (1272) 10/25/2022 8:35 C:\Windows\system32\Dvm.exe L Selech © oo ="
22 explorer.exe (129€) 10/25/2022 AM C:\Windows\Explorer .EXE 13 =
232  vmtoolsd.exe (1548) 10/25/2022 AM  C:\Program Files\VMware\VMware \Toolé\vmtoolsd.exe 14 For Each cbjProcess In colProcesses
24  VGhuthService.exe (1600) 10, B8:50:28 AM 15 strfutput = strlutput & _
25 vm3dservice.exe (1708) 10/25/ 28 mM 16 objProcess.Name & " (" & objProcess.ProcesalD & ")"
28 vmtoolsd.exe (1736) 10/25/2022 M 17
27 vm3dservice exe (1744) 10/25/% -78 BM P =
28 svchost_exe [1884) 10/25/2022 ™ | 18 If NOT IsNull(objProcess.CreationDate) Then
WmiDrvSE ewe (1352) 10/25/2022 M strfutput = strlutput & vbTab & _
dllhost.exe (2104) 10/25/2022 M getmytime (objProcess.Creationlate)
31 msdtc.exe (2200) 10/25/2022 AM End If
3z SearchIndexer.exe (Z472) 10y 8:50355 MM
3 svchest.exe (1760) 10/28/2022 1: B If NOT IsNull(cbjProcess.ExecutzblePath) Then
mSCOrSYW. exe ‘Eig:sg ig;i:;zgff : ig strOutput = strOutput & vbTab & _
m3corsvw.exe |( o elee M L =
dllhost.exe (2852) "A0428/20221:06:13 BM o chPrc_cess.Executable}‘ath
mme.exe (2376] 10f28/2023w1:06:13 BM e EIRER
firefox.exe (1248)" | 2042B#2022 4:03:01 BM \ C:\Program Files\Mozilla Firefox\firefox.exe 27 strOutput = strlutput & vbCrLf
exe (3032) 4'20/28¥202271208:02 PH C:\Program Files\Mozilla Firefox\firefox.exe 28 Next
.exe (2756) "I104E842022 1:05:02 PM C:\Program Files\Mozilla Firefox\firefox.exe 29 objNewFile.Writeline strlutput
.exe (2308) 1042842022 1:09:03 PM C:\Program Files\Mozilla Firefox\firefox.exe 30
.exe (1284) 10/28/2022 1:09:03 PM C:\Program Files\Mozilla Firefox\firefox.exe 31 Function getmytime (wmitime)
.exe (2544) 10/28/2022 1:09:04 PM C:\Program Files\Mozilla Firefox\firefox.exe 12 dtmProcTime.Value = wmitime
.exe (2116) 10/Z8/2022 1:09:04 DM C:\Program FilesWMozilla Firefox\firefox.exe N
.exe (3284) 10/28/2022 1:03:04 BM  C:\Progzam Files\Mozilla Firefow\firefow. exe getmytime = dimProcTime.GetVarDate
_exe (3482) 10/38/202%2 1:05:05 BM  C:\DProgram Files\Mozills Firefox\firefox.exze 34 End Functicn
EXE (3656) |1ﬂ/25/2022 1:11:51 BM C:\Program Files (x86)\Microsoft Office\0fficelZ\WINWORD EXE
splwowéd exs (371Z) 10/28/2022 1-11:5Z BM C-\Windows spluowéd exe
cmd.exe (3340) 10/2B/202Z 1:1B:
conhost.exe (3816) 10/28/2022
firefox.exe (2264) 10/28/2022 :\Program Files\Mozilla Firefox\firefox.exe
audiodg.exe (345Z) 10/28/2022 2
53 notepadt++.exe (3480) 10/28/ C:\Program Files (x8€)\Notepadt+t\notepadtt. exe
firefox.exe (3384) 10/28/2022 :\Program Files\Mozilla Firefox\firefox.exe
(587€) 1l0/28/2022 :\Program Files\Mozilla Firefox\firefox.exe
(5884) 1l0/28/2022 C:\Program Files“Mozilla Firefox\firefox.exe N =
Mormal text file length: 5,719 lines: 88 Ln:47 Col:21 Sel:21|1 Windows (CRLF)  UTF-8 INS

Figure IV.LI: WBS script using WM guery to pull processes time creation

In Figure IV.1, we see the script created a .txt file which contains the

Process Name
Process ID
Timestamp
Executable Path
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Summary:

By identifying the time when was the process created, we can use this data to
compare with other artifacts. Identifying whether a malicious process was launched
right after the document was executed.

IV.Il - Approach B: Windows Firewall Logs

Just like a bank robbery, the thief will try to contact its master for further instruction and
malware will perform just like that. A malware right after the user launched the
document is either a dropper which downloads an additional file or the malware that
performs the malicious intention itself. But, in order to perform the connection to its
command and control server there might be changes that will happen such as Firewall
Rule Change.

In this case, looking inside the firewall log may help the responder to identify rule
changes and identify odd IP addresses that are used to connect to the CNC server.

BN Administrator: C:\Windows\System32\cmd.exe

dows Firewall with Advanced Security

File Action View Help
Ll 2|

B3 o e s A
3 Outbound Rules Windows Firewall is helping to protect your computer
5 View b = |[= =
%% Connection Security Rules
4 % Monitoring i Refresh
Domain Profile - 8
B Firewall B vel
%5 Connection Security Rul —— =P g
. rivate Profile - Hnew 1 21 |0
5 Security Associstions ‘ ‘ Brew 1 61 [[EI5B
kT
Public Profile is Active : ;
Active Networks File Edit Format View Help ] A
Network #version: 1.5
#software: Microsoft windows Firewall
#Time Format: Local
Frewall Stat #Fields: date time action prétocol sre-ipsdst-ip src-port dst-port size tcpflags tcpsyn tcpack tcpwlin icmptype icmpcode info patl
rew: e
@ Windows Firewallis on. 2022-10-28 13:08:52 ALLOW UDR 182.168. 169 192.168.170.2 137 137 0 - - - - - - ~ SEND
2022-10-28 159 AULQW UDPY182.168. . 255 68 67 0 - - - - - - - SEND
@ Inbound connections that do not match a ule are blocked 2022-10-28 13:08:59%AL LOW LUDP 168 2756596 53 0 - - - - — — - SEND
2022-10-28 13:08:58 ALLOW TCP 169 17. 2749160 80 0 - 0 0 0 - - - SEND
@ Outbound connecions that do not match a nie are alowed 20p2-10-28 13#08:58, ALLOW TCP 192 169 17 5 49161 80 0 - 0 0 0 - - - SEND
:09: 8837 53 0 - - - - - - - SEND

2022-10-28
14

28 800 -000- - - SEND
General Settings 0 END
Display a notfication hen a program is blocked Yes 2022-10-28 .0.0. .0.1 49166 49165 0
2023:10-28 1 7 .0.1 49166 49165 0 - 0
Aoply local firewall s Yes 1028 i 53

i 2022-10-28 13:0 i 53
Aoply local cannection securty ules Yes ez 1028 6 :
10-28 H H - . . . . 53
. i 10-28 13:09: . “i07.2 7 80
2022-10-28 13:09' . . 56580 53
Fie name: Uisystemrool\system 32\LoaFle$\Frewal \cfirewal log I SoaoaE et S S 22E 100, 236 40108 242
= :09: . . 53 0
202 13:09: i 69 192.16 53677 53 0
Log dropped packets Ne: 2022-10-28 13:09: .168. .168.170. 53 0
Log successful connections: Yes 2022-10-28 13:09: - . - . - 53 0
2022-10-28 H H . 2 63346 53 0
2022-10-28 1 39 49169 443
ctive firewall rules 2022-10-28 02 3

B view
-

2022-10-28
2022-10-28
2022-11
2022-10-28 1
2022-10-28
2022-10-28
2022-10-28
2022-10-28
2022-10-28
2022 1

1 1 G
j Svitviiviivitvivitviitivisvitd
coooococoooo

202, 109 . . 49402
202, 1 4917 30

2022-10-28 191 49172 443 0 - 00 O -
202 13:00: . . . .170.2 54792 33 0
202 109: . 169 192.168 2 54576 53 0

202, 13:09: .1 169 192.16 63068 53 0O SEND
2022-10-28 :09: ALLOW TCP 192. . 169 142.250.66.106 49173 443 0 - 0 0 O - - - SEND

Figure IV.ILI: Firewall logs
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In Figure IV.IL.I, is an open firewall log.
We can navigate to the firewall logs through

Control Panel > System and Security\Windows Firewall > Advanced Settings >
Monitoring > Logging Settings > File name

There are interesting strings that might interest us such as:

Connection Timestamp
Rule

IP Source

IP Destination

Port

Status

Summary:
Depending on your organization’s Group Policy, endpoint’s firewall logs should

be enabled. This can contain information that can help the responder during
investigation.

IV.IIl — Approach C: Shortcut Files or .LNK files

In the previous discussion, every file that is being executed will result to the creation of
Ink files and this artifact can be used as evidence that the file is executed. To locate .Ink
files on Windows systems, the responder can navigate to:

C:\Users\<User>\AppData\Roaming\Microsoft\Windows\Recent

Here you can see all the .Ink file extensions which gives you an idea what files are
executed on the system.

@th,; << Anabyst » AppData » Roaming » Microsoft » Windows » Recent ltems —~ | %> | [ S=crch Recent iterms

Organize -
M Fawvorites MNarme Date modified Twpe Size
B Desktop L _Getintopcoc.com_WinRAR_S5.9.0

. Downloads

£ autorun.inf
il Recent Places

Ll Libraries

=] Decurments
wl? PAusic
=] Pictures

BE wvideos

[ Password 123 it Shortcut 1 KB

IS Computer process_enum.sbs Shortcut 1 KB
[ rarreg.key Shortcut 2 KB

i MNetwork I 1 readme.sc Shortcut 1 KB
o WWinTaB_Tnstall Shortcut 1 KB

R i o SE - KA 4 T 441D w3 2064 _bS614c6e... Shortcut 1 KB

EEL i n o otus6. 1 - kA4 T 4419 w3 286 _0F6ST d50. .. Shortcut 1 KB

Rl wwindowss.1 - kb4490628 -254_d3deS52d598 ... Shortcut 1 KB

ol windowss.1 - kib44S90628 -3x86_Scdb3df55ba. .. Shortcut 1 KB

JOWWINFRUAR 5.91 Multilingual 64 Shortcut 1 KB

Figu rE Iv. Illlrljl'@g ptiﬂg&ﬁf clrrmﬁm( Date hiccligiezcﬁl: égé’2b8;’f:522 1:11 PRA Date created: 10282022 1:11 PM
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These files with .Ink extension can be use as Evidence of Execution. Also, there’s a tool

created by Eric Zimmerman called LECmd which parses .Ink files.

Learn and Download the tool LECmd here :
https://eyehatemalwares.com/incident-response/eztools/lecmd/

Different Endpoint Incident Response Approach can also be found here:
https://eyehatemalwares.com/incident-response/

V. References

Master File Table (Local File System)
https://learn microsoft.com/en-us/windows/win32/fileio/master-file-table

File Handles

https://learn.microsoft. com/en-us/windows/win32/fileio/file-handles
https://www.techopedia.com/definition/3313/file-handle

UserAssist
https://www.magnetforensics.com/blog/artifact-profile-userassist/

Windows Memory Management
https://www.geeksforgeeks.org/windows- memory-managment/

Volatility Foundation
https://github.com/volatilityfoundation/volatility/wiki/Command-Reference#memdump

Eyehatemalwares — EZ Tools
https://eyehatemalwares.com/incident-response/eztools-by-ezimmerman/

Eyehatemalwares — AccesData FTK imager
https://eyehatemalwares.com/digital-forensics/memory-acquisition/accessdata-ftk/

Eyehatemalwares - Memory Analysis using Volatility: mftparser
https://eyehatemalwares.com/digital-forensics/memory-analysis/volatility-mftparser/

Eyehatemalwares - Memory Analysis using Volatility: handles
https://eyehatemalwares.com/digital-forensics/memory-analysis/volatility-handles/

Eyehatemalwares - Memory Analysis using Volatility: moddump
https://eyehatemalwares.com/digital-forensics/memory-analysis/volatility-moddump/

Eyehatemalwares - Memory Analysis using Volatility: pstree
https://eyehatemalwares.com/digital-forensics/memory-analysis/volatility-pstree/
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CodeBeautify.org
https://codebeautify.org/xmlviewer

List Running Processes and Their Creation Time
https://www.winhelponline.com/blog/list-running-processes-and-their-creation-times/
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