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Abstract
Many applications are being written in more than one language

to take advantage of the features that different languages provide

such as native code support, improved performance, and language-

specific libraries. However, there are few static analysis tools cur-

rently available to analyse the source code of such multilingual

applications. Existing work on cross-language (Java and C/C++)

analysis fails to detect buffer overflow vulnerabilities that are of

cross-language nature. In this work, we are addressing how to do

cross-language analysis between Java and C/C++. Specifically, we

propose an approach to do data flow analysis between Java and

C/C++ to detect buffer overflow. We have developed PilaiPidi, a

tool that can automatically analyse the data flow in projects written

in Java and C/C++. Using our approach, we were able to detect 23

buffer overflow vulnerabilities, which are of cross-language nature,

in six different well-known Android applications, and out of these,

developers have confirmed 11 vulnerabilities in three applications.

CCS Concepts
• Security and privacy→ Software and application security.

Keywords
cross-language, static analysis, program analysis, buffer overflow,

android

1 Introduction
Applications are being written in more than one language to use

functionalities and libraries offered by specific languages. The An-

droid platform allows developers to create applications in more

than one language. Android NDK[34] is a good example where

developers can write the applications code in Java and native code

using C++ or C. Source code from both languages can be compiled

and inter-operate at run-time. In the case of Java and C++, the

JNI[26] acts as the bridge for both these languages to inter-operate.

Developers can reuse already existing modules from those differ-

ent languages so that the business logic of the implementation can

be clearly expressed and the applications can be developed quickly.

One of the main use cases that developers make use of in C/C++

is the low-level expressiveness to implement performance-critical

components. But multi-language application development has its

own challenges. One of the challenges is detecting bugs that are

of cross-language nature. This is where a bug is introduced at one

layer and its impact materializes in a different layer (e.g., An input

to the Java layer causes a segmentation fault in the native layer).

Buffer overflow, for example, is one of the most common errors

that occur in C/C++ where the control on how to access (read/write)

a buffer is given to the developers. Without proper checks on how

buffers are accessed, the application could crash at run time. In

the case of applications written in Java and C/C++, the input data

originating from the Java side (source) can end in a buffer access

(sink) at the C/C++ side can potentially cause a buffer overflow.

As opposed to single-language-based software systems, cross-

language analysis is not an easy task. The major challenge is that

we have to normalize the analysis across both languages which

may be considerably different and statically cross borders from

one language to another. For example, to detect buffer overflow

of cross-language origin, we need to precisely track the data flow

from Java to C/C++ and integrate the data flow analysis from both

languages, as they have different language syntax and semantics.

Thus when using multiple languages, there is a requirement to

build a single tool that can analyse how the data or control flow

from one language to another.

Existing approaches from Lee et al. [27] andWei et al. [37] on Java

and C/C++ cross-language analysis can not detect buffer overflow

of cross-language nature due to various reasons (which we explain

in detail in Section 3). But in light of source code availability for

a program, we propose an orthogonal approach to the work from

Wei et al. [37] for detecting buffer overflow that relies on source

code static analysis. Our approach is intrinsically more accurate,

as it leverages richer and more precise information compared to

binary code. We use an abstract representation of both language

pairs using a common XML-based AST representation and then

perform a forward program slicing to precisely track the data flow

from Java to C/C++ that ends in a potential buffer overflow.

The main contributions of this work are as follows.

(1) We present an approach to do cross-language static data

flow analysis. The data flow analysis solution is based on an

XML-based AST representation of source code and forward

program slicing.

(2) We have developed PilaiPidi, a cross-language static data

flow analyser. To the best of our knowledge, PilaiPidi is the
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0 1 . / / YuvOpe ra t o r . j a v a s o u r c e f i l e
0 2 . public c l a s s YuvOperator {

0 3 . n a t i v e s t a t i c void j n i R o t a t e ( ByteBuf hand l e r ) ;

0 4 .

0 5 . void r o t a t e ( by t e [ ] yuv , in t width ) {

0 6 . h and l e r = j n i S t o r eYuvDa t a ( yuv , width ) ;

0 7 . j n i R o t a t e ( hand l e r ) ;

0 8 . }

0 9 . }

Figure 1: Java native class

first solution that addresses the problem of cross-language

analysis to detect buffer overflow.

(3) We have evaluated PilaiPidi on real Android applications

and we were also able to detect and confirm 11 new buffer

overflow vulnerabilities from three different Android appli-

cations using our approach.

2 Background and Threat Model
Cross Language Invocation: Applications using multiple pro-

gramming languages are implemented with the support of foreign

function interfaces (FFI) offered by those languages. Different lan-

guages have different ways to provide external function invocation

support in their language syntax and semantics. JNI is the FFI of-

fered by Java to invoke C/C++ functionalities within Java. Some

languages do support the invocation from the target language to the

source language making the invocation happen in both directions.

Java, for example, uses native keyword to mark functions that

are implemented at the native level and invoke them using the

JNI functionality. Java methods can also be invoked directly from

C/C++ language using the JNI library functions available at the

native level. Foreign function registration (binding) is supported

either statically or dynamically in Java. Static binding is a default

approach where native functions with JNI are registered during

compile time with the specific function notation. With dynamic

binding, the user has to make sure to load the required JNI library

during the linking time and use the onLoad functionality provided

by the JNI run time.

Buffer overflow: A buffer is a continuous section of allocated

memory of a defined type such as integers, characters, etc. A buffer

overflow occurs when a program in execution tries to insert more

data than what the buffer can hold. Writing and reading outside of

the buffer bound can cause issues like corrupting the data, crash-

ing the program in execution, or even opening the door for the

execution of malicious code.

Buffer-bound checks are not carried out by most of the memory

manipulation functionalities offered by C/C++. It is up to the pro-

grammer to check for the buffer bounds and write code accordingly.

But most of the time, the code written by the programmers assumes

wrong size values or wrong size calculations when checking for

buffer-bound access. Both programmers’ incorrect assumptions and

access to direct memory manipulation exposed by the functions

are considered the root cause of buffer overflow.

Threat Model: In Android applications, the native functions

written in C/C++ will be packaged as library files which will be

loaded at run time for execution. For buffer overflow occurring on

0 1 . / / J n i YuvOp e r a t o r . cpp s o u r c e f i l e
0 2 . JNIEXPORT

0 3 . void JNICALL J a v a _YuvOpe r a t o r _ j n i Ro t a t e

0 4 . ( JNIEnv ∗ env , j o b j e c t obj , j o b j e c t hand le ) {

0 5 . J n iYuvOpera to r ∗ yuvOperator =

0 6 . env−>Ge tD i r e c t Bu f f e rAdd r e s s ( hand le ) ;

0 7 . char ∗ yuv = yuvOperator −>_yuvData ;

0 8 . in t width = yuvOperator −>_width ;

0 9 . s t d : : v e c to r <unsigned char> yuvCopy ( yuv ) ;

1 0 . in t n = 0 ;

1 1 . for ( in t i = 0 ; i < width ; i ++) {

1 2 . yuv [ n++] = yuvCopy [ width ∗ i ] ;

1 3 . }

1 4 . }

Figure 2: Native C++ source for the class in Figure 1

the native side, the input can originate from the Java side. A mali-

cious user who discovers such data flow paths can send arbitrary

input data to the application, which overflows the allocated mem-

ory size for the buffer on the native side. By exploiting this input,

the attackers use buffer overflow to corrupt the execution stack of

an application. For this work, we are focusing on such data flow

paths originating in the Java side, where the user input is captured

externally and ends in the native C/C++ side which leads to a buffer

overflow. We then exploit such paths by sending arbitrary data as

input values to the Java methods and observe whether such input

values cause a buffer overflow error on the native side.

3 Motivation
Let us look at an example Java-to-C/C++ cross-language inter-

operation from Figure 1 and Figure 2. The example in Figure 1 and

2 is an oversimplified version of a real buffer overflow which we

have identified in an open-source Android application
1
[13].

The flow starts from line 05 in Figure 1 when the method rotate
is invoked which in turn calls the JNI method jniRoate at line 07.
This method takes the reference pointing to the handler instance
as the argument and the invocation continues into the native C++

side at line 04 in Figure 2. The buffer yuv, which is passed from the

Java side is acquired at line 07 and the variable width is accessed at

line 08 which. The buffer yuv is accessed at line 12 within a loop

and the loop condition uses width at line 11 for the termination.

This example shows that a buffer yuv which was passed from the

Java side is accessed on the C++ side, and the buffer is accessed using

index variable width. In this example, a potential buffer overflow

read can occur at line 12, on the right-hand side of the statement,

when the yuvCopy buffer is accessed since the buffer size is not

explicitly checked before the access.

Existing approaches [27], [37] on cross-language analysis for

Java and C/C++ proceed by leveraging tools tailored towards each

individual language and combining their results.

The work from Lee et al. [27], uses semantic summary-based

analysis and looks at the issues that can arise due to interoperability,

such as having wrong foreign function calls or mishandling of

Java exceptions. This work cannot identify cross-language buffer

overflow vulnerabilities, as in the example above, since it is not

1
We have reported the issue to the developers. The flow has been acknowledged and

fixed recently.

2

https://t.me/learningnets



Figure 3: Overview of PilaiPidi

specifically concerned with data flows that causes buffer overflow

across the two languages.

The work from Wei et al. [37] tackles data flow tracking via a

heap summary-based bottom-up approach across Java and C/C++

on binary code. However, we note that the approach is intrinsically

limited and cannot detect buffer overflows: (1) it cannot detect

buffer-relevant sinks such as reads or writes and (2) cannot identify

code properties characterizing buffer overflows (e.g., does resolve

the buffer sizes and detect the cases where a Java-level source buffer

overflows a native-level destination buffer.

In this work, we propose an orthogonal approach for detect-

ing cross-language errors, tailored toward buffer overflow. Our

approach works at the source code level – thus, it is orthogonal in

nature to existing binary-level solutions. We unify the detection

process of buffer overflow across the Java and native layers with our

proposed abstract representation of the two different languages.

Specifically, we use an XML-based abstract representation of

the source code for both Java and native layers and then perform

forward program slicing to build the data flow graph for the whole

application. With the analysis we perform with program slices, we

gain access to context-sensitive and precise information such as

buffer access locations and how to accurately model safeguards

around buffer access which we use to filter false positive sink loca-

tions. The abstract XML representation unifies the buffer detection

process across the two layers. In the next section, we will present

the details of our approach.

4 Cross-language Buffer Overflow Detection
with PilaiPidi

We first convert both Java and C/C++ to a common format, which

preserves all the original information from the source file. Specif-

ically, in our design, we choose an Abstract Syntax Tree (AST)

representation of the source code. The AST representation is cap-

tured in an XML format.

We then do data flow analysis by using forward source slicing.

For this, we built a program slice generator that works on top of

XML-based AST output and created slice profiles. We then combine

both XML and slices from both languages to analyse and build

data flow paths and then check for potential sources and sinks.

This also involves finding the cross-language link between two

different languages. Finally, we check for potential buffer access

issues from the identified data flow paths. The overview of the

PilaiPidi architecture is given in Figure 3. It has six major phases

namely, AST representation generator, symbol finder, slice profile

generator, data flow generator, source-to-sink pathfinder, and buffer

access analyser.

4.1 AST representation generator
In this phase, we want to extract the source code from different

languages to a common AST representation. We used srcML [22],

which is an open-source tool, to convert source code from both Java

and C/C++ to an AST representation that is saved in an XML format.

The AST representation provides a platform to extract, analyse and

convert source code. As it preserves all the source information,

including comments and position, it gives us enough flexibility to

analyse, both syntactically and semantically, the source without

losing any information.

This phase generates the same XML format for all the languages

at the AST representation level. Some of the common constructs are

class, function, function_parameters, function_block, statements,

loops, conditions, etc. These constructs are commonly represented

as XML tags, attributes, and elements for all the supported lan-

guages. With this advantage, we were able to reuse the same data

flow analysis solution for both Java and C/C++ in our design. To

get an understanding of how both Java and C/C++ sources are

represented in XML format, we created an online appendix with

some examples.
1

1
https://figshare.com/s/8b8f3f1b3b98191e82de
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4.2 Symbol finder
To do proper type checking, we have to have type information of all

the structures, classes, variables, and methods (i.e type information

of the method definition). Symbol finder is a separate phase that

goes through all the source files in the whole project and finds type

information. The reason to separate out the symbol-finding phase

is to avoid and handle scenarios on unresolved types at the time

of the slice-building phase. Also, this makes the architecture clean

with separate phases with relevant components so that any changes

to one phase do not affect the other phase(s).

The Symbol finder first parses the XML to generate a Java model

and then analyses the top-level constructs. The possible top-level

constructs that the symbol finder looks for are Structures, Classes,

and Functions. For each of these constructs, the symbol finder

starts by capturing the name and its type and then analysing the

content body of them. The output XML represents source code

using a collection of XML elements. For example, the C++ language

constructs such as structures, classes, and functions are represented

as top-level XML elements, and their content is represented as sub-

elements [16].

A class in C++ can have public, private, or protected block con-

tents and each of these blocks can have fields such as variable decla-

rations and function declarations. Similarly, a function declaration

can have one or more statements such as variable declarations,

conditional statements, looping statements, etc. These constructs

are captured as top-level constructs and their body in a hierarchical

XML representation. The XML parser converts the XML format to

a Java model, which we call the XML model from now onwards.

At the end of this phase, we will have all the symbol information

captured. A symbol has three instance variables: name, type, and

parent. The name and type are the name and type of the symbol

respectively, while the parent is the parent symbol of the current

symbol, which is captured when the symbol finder goes through

fields and functions of constructs like structs and classes.

The collected type symbol data is passed into the next phase,

which is the slice generator, and used when resolving types for

unresolved types while building slice profiles. This makes sure that

all the slice profiles have their type name captured which will be

used to validate during the data flow generation phase.

4.3 Slice profile generator
We rebuilt a forward-slicing tool on top of the XML model. Our

solution is inspired by the srcSlice tool [32]. We initially tried to use

the srcSlice tool, but due to some technical limitations
1
, and the

need for extending to support our requirements such as capturing

and propagating type symbol information, we implemented our

own slice generator on top of XML output. The slice generator

analyses the XML model and produces a dictionary of slice profiles

for all the identifiers, i.e the variables, found in all the source files.

For each identifier in the source, a slice profile is produced and a

slice profile consists of a list of elements as below.

• fileName - source file name of the slice variable

• functionName - function name of the slice variable

• varName - identifier name of the slice variable

• typeName - type name of the slice variable

1
https://figshare.com/s/dafa4e162796f2e50dc4

• definedPosition - line number information where the identi-

fier is defined

• usedPositions - list of line number information where the

identifier is used

• dependentVars - list of data-dependent variables of this iden-

tifier

• cFunctions - list of functions invoked using this identifier

As an example, if we consider the source code given in Figure

1, there are two functions, and the first function, jniRotate, has
one variable which is the function argument and this function does

not have a body. The second function, rotate, has three variables,
where two are function arguments and the third one is a function

local variable handler. There will be four slice profiles for the four
variables found from the two functions on the Java side. Similarly,

for the example in Figure 2, for each of the variables in this function,

we will have a separate slice profile generated.

During the slice profile generation, we also initialize the value

for each profile. The size (in the case of a buffer) or the value (in

the case of a variable), will be captured when each slice profile is

created and the value will be included with their respective slice

profiles. The buffer size can be captured when there is an explicit

buffer size given when the buffer is defined. For variables/identifiers,

the size can be identified when the variable is first defined. As we

are targeting only the buffer access-related error, we limit the type

of the values to integers only. For all other variables/identifiers,

the value will be initialized to null as we will not consider them

when checking buffer-bound conditions. The value captured for

each profile is not the final value as they can be later updated using

an assignment statement. Updating the values is explained in the

data flow generation phase.

We then use the slice profiles generated by the generator and

then collectively analyse all the profiles to build a data flow graph

in the next phase. Our idea is that, when we successfully analyse

all the slice profiles and build a graph using the information, we

should be able to have one or more source nodes and one or more

sink nodes, where sources will be in one language and the sinks

will possibly be in another language. But the challenge would be

to correctly link two languages at their foreign function interface

(FFI) layer.

4.4 Data flow generator
We now combine both the XML model and slice generator outputs

and build a solution that can generate data flow. The XML model

for each source file and slice profiles generated from the previous

phases are used as the input for this phase and both of them are

fed into our Algorithm 1 to analyze.

Let us look at Algorithm 1 from line 4, where we initially start to

analyse each source file and its slice profiles. We start randomly as

we are trying to build a complete data flow graph with variables and

function names. We try to construct each node in the graph using

four parameters. The name of the variable, enclosing function name,

enclosing source file name, and defined position of the variable are

the four parameters that we use to uniquely identify each node in

the graph.

The next step is to start analysing the slice profiles generated

for a source code file at line 06. As explained previously, each

slice profile consists of multiple elements and we are currently

4
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Algorithm 1 Algorithm to analyse slice profiles of a given project

1: 𝐿: a list of slices for all the source files

2: 𝐺 : a data flow graph to capture nodes and edges

3: procedure Analyse Slices(𝐿, 𝐺)
4: for each source file 𝑖 in 𝐿𝑖 do
5: 𝑃𝑙𝑖 ← list of slice profiles in 𝐿𝑖
6: for each slice profile 𝑗 in 𝑃𝑙𝑖 do
7: 𝑒𝑛𝑐𝑙_𝑓 𝑢𝑛𝑐 ← get enclosing function

8: for each cfunc 𝑘 in 𝑃𝑙𝑖 do
9: 𝑎𝑟𝑔_𝑝𝑜𝑠𝑘 ← argument positional index

10: 𝑎𝑟𝑔_𝑡𝑦𝑝𝑒𝑘 ← argument type

11: 𝑐 𝑓 𝑢𝑛𝑐_𝑛𝑎𝑚𝑒𝑘 ← cfunction name

12: 𝑆𝑃𝑝𝑘 ← find in 𝐿 using 𝑎𝑟𝑔_𝑡𝑦𝑝𝑒 & 𝑎𝑟𝑔_𝑝𝑜𝑠

13: if 𝑆𝑃𝑝𝑘 found then
14: 𝐺 ← add edge from 𝑒𝑛𝑐𝑙_𝑓 𝑢𝑛𝑐 to cfunc

15: go to 8

16: else if 𝑒𝑛𝑐𝑙_𝑓 𝑢𝑛𝑐 is a FFI then
17: 𝑆𝑃𝑝𝑘 ← find using 𝑎𝑟𝑔_𝑝𝑜𝑠 & 𝑐 𝑓 𝑢𝑛𝑐_𝑛𝑎𝑚𝑒

18: 𝐺 ← add edge from 𝑒𝑛𝑐𝑙_𝑓 𝑢𝑛𝑐 to FFI func

19: go to 8

20: end if
21: end for
22: for each dvars𝑚 in 𝑃𝑙𝑖 do
23: 𝑆𝑃𝑝𝑚 ← find slice profile in 𝐿 using dvar

24: if 𝑆𝑃𝑝𝑚 found then
25: go to 8

26: end if
27: end for
28: end for
29: end for
30: end procedure

interested in two such elements. First is the cfunctions list, which

describes the functions that are invoked using the data from the

sliced variable, and second is the dependent variable list. We start

with this cfunction list and for each of the cfunction along with the

argument position, we then try to find the slice profile from the

global list L.
When trying to find the correct slice profile, we further do val-

idations to avoid possible false positive results such as matching

the number of arguments and their type. This validation logic can

further be improved with more robust rules such as cross-verifying

the source file name in the imports list, validating the function

type signature as a whole, etc. When we find the possible source

slice, we then repeat the same steps from line 8. When there are no

cfunctions in the profile, we evaluate the other condition in line 16.

If the enclosing function of the current slice profile is native,

then we have reached an FFI on the Java side. Now we try to map

the enclosing function and its signature to a possible JNI function in

C++ source code. This is explained in 4.4.1 section. By linking and

then finding the correct slice profile, we then resume analysing the

profile from line 8. We then continue and check for any dependent

variables (dvars) from the current slice profile.

If there are dvars found, then we try to get the slice profile of

that dvar and then continue from line 8. This procedure is repeated

for all the files and their slice profiles.

Algorithm Accuracy Precision Recall F1
Naive Bayes 68 71 68 67

Random Forest 93 93 93 93

SVM 93 93 93 93

Logistic Regression 95 96 95 95

XGBoost 95 96 95 95
Table 1: Performance of the models on the test dataset

4.4.1 FFI linking Mapping from Java JNI nativemethods to C/C++

JNI functions was carried out using the conventions followed by

JNI headers. We use Java_packageName_className_methodName
pattern to find the C++ file that contains the JNI function for a Java

native method. From the identified C++ source files and their slice

profiles, we then try to get the correct slice profile of interest by

mapping the argument name and argument positional index.

When a possible slice profile is found, we resume processing

from line 8 in Algorithm 1. From the motivating example in Figure

2, the name Java_YuvOperator_jniRotate will be identified using the
class name YuvOperator and method name jniRotate.

4.4.2 Updating the potential value of each profile This step

in this phase is required for the buffer access analysis phase. When

generating the data flow paths by analysing slice profiles, we also

update the value for each slice profile. As mentioned during the

slice profile generation phase, the size (in the case of a buffer) or

the value (in the case of a variable), will be captured when each

slice profile is created and the value will be included with their

respective slice profiles.

Though a variable can be defined in one location, it can be up-

dated or assigned another value later in the program execution

flow. For such scenarios, we update the value to a new value, which

will either refer to a new value or to another variable’s value as a

reference. The data flow generator identifies statements that are

buffer read or write and updates the value of the corresponding

slice profile. This is carried out when analysing the data-dependent

variables of the slice variable.

With the approach we followed above, we have built a cross-

language analysis solution with the complete data flow graph gen-

erated. The generated data flow graph nodes from the motivating

example are given in the online appendix.
1
. At the end of this

phase, we will have a data flow graph that has captured all the

nodes and edges.

4.5 Source to sink pathfinder
This phase takes the data flow graph as the input, identifies the

potential data flow paths, and outputs them as a list of source-to-

sink paths. We now explain how we identify potential sources and

sinks in this phase.

From the analysis perspective of PilaiPidi, a source is an entry

point to the application which triggers an invocation. Typically

an entry point in an Android application is external facing which

takes user input. We describe below how we identify sources with

our approach. We first describe the classifier we used to generate

the list of source functions in the Android Framework.

1
https://figshare.com/s/8b8f3f1b3b98191e82de
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Classification of Android SDK APIs: Susi [19] is a machine-

learning-based technique for locating sources and sinks in the

source code of any Android SDK. Susi finds sources and sinks

in the SDK based on a training set of hand-annotated sources and

sinks. Susi further categorizes sources as unique identifiers, loca-

tion information, etc., and sinks as network, file, etc., to give more

fine-grained information.

Susi extracts several semantic and syntactic characteristics from

the Android API methods. The collected features are then used to

train a machine-learning algorithm on a small subset of manually

categorized Android API methods. Susi then uses this model to cat-

egorize a number of previously undiscovered Android API methods.

Susi’s categorization process consists of two parts. Susi determines

if an Android method is a source, sink, or neither-nor in the first

stage. The second classification model performs semantic category

classification on techniques that the first classifies as either a source

or a sink method. Methods labeled as neither-nor by the first classi-

fier are ignored. Susi determines the most likely semantic category

for an unclassified source or sink. Each method is assigned exactly

a single semantic category.

Classification approach: For our study, we utilize the features
that are generated by Susi to build a source/sink classifier. Susi was

used to building a training dataset for our classifier. The methods

from Android 17 SDK are annotated either as source/sink/neither-

nor using the Susi classifier. A total of 8272 methods from Android

17 SDK are annotated using Susi, out of which 6621 methods are

used to train the classifier, and 1651 methods are used as the val-

idation set. 155 methods that are hand-annotated are used as the

testing dataset.

The machine learning algorithms used to develop the classifica-

tion model are SVM, Random Forest, Naive Bayes, Logistic Regres-

sion, and XGBBoost. Table 1 shows the classification results for the

test dataset. From this table, it can be seen that Logistic Regression

and XGBoost perform better than the other algorithms. We then

used XGBoost to generate the classification labels for the methods

present in the Android 30 SDK. From the classification generated,

we used the list of functions that are classified as sources from the

Android 30 SDK for the next step.

Source functions finding approach: We take the classified

source functions in the Android 30 SDK from the previous step to

identify sources in the source code. This first involved identifying

data paths where data is ingested on the Java side of the program

and then passed to the C++ side. Then, we checked if there were any

function calls along this path that matched the name of a function

on the list of source functions we identified with the classifier.

However, with this approach where we simply match function

names, we risk counting false positives, where there may be a

function that coincidentally matches the name of a function on our

source list, but it is not actually a source function in the Android

SDK.

We try to reduce the false positives by adding two additional

filters. First, we check if the function call is a local call since calls to

Android SDK functions are not local calls as they have to call the

method of an external class.

Secondly, we check if the number of parameters that the function

is called within the data flow path matches the number of param-

eters of the Android 30 SDK function in our source list. Our tool

Category Example Functions

#1 - Input

scanf and its family of functions,

fread, getc, gets

#2 - Memory

memcpy, memmove, strcat and its

family of functions

#3 - Output

printf family of functions, putc
and related functions, other output

functions defined in stdio.h

#4 - Utility

realpath, getwd, getopt, and

getpass

#5 - Buffer Access

Any type of buffer (array) read or

write

Table 2: Sinks categories with examples

was then used to analyze open-source projects that were using JNI

to collect data on the number of potentially vulnerable sources in

the data flow paths of these projects.

4.5.1 Sinks To identify the sinks portion of the source-to-sink

pathfinder, we capture sinks related to five categories. The source-

to-sink pathfinder is provided with a list of functions that corre-

spond to potential sinks in C/C++. A sink function, in this context,

is a function that takes ownership of an input pointer and is respon-

sible for the allocated memory. To improve on our existing list of

sink functions, we curated an updated list of potential C/C++ sink

functions by reviewing existing literature.

We describe different types of categories related to curating

functions from Sun et al. [23] in Table 2. The work from Sun et

al. [23] identifies various patterns for common categories of buffer

overflow-sensitive sinks. These common categories are the first four

categories given in Table 2. Apart from these four categories, we also

capture locations where buffer read and write occurs as potential

sinks as the fifth category. This is a critical part of our approach

which differentiate our work from existing related work [27] [37].

We look for places where buffer read or write happens and check

whether a such location is found in data flow paths constructed

from the data flow graph. When such buffer access locations are

found on the data flow path, we mark those as potential sinks.

Below we explain in detail the identified five categories of buffer

overflow-sensitive sinks.

Category #1: Input Functions: The first pattern involves input
functions that define or update a destination buffer. These include

C stream input functions from <stdio.h> and C++ input func-

tions inherited from istream. The main concern with these input

functions is the potential for them to write past the end of their

destination buffer if the length of the buffer is shorter than the

input data. Additionally, if the input does not match the type of the

input format string given, then the input data could be incorrectly

parsed into the destination buffer. For example, reading an integer

into a string buffer could result in a buffer overflow since the string

would not be properly null-terminated.
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Category #2:Memory Functions: The second patternmatches

functions that copy or move the contents of a block of memory to

another block. If the size of the destination memory block is smaller

than the size of the source block, then data past the end of the

destination block may be overwritten. Additionally, if parameters

to the moving/copying function contain an off-by-one error, it could

corrupt the data, such as in the case where the null terminator of a

string is not accounted for in its length and it is not copied over to

the destination block.

A concrete example of this is if the strncpy function is used to

copy the string "abcde" into a char array of size 3 with a maxi-

mum character limit set to 3. At first glance, there does not seem
to be a problem since the destination array has a size of 3 and

we are limiting the number of characters being copied over to 3.

However, the destination array would be filled with the characters

[`a', `b', `c'], which is not null-terminated. This could cause

problems if this array is used as a string in the future and assumed

to be properly null-terminated.

Category #3: Output Functions: The third pattern includes C

stream output functions that are declared in <stdio.h> which take

in a format string whose output is dependent on its parameters. If

the format string does not match the data types of the parameters

passed in, it could result in a buffer overflow. An example of this

could be using the format string "%s", but passing in an integer

as the parameter. Since the integer likely does not contain a byte

that is equivalent to a null terminator, the program will continue

reading past the end of the variable.

Category #4: Utility Functions: This category includes func-

tions that are considered utility functions in the C/C++ library that

could potentially result in a buffer overflow. Generally, they write

to some destination buffer and the end of which can easily be over-

written if the buffer is not large enough. Examples of these include

the realpath() and getwd() functions, which write a path to a

buffer that is passed into the function as a pointer. Since it is not

known at compile time exactly how large the path that is returned

will be, if the buffer allocated is too small (less than PATH_MAX), it
may be overwritten [28].

Category #5: Buffer Access: This is a special category where,

along the data flow path, we capture all the nodes that contain a

buffer read or write operations. If we consider the same example

from Figure 2, we can see indexed-based buffer access (read) at line

12 on the right-hand side. We get this information from the XML

model of the source code and our tool identifies such nodes in the

data flow path by checking for index-based buffer access expres-

sions in a given statement. Table 2 describes the five categories

with examples for each of them.

Source-to-sink path finding approach: The source-to-sink

path-finding componentmakes use of the data flow graph generated

by the data flow generator and converts the problem into a graph

analysis problem. The data flow graph output from the previous

step is a complete graph containing edges and nodes. Hence finding

paths with sources and sinks is modeled as finding the shortest

path from the source node, which is on the Java side, and the sink

node, which is on the C/C++ side. For each source node, we try to

find all the paths to the target sink node.

When we construct the data flow for the example in Figure 1

and Figure 2, we find that the buffer yuv is the start of the data

flow path at line 5 in Figure 1. The data flow path will correctly

capture that the source node in the path will be the yuv from line 5

in Figure 1 and sink will be the yuvCopy buffer read operation at

line 12 in Figure 2 and it will be marked as a potential venerable

path. The identified potential data flow path with buffer read is

given in the online appendix examples.
1

4.6 Buffer access analyzer
This is the final phase which checks whether there exists a bound

check along the data flow path. The ability to do such checks dif-

ferentiates our work from the other related work [27], [37], where

they cannot do such checks. This is explained in Section 3.

The input to this phase is the list of source-to-sink paths (data

flow paths) from the previous phase. From the sink node of each

path, we try to see whether the buffer size that is being used with

the buffer access has already been checked with a bound size. If we

find a buffer size that has been checked to be within bounds, we

filter that path from the current list and continue to the next path.

If we consider our motivating example, at line 12 in Figure 2,

we can see that there is a buffer read on the right-hand side of the

assignment statement. When we reach this node in this phase, we

check whether the size of buffer yuvCopy is less than the access

location. Since the buffer accessed index is related to variable i,
we compare the value of i which is checked against the value of

width, and the buffer size will be checked against the value of width
anywhere along the data flow path from the source.

Currently, in our approach, we have limited these bounds check

to just the C/C++ side. In theory, we should be able to expand these

bounds check to the Java side too since the data flow graph is in

one format.

In our example, there are no bounds checks for width and i
against the size of the buffer as can be seen in Figure 2. Hence, we

flag this path as a potentially vulnerable path. If there was a bound

check, then to the extent that we can statically check, we see if the

access variable is checked against the size of the buffer yuvCopy,
and we flag this path as a potentially vulnerable path. If there was

a bound check, then to the extent that we can statically check, we

see if the access variable is checked against the size of the buffer.

The problem of checking the value of buffer bounds can actually

be thought of as a value analysis problem, where we check for

possible values of a variable that is used as the index in reading

from or writing to a buffer. As explained previously, for each slice

profile, the slice generator phase embeds the value of each variable,

and the data flow generator updates it if it is used or assigned to

another variable. By doing reverse tracking of values on variable

slice profiles from a specific point, such as buffer read and write,

we were able to find buffer size value and buffer index access value.

Finally, this phase outputs potential data flow paths with in-

correct buffer bounds checks as potential warnings. With this im-

provement also in place, the number of data flow paths with buffer

bounds checks already in place was filtered as false positives from

the potential number of data flow paths.

We currently handle four kinds of buffer-bound related issues.

The first is when the buffer is read or written out of its bounds

using index-based access. The second is when a buffer is assigned to

another buffer without any check on buffer sizes for both the buffer

1
https://figshare.com/s/8b8f3f1b3b98191e82de
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Sipdroid camerakit mupen64plus-ae AsciiCam wonderdroid-x frozenbubble
grep sinks 104 23 3 0 211 725

Flawfinder 32 10 3 0 209 432

Cppcheck 448 61 18 9 90 740

JN-SAF Timed-out Timed-out Timed-out Timed-out Timed-out Timed-out

C-Summary N/D N/D N/D N/D N/D N/D

PilaiPidi

warnings

19 6 4 5 36 22

PilaiPidi

warnings exploited

by us with citation

of the pull request

4 [15] 6 [3] 1 [10] 5 [2] 2 [17] 5 [7]

Precision % 21.1% 100% 25% 100% 5.6% 22.7%

PilaiPidi

warnings confirmed

by developers

4 6 1 0 0 0

Table 3: Newly detected buffer overflow vulnerabilities in Android applications using PiliPidi

at the left-hand and right-hand side of an assignment statement.

The third is related to the second but with an additional check

to see whether the assignment is properly guarded with buffer

size conditional checks. The buffer size checks at the native side

are usually checked with the "sizeof " function call and then the

subsequent conditional expression. Lastly, we check the buffer size

and existence of conditional checks before the sinks where buffer

modification happens such as calls to "memcpy" or "strcpy".

5 Evaluation
To evaluate the competence of PilaiPidi in the real world, we started

to look for existing benchmark suites, but unfortunately, we could

not find any standard benchmark with buffer overflow vulnerabili-

ties. Previous studies [27], [37] have used a custom benchmark [11]

but we did not evaluate this as it did not contain any applications

with buffer overflow vulnerabilities which is our main target. The

applications in this benchmark are created to show that specific

sensitive information (device IMEI as a string value) is being leaked

(logged) or not leaked on the native side. The studies which use

this benchmark are measuring the precision and recall based on

detecting or not detecting the data flow paths that actually leak the

IMEI value. For our work, this is not a suitable benchmark as we

want to detect apps that contain buffer overflow vulnerabilities on

the native side when the data flow is originating from the Java side.

If we look at studies evaluating real-world applications, the most

recent study by Lee et al. [27] evaluated a set of Android applica-

tions, but they mainly reported findings on inter-operation issues.

Since our work is on cross-language buffer overflow detection, we

evaluate real-world Android projects given in Table 3.

We used our tool on some existing well-known Android appli-

cations as given in Table 3. Our tool was able to detect 23 new

buffer overflow vulnerabilities out of which, we have confirmed 11

errors with the developers of three projects (Sipdroid, camerakit-

android, and mupen64plus-ae). In the same table, we can see we

have evaluated a few other tools for the same Android projects.

Flawfinder and Cppcheck are well-known static analyzers that

focus only on C/C++ language. We ran these tools on the given

Android projects and the results say how many warnings or issues

were detected. The results for Flawfinder and Cppcheck show that

they report a large number of issues or warnings, a large number

of which could be false positives. But none of them were able to

detect the confirmed issues detected by PilaiPidi (last row in the

table). The main reason is that these tools do not have contextual

information on the data flow where the source is in Java and the

sink is C/C++.

We also tried to see howmany sink functions exist using a simple

text-based search using the grep command on the sink function list.

This is given in the first row of the table. Comparing these static

analysis techniques with our approach, our approach detects less

number of potential issues (source-to-sink data flow paths).

The last row from this table shows the number of confirmed

issues by developers out of the exploited warnings and the row

("PilaiPidi warnings exploited by us") shows the total number of

exploited warnings. The row ("PilaiPidi warnings") shows the po-

tential warnings (data flow paths) detected by our tool where we

have not exploited all of them yet. If we take Sipdroid, for example,

our tool detected 19 warnings but we were able to exploit 4 paths.

The remaining 15 warnings can be either potential issues that we

cannot exploit yet or false positives.

The row "Precision %" from Table 3 is our precision measure by

using the “PilaiPidi warnings” row as the total of our warnings (true

positives + false positives) and the “PilaiPidi warnings exploited

by us” row as the true positives. Any warning that could not be

exploited, we consider a false positive. While this is an extreme

assumption (just because we couldn’t exploit it doesn’t mean that it

cannot be exploited or the developers think it cannot be exploited),

we use this so that we can find a lower bound on precision. Our

true precision could be higher. But we would be able to do that

only by employing the developers of these apps to confirm them

as false positives. Since we don’t have ground truth on all possible

buffer overflow vulnerabilities in the real-world dataset, we cannot

measure recall.
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Comparison of PilaiPidi with existing cross-language anal-
ysis tools (JN-SAF [37] and C-Summary [27]):

When trying to use JN-SAF tool, we faced a compilation-related

issue that prevented us to build and install the tool on our machine.

The issue occurs when we followed the instruction given in Argus-

SAF [1] repository, which contains the JN-SAF and Nativedroid

tools. A similar issue has been already reported in the GitHub

repository but there was no official solution or fix provided yet [8].

We found a docker image containing the executable JN-SAF tool,

mentioned in the same GitHub issue, which we were able to set up

on a docker container. We then evaluated our dataset of six Android

applications on JN-SAF. But for all six applications, the tool timed

out after exceeding an internal timeout of five minutes. We then

tried to change this timeout value, but then figured out that it was

not configurable as it was hard-coded at the code level and we are

unable to compile the tool from the code due to the compilation

issue mentioned above.

Though we were not able to run the tool, we went through their

code base to understand whether they can detect buffer access-

related issues. The existing sinks from their code base reveal that

they mainly focus on identifying system/library function invoca-

tions. So we believe that it does not have inherent support for

detecting buffer access-related sinks.

Most importantly, their current summary-based bottom approach

will not work with checking for buffer access since the approach

does not allow getting the value of buffer size and index size which

we can get from our approach of using slice-based analysis. Without

getting the values related to buffers, it will be challenging to per-

form a value analysis around buffer operations to detect potential

buffer overflow issues.

We then tried to run the C-Summary tool on the Android projects

given in Table 3, but for all six of the projects, this tool did not

identify any issues based on the output we observed. We have

marked this as Not detected (N/D) in the table. The main reason

for this tool not being able to detect those confirmed issues is

that it does not identify sinks but mainly focuses on resolving and

identifying inter-operable flow-related bugs such as wrong foreign

function calls and mishandling of Java exceptions. Our evaluation

also shows that the C-Summary tool mainly focused on detecting

inter-operation bugs.

6 Discussion
Cross-language static analysis requires precise knowledge of both

source and target language syntax and semantics. There are so-

phisticated tools developed to do static analysis focusing on one

language only [14], [39], [31], [4], [21] and there are tools that tar-

get Android applications security from a static analysis point of

view [25], [20], [29], [30].

One can combine these tools to build a solution that can analyse

both the source and target language separately and then combine

the results for the purpose of cross-language analysis. In fact, some

of the previous studies [27] made use of such a technique to com-

bine tools for different languages and provided it as the solution.

Our choice of combining both languages to a common XML-based

format without any loss of syntax data has shown to be effective in

our case studies.

Choosing an XML-based AST format for analysis: There
are other tools that can be used for multi-language code analysing.

CodeQL [5], for instance, can be used here as it has support for

representing source code for multiple languages. The main reason

we did not adopt CodeQL is due to its licensing issue which conflicts

with our intention in shipping the library as a plugin for a com-

mercial IDE. Additionally, we believe that our approach of using

forward source slicing can be used on top of common AST repre-

sentation that can be produced for multiple languages (especially

Java and C/C++) by any tool. Also, with a common XML-based AST

format, the underlying logic to read, parse, and analyse the XML

format will not change, when expanding to other language pairs,

which we believe is the major advantage over previous work in this

area.

Orthogonal to existing approaches: Though our attempts

with evaluating the tools from previous work [27], [37] were unsuc-

cessful, we believe they are capable of detecting bugs on their own

merits. C-Summary [27] tool is capable of resolving bi-directional

inter-operation which they claim to outperform JN-SAF [37] in

their evaluation. Whereas JN-SAF, which is based on binary code

analysis has evaluated existing malware applications from a known

dataset and was able to detect potential malware. In addition to

that, with binary code-based analysis, we believe they mainly target

platform integration such as Google Play Store, where they could

run their tool by providing the applications APK.

Our approach, on the other hand, is orthogonal to the previous

studies [27], [37] and relies on the source code of the application.

By using source code, our analysis is able to do things like precise

bound checks that other techniques cannot. Our main target is

integration with the development stage and detecting bugs as early

as possible before pushing the application into production.

Detecting context sensitive buffer overflow:Buffer overflow
is one of the most occurring ones in Android applications according

to the study fromAloraini and Nagappan [18]. The study [18] shows

that existing state-of-the-art tools were not able to identify cross-

language buffer overflow vulnerabilities. The main reasons are that

existing tools produce too many false positives and they are not

capable of detecting data flows originating from the source language

Java and ending in the target language C/C++.

Detecting buffer overflow in the target language still remains a

challenge, but with the use of PilaiPidi, we can detect cross-language

buffer overflow. As a start, we have shown that PilaiPidi is capable of

detecting new previously undetected buffer overflow vulnerabilities.

We also believe that the data flow analysis of PilaiPidi could be

used as the base for many types of issues that can potentially be

detected during compile time such as memory corruption errors

and cross-site scripting errors which can occur at the native side

of the program. The current implementation of PilaiPidi can be

extended to do this analysis.

Unexploited warnings from PilaiPidi: From Table 3, we can

see that there are still more warnings reported from PilaiPidi than

exploited warnings. The exploited warnings are the ones we were

able to exploit until this paper is written. We are still working on

how to properly exploit the remaining warnings. We believe that

some of the warnings could be false positives which our tool cannot

detect based on the current approach.
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We currently only check the buffer access-related validation at

the C/C++ side within the scope of the enclosing function where

the buffer access sink is identified. As the data flow starts from the

Java side, and the input from the Java side is already validated, then

any data flow paths from that location will not exploitable. This is

a limitation for our work as we only check the validation on the

C/C++ side. But we believe if we extend the validation check along

the data flow path from sink to source, we should be able to further

reduce the false positives. But as of now, we have not ruled out

any of the reported warnings as false positives as we continue to

exploit the paths reported from the warnings.

7 Related Work
Previous studies have looked at program analysis including cross-

language analysis in two broad areas, namely static and dynamic

analysis. In static analysis-based approaches, one line of work fo-

cuses on analysing the program at compile time using source code

analysis, and another line of work focuses on compiled code (byte

code or binary) level analysis. The dynamic analysis mainly focuses

on analyses by executing the program. For this work, we focus on

only the static analysis approaches.

Static analysis-based solutions of programs, with single or mul-

tiple languages, perform either source code analysis or byte code

and binary code analysis. In most cases, the code is statically trans-

formed to another representation to perform the analysis easily.

There is a line of work that focuses on Android application secu-

rity issues but the majority of the work only focuses on the Java

side of the application while few studies have looked at addressing

security-related issues on the native side as well.

7.1 Source code based analysis
The work from Lee et al. [27] is the most recent study which pro-

poses a source code-based static analysis technique. Using modular

analysis, they extract semantic summary from the C language and

utilize a host language-specific static analyser and combine both

results to build the complete call graph. It is built on top of Aman-

droid [38]. The main difference between this study and ours is that

it utilizes separate static analysers of a host (Java) and a guest (C)

languages separately while our work does not distinguish between

host and guest languages. Also, the study from Lee et al. [27], to

our understanding, focuses mainly on detecting inter-operation

bugs, such as missing functions, wrong exception handling, etc.

by building and analysing call graphs. But in our work, we have

focused on detecting security issues (buffer overflow), which occur

on the native side with data flow analysis.

7.2 Byte code or binary code based analysis
Joern [9] generates code property graphs to represent the code and

does analysis on the binary code. The main difference is that we are

in the static analysis domain with information from source code,

whereas Joern relies on binary code information with specific tools

underneath to support different languages with its platform.

JN-SAF [37] is capable of performing cross-language analysis

using DEXtoIR to convert Android byte code to an intermediate

representation, translate the binary code to another intermediate

representation, build call graphs, generate a unified heap manip-

ulation summary for both Java and native functions and finally

performs symbolic execution at the native binary code level. But

with generating heap summaries of the compiled code, JN-SAF

cannot do buffer size value analysis.

Amandroid [38] is a data flow analysis framework, which gen-

erates an environment model for each Android component and

applies a component-based analysis algorithm to capture inter-

component data flows at the Java layer. FlowDroid [20] performs

static taint analysis for Android applications. It properly handles

Android framework’s life-cycle events and callbacks by modeling

them and performing flow and context-sensitive analysis to detect

taint propagation at the Java layer.

DroidSafe [25] tracks data flow in RPC calls and Intents in An-

droid applications and handles run time event ordering by precisely

modeling combining it with static analysis. Epicc [33] extends Flow-

Droid to effectively find inter-component communication and call

parameters of Intents in the Android environment. IccTA [29], also

extends FlowDroid to detect privacy leaks in inter-component com-

munication and tracks tainted data flow by leveraging Android

Intent call and return information.

CHEX [30] performs low-overhead reachability analysis on de-

pendency graphs and is designed to detect component hijacking-

related security issues in Android. It used Wala [24] underneath to

build the reachability graph by generating app splits and building

a data flow summary. As we can see the above tools operate only

at the Java layer of the applications.

The tool angr[35] supports different system architectures and

it is a framework for analysing binaries and combines both static

and dynamic symbolic analysis by first translating assembly code

to an IR and then performing symbolic execution on it. BitBlaze

[36] is a hybrid binary analysis platform that first translates binary

code to an IR supporting x86 and ARMv4 architecture and then

instruments the binary to finally perform symbolic execution.

These binary code analysis solutions are specifically developed to

analyse assembly code, which requires the program to be compiled

first. But PilaiPidi does not require code to be compiled first and

it operates on top of the source code of the applications. Overall,

as we can see from the above-related work, the majority of them

only focus on the Java side while ignoring or not handling the

native method invocations and another line of work only focused

on native code only. But our work, on the other hand, performs

cross-language data flow analysis and also has the potential to

expand analysing of many source and target language pairs.

8 Conclusion
In this paper, we presented a cross-language static data flow analysis

tool to detect buffer overflow vulnerabilities in applications written

in Java and C/C++. Our open-source tool, PilaiPidi [12], performs a

forward program slice-based technique to build and analyse data

flow across the source and target language. Our experiment and

evaluation results showed that PilaiPidi is capable of detecting new

previously unknown buffer-related issues in real-world Android

applications. In addition to this, the data flow analysis of PilaiPidi

can potentially be the basis for any other analysis to detect various

types of cross-language bugs and issues.
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9 Data Availability
The code for PilaiPidi and the source code for the open-source

Android apps that we used in our evaluation have been uploaded

to a public repository [6].
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