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Windows Forensics

In this book, | will be taking a deep dive into some of the forensic artifacts | see in my information security
investigations that | find the most useful and the most interesting. | will talk about the things left behind
unintentionally that will help an investigator get to the bottom of an incident.

Here are just a few of the artifacts I'll be covering in this book:

Windows Registry keys
Windows Recycle Bin
Link Files
ThumbCache

Shell Bags

Prefetch Files
Amcache Artifacts
Internet Explorer Forensics
Event logs

Mounted USB Devices
Email Header Analysis
Other stuff

Windows Registry

Windows registry is a key component for Microsoft Windows, you can consider it as a database that
contains all information that the Operating system and installed applications needs to operate. It contains
all the configuration settings for the OS, applications, etc...

These registry artifacts that | will be detailing are not put there by Microsoft for forensic investigations
but for different services like helping the applications run quickly, better user experience, storing settings
and configurations, etc... Also these artifacts can change from windows to windows versions.

I will be highlighting some of the registry keys which can help investigating an incident and searching for
artifacts.

The registry itself is found in (Windows\system32\config).

NB: you cannot copy, edit the registry files on a running windows unless you will be using a special tools like
FTKImager since it is used by the system.
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The Most important Registry Hives Locations:

HKLM (system Registry)

HKEY_LOCAL_MACHINE\SYSTEM >> C:\Windows\system32\config\system
HKEY_LOCAL_MACHINE\SAM >> C:\Windows\system32\config\sam
HKEY_LOCAL_MACHINE\SECURITY >> C:\Windows\system32\config\security
HKEY_LOCAL_MACHINE\SOFTWARE >> C:\Windows\system32\config\software

HKCU (User Registry)
HKEY_USERS\.DEFAULT >> C:\Windows\system32\config\default
HKEY_USERS\ >> C:\Users\{UserName\NTUSER.DAT

Userclass.dat
C:\Users\{username}\AppData\Local\Microsoft\Windows

NB: There is an automatic back up of the registry and it is stored in (Windows\system32\config\RegBack).

NB: Every user has an NTUSER.DAT stored in (C:\Users\{Username}) which is a part of the registry related to this

user. HKCU (current user registry) reads from NTUSER.DAT.

The Registry is structured as below :

Hives: Hives are the registry directories and contain the keys
Keys: keys can contain another keys and values

Subkeys: Subkeys are Childs of keys

Values: Values are the data stored in the keys

Registry Exploration Tool:

Registry Explorer and Windows Regedit (preferred tools)

https://t.mel/learningnets
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Artifacts

MRUs or (Most Recently Used)
MRU Keys are stored in the NTUSER.DAT so they are user specific.

RunMRU

Registry key Location:
Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RunMRU

All programs lunched from run are stored in the RunMRU key. This artifact can be useful to understand
what was executed recently on the device and detect any suspicious apps execution (eg Nmap).

Experiment 1 - Running calc.exe from run window

For this test | will be launching calculator.exe from the run window and observe the artifacts in the
RunMRU registry key. For this, i executed calc.exe as seen in the screenshot below

Results

When the application was run from the run windows, a new entry was created beneath ‘RunMRU’. Note
that the order is specified in the MRUList key ebcda, means calc.exe (e) was run recently.

FunMRLU
SearchPlatform
Sessioninfo
Shell Folders
Shutdown
StartPage

— Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you,

Open: calc.exe iy
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tExplorer\RunfARL

| Mame Type Data
ab| (Default) REG_SZ (value not set)
{h]a REG_SZ FWLOCALAPPDATAR Google\Chrome\User Datatd...
a_b]b REG_SZ rundll32.exe shell32.dll, Control_RunDLL desk.cpl, 2...
-Eb]c REG_SZ rundll32.exe shell32.dll, S3HHelpShortcuts_RunDLL ..
ab] g REG SZ bthprops.cplil

| ab| e REG_5Z calc.exell

ab| \MRUList REG_5Z edcha

OpenSavePIDMRU

Registry key Location:

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\0

penSavePIDMRU

Experiment 1 — Executing a document file

For this test | will be opening a word document and observe the artifacts in the OpenSavePIDMRU sub-

key.

Results

When the document was opened, a new entry was created beneath ‘RunMRU’. Note that the order is
specified in the MRUList key ebcda, means calc.exe (e) was run recently.
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user's activity related to applications and files

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\Current

v || Explorer
Accent
Advanced
AppContract
AutoComplete
AutoplayHandlers
BamThrottling
BannerStore
BitBucket
CabinetState
CIDOpen
CIDSave
CLSID
~ | ComDig3?
CIDSizeMRU
FirstFolder
LastVisitedPidIMRU

E OpenSavePidIMRU

osv

docx

drawio

Last VisitedPIDMRU
Registry key Location:

plorer\ComDIg32\0p PidIMRU\docx
~ || Name Type
25 (Default) REG_SZ
4o REG_BINARY
REG BINARY

Value name:

Data

(value not set)

1400 1f 50 0 4f d0 20 ea 3a 69 10 a2 d8 0300 2b 30...
14.00 1f 50 0 4f d0 20 ea 3a 69 10 a2 d8 08 00 2b 30...

6

Value data:

WIMRUListEc  [opageesa 41 4B 7E
ocececse o0 o8 a4
0oeoROAB EF  BE  BS

5 23 8BC 2
oeeppoSs 08 68 00
oeoacse  oe  ee 0o
boeoeoss 02 08 @0
oceoeo70 58 88 6C
boeoec7s 28 0@ 64
ocepeose 78 @8 00
Bee0a0ss

31
8g
52
8g
a8
8g

a8
8g
a8

2E 44 4F 43

89 @@ 84 B0 D
39 71 B8 52 i%¥, R9q. R
e @@ 9C 28 ... ... (

76 o8 o8 a8 C e e eV L.

8g o8 o8 ee ... ... ..
9B i) 29 el
61 o8 6E a8 P.1.a.n.
BF o8 B3 8g . .d.o.c.
1A o8 o8 a8 X v e e e e
v
0K Cancel

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\L

astVisitedPidMRU

This artifact can be used to understand which documents were viewed recently on the device.

Experiment 1 — Executing an application

For this test | will be executing opera.exe and observe the artifacts in the LastVisitedPidMRU sub-key.

Results

When the the application was executed, a new entry was created beneath ‘LastVisitedPidMRU'.

https://t.mel/learningnets
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user's activity related to applications and files

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion' Explore\ComDIg32\LastVisitedPidIMRU

v Explorer
Accent
Advanced
AppContract
AutoComplete
AutoplayHandlers
BamThrottling
BannerStore
BitBucket
CabinetState
CIDOpen
CIDSave
CLsID
v ComDlg32
-, CIDSizeMRU
FirstFolder
LastVisitedPidIMRU
~ OpenSavePidIMRU
H *

|| Name

2] (Default)

Walue name

Type
REG_SZ
REG_BINARY

REG_BINARY
REG BINARY

Data
{value not set)
B&f 00 70 00 65 00 72 00 61 00 2e 00 65 00 78 00

73 00 6c 00 61 00 63 00 6b 00 2e 00 65 00 78 00
£2.00 £a N0AD NN TN AN TN AN AG AN e NN AT 00

X

o

Walue data:

eledeteleltcle] BF
|eoepRRBE el
[@ageale 65
(paaaaa13 E®
(ppaaaa2a A2
|eoeRe028 14
(@0aE0E38 23
|paaaaa33 42
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2EH383

a3

38388

8e

5F

65 ae
B3 ae
14 ae
EA 3A
28 38
83 39
98 26
/e ae

72 e o . p . B
78 en a...e.x
1F 58 E . . . . . P
69 1@ a0b e i
EL:) ap ¢0..+88.
BE @8 . ..
5o 99 #..K.8].
B .
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Typed Paths
Registry key Location:

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\TypedPaths

All path locations typed in windows explorer will be stored in TypedPaths key .As seen in the 2

screenshots below. This can be used to view what was been searched recently).

Experiment 1 — typing and navigating to path location in windows explorer

For this test | will be typing and navigating to a path and observe the artifacts in the TypedPaths sub-key.

Results

When the path typed in windows explored was executed, a new entry was created beneath ‘TypedPaths’.
Note that urll is the most recent. (if you are trying this by yourself don’t forget to close the windows
explorer after you browse the path, because it will not be shown in the Typedpaths key until it is closed).

I This PC » 05({C:) » Program Files (x26) * TeamViewer wo | |
Mame Date modified Type
cess
outlook 1/18/2021 9:53 AM File {
)
Printer 1/18/2021 9:53 AM File {
ads o Ean .
x64 1/18/2021 9:54 AM File f
ents |=| CopyRights.txt 8/5/2020 7:57 PM Text
snhExplored TypedPaths
|| Name Type Data
abiDefaylt) | REG SZ (value not set)
3'3] urll REG_S C:\Program Files (x86)\ TeamViewer
ab]yrl2 REG_SZ ChWindows\assembly
ab] yrl3 REG_SZ C:\Windows

OpenSaveMRU
Registry Key Location:

https://t.mel/learningnets
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Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\Ope

nSaveMRU

This key maintains a list of recently opened or saved files via Windows Explorer-style dialog boxes
(Open/Save dialog box) (e.g. .txt, .pdf, htm, .jpg).

Experiment 1 — downloading a pdf file from a website

For this for demonstration | downloaded a pdf file from a website and saved it.

Results

Note that as seen in the screenshots below the highest number in the registry values (12) is the most
recent. After double cliking on it you can see the file name in Hex and ASCII.

< B8 B | www.onsemi.com,/pdf/datasheet/2n3903-d.pdf

211 REG BINARY 14 00 1F 50 0 4f d0 20 ea 3a 69 10 a2 42 08 00 2 30

| 12 REG_BIMARY 1400 1f 50 0 4f d0 20 ea 32 69 10 a2 d8 08 00 2b 30...

_?5'932 REG_BEIMARY 14001 50 0 4f d0 20 ea 32 69 10 a2 d8 08 00 2b 30...

|3 REG_BIMNARY 14 00 1f 50 el 4f d0 20 ea 3a 69 10 a2 d8 08 00 2b 30...

L] 1]

|o-4 - - -

w5

a6 Value name:

Wwo| 7 12

| Walue data:

%49

o _ PEEBEERS EA 34 &9 18 A2 DB B85 B8 BriLg@.

is| MRULIstEx | lapppeeie 28 3@ 3@ 90 14 88  2E e +ee . . . .
PERBEBLE B85 39 BE o8 23 B3 B2 4B .9 . L. LK
PEEEEE2E 98 265 50 99 42 BE 11 SF .&].B B
PEEBEE2S 72 BB 32 ) e} Ba e} Ba ro.2 .
PEEEEEZE ) e} Ba ) 1) Y] 32 4E .. . ... 2N
PEEBEESS 33 39 L) 33 2 a4 28 28 30@3-D
PEEBERLE 32 29 2E S8 44 46 e} Ba 2).PDF ..
PEEBERLE 52 e} B ) B4 Y] EF BE R . T %
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ThumbCache

When you are in a windows folder and you display the pictures in a directory using the Thumbnails views,
a small thumbnail version is created. Thumbnail image analysis can help an investigator to get
information about a picture on a storage or information about the original file used to create the
thumbnail like the full path and the file name. ThumbCache can be used to recover deleted pictures, their
file names and modification date.

Tools: Thumbcache Viewer (thumbs viewer)

Location: C:\Users\{username\AppData\Local\Microsoft\Windows\Explorer\Thumbcache.db

» ThisPC » OS5(C) » Users » gom » AppData » Local » Microsoft » Windows » Explorer
Mame N Date modified Type Size
|:] thumbcache wide_alternate.db 4/10/2021 11:03 AM Data Bacze File 1EB
. |:| thurnbcache_wide.db 4/10/2021 11:03 AM Data Base File TKE
’ |:| thumbecache_sr.db 4/10/2021 11:03 AM Data Base File 1KB
: ol |J thumbcache_idx.db 5/18/2021 11:41 AM Data Base File 435 KB
- |J thumbecache_exif.db 4/10/2021 11:03 AM Data Base File 1KB
] |:| thumbcache_custom_stream.db 41042021 11:03 AM Data Baze File 1KB
dealth cf thumbcache_25360.db 4/10/2021 11:03 AM Data Baze File 1,024 KB
|:| thurmbecache_1%20.db 3/19/2021 243 PM Data Base File 2,043 KB
pivot |J thurmbecache_1280.db 4/16/2021 11:17 AM Data Base File 4,096 KB
| thumbecache_768.db 417720211211 PM Data Base File 15,360 KB
oordinal |J thumbcache 256.db 4/10/2021 11:03 AM Data Base File 2,048 KB
|:] thumbecache %6.db 5/31/2021 12:09 PM Data Baze File 25,600 KB
|:| thumbcache 48.db 4/18/2021 2:03 PM Data Base File 7,168 KB
|:| thumbcache_32.db 4/10/2021 11:03 AM [ata Base File 1,024 KB
4] thumbcache 16.db 41072021 11:03 AM Data Base File 1,024 KB
UserAssist
Registry Key Location:

12| Page
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NTUSER.DAT HIVE:
NTUSER.DAT\Software\Microsoft\Windows\Currentversion\Explorer\UserAssist\
{GUIDN\Count

During a forensic analysis of a Windows system, it is often critical to understand when and how a
particular process has been started. UserAssist shows evidence of application execution (what GUI-based
programs were executed, how many times and last execution date and time).

NB: Registry values under these subkeys are encoded using ROT-13 algorithm.

following GUIDs key were observed beneath UserAssist key which are
common across Windows 7 and higher versions:

1. {CEBFF5CD-ACE2-4F4F-9178-9926F41749EA} - A list of applications, files,
links, and other objects that have been accessed.

2. {FAE57C4B-2036-45F0-A9AB443BCFE33D9F} - Lists the shortcut links
used to start programs.

Experiments

A number of experiments were formulated to as certain information required for the objective. These
experiments were performed on both type of systems to validate the results highlighted in the
subsequent section. Below are the research questions that need to answer through experiments and
observations:

e What information is stored when host-based applications are executed?

applications on UserAssist key?

* What information is stored when portable applications are run from

drives and shared network?

Experiment 1 - Running Host-based Applications

This experiment was performed to determine the effects on UserAssist key when host-based applications
are run on a Windows system. For this, i executed different host-based applications, such as VisualStudio,
Userassistant.exe, RegistryExplorer.exe. via all possible ways of launching. Note that these possible ways

of launching a host-based application and its effects on UserAssist key are provided in subsection
screenshot below.

Results
Execute application from their parent folder. When applications were run from their parent folder then

13|Page
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entries were created beneath ‘Count’ subkey of {CEBFF5CD-ACE2-4F4F-9178-9926F41749EA}.

47~ UserAssist L=

{9E04CAB2-CC14-11DF-BB. .

2020-08-19 22:10:47

2020.08-13 22:10:46 zvpebfbsg. jvagbjfpbzzhavpngvbafnccf_8jrido3g8oajr! zvpebfbeg. jvagbjfyvir. pnyragne

a 9

M 1 1

» F~ {A3D53349-6E61-4557-8F 1 1 2020-08-19 22:10:46 Zupebfbsg.Fyderhice_xmsBcks38mt5p!hice

b [ {B257E3AD-AS25-4A09-82... 1 1 2020-08-19 22:10:46 7P SN40R S-NOS0-405P -8 74N -P0OS 2RO0SSNBR\SerrZvag \SerrZvag. rkr

» [ {BCB48336-4DDD-43FF-B8 1 1 2020-08-19 22:10:46 {INP14R77-02R7-4R 5Q-0744-2ROINR 519807} \05.zfp

b [ {CAASSE3C-4792-41A5-99. . 1 1 2020-08-19 22:10:46 P:\Hfreflinyvq cp\Qbjaybngfitngrxrrere.rkr

|~ {CEBFFSCD-ACE2-4F4F-91.. L 1 2020-08-19 22:10:46 P:\Hfrefijnyvq cp'Qbiaybngf\PhfgbzreZnantreFreivpr.rkr
[~ Count 1,633 0 2021-05-20 06:53:15 Zvpebfbeg. JvaghjfPnzren_gjrxlo3g8oajrINcc

3 :_ {F2A1CB5A-E3CC-4AZE-AF .. L 1 2020-08-19 22:10:47 P \Hfrefjnyvg cp\QbjaybngFikvegbby-12. 24\rkveghby(-x).rkr

4 - {FZiﬁ‘?E-lUES4EFU-A9 = 6; Ul iigi:; 0262 ;E;‘; P:\Hfreflinyvg op\QbjaybngfErtvfgelRkoybere_ERPzq\ErtufgelRkeybere \ErtvfgelRkeybere rkr

b E— {FA9SDFCT-6AC2-453A-A5. 7 B A P:\Hfreflinyva cp\QbjaybnafErtvfoelRkeybere_ERPzq\ErtufgelRkeybere\ERPzg.rkr

= VirtualDesktops 1 0 2021-05-12 01:37:55 {7PESNA0RS-NOSO-405P-874M-P0OS 2RO09SNBR Y \Pbzzba SvyrfiZvpebfbsg Funerg\ZFRai\IFYnhapure.rkr
b [ VisuaEffects 0 19 20200813 22:52:35 » fLvfhnyFahqvb. 10.0

[F= Wallpapers 1 0 2020-08-19 22:52:55 P:Hfrefiinyvq cpiQbjaybnafiHireniffufgnag HireNffufgnag.ric
» £~ WordwheelQuery 80 1 2021-04-30 11:46:01 P:\Hfrefiinyvg cpiMecQngniybpny\Grzc\Grzcl_ErtvfgelRkeybere_ERPzg.mvc\ErtvfgelRkoybere \ErtvfgelRkoybere. rkr

Use www.rot13.com to decode the rot13 registry values
IvfhnyFghqvb.10.0 >> VisualStudio.10.0

P:\Hfref\jnyvg cp\Qbjaybngf\HfreNffvfgnag\HfreNffvfgnag.rkr >>
C:\Users\{userf\Downloads\UserAssistant\UserAssistant.exe

P:\Hfref\jnyvg

cp\NccQngn\Ybpny\Grzc\Grzc1_ErtvfgelRkcybere ERPzg.mvc\ErtvfgelRkcybere\ErtvfgelRkcybere.rkr >>
C:\Users\walid

pc\AppData\Local\Temp\Temp1_RegistryExplorer RECmd.zip\RegistryExplorer\RegistryExplorer.exe

Experiment 2 - program run from a shared network

The decoded value names refer the complete file path from which the portable applications were
executed including the computer-name of the shared computer over a network.

»INetwork > W Users > Public V) p
A ame Type e
3
= L - -
d =
Edit e
e = T b
12 Type
UserA mmres REG_BINARY
v serAssist
2 ) s 14,12.rkr REG_BINARY
v (953:{:3‘:{(14-1ms-sssc-umow 2085} || e Y e———
R ¥ v | | {A3D53349-6E61-4557-8FC7-0028EDCEEBFG) $EJ(INP14RT7-024 Edit Binary Value
ted 625 KB Courk S| (INP14R77-024
] v .|| {B26TE3AD-AB25-4A00-8289-EEC22AA38047) || SI(INP14R77-02) Volue name
oy s2)(1NP14R77-021 | RV
Last Registry Key Viewed
You can check the last registry key viewed by the user.
14 |Page
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Registry Key Location:
NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Applets\Rgedit\LastKey

@ Registry Explorer v1.6.0.0 _
File Tools Options Bookmarks(34/1) View Help

Registry hives (2) | Available bookmarks (36/1) Values
t to seard Find
Value Name  |Value Type | Data
| [keyname |#vales | #subkeys | Last write timestamp v e ey
L - - — " b | View RegBnary | 2C-00-00-00-00-00-00-00-01-00-00-00-00-B3-FF -FF-00-83-FF -FF FF FF-FF-FF -FF FF-FF-FF-3C-0 1-00-00-...
» = AppHost 0 1) 2020-08-19 22:33: ¥
4= Apglets 0 4| 2020-08-19 22:15: FindFlags RegDword 13
» £= pant 0 6| 2021-05-20 06:50: Lastiey RegSz Computer HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Controf\Session Maneg:r\}\ppcnmp!lcad'\:r
» [ Regedit 3 0 2021-05-2407:41:
SysTray 1 0| 2021-04-26 11:15:
» [£= Wordpad 0 5| 2020-08-19 22:10:
F= ApplicationAssodiationToasts 87 0| 2021-05-26 13:28:1
» ApoplicationFrame 0 2| 2020-08-19 22:10:
» = AppSync 0 2 020-08-19 22:33:
» £ Authentication ] 1 2020-08-19 22:10:
» BackgroundAccessApplications 1 98 202105-28 17:01:
= Bluetooth 1 0 w0819 2232 | jt
» [ CapabilityAccessManager 0 1 2020-08-19 22:33: Type viewer | Slack viewer

Hidden Files settings

Check the hidden files settings in the directories as it could be used for malicious activity.

Registry Key Location:
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced

Registry hives (2) Available bookmarks (36/1) Values
Find
| Value Name Value Type Data
Key name #values | #subkeys |Lastwrite timestamp T T
= D, 1 ! ! = ¥ | af)c o)c (23
| L * = = = 4
‘ » = DeviceCapabities 0 2| 202008-19 22:33: 2 i i i
»F=D stics 0 1 2020-08-19 22:33: -Ser‘.er—\dmmul .Qg_qD\\'ord 0
4 Explorer 16 53 2021-05-29 23:01: | Hidden |RegDword 1 [
= Accent 3 0 2020-08-19 22:30 ShowCompColor RegDword 1
» 4/ Advanced 30 2 2021-05-29 14:44: HideFileExt RegDword 1
» [ People 0 1 2020-08-19 22:33: DontPrettyPath RegDword 0
= Xaml 1 0 2020-08-19 22:33: ShowlnfoTip RegDword 1
» |7 AppContract 0 4 2020-08-19 22:10: HideIcons RegDword 0
Aitn nmniate 1 N MNMN-NKR-1Q 2230
Hidden = 0 (means do not show hidden files)
Hidden = 1 (means show hidden files)
Files Extensions hiding settings
Check the hide file extensions settings in the directories as it could be used for malicious activity.
Registry Key Location:
15| Page
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SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced

Registry hives (2) Available bockmarks (36/1) Values
Find
Value Name Value Type Data
Key name # values = subkeys Last write tmestamp T
¥ | flc e afc
¥ nfc = = - A
= —t— - Start_SearchFiles RegDword 2
» = DeviceCapabifities 0 2 2020-08-19 22:33: -
» = Diagnostics 0 1 2020-08-19 22:33: FERE Y Rt [€
4 Explocer 16 53| 2021-05-29 23:01: Hidden RegOword. | 1
Accent 0 2020-08-19 22:30:! ShowCompColor RegDword 1
» 4 Advanced 30 2 2021-05-29 14:44: i| [HdeFleExt ’ RegDword 1
» People 0 1 2020-08-19 22:33: I DontPrettyPath RegDword 0
HideFileExt = 0 (means show the file extension)
HideFileExt = 1 (means do not show the file extension)
Auto-runKeys
This first Run key usually contains programs or components paths that are automatically run during
system startup without requiring user interaction: malware usually leaves trace in this key to be
persistent whenever system reboots.
The RunOnce keys identifies programs that run only once, at startup and can be assigned to a specific
user account or to the machine.
Registry Key Location:
HKLM\Software\Microsoft\Windows\CurrentVersion\Runonce
HKLM\Software\Microsoft\Windows\CurrentVersion\Run
HKCU\Software\Microsoft\Windows\CurrentVersion\Runonce (user specific)
HKCU\Software\Microsoft\Windows\CurrentVersion\Run (user specific)
HKLM\System\CurrentControlSet\Services
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\ShellServiceObjectDelayLoad
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion\Run
rempl A || Name Type Data
2:’&“:‘;“95’ g'ﬂ(Dafaul.t)A :{fc_sz (valuenuts:t] . R
ﬁ“" 5 o) Greenshot REG-:S_Z (-:\Prngja:n Files\Greenshot\Greenshot.exe
S::Dnr:: AuthFactor ab||AStorlcon REG_SZ “C:\Program Files\Intel\Intel(R) Rapid Storage Technolegy\lAStorlconLaunch.exe” * [ -y
SE(urEA:Essment ab|RtkAudUService  REG_SZ “CAWINDOWS\System32\RtkAudUServicebd.exe” -background
Security and Maintenance . g | L] Jw o E
sy o | sl ey, e, TR '

HKLM\Software\Microsoft\Windows\CurrentVersion\Run

HKCU\Software\Microsoft\Windows\CurrentVersion\Run (user specific)

ComputerHKEY_CURRENT_USER\SOFTWARE\Micrasoft\Windows\ CurrentVersion\Run
i i RADAR A || Name Type Data
) 28] (Default) REG_SZ (value not set)
RunOnce
: il 1 TTTTTT N TT W T B S i "
;'ea:sm's a5 Free Download .. REG_SZ “CA\Users\ Bl AppData\LocaliSoftdeluxe\Free Download Managerifdm.exe” --hidden
e
cenreSettings b GoToMeeting  REG 57 "CA\Users\ o \AppDats\Local\GoToMeeting! 18962\ g2mstart.exe" " Trigger RunAtLogon”
5 ’ .
Security and Viaintenance aF] Opera Browser .. REG_SZ CUsers\n g AppDatahLocal\Programs\Opers! assistant\browser_assistant.exe
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Task Manager > startup (system configuration)

o

File Options View

! Processes Performance App history  5tartup  Users  Details  Services

Last BIOS time: 7.8 seco

Marme Publisher Status Startup impact

. Cortana Microsoft Corporation Disabled Mone

[#:] Delayed launcher Intel Corporation Enabled Mot measured

E} Free Download Manager Softdeluxe Enabled Mot measured

- e - = = o m s
GoToMeeting LogMeln, Inc. Enabled Mot measured

m Greenshot Greenshot Enabled Mot measured

. Intel® Graphics Command ... INTEL CORP Disabled Mone

. = n B i

0 Opera Browser Assistant Opera Software Enabled Mot measured

[m5] Realtek HD Audic Universal ..  Realtek Semiconductar Enabled Mot measured

NB: Another place to start application automatically is the Scheduled tasks .

ShellBags
When you visit a folder Shellbags store the information like the icons customizations, the look and the

feel of the folder, window position, size, sorting methods, etc..

Shellbags are extremely useful to find traces about folders that were on the system and were deleted
since shellbags persist on the system even after deleting the folder.

Registry Key Location: (NTuser.dat and usrclass.dat)
HKCU\SOFTWARE\Microsoft\Windows\Shel\BagMRU
HKCU\SOFTWARE\Microsoft\Windows\Shell\Bags
Tools: Shellbags Explorer

We can see directories that does not exist currently on the C: drive (deleted).
We can see also the last modification date on these folders.
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@ ShelBags Explorer v1.4.0.0
File Tools Help

Value [
4fg} | Desktop A
AZF My Computer Value [icon [shel Type [MRUPositon [ Created On Modified On Accessed On First Interacted [ Last Interacted
+E% | Downloads e Noim | alc - - - - - -
» » 'J [+ | New folder I—r;] Directory 19 2017-11-03 21:20:42 2017-11-03 21:20:42 2017-11-03 21:20:42 2020-08-19 22:33:24 I
» 'I:' Desktop I Software @ Directory 21 2017-11-03 21:20:42 2017-11-03 21:20:42 2017-11-03 21:20:42 2020-08-19 22:33:24 r
] 'u' Documents edlipse rr:] Directory 12 2017-11-0321:20:28 2017-11-03 21:20:40 2017-11-03 21:20:40
':-J E Program Files (x86) [ | Directory 2 201507-1009:05:30  2017-11-0309:31:46 | 2017-11-03 09:31:46
L "J = Windows [ | Directory 5 2015-07-10 09:03:30 2017-11-05 22:43:20 2017-11-05 22:43:20
,j g Users F_] Directory 0 2015-07-10 09:05:30 2017-11-07 10:14:00 2017-11-07 10: 14:00 2021-05-17 13:17:37
, :
b '.J o | tesr E_] Directory 25 2018-02-13 21:14:18 2018-02-13 21:14:18 2018-02-13 21:14:18 2020-08-19 22:33:25 I
A E HUAWEI GR3 2017 I test Iﬁ Directory 20 2018-02-13 21:14:18 2018-02-13 21:14:18 2018-02-13 21:14:18 2020-08-19 22:33:25 I
@ [sDcard Program Files [) | Drrectory 1 2017-09-25 13:46:34 _ 2018-03-11 18:53:48 _ 2018-03-11 18:53:45
»Ial  Internal storage | SmartDraw 2017 )  Directory 14 2018-01-11 14:50:46  2018-01-11 15:3%:40 | 2018-01-11 15:3%:40 | 2020-08-19 22:33:25 [
v F | Videos ProgramData [ Directory 3
»EF | Pictures .| | metasploit [ Directory 22 2015-06-20 08:35:24  2018-05-20 08:56:50  2018-06-20 08:56:50 |
&« = ¥ 4 am » ThisPC » Local Disk (C:)
Fas
~ Mame Date modified Type Size
7 Quick access
Autodesk 16/01/2018 21:34 File falder
[ Desktop » - — -
eclipse 28/11/2017 12:38 File folder
* Downloads o . . )
inetpub 20/08/2020 03:27 File folder
Documents  # Intel 04/11/2017 03:39 File folder
&= Pictures » i r05/20 .55 i
My Web Sites 31/05/2018 12:59 File folder
] netcat 15/11/2020 11:23 File folder
LN o nt 10/08/2018 15:47 File folder
T PerfLogs 071272019 11:14 File folder
Program Files 22/01/2021 21:01 File folder
o 1 P - NS S0 A -
ragram Files (x26) 20/05/2021 10:44 File folder
@ OneDrive Pythond7 02/01/2021 12:48 File folder
] Users 20/08/2020 01:09 File folder
[ This PC I )
- wamp 27/02/2019 22:29 File folder
I 30 Qljects win32-loader 06/04/201800:07  File folder
I Desktop Windows 12/05/202104:28  File folder
Docurments xampp 28/05/2020 11:55 File folder

Also we can see Drives like E:, F:, phones volumes. Those are networks paths or removable drives that
once were mounted on the system. These are good evidences to proof that for example a USB flash drive
was mounted to the system on a specific date and time and used to browse a particular folder on the
drive or on the shared folder.

18| Page

https://t.mel/learningnets



Practical Windows Forensics

b '-] E: Value Icon Shell Type MRU Position Created On Modified On Accessed On First Interacted Last Interacted
vid R 7 | Afc Moim... | aflc = = = = = =
A Music E MTF folder 3 2020-08-19 22:33:23
yid & Download =) | ™MTP folder 16
» D 360 [ | MP folder 19
LB TFOWETGE 7 AppProjects | [) | MTP folder 13 2020-08-19 22:33:23
ti& [SDcxd ocm [5] | MIP folder 0 2020-08-19 22:33:23
, _;:_"‘ .u.idIE'::maI SR 1 | MIP folder 17 2020-08-19 22:33:23
N 'I:' Pictures Daownloadall E MTP folder 15 2020-08-19 22:33:23
_n_ 30 Objects fb_download E MTP folder 14 2020-08-19 22:33:23
PO Musc MO 1 MIP folder 13 2020-08-19 22:33:23
1 = media E MTP folder 12
[ B THUAWET Mate 10ite ] mico [ | MTP folder 11 2020-08-19 22:33:23
: ﬁ HTC Desire 526G dual sim . Movies B MTP folder g
b+ |l  :Phone storage i MyFavorite =

MTP folder 10 2020-08-19 22:33:23
» B eriswoe — - S
» B GTisi006

E HTC Desire 526G dual sim

Summary Details Hex

ama wr .

Mounted USB devices or Flash drives

This experiment was performed to determine the effects on registry keys when plugging a new device via
USB. For this, i connected a previously a storage device via USB to my PC. Its effects on Registry keys are
provided in subsection screenshot below. These traces left are very useful to discover USB devices
plugged to a system in any given time, what was accesses, who mounted them, etc.. even when the
device is disconnected from the system.

Tool: USBDeview

Registry Key Location:

HKLM\SYSTEM\CurrentControlSet\Enum\USBSTOR

HKLM\SYSTEM\CurrentControlSet\Enum\USB

HKLM\SOFTWARE\Microsoft\Windows Portable Devices\Devices
HKLM\SYSTEM\MountedDevices

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\EMDMgmt (on if the device is not SSD)

NB: CurrentControlSet key can only be seen on a live system. If you are analysing a forensic image there will be no
CurrentControlSet. There will be ControlSet001 or ControlSet002 or ControlSet004 or ControlSet00*.

(sometimes there is more then on ControlSet if the system had some problems during startup). To know which
control set is last used on the system go to the registry key:

HKLM\SYSTEM\select and look at the “current” key value. If it’s “1” for example this will indicate that the current
control set is 001.
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HKLM\SYSTEM\CurrentControlSet\Enum\USBSTOR

Value Mame  |Value Type |Data Value Slack | Is Deleted |
Key name | # values | # subkeys ‘ Last write timestamp ‘ s " o 0 w
e = T = - e e @disk. inf, %udick_devdesc¥%;Disk drive 00-00-00-00 O
\ E=l W b Capabilties  |RegDword | 16 O
= cur 0 Address RegDward | 2 O
first connect time (utc_)_) o ContsinerlD  Regsz {e5bode le-3b09-5de 1-819b-421bd7 lecs41} 00-00-D0-00-00-00 O
»E= UMB o HardwarelD  RegMultiSz  USBSTOR\DiskSanDisk_Cruzer Blade_ 1.27USBSTOR\... 00-00-00-00 D
CompatblelDs | RegMuliSz | USBSTOR \Disk USBSTORRAW GenDisk O
0 ClassGUID  RegSz {4d36e957-325-11ce-bfc1-08002be 10318} 00-00-00-00-00-00 O
o FriendlyName  RegSz SanDisk Cruzer Blade USE Device 00-00-00-00 O
I = jcssmoo;wmw]zaonm - = Service RegSz disk. 26-00 O
Pl Device Parame =15 — 2 120200820 07 L {4d36e957-2325-11ce-bfr1-08002be 10318}\0001 44-69-73-68 O
¥ [F= Properties T—5.2020-08-20 07:1%:22 | : o . o
b = {52434 bas040c3-a3fa-a4Fd206.. [ device serial number || " s adiskiinf, %genmanufacturer % (Standard disk drives) DE-01-CO-F8-60-.. O
» £= Hardware Profiles T 7 MOS0 | Confighiags last connect time (utc) U
HKLM\SYSTEM\CurrentControlSet\Enum\USB
— Value Name | Value Type | Data | Value Slack | Is Deleted
| = values | # subkeys |Last write timestamp | v o o o 0 O]
=l — 5 — 5 Z;ZO-OB—:IQ SR " » | DeviceDesc RegSz @usbstor.inf, %genericbulkonly, devicedesc¥:;USE Mas... O
) = UMB 1 1 20210414 19:01:47 LocationInformation  RegSz Port_#0002.Hub_#0001 30-00 O
= usB 0 17 20210521 05:07:4] fnbis fEiirod | ifd 1|
» [ ROOT_HUB30 [ 1] 2020-08-19 22:01:4C Address RegDword |2 O
» [F= VID_046DEPID_DA44 0 1|2021-05-12 23:36:0C ContainerID RegSz {e5b9de 1e-ab99-5de 1-819b-421bd71ec641} 32-00-57-00-65 [l
» [F= VID_046DEPID_DA448MI_00 0 1| 2021-05-12 23:36:00 HardwarelD RegMultisz | USBWID_07818PID_55678REV_0127 USBIVID_0781& O
b [ VID_046DEFID_DAS4EMI_03 0 12021-05-12 23:35:5¢ CompatibleIDs RegMultiSz | USB\Class_088SubClass_068Frot_50 USB\Class_088S . | 35-00-32-00 O
» (5 VID_04E88P1D_68350 L & ZIHATEIETEE ClassGUID RegSz {36foea0-c455-11cf-8056-24455 3540000} 00-00-00-00-00... O
» [= VID_04EBEPID_6860&Modem 0 1| 2021-05-21 05:07:4¢ E—— Reqst EETT Traanan 0
» 5, VID_04EBEPID_63508MS_COMP._.. g 1| 20210521 05:07:144 Driver RegSz {36fcoes0-c465-11cF-8055-444553540000110004 00-00-00-00 O
b [ YID_0426PD BAT v 1| 20200518 Z2-01:44 Mfg Regsz @usbstor.inf, %generic.mfg%;Compatible USE storage ... 00-00 [l
» [F= VID_04F28PID_B47F&MI_00 0 1 2020-08-19 22:01:45 =L = 5
2 VD 07318°DD 5567 0 T 20200820 07:14:21 ConfigFlags o (G o
| » [~ 4C530100340104123071 ¢ i 2 2021-04-26 11:40:53
HKLM\SOFTWARE\Microsoft\Windows Portable Devices\Devices
vawe...| vaw... | uam | vae w1, |15 Ueter... | Latm kee
Key name [4 T b o o = o
v | ~
4[ Windows Portable Devices plLEen.. ressz i ez O ;|

4 Devices name of the volume

F ~ SWD#WPDBUSENUM#_??_USBSTOR #DISKSVEN_ADATASPROD_USB_FLASH_DRIVESREV_1100#28A030354015007380 #{53F 56307-B6BF-11D0-94F 2-

r_f' SWD2WPDBUSENUM#_??_USBSTOR #DISK&VEN_GARMINGPROD_FENIX3_FLASHEREV_1.00#6&3 16EDB 1E&0#{53F56307-B66F-11D0-94F 2-00A0CY 1E.

[ SWD=WPDBUSENUM#_??_USBSTOR #DISKBVEN_GENERICEPROD_FLASH_DISKEREV_B.07#E4570C 3880 #{53F 56307-B6BF -1 1D0-34F 2-D0A0CS 1EFB8B}

[ SWDWPDBUSENUM:_??_UISBSTOR #DISKBVEN_KINGSTONSPROD_DATATRAVELER _2.08REV_1.00#C86000BDBEBICE 10DA2D244180#{53F56307-86...

[~ SWDWPDBUSENUM: _??_USBSTOR #DISKSVEN_KINGSTONSPROD_DATATRAVELER_2.08REV_PMAP#60A44C42658DBE310B487D 1380 £{53F 563075...
r*7 SWDWPDBUSENUM_??_USBSTOR #DISK&VEN_KINGSTON&PROD_DATATRAVELER _3.08REV_PMAP #C03FD5F 2F 3348 1B 1999E0 27480 # {53F 56307-B.
F - SWD#WPDBUSENUM#_??_USBSTOR #DISKEVEN_REALSIL&PROD_RTSUERLUNOSREV _1.00#0000#{53F 56307-B66F-11D0-94F 2-00A0C91EFBaE}

v IE ENUM#_27_ RVEN, _CRUZER_BLADE&REV_1.00#4C53000084011910848480#{53F... |
[
=

SWD2WPDBUSENUM#_??_USBSTOR #DISKEVEN_SANDISKEPROD_CRUZER_BLADERREV_1.27#4C53000200110712141380#{53F56307-B6BF-11D0-54...
[~ SWD#WPDBUSENUM# _??_USBSTOR #DISK&VEN_SANDISKSPROD_CRUZER _BLADESREV_1.27#4C53010034010412307 180#{53F56307-B6BF-11D0-94..
== SWNEWENRI ISFNI M {5 30FAF 76-NAFR-11FR-0C01-10FNN54441071-£000000NNNANARNNN
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HKLM\SYSTEM\MountedDevices (match up the serial number in order to find the GUID for this item on
the system) Volume GUID: \??\Volume{898eb274-e289-11e7-9bd0-10f00544410b}

I:;‘:name |‘.:=va\ues ‘#:ubkeys |L:stu.unteumesmmD = "6['- — ,.6[" e |;a[— \;é[—-- Iﬁ

e = ezl h258-2259-1127-8bd0-10f005444 10k} RegBinary 5F-00 (] (]

‘ff’f.\::ﬂ: i omt Tl N 17| 20910512 01755 b §\??\Volume{338eb274-289-1127-9bd0-10f005444 106} : RegBinary 5F-00... 00-00 O O

» £~ ActivationBroker 5 e 27 \Volume {8f3d7471-a7ee-1129-9c22-fc 4596578299} ReaBinary 5C0.. 6600 [ ] O

» [~ ControlSeton1 0 5 2019-12-07 09:15:0. 1??\Volume {aad 169 16-d87c-11e9-3c26-10f005444 10b} RegBinary 5F-00.. 6E-66 D D

¥ ) DrverDatabme 3 4 2021-05-1201:29:4¢ 177 \Volume {ad5fffae-d373-11e7-5bch- 10f005444 106} RegBinary 5c0.. 0000 [ O

» = HardwareConfig 2 1/2021-05-12 01:26: 177\Volume {c4e2435d-2293-1128-0bf5-0050 5600008} RegBinary 5C-0... O O

»[F= Input o 2 2012-12-0709 || \??Wolume {cdbBeate-6da4-11e0-0c 1a-fr4586278203) RegBinary 444, o887 [ ] (]

bF" Keyboard Layout o 2 2019-12-07 1445:0

» [ Maps 8 3 2021-05-20 21:13:58 Type viewer Slack viewer

[~ MountedDevices 3 0 2021-04-1208:16:30 00 01 02 03 04 05 06 07 08 09 OA 0B OC 0D OF OF 10 11 12 13 14

» [ ResourceManager 0 1 2019-12.0709:15:0 SF 00 3F 00 3F 00 SF 00 55 00 52 00 42 00 53 00 54 00 4F 00 52 _.7.7. .U S B S T.QR

¥ [ ResourcePolicyStore 0 2| 2019-12-0709:15:0 00 23 00 44 00 69 00 73 00 6B 00 26 00 56 00 65 00 6E 00 5F QO LEDiLs k. BV.eon. _.

==InnG 2 T Ce e AT 53 00 61 00 6E 00 44 00 69 00 73 00 6B 00 26 00 50 00 72 00 6F S.a.n Di.s. k. &P.r.o

F—F T 0 04 0057 00 4300 72 00 75 00 T gn 630071 00 3 00 2 09 ol ne i

b oo D L[ EPh AT, 00 30 00 30 00 22 00 34 00 43 00 35 00 32 00 30 00 20 00 30 00 .0.0.#4.C 5. 3. 0.

» = Software 0 1/ 20191207 09:15:0 30 00 38 00 34 00 30 00 31 00 31 00 39 00 31 00 30 00 38 00 34 0.8.4.0.1.1.9.1.0.8.4

Vo State [ 1 2019-12.0709:15:0) 00 38 00 34 00 26 00 20 00 23 00 7B 00 35 00 33 00 66 00 35 00 .8 4.&0.= ([5.3. 7.5

»E= Waas 0 2 202008-19 23:04:5 36 00 33 00 30 00 37 00 2D 00 62 00 36 00 62 00 66 00 2D 00 31 ™

=R = o P 00 31 00 64 00 30 00 2D 00 39 00 34 00 66 00 32 00 2D 00 30 00

o - = = 30 00 61 00 30 00 63 00 39 00 21 00 65 00 66 00 62 00 38 00 62
Match up serial number to obtain drives that were attached to that device (G:)

b (\DosDevices\G: ERegBinary 5F-00.. 30-00.. [ ] ]
#{90bc139b-526e-11eb-Sche-10f05444 10b} RegBinary SF-00... Il ]
\DosDevices\E: RegBinary BOF7... Il ]

W \Wolume{a3294044-9b2c-11eb-9c 7a-10f00 5444 1007 RegBinary SF-00... Il Il
L]
Type viewer Slack viewer
00 01 02 03 04 05 06 07 08 09 0A OB OC OD QE OF 10 2 13 14

00000000 5F 00 3F 00 3F 00 5F 00 55 00 53 00 42 00 53 00 54 00 4F 00 52 .77 _US. B.ST.QR

00000015 00 23 00 44 00 69 00 73 00 6B 00 26 00 56 00 65 00 &E 00 5F 00 EDLs k. BV e n. .

00000024 53 00 61 00 6E 00 44 00 69 00 73 00 6B 00 26 00 50 00 72 00 6F S.a.n.Di.s.k.&P.r.o

0000003F 00 64 00 5F 00 43 00 72 00 75 00 7A 00 65 00 72 Q0 5F 00 42 00 d _.Cr.u.z.e.r._.B.

00000054 6C 00 &1 00 &4 00 65 00 26 00 52 00 65 00 76 00 5F 00 31 00 2E l.a.d.e.& R e.v._.1..

0000009 00 32 00 37 00 23 00 34 00 43 00 35 00 33 00 30 00 31 00 30 00 2T #4,C05.3.0.1.0.

0000007E 30 00 33 00 34 00 30 00 31 00 30 OO0 34 00 31 00 32 00 33 00 30 0.3.4.0.1.0.4.1.2.3.0

00000093 00 37 00 31 00 26 00 30 00 23 00 7B 00 35 00 33 00 66 00 35 00 .?.1.&{].#]{.5.3.1’.5. |

000000AS 36 00 323 00 30 00 37 00 2D 00 62 00 36 00 62 00 660 00 2D 00 1 T T T R B |

000000ED 00 31 00 64 00 30 00 2D 00 39 00 34 00 66 00 32 00 2D 00 30 00 1.d.0.-.9. 4, F, 2, -.0.

0000002 30 00 €1 00 30 00 B3 00 39 00 31 00 65 00 66 00 62 00 38 00 B2 0.a.0.c.9.1.e.f.b. 8 b

000000E7 00 7D 00 -

Now we know the make,

model ,vendor, serial number, volume name, first and last time date mounted.

To find the user who mounted the USB device:

NTUSER.DAT\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2

Since the volume is found in the
NTUSER.DAT\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2 registry hive this
means the actual user mounted the USB device
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af

Key name
5 [ e
4 | c\windows\system32\config\SYSTEM

Registry hives (1)

ROOT

Available bookmarks (23/0)

ActivationBroker
ControlSet001
DriverDatabase

HardwareCanfig

Input

Keyboard Layout

Maps

MountedDevices

c_

Setupapi.dev.log
Location: C:\windows\inf\setupapi.dev.log
Setupali.dev.log contain additional information about USB devices.

values | B Registry Editer
Find File Edit View Favorites Help
Value Name | Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVer:
#values | # subkeys v | ol ||| MMStuckRects3 || Name
- - \72\Volume (10762556 c321-11e7-Gbcs10fonsaaatoby | Medules ab] (Default)
MountPoints2
1 17?7 Wolume {2b4f35ae-c250-11£9-5c23-10f005444107} - .
\??\Volume{35d5bf4b-36e8-1125-9c0e-10f00 5444107} VolumelA3E94044-0B2C-11EB-OCTA-10F005444108}
\7?\Volume{3c780266-14e3-11e3-9c33-10f00544410b} {07131€7b7-3155-11e9-9c0d-10f005444107}
\7?\Wolume{3e2b5719-c106-11e7-Bbc3-fr4526a78a95} {2febf7a0-0000-0000-0080-000000000000}
177\Volume {430d56b-bh 13-11e8-5b3- 10005444107} {3456b277-3fd2-11eb-Ocfic-10f00544410b}

{3456b27e-3fd2-11eb-Gchic- 10f00544410b}

1?7 Wolume{57c6c80a-c0fe-11e7-3bc1-306e6f6ea963}
{3849cdc8-79e7-4360-9f72-63337918b3bf}

\??Wolume {6 17 1d50c-573d-11e9-6c 1e-10f005444107} A ——

\??Wolume {6 17 1d50d-573d-1125-8c 1e-10f005444107} (67dcBT19-d414-11€7-Obcc- 10f00544410b}

v \P?Wolume {67dc8719-d414-11e7-0bcc-10f00544410b} {9a60451 c-45ed-4c07-8128-23509c82bf67}

5B woamaooo

Setupapi logs after connecting a Samsung device via USB.
Log file showing device vendor, hardware installation time, etc...

File

{44

>3
S35

Edit

dvi:
dvi:
dvi:

[Dewice Install (Hardware initiated
Section start|2821/85/21 88:87:45.171

Aj setupapi.dev - Notepad
Format View Help

Default installer: Exit
{DIF_MEWDEVICEWIZARD_ FINISHINSTALL - exit{@xeB00828e)} 08:87:45.168
{Install Device - exit(@x00000000)} 88:87:45.161
dvi: {Core Device Install - exit(@xB00000008)} B8:87:45.162
Section end 2021/05/21 ©8:07:45.169
[Exit status: SUCCESS]

- JUSB\VID_@4EB&PID_6868&MS_COMP_MTPASAMSUNG_Android\6&a5ddf5d&p&oeen]

utl: {Select Drivers - USB\VID_B84EB3&PID_6860&MS_COMP_MTP&SAMSUNG_Android\6&a5ddf5d&8&oeee} ©8:87:45.181

utl:
utl:
utl:
utl:
utl:
utl:
utl:
utl:
utl:
utl:
utl:
utl:
utl:
utl:
utl:
utl:

Driver Node:
Status
Driver INF
Class GUID
Driver Version
Configuration
Driver Rank
Signer Score
Driver Node:
Status
Driver INF
Class GUID
Driver Version
Configuration
Driver Rank
Signer Score

Selected

oem28.inf (C:\WINDOWS\System32\DriverStore\FileRepository\ssudmtp.inf_amdé4_dccc28bbcdectl0@\ssudmtp.inf)
{eec5ad98-8088-425f-922a-dabf3de3f69a}

82/16/2012,2.9.317.215

USB\WVid_©4E8&Pid_6860&MI_80

8@Fraeed

WHQL (@Deaeeas)|

Qutranked

wpdmtp.inf (C:\WINDOWS\System32\DriverStore\FileRepository\wpdmtp.inf_amd6d_42b97498c7887292 \wpdmtp. inf)
{eec5ad98-8088-425f-922a-dabf3de3f69a}

06/21/2006,10.9.19041.746

USBYMS_COMP_MTP [MTP.NT]

0aFF2000

Inbox (0GDG0BOE3)
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Timezone Information

To view what time zone the computer is on.

Registry Key Location:
SYSTEM\ControlSet001\Contro\TimeZone\Information

B

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHIMNE\SYSTEM\Control5et00 1\ Control\TimeZonelnfermation

DeviceClasses

https://t.mel/learningnets

Stilllmage ~ || Name Type Data
storege 8] (Default) REG.S7 fvalue not set)
ztngima"ageme"t ) ActiveTimeBias  REG_DWORD OxfFfifdc (4294967116
Stmv;P ) Bias REG_DWORD OxFFFFFFBS (4204967176)
or
Sesec 74| DaylightBias REG_DWORD OxFFffffcd (4204967236)
Systeminformation _‘_‘_’]Dayl\ghtName REG_SZ @trres.dil,-364
5ystemResources 24 DaylightStart REG_BINARY 0000 03 00 0500 17 00 3b 00 3b 00 €7 03 06 0
TabletPC J';'g']Dynamchayllgh.” REG_DWORD 000000000 (0)
Terminal Server 74 StandardBias REG_DWORD 0x0000D000 (0)
TimeZonelnformation ab| StandardMarme REG_SZ @tzres.dll,-365
Ubpm | 5| StandardStart REG_BINARY 00 00 0a 00 05 00 17 00 3b 00 3b 00 €7 03 06 0(
UnitedVideo fﬂﬁmeZoneKeyNa.‘. REG_SZ Middle East Standard Time
ISR
Computer Name
To know what is the computer name of the offline image.
Registry Key Location:
SYSTEM\ControlSet001\ControNComputerName\ComputerName
B e
Favorites  Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ ControlSet00 1\ Control\ComputerName\ComputerMame
4 ComputerMame A || Name Type Data
‘zd'vecm’”Np”te'Na"”e 2] (Default) REG_SZ mnmstve
emputerhlame E_?JCUmputerName REG_SZ
Contentindex
CrashControl
Cryptegraphy
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Windows information

To get some information about the system.

Registry Key Location:
SOFTWARE\Microsoft\WindowsNT\CurrentVersion

ab] (Default) REG SZ {value not set)

s| BaseBuildRevisi... REG_DWORD Cee0OOO000T (1)

ab| BuildBranch REG_SZ vh_release

39] BuildGUID REG_SZ ittt il

ab|BuildLab REG_SZ 19041 .wb_releaze. 191206- 1406

ab| BuildLakEx REG_SZ 19041.1. amdedfre.vb_release. 191206-1406
ﬂ‘JCDmstitinnEdi... REG_S5Z Enterprise

ab| CyrrentBuild REG_S7Z 19042

ab| CurrentBuildMu... REG SZ 15042

fg'p']CurrentMaju:ur‘u’er... REG_DWORD CreD0OD0000a (10)

we| CurrentMinorVe.. REG_DWORD 000000000 (0)

3[’] CurrentType REG_5Z Multiprocessor Free

ab| CyrrentVersion REG_S7Z 6.3

_?gi:']DigitaIPrnductld REG_BIMARY ad 0000003 000000 30303333302d3531393...
_?g'g']DigitaIPrnductldd REG_BIMARY 8 03 00 00 0 00 00 00 30 00 33 00 36 00 31 00 32 00...
39] DisplayVersion REG_5Z 20H2

3[’] EditienID REG_5Z Professional

ab|EditionSubMan... REG_SZ
ab|EditionSubstring  REG_SZ
ab| EditionSubVersion REG_SZ

ab]|nstallationType  REG_SZ Client

is| InstallDate REG_DWORD O603d7a88 [1614641200) |
o) InstallTime REG_CWORD O 1d70ef3bacddd e (132391154004577654)
ab| PathMame REG_SZ CWindows

.?gir']Pendinglnstall REG_DWORD O OOODOD0D (0)

ab|Productld REG_SZ 00330-51972-82358- AA0EM
h‘_’:]PrnductName REG_SZ Windows 10 Pro I

abReleaseld REG_5L 2009

ab System

ah] SystemPoot REG 57 CHWINDOWS |

is| UBR REG_DWORD O 000003d (983)
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The system was installed on thu, 20 August 2020 01:49:46 (you can use also the unix: numeric Value .

b | InstallDate RegDword 1597877386 r O
[ ProductName Regtz Windows 10 Home 6500,
Releaseld ReqSz 2004 00-00 [ ]
SoftwareType Regsz | &4 DCodev4.02a (Build: 9306) bs
U8R ReaDw
A
= | [DCODE
s
Productld RegSz Convert Data to Date | Time Values
DigitalProductd RegBn
T R Mdﬂiiil |L.|TC+U'3:UU LI[ I Window on top
Type viewer | Bnary viewer Decode Format: ||Unix: 32 bit Hex Value - Litte Endian | -]

Value name ['Irlsﬂ:kl‘m

Value type Fagl)wnrd

Value 1597877386

Example: [A2C38446

Value to Decodd: [SAACIDSF

[Date &Time: [Thu, 20 August 2020 01:45:46 +0300 |

www.digital-detective.co.uk Cancel | Clear |

Raw value |8A-.&C—30-5F

Softwares Installed

@ DCode v4.02a (Build: 9306)

To get a list of installed softwares on the system. Sometimes even the program were uninstalled the
registry key is still in the registry. This will help us to identify also any removed application from the

system.

Registry Key Location:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\

ﬁ Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\brave.exe

v App Paths
TzFM.exe
brave.exe
chrome.exe
cmmgr3l.exe
dfshim.dll
excel.exe
firefox.exe
fsquirt.exe
IEDIAG.EXE
IEDIAGCMD.EXE
IEXPLORE.EXE

Name Type Data

ab) {Defaylf) REG 57 C\Program Files Gc26)\BraveSoftware!\Brave-Brow,
25| Path REG_SZ C:\Program Files (x86)\BraveSoftware\Brave-Brow...
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Windows Services

To check current windows services

Registry Key Location:
SYSTEM\ControlSet00%\Services\

File Edit

B Registry Editor

View Favorites

Help

Computer\HKEY_LOCAL_MACHIME\SYSTEM

W

SECURITY
SOFTWARE

ActivationBroker
Control5et001
Control
Enum
Hardware Profiles
Policies
Services

NET CLR Data

NET CLR Networking

NET CLR Metworking 4.0.0.0
MET Data Provider for Oracle
NET Data Provider for 5qlServer
NET Memary Cache 4.0
METFramework

13%4chci

Jware

AarSve

AarSve_415das1

ACPI

AcpiDev

acpiex

acpipagr

AcpiPmi

acpitime

Acx01000
AdobeFlashPlayerlpdatesve
ADOVMPPackage

ARnanY

Mame

ab] (Default)

Type Data
REG_SZ (wal

To get more information about the service description, path, if it starts automatically on windows startup
or no (start : 2 means automatic start,, 3 means manual, 1 means system, 4 means disabled)

Computer,HKEY_LOCAL_MACHINE\SYSTEM\ ControlSetDD1\Services\ brave

BDESVC
Beep
BFE
bindflt
BITS
BluetoothUserService
BluetoothUserService_413da31
... | brave |
- bravem
Brokerlnfrastructure
BTAGService
BtFilter

|| Name Type Data
38 (Default) REG_SZ (value not set)
i’;'_a%]DaIayedAutostart REG_DWORD 000000001 (1)
;‘b DependOnService REG MULTI 52 RPCS5
iﬂDEscriptiUn REG_5Z Keeps your Brave software upl
ab|DisplayName REG_5Z Brave Update Service (brave] I
el ErrorControl REG_DWORD 0x 00000001 (1)
f_l_ﬂlmagePath REG_EXPAND_SZ "C\Program Files (xSE)\Bravefl
ab| ObjectName REG S7 LocalSystem
98] Start REG_DWORD 000000002 (2)
5[ Type REG_DWORD 000000010 (16)
e WOwed REG_DWORD 0x0000014c (332)

https://t.mel/learningnets
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Windows Firewall
To check current Windows Firewall status on the system.
Registry Key Location:

Private profile:
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\StandardProfile

Public Profile:
HKLM\SYSTEM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\PublicProfile

Domain Profile:
HKLM\ControlSet001\Services\SharedAccess\Parameters\FirewallPolicy\DomainProfile

Computer\HKEY_LOCAL_MACHIME\SYSTEM\ Control5et001Services\ Shared Access Parameters\Firewal IPolicy\PublicProfile
v || Parameters ~ || Name Type Data
v FII'EWE”P_U“C)‘ _ b (Default) REG_SZ (value not set)
: E_”ma'lT:'Tf"e 24| DisableNotificati... REG_DWORD 000000000 (D)
irewalinules 8| EnableFirewall  REG_DWORD 0x00DODO00 (0) |
RestrictedInterfaces
EnableFirewall =0 means the firewall is disabled
EnableFirewall=1 means the firewall is enabled
Remote Desktop
To check if Remote Desktop is enabled or not on the system.
Registry Key Location:
HKLM\SYSTEM\ControlSet001\Contro\Terminal Server
0 means RDP is enabled
1 means RDP is disabled
E’ Reagist
File Edit View Favorites Help
|Computer\HKEY_LOCAL_MACHINE\S\"STEM\ControISetDm\Contro\\TerminaI Server
Systemlinformation ~ || Mame Type Data
SystemResources b (Default) REG_SZ (value not set)
Iab'e_"pcls 2] AllowRemoteRPC REG_DWORD 00000000 (0)
M E E’:"j':m:”e' 4| DelayConMgrTi.. REG_DWORD 0x00000000 (D)
Clustersettings | ¥ DeleteTempDirs... REG_DWORD 0500000001 (1)
Connectioanan dler | #4]fDenyTSConnec... REG_DWORD DxD0D0000D (0) |
DefaultlserConfigaration #/fSingleSessionP... REG_DWORD 0x00D00001 (1)
KeyboardType Mapping 2| GlassSessionld  REG_DWORD 0x00DDD001 (1)
RCM a5 InstancelD REG_SZ 50c6b2a1-6dd2-49da-9141-b57b545
SessionArbitrationHelper 2 NotificationTim... REG_DWORD 0x00D0000D (0)
27| Page
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Shares

List shared folders configured on the system.

Registry Key Location:

SYSTEM\ControlSet001\Services\LanmanServer\Shares

In this example no shares on the system
W Registry Edito

File Edit View Favorites Help

ComputenHKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\LanmanServer\Shares
: i DefaultSecurity
Linkage
Parameters
ShareProviders
v Shares
Security

Network configuration

REG_MULTI_SZ

Data

(value not set)
[

To see the network configuration of the offline image like DHCP IP address, DHCP server IP, Lease time,

Lease obtained time...

Registry Key Location:

SYSTEM\ControlSet001\Services\Tcpip\Parameters\Interfaces

Computer\HKEY_LOCAL_MACHINE\SYSTEM\Control5etD01\Services\ Tepip\ParameterstInterfaces'{ 12913bb9-f07d-4d%9-8856- 15077302470}

v Tepip

Linkage
v Parameters
Adapters

W

DNSRegisteredAdapters

Interfaces
{12913bb9-f07d-4d99-8856- 15077302470}
{32d7f79f-af4c-4802-9175-95525e6b85ed}
{3b3e958e-4bal-4b1b-afh5-99a5df011e7c}
{4533D7CE-C3BB-4AF6-BCET-DAEOBE03CO4B}
{4aTfc2e3-f366-4d5a-8e70-6710feaad9c5)
{61ce7342-T5ec-11e9-bf99- 306666963 }
{7adffbbb-elca-4fc0-8%e2-ead1al747524}
{7delcdc5-4367-4abf-95c2-820bff30394c}
{856a274c-e034-4f18-aa8b-188425e080ze}
{8811e432-d2ef-485d-a1ba-0b3386ee2acT}
{8abf02b3-620a-424d-3219-9415c0898d04}
193af9436-45f8-4ead-92d3-71219c3fcb 78}
{bb42608b-0e5b-4e03-a996-926afed 84238}

FoAMJ1EE LATE AA NJA- A LAEonAE dEn

Ll

Mame Type Data
ab] (Default) REG_SZ {value not set)
24| AddressType REG_DWORD 0x00000000 (0)
i’;'_é]DhcpConnForce... REG_DWORD 000000001 (1)
24| Dheplnterface0... REG_BINARY £ 00 00 00 00 00 00 00 00 0
ab|DhcplPAddress  REG 57 PRI

|L 2t DhepServer REG SZ 192,16 .
3b| DhepSubnetMask  REG_SZ 255,255.255.0
ab| DhepSubnetMas... REG_MULTI_SZ 255.255.255.0
ab| Domain REG_SZ
74| EnableDHCP REG_DWORD 0x00000001 (1)

| 4] IsServerNapAware REG DWORD 0% 0000000 (0)
%] Lease REG_DWORD 0x00000708 (1800

https://t.mel/learningnets

o LeaseCbtainedTi.. REG_DWORD (xb0al87edc (1621635116)
o LeaseTerminates... REG_DWORD (60288554 (1621656916) |
ab| MNameServer REG_SZ

W T REG_DWORD (x60a881d0 (1621656016)
i’;'_é]'ll REG_DWORD (60288473 (1621636691)
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Last Shutdown
To determine the last Shutdown time.

Registry Key Location:
HKLM \SYSTEM\ControlSet001\Contro\Windows

| Computer\HKEY_LOCAL MACHINE\SYSTEM\ControlSetD0T\Control\Windows |

? Version || Name Type Data
> [y Video a8 (Default) REG_SZ fvalue not set)
WalletService %] Componentized... REG_DWORD 0x00000001 (1)
z - 4] CSDBuildNumber  REG_DWORD 0100000349 (985)
> B woi %4 CSDReleaseType  REG_DWORD 0%0000000D (0)
Windows §%] CSDVersion REG_DWORD 0x00000000 (0)
Winlnit E,[{] Directory REG_EXPAND_SZ FSystemRoot%
+ [} Winlogon £ EmorMode REG_DWORD 000000000 (3)
1] Winresume % FullProcessinfor... REG_BINARY 010600 00 00 0O 00 05 50 00 00 00 e £3 OF b1 81 64...
> WML 8| NolnteractiveSer... REG_DWORD (0%00000001 (1)
- Workplaceloin §%|ShellErrorMode REG_DWORD 0x00000001 (1)
» WPN Shutdown'ﬁma REG_BIMARY 850b3cc3434fd7 01 |
> Enum FPJ SystemDirectory  REG_EXPAND_SZ FoSysternRoot %ohsystem32
3 Hardware Profiles

Last Shutdown time

SystemDirectory RegExpandSz | %SystemRoot¥e\system32
- -
* ShutdowriTime Reglinary ~ B5-61-4D-3A-£2-53-D7-01 [
| &) DCodevd.02a (Build: 9306) x [
Type| _
~~ |
[DCoOmE (4))
Convert Data to Date [ Time Values —
Add Bias: |UTC +03:00 ~| I Windowon top
Decode Format: |Windows: 64 bit Hex Valus - Little Endian |

Example: [I‘FUBD!jletan’Ul

Value to Decode: IESE‘.I.‘DQAEZ 530701

Date & Time: IFI"L 28 May 2021 19:57:54 +0300 I

www.digital-detective.couk Cancel |
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To confirm with event logs (filtering shutdown event ID (related to the shutdown))

ﬂEvem Viewer (locaﬁ
> 3 Custom Views

System

Number of events: 40,931

Filter Current Log

o i Windows Logs Level Date and Time '
] Application A\ Warning 31/05/2021 21: Filter XML
5] Security i Warning 31/05/2021 21:06:24 ‘
Logged: 3
E] setup @ information  31/05/202121:06:14 09 |Any time
{+] System /1 Warning 31/05/2021 21:06:17  Event level: [ Critical [] Warning [ Verbose
[ Forwarded Events (@) Information  31/05/2021 21:06:17
v [ Applications and Services Lo| § () Information ~ 31/05/2021 21:06:17 [J Emor [ Information
+ | Hardware Events LG nfaomation 210502021 21:06:17
: g gy By log Event logs: ISystem
’ Event 1014, DNS Client Events
5] Intemet Explorer By source  Event sources: |
[+ ] Key Management Service | General Details

» [ Microsoft
[&] Microsoft Office Alerts
» ] OpenSSH
Windows PowerShell
(. Subscriptions

E Event Viewer (Local)
> [ Custom Views
v [ % Windows Logs

Includes/Excludes Event IDs: Enter ID numbers and/or ID ran

Name resolution for the name aut exclude criteria, type a minus sign first. For example 1,3,5-9¢

1072, 6006, 6008
Task category: I

Keywords: I

User:

|<AII Users>

Computer(s): I<AII Computers>

Log Name: System

Number of events: 40,931

System

7 Filtered: Log: System; Source: ; Event ID: 1074, 6006, 6008, Number of events: 47

=] Application
f&] Security
{] Setup
[+] System
] Forwarded Events
v ] Applications and Services Lo
{v| Hardware Events

T D'n'o'rma'hon 1270572021 04:08:48

Level

Information
Information

Date and Time Source
28/05/2021 19:57:39 Eventl...
28/05/2021 19:56:05 User32

EventID Task Ca...

6006 None
1074 None

ne
@ Information  12/05/2021 04:21:07 User32 1074 None
@lnformation 14/04/2021 21:58:11 EventL... 6006 None

> [ Intel

Fuent 1074 llzer3?
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Network list

Determine the last time a pc connected to a particular network

Registry Key Location:
HKLM\Software\Micrososft\Windows NT\CurrentVersion\NetworkList

For this test | have recently connected my pc to my phone hotspot
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion' MetworkList\Signatures\Unmanaged\010103000F0000F0020000000F0000F026FE3 2007 A366577ED CEZBAATFOCI 1 26E582

Nia ~ || Name Type Data
Permissians 35 (Default) REG 57 tvalue not set)
> z_mf"fs | % DefaultGatenay.._REG BINARY 540121845730 |
M
'Q"Maa:;ese . b Description REG 57 HUAWEI GR3 2017 |
9 ;‘_!':]DnsSuf'ﬁx REG_S5Z <none>
v Unmanaged = -
|| 010103000FD0DOFO000200000F0000FO4BE 12BOB262E4AFTT30CDEAFABAAFBEE Firsthetwark REG_5Z HUAWEI GR3 2017
ab| ProfileGuid REG_SZ {C8503140-12BE-410F-A276-482DEES0CCA1}

010103000F0000F0000200000F0000F0OCE0B2B75002401 CAS3TBATS416172AE
010103000F0000FD000B00000FOD0F023300E6DIEIDIODAEIIBEASETEA3ANT || Tl Source REG_DWORD 000000003 (8)
010103000F0000F0020000000F0000F03045FASECAS 19AB25A4FE29336FD5410°
010103000F0000F0020000000F0000F032FABSABFO130B60E30ADS4 1489 1EBF2
£10103000F0000FD020000000F0000F0SOEEQDSEA 1ETEF71D0CATSFCO45D696B
010103000F0000F0020000000FO000F0SESFO3091D1641DOEGTCAI DE1B003ATI
010103000F0000F0020000000F0000F0833FADBDE 1 27474368593 115D2F 1 DDBC
010103000F0000F0030000000F0000F036FE320D7A366077EDCAIBAATFOC3 12!

You can also pérform a MAC address lookup

In order to determine the type of connection the device was connected to (wired or wireless network )
note the profileGUID in the previous screenshot . Search in the profiles key for the same profileGUID.
Look in the NameType value .(6 indicates that the device was connected to a wired network, 71 and 47
indicates that the device was connected to a wireless network and 17 means the device was connected to
a broadband network.) In this case it is 71 (wireless network).

The date Created (128 windows system time structure UTC) and Date last connected indicates

Enter MAC Address or OUl or Vendor Name:

54-b1-21-84-57-30

Enter any MAC Address or QU to check its vendor or enter a vendor name to check its MAC Address ranges and details.

Result for: 54-B1-21-84-57-30

Address Prefix 94:B1:21

Vendor / Company Huawei Technologies Co. Ltd

Start Address 548121000000

End Address 54B121FFFFFF

Company Address No.2 Xin Cheng Road, Room RE,Songshan Lake Technology Park Dongguan 523808 Cn
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respectively the first time the device was connected and the last time the device was connected. (use
Dcode to convert the time values).

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion'NetworkList\Profiles\{ C8503140-12BE-410F- A276-482DBES0CCA}

{1AD538F6-63B6-4AE3-AAES-45D1AOBSBAFD} | Name Type Data
{20F5950A-C6AE-4BCO-B096-DOBD3221E577} o8] Defoult) REG.S7 (value not set)
{271D1578-29BC-40CE-BG66-00A1CDAB4BOT) ) Caregory REG DWORD 500000081 (1)

{4DTOE169-F337-48B0-8934- E2ZABO308F16C} catecorrFoe  REG_DWORD o o
§Zgg;zcsif:;j::::ﬁ:i{fgg:;g:QS’;,} | DateCreated REG_BINARY &4 07 05 00 03 00 05 00 Of 00 14 00 12 00 4 01
(65037 485. 7444 472C-9003 3AEABCEES9BD) 4| DatelastConnec... REG BINARY €507 05 00 05 00 15 00 06 00 13 00 38 00 €7 00
{96BODOAE-BEET-4420-815A-1FT6AGTB974B) 2b| Description REG SZ HUAWEI GR3 2017
{BADFY1DD-5A91-42B3-AESC-58773EAS21AB) 3¢ Managed REG_DWORD N”M@_l
{BC1F3A43-6E47-428D-AAS3-1A36EAABSSAD} | NameType REG_DWORD 0xDO0ODO4T (71)
-2367-4710-BGEA-. 25| ProfileName REG_SZ HUAWEI GR3 2017
[ {CB503140-12BE-410F -A276-482DEESOCCAT}
T {EDBDEFB7-C067-4158-BD96-CA52D0D3DA11}

First connect time

w4 DCode vd.02a (Build: 9306) >

[(DC@MDE

Convert Data to Date [ Time Values

Add Bias: |UTC +03:00 ~| I Window on top

Decode Format: |Windows: 128 bit SYSTEM Structure -]

Example: ID'EIU}'UBUUUIU002000500090013000000

Value to Decode: [E4070500030006000F00140012004F01 |

Date & Time: |Wed, 06 May 2020 15:20:18.335 |

www.digital-detective.co.uk Cancel | Clear |
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Last connect time

w4 DCodevd.02a (Build: 9306) >

[(DC@MDE

Convert Data to Date [ Time Values

Add Bias: |UTC +03:00 | ™ Window on top

Decode Format: |Windows: 123 bit SYSTEM Structure |

Example: ID'EIU]"UBUUUIUU02000500090013000000

Value to Decode: IEED?'UEDDUEDDIEDDDEDDISDDSSDDE?DD I

Date & Time: [lﬁ-i, 21 May 2021 06:19:56.231 |

www.digital-detective.co.uk Cancel | Clear |

Last User Logged In

To determine when was the last time the user logged in to the system.

Registry Key Location:
HKLM\Software\Micrososft\Windows\CurrentVersion\Authentication\LogonU\LastLoggedOnUser

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windowsh CurrentVersion\Authentication\LegonUl I
% Credential Provider Filters A || Name Type Data
4 E’eiz”t'a' "c""’"’a" (2] (Default) REG_SZ (value not sef)
§ ontent %) EnrollmentsCorrupted REG_DWORD 0x00DDO0DD (0)
’ Pﬁ‘;"mw ders 241dIeTime REG_DWORD 0x0000059d (1437)
E Preboot i’;'_uﬂlsFirstLogMAfterSignOut REG_DWORD 000000001 (11
£.[| Settings 2b] Lastl oggedOnDisplayName REG_SZ im
. | AutoRotation 2b] LastLoggedOnProvider REG_SZ {25CA8579-1BDB-469C-BIFC-6ACA
> BackupAndRestoreSettings ﬂb]:_ai:_nnnszgn;ﬂMtl L ;: Z o
BitLocker astlogged Onlser ! BeomcRed | =R
. BITS 3] LastLoggedOnUsersiD REG_SZ S-1-12-1-3344351052-1216389298-«
s [| Bluetooth ab] SelectedUsersiD REG_SZ §-1-5-21-339207851-591924695-94¢
5 || CapabilityAccessManager 544 ShowTabletKeyboard REG_DWORD 0x00000000 (0)
Capture
Farkinm
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SAM Users

To determine all the users in the SAM file.

Registry Key Location:

SAM\Domains\Account\Users\Names\WDAGUTtilityAccount

NB: You cannot access the SAM file on a live system using the regedit.exe. You can use Registry explorer.

= LANGUARD_12_USER

2020-08-19 22:02:06

=1 H

3 Il—jilpc i

» [£= Builtin
[T LastSkulipgrade

3 020-08-19 X2:02:06
0 2020-08-19 X2:02:06

@ Registry Explorer v1.6.0.0
File Tools Options Bookmarks (1/0) View Help
Registry hives (1) | Available bookmarks (1,0]
|':r-'.e| text to search... || Fird
Key name |#values | #subkeys | Lastwrite timestamp
¥ e - - -
4 i C\Windows\system32\config\SAM
JI—'__ ROOT o 1| 2020-08-19 22:02:06
475 SAM 2 3 2020-08-19 22:02:06
4 F= Domains | 2| 2020-08-19 22:02:06
47 Account 2 3| 020-11-07 149:46:47
¥ = Aliases 1 5| 2020-08-19 22:02:06
b = Groups 1 2 2020-08-19 22:02:06
4[5 Users 1 7| 2020-08-19 22:02:06
E= 00000 1F4 3 0 2021-01-16 07:50:21
r__ DODD0 IF5S 2 0| 2021-01-16 07:50:35
[F= ooooo1F7 2 0 2020-08-19 22:02:06
E= oooo01Fe 4 0 2020-08-19 22:02:06
[Z= O000DZES & 0 2021-05-29 14:01:27
ES 000003EE 3 0 2020-08-21 06:44:53
AF_ Mames 1 5 2020-08-19 22:02:06
== Administrator 1 0| 2020-08-19 22:02:06
[= DefaultAccount 1 0 2020-08-19 22:02:06
£ Guest 1 0| 2020-08-19 22:02:06
| 0
1
1
3
1
1

= RXACT

0| 2020-08-12 X2:02:06

https://t.mel/learningnets
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User Account Control (UAC)

UAC allows normal users to perform administrative tasks without switching to the administrator account.

This security feature can be turned OFF from Control Panel.

Registry Key Location:

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

-

File Edit View Favorites Help

| Computer\HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion'\Paolicies\System |

ActiveDesktop
Attachments
DataCellection
Explorer

Ext

MenEnum

; Servicing
v System
Audit
Uipl
PowerEfficiencyDiagnostics
PrecisionTouchPad

EnableLUA=0 (UAC disabled)
EnableLUA=1(UAC enabled)

LNK files

AInk file is an object that contains information that can be used to access another data object

(Shortcuts).

MName Type Data

b (Default) REG_SZ {value not set)
‘-’-'cﬂ ConsentPromptBehaviorAdmin REG_DWORD 0x 00000005 (5)
‘-’-'cﬂ ConsentPromptBehaviorlser REG_DWORD 0x 00000003 (3)
‘-’-'cﬂ dontdisplaylastusername REG_DWORD 0: 00000000 (0)
4| DSCAutomationHostEnabled REG_DWORD 000000002 (2)
‘.’.'-ﬂ EnableCursorSuppression REG_DWORD 000000001 (1)
‘.’.'-ﬂ EnableFullTrustStartupTasks REG_DWORD 000000002 (2)
3| EnablelnstallerDetection REG DWORD 000000001 (1)
2% EnableLUA REG_DWORD 000000001 (1)
e EnableSecureUlAPaths REG_DWORD 000000001 (1)

O LI AP T

LTt T

ALARRARRRN

Windows automatically create LNK (.Ink) files for a number of different actions that you perform on the
system. LNK files contains a lot of data useful for investigation MAC times, original path of the file, size,
serial number of volume, network volume share, mac address of host computer, etc...

Tool: Exiftool

LNK files Location:

C:\{username\AppData\Roaming\Microsoft\Windows\Recent items

C:\{username\AppData\Roaming\Microsoft\Office\Recent

Registry Location: (ntuser.dat)

HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

https://t.mel/learningnets
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You can see the files accessed
<« “ A 'ZH e ThisPC » OS5(C) » Users » » AppData » Roaming » Microsoft » Windows » Recent ltems

MName Date modified Type Size

#r Quick access

@ Practical Windows Forensics.docx 5/22/2021 7:53 AM Shortcut 1 KB

[ Desktop )
| we bt 5/2 3:00 PM Shortcut 1 KB
¥ Downloads 3 Downloads 5/21/2021 1:48 PM Shortcut 1 KB
&| Documents ™ 5/21/2021 1:48 PM Shortcut 1KB
&=/ Pictures = The Internet 5/21/2021 4:54 AM Shortcut 1 KB
5/21/2021 4:54 AM Shortcut 1 KB
Shortcut 1 KB
Shortcut 1 KB
&| Jupiter_and_Saturn_Cenjunction_t7153.jpg Shortcut 1 KB
E| trans.,jpg [20/2021 1:40 PM Shortcut 1 KB

Let’s feed the last file to exiftool (tool to analyse file metadata) to get more data about the file observed.

m Select Ch\Users\walid pc\Downloads\exiftool-12. 28 exiftool(-k).exe
tical windows For

)
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Microsoft office documents accessed recently

-

v 4 h « Local Disk (C:) > Users > mmmus= > AppData » Roaming > Microsoft » Office > Recent

o Quick access
[ Desktop
& Downloads

=] Documents

|&=| Pictures

| dfp

P

L R YR R

~

N | Date modified T R ; 5
i e YPS \WalidHaddad

ﬁ index DAT File
',@ output Shortcut
%3] 20210527212631_Windows10Creators_DE... Shortcut
’,‘.\3 20210527212134_Windows10Creators_DE... Shortcut
'ﬁ-‘, e ¥5/2021 08:22 Shortcut
[ —— )5/2021 16:18 Shortcut
S e i m—— 0 T582021) Shortcut

https://t.mel/learningnets

Z€

4K8B
1KB
1KB
1KB
2Kk8
2KB
2KB
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Lnk files From Registry

Computer\HKEY_CURRENT_USER\SOF TWARE\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

Jump lists

LogenStats
LowRegistry
MenuOrder
MMStuckRects3
Modules
MountPoints2
OperationStatushanager
Package Installation
RecentDocs
RestartCommands
Ribbon

RunMRU
SearchPlatform
Sessioninfo

Shell Folders
Shutdown
StartPage
StartupApproved
StreamMRU
Streams
StuckRects3
TabletMode
Taskband

A

Name Type Data

a8 (Default) REG_SZ {value not set)

E'g'w]() REG_BIMNARY 4d 00 79 00 63 00 6c 00 6% 00 6 00 69 00 63 00 00 0...

21 REG_BINARY 2a 00 2e 00 65 00 6d 00 6¢ 00 00 00 53 00 32 00 00 ...
REG_BIMNARY 6¢ 00 6f 00 67 00 2 00 78 00 6c 00 73 00 78 00 00 00.,
REG_BINARY &dl 00 79 00 20 00 73 00 71 00 6c 00 20 00 61 00 e O...

x

v Walue name:

& |10

% Value data:

“ |eeeeeeee &c @@ 6F @@ 67 88 2E @@ 1.0.g. ~

" 128086883 78 ae BC aa 73 aa 78 a8 x.1.s.x

 |08066016 aa ae 66 aa 32 aa ae a8 i 2.

» (200EPElE @@ @@ @@ @0 @9 0@ @9 80

. [@@@@E2e 6C 6F 67 2 78 6C 73 78 log.x1lsx

“ |eeeeoe2s 2E 6C 6E 68 B8 B@  4A B9 .lnk. .

3 99 @8 B4 @@ EF BE @@ 99 PR &

% (peoope3s e ee @0 o8 @9 0@ 2E B0 . . . . . ...

.« [bROROG4D 0B @0 @0 @@ ee oo e» e . . . .....

. |oeoooeaz 0@ @@ @ @@ @8 @@ @8 88 . . . . . ...

4 o0 @ @@ @@ ee o8 @@ @0 . . . . ....

i IRBAGRAASR (222} k) GG fan R (222} RE GG 1 n 4

nK Fancal

Jump lists, list files that have been previously accessed by an application.
From jump lists you could obtain tasks, links to recent files, frequently used files, links to pinned files, etc..

This PC » OS(C:) » Users » wm wowm » AppData » Roaming » Microsoft »

MName

% % % %

fl1b4d%5cf353d32aautomaticDestinations-ms

D 111f246f 76251 eal. automaticDestinations-ms

D 5f7b5f1e01b83767.automaticDestinations-ms
D ccha3a5986c77ed3.automaticDestinations-ms
D 9b%cdcblclc2delb.automaticDestinations-ms

Windows » Recent ltems » AutomaticDestinations

Date modified

5/22/2021 %:20 AM
/22/2021 G:20 AM
/22/2021 %:20 AM
/222021 9:18 AM

5/22/2021 &54 AM

wooLn

L

https://t.mel/learningnets

Type Size
AUTOMATICDESTL... 56 KB
AUTOMATICDESTI... 167 KB
AUTOMATICDESTL... 1,657 KB
AUTOMATICDESTI... 130 KB
AUTOMATICDESTI... 135 KB
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4 Z 88 & github.com/EricZimmerman/Jumplist/blob/master/Jumplist/Resources/ApplDs.txt

f01b4d95cf55d32a < > of2

eedcl@3672a722b9 |ManyCam 6.7.8

eed52c3b81abbifs | Adobe Reader X 18.1.0

ef473fab8120b354 |uTorrent 3.5.5

efhBGER196796:bb |HP MediaSmart Photo
efb@8ddelleZlece | Paltalk Messenger 18.8 (Build 489)
efbb2bf3c1df6466 | Auslogics Disk Defrag 6.2.1.8
f@9leabe3claz91s| Cabos 8.58.2

FP1b4d95cF55d324 | Windows Explorer (Winl@) 22 TEST THIS
f@1b4d95cF55d32a | Windows Explorer Windows 8.1

Prefetcher and Superfetch

Prefetcher and superfetche improves user experience by caching data that is frequently used and
accessed on the system to make it faster for the user. As forensics investigators we can leverage these
artifacts to show application execution (run from GUI based or command line interface). Prefetch files has
the .pf extension and stores information such as executable file name, absolute path of the executable,
number of times the program was run, the last time the application was run, list of DLLs used by the
program.

NB:Note that prefetcher and superfetcher are not tied to a specific user
NB: if the same executable ran from different paths you will find two different prefetch files.
NB: Prefetch is sometimes disabled on servers and on SSD drives

Prefetch Location:
C:\Windows\Prefetch

Tool: WinPrefetchView

The items listed are the name of the executable followed by a dash and 8 random characters (hash of the
file path on the system)
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NB: observing multiple executables with different paths could be suspicious (for example cmd.exe with different

paths)

Experiment 1 - Running NOTEPAD++

This experiment was performed to determine the effects on Prefetch when host-based applications are
run on a Windows system. For this, i executed NOTEPAD.exe.

Results

When NOTEPAD++ was run, new entry was created beneath Prefetch folder “NOTEPAD++.EXE-

AF4CC978.pf”

i)
File Edit View Options Help

g = JEREEY =N |

Filename

Modified Time File Size

Filename Full Path

Nevice Path

https://t.mel/learningnets

Process EXE Process Path Run Counter Last Run Time Missing Pr..
o NOTEPAD -+ EXE-AFACCOTR pF . 24/05/2001 09:29... 17,727 NOTEPAD++EXE _ C:\PROGRAM FILES (X36)\NOTEPAD+ +\NG... 1 24/05/2021 0:28:59 No
T DLLHOST.EXE - 1BAEOGEB.pf - 24/05/2021 082, 3608 [, —— < 24/05/2021 092811 No
[ RUNTIMEBROKER EXE-AE3CASAF pf . 2405/2021 08:2T... 9426 | T 24/05/2021 09:27:45 No
gw\NPREFETCHVIE\u‘."EXEdDBFmQB‘pF 4 . 24/05/2021 08 ) Filename: [NOTEPAD++.EXE-AFACCY78.pf ‘ 24/05/2021 09:27:42 No
SECURITYHEALTHHOST.EXE-06344E.. . 24/05/2021 08 L — 24/05/2021 09:27:45 No
A " a0sat 0o Created Time:  [24/05/2021 09:29:10 J e
[ ATBROKER.EXE-5CD29207.pf . 24/05/2021 09: Modified Time:  [24/05/2021 09:29:10 | No
] RUNDLL32.EXE-75313621.pf . 24/05/2021 08; File Size: [17.727 ] No
[EOPERA_ CRASHREPORTER £XE-8D1G.. Process EXE:  [NOTEPAD++.EXE No
QoPRABE FESCIapf P Path:  |C:APROGRAM FILES [XO6ANOTEPAD++NOTEPAD++. | he
(O OPERA.EXE-FESCA33E.pf rocess Path: A LD} hia a No
1) OPERAEXE-FESCA340.pf Run Counter: 1 o
5 DLLHOST.EXE-D52C49C5.pf Last Run Time: [[24/05/2021 08:28:59 | \ 24/05/2021 09:25:43 No
[ BACKGROUNDTASKHOST.EXE- ADS... Missing Process: [No ‘ 24/05/2021 09:25:47 No
5] STARTMENUEXPERIENCEHOST.EXE-.. 24/05/2021 09:25:31 No
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NB:The file create date indicate when the first time the application ran
NB:The last modified date indicate the last time the application ran

Windows Application Compatibility cache (Shimcache)

Windows Application Compatibility cache (Shimcache) can be used to determine execution of application
execution on a windows system. It allows windows to execute the applications that has compatibility
issues.Shicahce allow us to identify the excutable or scipt name and full path, last modification date, size,

Prefetch Location:
C:\Windows\AppCompat\Programs\Amcache.hve

Registry Key Location:
HKLM\System\CurrentControlSet\Control\Session Manager\AppCompatCache

NB: shimcache is only written to registry upon system shutdown. When condicting a Live Response You can use
volatility plugin to read the shimcache from memory.

Tool: AppCompatCache Parser

® Command Prompt - O X

AppCompatCache Parser version 1.4.4.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/AppCompatCacheParser

The ControlSet to parse. Default is to extract all control sets.

Full path to SYSTEM hive to process. If this option is not specified, the live Registry will b
e used

Sorts last modified timestamps in descending order

Directory to save CSV formatted results to. Required
File name to save CSV formatted results to. When present, overrides default name

Debug mode
The custom date/time format to use when displaying timestamps. See https://goo.gl/CNVgek for o
ptions. Default is: yyyy-MM-dd HH:mm:ss
nl When true, ignore transaction log files for dirty hives. Default is FALSE

Examples: AppCompatCacheParser.exe --csv c:\temp -t -c 2
AppCompatCacheParser.exe --csv c:\temp --csvf results.csv

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

\walid pch\Desktop:AppCompatCacheParser.exe --
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Output
1 |Control » | CacheE| * | Path > | LastModifiedTi| ~ |Execute | Duplice ~ | Sourcel ~ 2

a3z 1 52 C:\ProgramData\Microsoft\Windows Defender\Platform\4.18.2104.10-0\MsMpEng.exe 5/9/2021 19:17 NA FALSE Live Registry
933 1 43 C:\WINDOWS\SoftwareDistribution\Download\Install\AM_Delta_Patch_1.339.303.0.exe 5/10/2021 1:51 NA FALSE Live Registry
934 1 35 C:\Users\WALIDP~1\AppData‘Local\Temp\.opera\EED89729A050' ST IProgramsOpera\10423, 5/10/2021 15:36 NA FALSE Live Registry
935 1 36 C:\Users\walid pc\AppData\Local\Temp\.opera\EED89729A050\ opDataLocal ProgramsOpera\10428 2  5/10/2021 15:36 NA FALSE Live Registry
936 1 33 C:\Users\WALIDP~1\AppData\Local\Temp\.opera\EED89729A05( :AppDatalocalProgramsOpera\10428  5/10/2021 15:38 NA FALSE Live Registry
937 1 34 C:\Users\walid pc\AppData\Local\Temp\.opera\EED33729A050\« <ppDataLocalProgramsOpera\ 10428 5 5/10/2021 15:38 NA FALSE Live Registry
938 1 26 CA\WINDOWS\SoftwareDistribution\Download\Install\AM_Delta_Patch_1.339.323.0.exe 5/10/2021 19:30 NA FALSE Live Registry
939 1 13 CAWINDOWS\SoftwareDistribution\Download\Install\AM_Delta_Patch_1.339.373.0.exe 5/11/2021 19:34 NA FALSE Live Registry
940 1 12 C:\Program Files (x86)\Google\Update\Install\{20AFBA10-629F-4272-9533-92DDSA0A7EASH90.0.4430.212_90.0.4430.9  5/11/2021 22:59 NA FALSE Live Registry
a41 1 10 C:\Program Files (x86)\Google\Update\Install\{20AFBA10-629F-4272-9533-92DDSA0ATEASN\CR_C4A7B.imp\setup.exe 5/11/2021 22:59 NA FALSE Live Registry
042 1 6 C:\WINDOWS\SoftwareDistribution\Download\Instal\AM_Delta_Patch_1.339.443.0.exe 5/11/2021 23:32 NA FALSE Live Registry
943 1 5 C:\WINDOWS\SoftwareDistribution\Download\Install\Windows-KB890830-x64-V5.89.exe 5/11/2021 23:38 NA FALSE Live Registry
944 1 4 CAWINDOWS\system32\MRT.exe 5/11/2021 23:38 NA FALSE Live Registry

AMcache

Tool: Amcache Parser

AmcacheParser version 1.4.8.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/AmcacheParser

Path to file containing SHA-1 hashes to *include® from the results. Blacklisting overrides whitelistin
Amcache.hve file to parse. Required

Include file entries for Programs entries

Path to file containing SHA-1 hashes to *exclude®* from the results. Blacklisting overrides whitelistin

Directory where CSV results will be saved to. Required
csvf File name to save CSV formatted results to. When present, overrides default name

dt The custom date/time format to use when displaying timestamps. See https://goo.gl/CNVgek for options.
is: yyyy-MM-dd HH:mm:ss

mp When true, display higher precision for timestamps. Default is FALSE

nl When true, ignore transaction log files for dirty hives. Default is FALSE

debug Show debug information during processing [ ]
trace Show trace information during processing

Examples: AmcacheParser.ex Temp\amcache\AmcacheWinl®.hve™ --csv C:\temp
AmcacheParser.ex emp\amcache\AmcacheWin1®.hve" -i on --csv C:\temp --csvf foo.csv

AmcacheParser.ex :\Temp\amcache\AmcacheWinl®. hve” -w temp\whitelist.txt" --csv C:\temp

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

cheParser.exe

System Resource Utilization Monitor

The Windows System Resource Usage Monitor (aka SRUM) contains a wealth of information about all the
activities that occur on your machine. It keeps the names and paths of every application that executes on
your system even the ones the attackers deleted. It was designed to track windows resource utilization.

Location: %systemroot%\Windows\System32\sru\srudb.dat
Tool: SRUM-dump.exe
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NB: the srub.dat is locked by the system and it cannot be copied from a live system .It can be done with FTKimager
or via vssadmin.

NB: data are written to srub.dat on system shutdown.

Get srudb.dat via vssadmin

EX Administrator: Command Prompt
oft Windows [Version 18.8.19841
osoft Corporation. All rights reserved.

OuWS
administrative command-line tool

are Shadow Copy provider 1.8°
bleWriters
ent, Client- ible, No auto release, Differential, Auto recovered

6}

o

[

- ;o
(=]

iblel
tent,

W

Attributes:

Contents of shadow co

(=]

W

Attributes: ent, Client- sible, Mo auto release, Differential,
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Create a symbolic link

\ \Desktopsxmkli fd output \\?\GLOBALROOT\Device\HarddiskVolumeShadowCop
ic link created t COBACROOTY diskVolumeShadowCopy1h

YDes
\Desktop»cd output

Usersh \Desktop\output>dir
Volume in drive C has no label.
Volume Serial Mumber is E-CD3E

\Desktop\output

Autodesk

inetpub
Intel

m

nt
Perflogs
am Files

=

HEHHEHHEHH

[l I
CHH HH A
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copy the SRUDB.dat

\Desktop

esktop
ommand

SRUM_TEMPLATEZ

es you to develop Foren
R R RO 1 . FINISHED
Estimation Provider containi

know
d other your forensi i i ions check out S indows Forensi

Output: Network Data Usage. you can see the last application executions on the system with the user SID
associated, in addition to other details like data sent and received.

A B C D
1 |SRUM ENTSRUM ENTRY CREATION Application User SID
2 176647 I 2021-05-12 0:10:01 | {device\harddiskvolume3\users\walid pchappdatailocal\prosrams\opera\75.0.3969.218\0pera.exq 5-1-5-21-3026893380- 3979506429-968727220-1001 {unknown
3 176648 2021-05-12 0:10:00 Dnscache 5-1-5-20 { NT Authority)
4 176649 2021-05-12 0:10:00 \device\harddiskvolume3\program files (x86)\microsoft\edge\application\msedge.exe 5-1-5-21-3026893380-3979506429-968727220-1001 {unknown)
5 176650 2021-05-12 0:10:00 \device\harddiskvolume3\program files (x86)\google\chrome\application\chrome.exe 5-1-5-21-3026893380-3979506429-968727220-1001 {unknown)
6 176651 2021-05-12 0:10:00 \device\harddiskvolume3\program files (x86)\winscp\winscp.exe 5-1-5-21-3026893380-3979506429-968727220-1001 {unknown)
7 176652 2021-05-12 0:10:00
8 176653 2021-05-12 0:10:00 DiagTrack 5-1-5-21-3026893380-3973506429-968727220-1001 (unknown)
9 176654 2021-05-12 0:10:00 System 5-1-5-18 { Local System)
10| 176655 2021-05-12 0:10:00 \device\harddiskvolume3\users\walid pc\appdata\local\microsoft\onedrive\21.062.0328.0001\file 5-1-5-21-3026893380-3979506429-968727220-1001 {unknown)
1 176656 2021-05-12 0:10:00 WpnService 5-1-5-18 { Local System)
12| 176657 2021-05-12 0:10:00 \device\harddiskvolume3\windows\system32\speech_onecore\common\speechmodeldownload. 5-1-5-20 { NT Authority)
13| 176658 2021-05-12 0:10:00 microsoft.windowscommunicationsapps_16005.13426.20920.0_x64__8wekyb3dsbbwe $-1-5-21-3026893380-3979506428-968727220-1001 (unknown)
14| 176659 2021-05-12 0:10:00 wuauserv 5-1-5-18 { Local System)
15 176660 2021-05-12 0:10:00 wuausery 5-1-5-21-3026893380-3979506429-968727220-1001 (unknown)
16| 176661 2021-05-12 0:10:00 \device\harddiskvolume3\program files (x86)\microsoft office\root\officel6\sdxhelper.exe 5-1-5-21-3026893380-3979506429-968727220-1001 (unknown)
17 176662 2021-05-12 0:10:00 DoSvc 5-1-5-21-3026893380-3979506429-968727220-1001 (unknown)
18 176663 2021-05-12 0:10:00 SSDPSRV 5-1-5-19 { NT Authority)
19 176664 2021-05-12 0:10:00 BITS $-1-5-21-3026893380-3979506428-968727220-1001 (unknown)
20 176665 2021-05-12 0:10:00 BITS 5-1-5-18 { Local System)
21 176666 2021-05-12 0:10:00 CryptSvc 5-1-5-21-3026893380-3979506429-968727220-1001 (unknown)
22 176667 2021-05-12 0:10:00 \device\harddiskvolume3\program files (x86)\microsoft office\root\office16\excel.exe 5-1-5-21-3026893380-3979506429-968727220-1001 {unknown)

45| Page

https://t.mel/learningnets



Practical Windows Forensics

To convert the SID to the actual user

ccount get name,sid

ARD_12_USER

WDAGUTilityAccount

Recycle Bin

The recycle bin is located in the root of the OS drive. Called SRecycle.bin (hidden).
Each deleted file will result in 2 files placed within the SRecycle.bin. Both files are renamed with random
characters value starting with Sl and SR.

Slxxxxxx contain meta data specific to that file (file name, PATH prior to deletion, size, time deleted.
SRxxxxxx contain actual file contents .

Tool: Sl Parse

Experiment 1 — Deleting a file from desktop

. Delete File x

Mew Text

Are you sure that you want to move this file to the Recycle Bin?
Document

P
I Mew Text Document I

Type: Text Document
Size: 0 bytes
Date modified: 29/05/2021 17:06

Yes Mo
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SRecycle.Bin location
ir a
in drive C has no label.
Volume Serial Mumber is ES88E-CD3E

Directory of C:\

File Mot Found

Volume 1n drive C has no label.
Volume Serial Mumber is ES88E-CD3E

$WInREAgentT

Results
2 new files were created in the SRecycle.Bin folder
C:%W§Rec

Volume in drive C has no
Volume Serial Number is

$ IGHNDQE
$IK

$IK

$IK
FINAXX3B.1ic
$I0S8HEH.
$IQLXB73
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Opening the $I3GB7Rk.txt we can see the original path and file name of the file deleted

| $I3GETRK - Notepad

File Edit Format View Help
pc\DesktopiyNew Text Document.

Parsing the SI3GB7Rk.txt file with Sl Parse tool
Mk Sl Parse v
Mode Help

Directory of $I Files

C:\Users\. \Desktop Browse

. OQutput File
SI3GB7RK

IC:\Users\ : p\Desktop\results.tsv Browse

Parse!

Results
| A . B | C . D
1 |Deleted Date File Mame File Size (| Version
2 |05/29/2021 14:10:25 UTC C:\Users\m==' ="\Desktop\New Text Document.txt 0 Windows 10
3
4
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RDP Cache

When you use the mstsc RDP client on your windows the cache is stored in a specific folder “RDP Cache”.
The purpose of this cache is to improve performance by caching sections of the screen .

RDP Cache Location: C:\Users\{username\AppData\Local\Microsoft\Terminal Server Client\Cache

Tool:bmc-tools

Experiment 1 — Accessing another device using RDP

In order to perform this test, | have accessed another pc on the network using RDP. After that | copied the
Cache0000.bin and Cache0001.bin to my Kali linux and used the bmc-tools RDP Cache parser to extract
the data from the RDP Cache

Results
RDP Cache location

« v p <« Users » » AppData » Local » Microsoft » Terminal Server Client » Cache w

~ MName Date modified Type Size
3 Quick access

| | beache22.bmc BMC File 20,474 KB

I Deskto .

¢ || bcachedd.bmc BMC File 0 KB
¥ Downloads [} Cache0000.bin BIN File 102,476 KB
= Documents [ CacheD001.bin BIN File 102,430 KB
&= Pictures

Parsing the RDP Cache files using bmc-tools
:~/Downloads/bmc-tools-master# python bmc-tools.py -s ./ -d ./output
Processing a directory...
6400 tiles successfully extracted in the end.

Successfully exported 6400 files.
Unable to retrieve file contents; aborting.
:~/Downloads/bmc-tools-master#
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Photos resulted from the parsing of the RDP Cache using bmc-tools

4r Home | Downloads |/ bmc-tools-master /E

m > |
a |utdated.Cl  bases are ¢
: : . elp v
I ongtime. rmed in 3 R4
Cache0000.bin_ Cache0000.bin_ Cache0000.bin_ Cache0000.bin_ Cache0000.bin_
0070.bmp 0071.bmp 0072.bmp 0073.bmp 0074.bmp
S ERT ] — )
ible networks I Avail ' [
E— settinne. . |
Cache0000.bin_ Cache0000.bin_ Cache0000.bin_ Cache0000.bin_ Cache0000.bin_
0080.bmp 0081.bmp 0082.bmp 0083.bmp 0084.bmp
nst network
=
Cache0000.bin_ Cache0000.bin_ Cache0000.bin_ Cache0000.bin_ Cache0000.bin_
0090.bmp 0091.bmp 0092.bmp 0093.bmp 0094.bmp
| ; om L
a min. 60, |ters for
Cache0000.bin_ Cache0000.bin_ Cache0000.bin_ Cache0000.bin_ Cache0000.bin_
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Volume ShadowCopy Service (VSS)

Volume ShadowCopy Service (VSS) is a windows feature used to allow volume backup during the running
of the system.

This windows feature allows users to roll back to a previous windows state. This will be useful to find
information that was written in the past.

Snapshots can be created automatically when windows updates are installed, driver/software installation,
or via a scheduled task.

Using the VSS we can recover files, registry keys, etc..

Tools: VSSAdmin and Mklink

To list the shadows copies on a system ; command: vssadmin list shadows /for=c:

IE typed URLs

All typed URLs by the user are stored in a particular registry key. This information can be used to
investigate what URLs and websites were visited by the user.

Registry Key Location:
NTUSER.DAT\Software\Microsoft\Internet Explorer\TypedURLs
NTUSER.DAT\Software\Microsoft\Internet Explorer\TypedURLsTime

Key name # values = subkeys

w6 RegSz

w7 RegSz

IE Browser Settings

To check Internet explorer settings.

Registry Key Location:
NTUSER.DAT\Software\Microsoft\Internet Explorer\Main
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Key name # values #subkeys | Last wiite imestamp
¥ | e e 3 CINCIRS

LiseClearType

YMLHTTP

(J("L—_Ll[dc:cﬁtqucr:y RegSz Once_Per_Session
X

Local Page RegSz C:\WINDOWS\system32'b

7 2021-03-26 11:12: Enable Brows: s
Play_Badkground_Sounds RegSz —

Play_Animations RegSz

L] 0 2020-08-19 22:30:(

vat e egDwor
13 1 2020-08-19 22:30: H — — — - — v
6 ola81922304 [ e

Logs Analysis

Windows Events logs Analysis

After a compromise, the first thing investigators will do is review the log files. Windows events logs
contains a lot of information about system and users activities. Event logs can provide a lot of information
for investigators like login attempts ,system restart and other system events.

Windows Events Logs Location : \%SystemRoot%\System32\winevt\Logs\*.evtx

Main Event Logs

System Log

The System Log records events that are logged by the Operating System (eg. data about hardware
changes, device drivers, system changes, and all activities related to the machine).

Security Log

The Security Log contains Logon/Logoff activity and other activities related to windows security. (useful to
detect and investigate attempted and/or successful unauthorized activity).

Application Log

The Application Log records application related events. It records the errors that occur in an application,

informational events, and warnings from the software applications. (Useful to troubleshoot any software
problem that prevents it from either logging in or functioning properly).
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Useful events for forensics analysis

Event ID

(Vista/7/8/2008/2012)

Description Log Name

4624  Successful Logon Security

4625  Failed Login Security

4648 Alogon was attempted using explicit credentials

4776  Successful /Failed Account Authentication Security

4720 A user account was created Security

4723  An user attempted to change an account’s password

4732 A member was added to a security-enabled local group Security

4728 A member was added to a security-enabled global group Security

4769 A service ticket was requested by a user account for a specified resource

4771  Depending on the reason for a failed Kerberos logon, either Event ID 4768 or Event
ID 4771 will be created

4776  While less common in a domain environment, NTLM may still be used for
Authentication

5140 A network share object was accessed

7030  Service Creation Errors System

7040 The start type of the IPSEC Services service was changed from disabled to auto start.

7045  Aservice was installed in the system

106 Scheduled Task Created

4698 A scheduled task was created.

6006 The event log service was stopped

5031 The Windows Firewall Service blocked an application from accepting incoming

connections on the network

5152  The Windows Filtering Platform blocked a packet

5154  The Windows Filtering Platform has permitted an application or service to listen on a

port for incoming connections

5156  The Windows Filtering Platform has allowed a connection

5157 The Windows Filtering Platform has blocked a connection

5158 The Windows Filtering Platform has permitted a bind to a local port

5159 The Windows Filtering Platform has blocked a bind to a local port

1102  Clear Event log

2003 Disable firewall

https://t.mel/learningnets
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Logon Type Codes

One of the useful information that Successful/Failed Logon event provide is how the user/process tried to
logon (Logon Type) . Windows display this information as a number. The list below explain the logon type
and their codes:

Logon type Logon title Description

2 Interactive A user logged on to this computer.

3 Network A user or computer logged on to this computer from the network.

4 Batch Batch logon type is used by batch servers, where processes may be executing on behalf
of a user without their direct intervention.

5 Service A service was started by the Service Control Manager.

7 Unlock This workstation was unlocked.

8 NetworkCleartext A user logged on to this computer from the network. The user’s

password was passed to the authentication package in its unhashed form. The built-in authentication
packages all hash credentials before sending them across the network. The credentials do not traverse
the network in plaintext (also called cleartext).

Useful tools:

Log Parser

Tool that provides universal query access to text-based data such as log files, XML files and CSV files, as
well as key data sources on the Windows operating system such as the Event Log, the Registry, the file
system, and Active Directory.

https://www.microsoft.com/en-us/download/details.aspx?id=24659

python-evtx
Python parser for recent Windows Event Log files (.evtx).

EvtxParser
A parser framework for Microsoft Windows Vista event log files in their native binary (.evtx) format.
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Interesting logs to looks at:

e Event Log start/stop. Event ID's 6005 and 6006 represent the Event Log service starting and
stopping, respectively. Individuals looking to hide their actions may stop the Event Log service,
but the most likely cause of these events is a system shutdown.

e System shutdown/restart. Event ID 6008 indicates an unexpected shutdown, and 6009 the
associated restart. Event ID 6009 is generally preceded by a 6006 event to stop the Event Log
service. 1074 is used to show the process which initiated a shutdown, and 1076 (on Windows
2003) shows the reason provided for the shutdown.

e EventID 26 in the system log may indicate a successful buffer overflow attempt. Event ID 1001
indicates a memory dump was performed and will list the location of the dump file.

e Service Pack update/installation. Showing a particular patch was installed at a particular time can
be useful in refuting claims of infection or exploit by malware. Event ID 19 shows successful
installation of an automated patch. Event ID 4377 shows specific package hotfix installations. The
initial Windows installation with build number should be one of the first listed events ( assuming
log recycling has not occurred) with an event ID 60054.

e Event ID 100 indicates a failure to authenticate against a known account, and a series of these
events may indicate password guessing or a brute force tool use. Failures to log on are one of the
best indicators of password guessing or bruteforce attacks on a system. Failed attempts are
logged based on the reason for failure: wrong password or user name (Event ID 529; may be a
hacking attempt), account is disabled or expired or locked (Event IDs 531 and 532 and 539,
respectively; could be password sharing or disgruntled former employees ), or the user tries to
log in to a resource to which he or she is not permitted access (Event ID 533; possible
unauthorized access).

e Unfortunately, failed log-ons also occur in large numbers for legitimate reasons. Users forget
passwords, automated tools are misconfigured, and Caps Lock keys are accidentally depressed,
making it difficult to separate out malicious log-on failures. In generally, malicious failures will be
more numerous in nature, will be closer together (if an automated tool is used), and may show
failures to multiple account names (from the same source machine).

e Alteration of machine information. Event ID 6011 denotes a system name change. Investigations
into a particular machine name that does not match with existing information should look for this
ID to indicate a potential change of name after an event occurred.

e Successful Log-on/Log-off Events. Successful log-on events are used to show who performed a
particular action. Interactive log-on events are characterized by Event ID 528, with a subcategory
defining the log-on type.

e Remote Desktop Connection .Remote Desktop Connection events can be bounded by connection

types other than log-offs as well. Disconnects leave the user logged in but detach the actual
terminal machine from the server. Reconnects re-attach and are accompanied by log-on events.
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The disconnection is an Event ID of 683 and the subsequent reconnection a 682.

Changing of the audit policy .Changing of the audit policy ( specifically removing the auditing of
certain events) is indicative of a hacking attempt or root kit installation. Event ID 612 is a change
of audit policy. Any change from prior 612 Event ID entries that show a removal (minus sign) of
policy that was previously present (plus sign) should be questioned.

Successful or Failed Object Access. Auditing for specific NTFS files and folders can be turned on
using the Advanced button on the Security tab within the particular object's properties. Enabling
auditing on an object can log anything from attempted reads of that object to successful deletion
of that object. If this level of auditing is enabled, it can show when a given entity was accessed
and by whom and when a file or folder was changed or deleted, or highlight unauthorized access
attempts on key objects.

Account Change. Changes to an individuals account settings may be the result of malicious
activity. Event ID 642 indicates an account settings change. Event ID 628, the most common
follow-up event, indicates that the password and a particular account were changed.

Log Clearing. An Event ID of 517 indicates the security event log was cleared. There is no
corresponding event for clearing the application or system logs. Clearing the security log is almost
never done without saving the old log to a file for legitimate reasons, but may indicate an
intruder covering his or her tracks. A search for EVT files or a text search for common Event ID
wording on the drive may turn up old Event Viewer details if the log was saved before deletion

Investigating an unplanned system restart

In this case scenario | will investigate an unplanned restart for an unknown reason to understand the
reason behind the restart. The screenshots below shows the steps performed to investigate this incident.

At 6:15:30 AM we logged in to my device that was restarted for an unknown reason.

&) Event Viewer
File Action View Help

= | 7T HE

{81 Event Viewer (Local)
7 Custom Views

f—] Forwarded Events
] Applications and Services Lo
.4 Subscriptions

Security Number of events: 30,111

-‘\ Audit Success
<L, Audit Success

10/06/2021 05:47:08
10/06/2021 05:36:00

ANMNAI031 052600

Microsoft Windows securi...
Microsoft Windows securi..,

Wlicroeaft Windeas cacur

Logen

+ [ Windows Logs Keywords Date and Time Source Event ID _Task Category ~
§&] Application 10/06/2021 D6:15:30 Microsoft Windows securi... :
] Security =, Audit Success 10/06/2027 05:36:02 Microsoft Windows secur.. 4672 Special Logon
] Setup -\ Audit Success 10/06/2021 05:56:02 Microsoft Windows securi... 4624 Logon
fs] System <L, Audit Success 10/06/2021 05:47:08 Microsoft Windows securi.. 4672 Special Logon

Special Logon

Lonan

Event 4624, Microsoft Windows security auditing.

Now we know that we should be looking in the logs from 10/6/2021 06:15:30 backwards to the previous

day.

Went back in the time line, still in the security logs to find more information and found the “The event
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logging service has shut down” event. This could indicate the system restarting and killing services (or

could indicate an attacker is stopping the logging). Now we have an idea on when the system could be
restarted.

] Event Viewer
File Action View Help
= 27 HE

Event Viewer (Local)

Security Number of events: 30,111 (I) New events available
» 3 Custom Views

+ [ Windows Logs Keywords Date and Time Source EventID Task Category {a
5] Application F\Audit Success 10/06/2021 00:15:03 Microsoft Windows securi... 4688 Process Creation
[+] Security @, Audit Success 10/06/2021 00:15:02 Microsoft Windows securi... 4826 Other Policy Change Events
] Setup A, Audit Success 10/06/2021 00:15:02 Microsoft Windows securi...
] System i

4696 Process Creation
E] Forwarded Events I L

» L Applications and Services Lo!

indows securi

Audit Success

10/06/2021 00:13:30

=L Audit Success 10/06/2027 00:12:18

Eventiog

Microsoft Windows securi... 4907 Audit Policy Change
-4 Subscriptions D Audit Succace 10/062021.00:12:18 M. 2 1AL cacai 4007 Audit Dalicw Chanas. ot
|| Event 1100, Eventlog x
Commesl o

Switching the system events. While going back to the time of shutdown (10/06/2021 00:13:30) we found

this event which indicate a successful installation of a system update.(we still need to understand what
triggered the system restart at 06:15:30).

] Event Viewer

File Action View Help
= a5 HE
Event Viewer (Local)

System Number of events: 40,
» [ Custom Views |

v [ Windows Logs Level Date and Time Source Event ID Task Category
f£] Application W eror 10/06/2021 00:24:24 Sekce Control Mana... 7000 None
E] Security () Error 10/06/2021 00:24:24 Service Control Mana... 7009 _None
E] Setup I & Information ) WindowsUpdateClient 19 Windows Update Agent I
[+] System 1. Warning 10/06/2021 00:23:52 Distnbuted COM 10016 None
[£] Forwarded Events [\, Warning 10/06/2021 00:23:52 DistributedCOM 10016 None
» L) Applications and Services Lo/l (7) Information  10/06/2021 00:23:46 Winlogon 7001 (1101)
.4 Subscriptions Giné i A0/0AL2021 00:22:44 SanicaControl Mana. 040 Nona
Event 19, WindowsUpdateClient
General Details
Install Successful: Windows successfully lled the following update: 2021-06 Cumulative Update for Windows 10 Version 2004 for x64-based Systems
(KB5003637)

Minutes before the restart we found this event which indicated without any doubt the reason behind the

system restart.
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3 Event Viewer
File Action View Help
e A2
ent Viewer (Local)
Custom Views
v [ Windows Logs

5] Application

] Security

] St
] Forwarded Events

3 Subscriptions

System update was
system restart.

& Event Viewer

File Action View Help

= 25 HE

Event Viewer (Local)
> 3 Customn Views
v [ Windows Logs
i._‘l Application
@ Security
£ Setup
=] System
E Forwarded Events
» [ Applications and Services Lo
-1 Subscriptions

> [ Applications and Services Lo

System Number of eve
Level Date and Time Source EventID Task Category
(@) Information  10/06/2021 00:10:40 Kernel-General 16 None
@lnformation 10/06/2021 00:10:34 Winlogon 7002 (1102)
Geror 10/06/2021 00:10:26 DistributedCOM 10010 None
(@ Information  10/06/2021 00:10:09 User32 1074 None
A\ Warning 10/06/2021 00:09:49 DNS Client Events 1014 (1014)
(D)Information  10/06/2021 00:08:33 BROWSER 8033 None
A AL ADOAL2021 00:0T:34 DAS Chant Fuante. 1014014
Event 1074, User32
General Details
on behalf of user NT
Comment:

running since 09/06/2021 22:24:31 Additional updates were been installed post

System Number

Date and Time EventID Task Category

@Infcrrnation 09/06/2021 22:23:3 WindowsUpdateClient 44 Windows Update Agent
@Infarmation 08/06/2021 21:11:37 BROWSER 8033 None
(i) Information  09/06/2021 21:11:36 Metwiw(d 7003 Mone
(G 1afecenati 00062001 210247 BROMISER 2033 Mana

Event 19, WindowsUpdateClient

General  Details

Successful: Windows successfully installed the following update: Security Intelligence Update for Microsoft Defender Antivirus - KB2267602
(Version 1.341.403.0)
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Windows update started downloading the files on 09/06/2021 14:51:55

4] Event Viewer
File Action View Help

«=| 27 HEE
2] Event Viewer (Local) System Number of events: 40,844
» 3 Custom Views

v L Windows Logs =
5] Application (i) Information _ 09/06/2021 14:51:55 WindowsUpdateClient Windows Update Agent

Level Date and Time Source EventID Task Category

] Security $E Information  09/06/2021 14:51:55 WindowsUpdateClient Windows Update Agent
] Setup Grstion 0970672021 T 1200 BROWSER B33 N
5] System () Information  09/06/2021 14:11:58 Netwtw04 7003 None
[£] Forwarded Events (@ Information  09/06/2021 14:11:58 Netwtw04 7003 None
» L) Applications and Services Lo| | () Information  09/06/2021 14:11:23 Service Control Mana... 7040 None
.4 Subscriptions |_A\ Warnina__ 00/06/2021 14:00:00. DAIS Cliant Eiant: 1014 (10141 e

Event 44, WindowsUpdateClient x

General Details

1

[Wmdows Update started downloading an update. [
r

Investigating RDP connection Event Logs (Lateral movement)

When a user remotely connects to the Remote desktop, a whole number of events appear in the
Windows Event Viewer. There are several different logs where you can find the information about
Remote Desktop Connections. We'll look at the logs and events on the main stages of an RDP connection
that may be of interest (Network Connection, Authentication, logon, Session Disconnect/Reconnect,
Logoff).

Experiment 1 — Accessing another pc on the network using RDP and logging on

After a successful established connection to the remote server using RDP, The below logs were observed

NB: If you are performing an investigation on a pc and you want to check all remote connections that were made to
this device using RDP you can apply a filer with event ID 1149.
NETWORK Connection Event Viewer > Applications and Services Logs > Microsoft > Windows >

TerminalServices-RemoteConnectionManager. Event ID 1149 (Remote Desktop Services: User
authentication succeeded)
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& Event Viewer 192.162.1.127

File Action View Help

o mF HE

S LGRS LU Operational  Number of events: 97
w [ TerminalServices-Remote
i-—| Admin Level Date and Time Source Event D Task Cateq...
] Operational (i) Information 5/31/2021 11:08:08 AM TerminalSe... 1149 None
. [ TerminalServices-Serverl: | [TIJInformation _ 5/3172021 11:08:08 AM Terminalse. . 6T None
| Time-Service @Information 5/31/2021 11:07:59 AM TerminzlSe... 261 MNone
v [ TZSyne @Informatinn 5/31/2021 11:00:47 AM TerminalSe... 1149 None
» [ TZuil (i) Information 5/31/2021 11:00:17 AM TerminalSe... 261 MNone
Tonias 5 - e e e —— e e —_ - - R -

The logs details provide username, domain, and the source IP

Event 1149, TerminalServices-RemoteConnectionManager

General Details

Bemote Desktop Services: User authentication succeeded:l I

[ [Domain]

ource Network Address| 192,168.1.1%

Log Name: Microsoft-Windows-TerminalServices-RemoteConnectionManages/Operational
Source: TerminalServices-RemoteCo Logged: 5/31/2021 11:08:08 AM

Event ID: 1149 Task Category: None

Level: Information Keywords:

User: NETWORK SERVICE Computer: vl B local

OpCode: Info

More Information: Event Log Online Hel,

Authentication The authentication log shows whether the RDP user has been successfully authenticated
on the server or not. The log is located in Windows > Security. If the authentication was successful you
would see EventID 4624, if the authentication failed you would see EventID 4625. Also pay attention to
the LogonType value. If the RDP service has been used to create a new session during logon,
LogonType=10. If the LogonType=7, it means that a user has reconnected to the existing RDP session.
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] i Applicati;n <L, Audit Success  5/31/2021 11:08:11 AM Microsoft Win... 4624 Logon
{+] Security <, Audit Success  5/31/2021 11:08:11 AM Microsoft Win... 4624 Logon
] Setup <L Audit Success  5/31/2021 11:08:11 AM Microseft Win... 4548 Logon
i._ System A, Audit Success  5/31/2021 11:08:11 AM Microsoft Win... 4624 Logon
] Forwarded Events @ i 5/31/2021 11:08:11 \

Y Applications and Services Logs Aud 8:08 A 50 i 1
[&] Hardware Events = Audi Success Sy TT7200T TTORNE AM TAcrosott Win.. TE7F SpecialLogon
Is| Intermet Explore: a2 4 £ g mpna g ana s X pep N
i] Key Management Service Event 4624, Microsoft Windows security auditing.

v | Microsoft
| Antimalware General Details
AppV
| User Expenience Virtualization New Logon:
v | Windows curity 10 MICTIE ]
MD : L I
. Account Domain: VICT= |
All-User-Install-Agent Togon 1D TSR
| Altoyn Linked Logon 1D: 00
| AppHost Network Account Name: -
ApplD Network Account Domain: -
1 ApplicabilityEngine Logon GUID: {00000000-0000-0000-0000 }
_ Application Server-Applic
Application-Expenence Log Name: Security
| ApplicationResourceMan: Source: Microsoft Windows security Logged: 5/31/2021 11:08:08 AM
| Applocker
) Event ID: 4624 Task Cat, 2 L
AppMedel-Runtime ven e
AppRisainess Level: Information Keywords: Audit Success
7 Apps User MSA Computer. wicti n
Apps-API OpCode Infor
A il e - - - . - - -

You can find the user name in the event description in the Account Name field, a computer name —in
Workstation Name, and an IP address —in Source Network Address, , Logon type, etc...

This can be done also using PowerShell
Command: Get-EventlLog security -after (Get-date -hour 11 -minute 08 -second 07) | ?{S_.eventid -eq
4624 -and S_.Message -match 'logon type:\s+(10)\s'} | Out-GridView

Logon refers to an RDP logon to the system, an event that appears after a user has been successfully
authenticated. It is an event with the EventID 21 (Session logon succeeded), 24 (Session has been
disconnected), 25, 39, 40 (Remote Desktop Services: Session logon succeeded). This events are located in
the “Applications and Services Logs > Microsoft > Windows > TerminalServices-LocalSessionManager >
Operational”. As you can see, here you can find the ID of a user RDP session — Session ID.

6l|Page

https://t.mel/learningnets



Practical Windows Forensics

| TCPIP

TerminalServices-ClientActiveXCore Level Date and Time Source Event ID  Task Categol
_| TerminalServices-ClientUSBDevices nformation
~ || TerminalServices-LocalSessionManager i Information 5/31/2021 11:08:08 AM TerminalSenvices...
&1 Admin ) Information 5/31/2021 11:08:08 AM TerminalServices... 40 MNone
i—l Operational 5/31/2021 11:05:42 AM TerminalServices... 42 None
_| TerminalServices-PnPDevices 5/31/2021 11:05:42 AM TerminalServices... 25 MNone
TerminalServices-Printers 5/31/2021 11:05:41 AM TerminalServices... 40 None
w || TerminalServices-RemoteConnectionManager $/31/2021 11:05:40 AM TerminalServices... 40 None
& Admin £rn4eapng 49 ne an aus - - PP
=] Operational Event 25, TerminalServices-LocalSessionManager
| TerminalServices-ServerUSBDevices
[ Time-Service General Details
| TZSync
1 TZUtil Remote Desktop Services: Session reconnection succeeded:
UAC

| UAC-FileVirtualization g‘;sr

Ul-Search Snurlr_e Neltwork Ad drss:
| UniversalTelemetryClient
| User Control Panel

User Device Registration
_| User Profile Service

_| User-Loader

UserPnp Log Name: Microsoft-Windows- TerminalServices-LocalSessionManager/Operational
- VDBVROGT . Source: TerminalServices-LocalSessit Logged: 5/31/2021 11:08:12 AM
- :I’:g):;rdwarﬁecuﬂty Event ID: 25 Task Category: None
1 Volume Level: Information Keywords:
[ VelumeSnapshot-Driver User: SYSTEM Computer: victim pm m
| Vpn Plugin Platform OpCode: Info

Apache logs Analysis

Location: /var/www/apache2/logs/access logs

Apache logs screenshot

z411a/5.0 (Macintosh; Intel Mac 0S X 10_11_6) AppleWebKit/601.7.7 (KHTML, like Gecko) Version/9.1.2 Safari/601.7.7"
'Mozilla/5.8 (Windows NT 10.8; WOWS4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36"
zilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116 Safari/537.36"
0241112/5.0 (Windows NT 6.1; WOW64) ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116 Safari/537.36"
- Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6) AppleWebKit/601.7.7 (KHTML, like Gecko) Version/9.1.2 Safari/6e1.7.7"
38:45 -0500] “GET / HTTP/1.1" 302 - zilla/5.8 (Windows NT 10.0; WOW64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/51.8.2704.103 Safari/537.36"
12:01 -9500] “GET / HTTP/1.1" 302 - 0z1112/5.0 (Windows NT 10.8; WOWG4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36"

W 72,1.97 - [01/Dec/2018:20:04:39 -0500) "GET / HTTP/1.0" 302 109

.185.210.203 - - [01/Dec/2018 30:15 -0500] “GET / HTTP/1.1" 302 "Mozilla/5.8 (Windows NT 6.1; WOW64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36"
.42.113.75 - - [01/Dec/2018 39:34 -9500] “GET / HTTP/1.1" 302 - l0zi11a/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/52.0.2743.116 Safari/537.36"
131,191,100 ~ ~ [02/Dec/2018 46:05 -0500]) “"GET / WTTP/1.1" 302 "Mozilla/5.8 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36'
+138.229.29 - [02/Dec/2018:0; 47 -0500] "“GET / HTTP/1. ~ Mozilla/5.0 (Windows NT 10.8; WOW64) ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704,103 Safari/537.36"

30 -0500] "GET / HTTP/1. “Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51. 704.103 Safari/537.36
104 12 -0500] "GET / HTTP/1.1" 382 - "M0zi113/5.0 (Macintach: Tntal Mac 0S X 10.11: ru:47 @) Gerkn/20100181 Firafox/47 4"
60.191.38.77 82/Dec/2018:04:33:12 9500 ' GET /dashboard/ HTTP/1.1* ~* 'Mozilla/5.0 (Macintosh: Intel Mac 0S X 10.11: rv:47.8) Gecko/20100101 Firefox/47.0"

Searching for web attacks payloads

The logs start with the source IP that initiated the request, then the date and time, status code, request
size, User agent.

If we want to manually inspect the logs for web attacks we can use the “grep” tool (on linux) to search for
malicious payloads like XSS, SQLI, command injection, directory traversal attempts.
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XSS payload

SQLl payload

Command Injection payload
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Email Forensics

When you look at an email in outlook, gmail, or any other email client, you only see a fraction of the data
that the email contains. Emails contains subject line, date, sending address and message body. However
by looking at the email header you get all the information needed to perform a forensic analysis about
the email, like the route taken by the email to reach it’s destination and the results of authentication
testing. Examination of these headers can help to detect phishing emails.

Three potential signs of a phishing email:
e Mismatches in the sender’s address
e Suspicious path between sender and recipient
e Use of an unusual email client

Mismatched sender addresses

The display name in an email is easily faked. Comparing the various email headers associated with the
sender’s address can be helpful in identifying emails spoof. In the sample header below the email is
received from Amazon’s audiobook company. You can see that all header values in this email are the
same except for the From: one, which is what would be displayed to the email’s recipient. Comparing
these headers can help identifying a phishing email, in this case the email is legitimate.

Sample email header

smtp.mailfromP0200426102150b3db A |
dmarc=pass (p=QUARANTINE
Return-Path: [<20200426102150b3db
Received: from alb5-2Z39.smtp
by mx.google.

for <

Sun, 26 Apr
Received-SPF: pass (g 6
cl39vadwbjg38elbounces.audi n < 1, i nder : nt-ip=54.240.15.239;

dkim=pass header.i
dkim=pass header.i=
spf=pass (google.com:
cl39vadwbjg38e@bounces.audibl
smtp.mailfrom=P0200426102150b3db
dmarc=pass (p=QUARANTINE
DKIM-Signature: v=1; a=rsa-
d=audible.com; t=15
bh=HhN8WE1GS
b=R2cSrJKPO
UNN7eQOXspK6XudzLYRDEZ1PfJt
DKIM-Signature: v=1; a=rsa-
d=amazonses.com; t=15
bh=HhNS8WE1G8zk3msa
b=YaiuadYHW19 XecUa37u
FQlfwDZAZrKmDCvAtWEKi IdmuX
From: JAudible <newsletterslaud = |
To: @gmail.com
Message-ID: <01000171b601e7b5-836£8d05-144e-4166-b628-al278
Subject: Today's Daily Deal
MIME-Version: 1.0
Content-Type: multipart/alternative; b
X-AMAZON-MAIL-RELAY-TYPE: notifi
Bounces-to: [20200426102150b3db05

unces.audible.com;|

pv2wtzo647gowixsajr;
t-Type:Date;

24VgBMaBl2k/J7TZGA=
asteono;
:Feedback-1ID;
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Email Travel path

Between the sender and the destination, an email moves through multiple email servers. The number of
servers depends on the email, but it should always have at least two: the sending and receiving server.
This email originated from a yahoo.com address, so it makes sense that its sending server would be a
yahoo.com server.

Examining these email servers can help to identify inconsistencies regarding an email’s supposed origins.
For example, an email claiming to originate from the USA may have an initial server in China or UK, which
would be suspicious. Keep in mind that at each stage of the journey, an email server has the ability to
modify email headers. If DKIM and SPF are enabled, this should result in a failed verification. However,
the original sender of the email may have spoofed the headers to try to hide that they are the original
sender of the message.

Email Client

When sending an email, most people do not connect directly to the email server and type in an email in
the command line. Instead, they use an email client, like Outlook or Gmail. The mail client used by an
email’s sender is included in an email’s headers. If this header looks unusual in any way, it could be a
reason for suspicion.

5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
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Sample Email header Analysis

if you observe the email header below there seems to be a lot of Received: entries in there. As an email
travels from the source to its destination, each server adds its header entries to the top of the email
body. So if we want to trace the email origin, this will be the very first Received: entry encountered from
the bottom of the raw email. If you see something like Received-SPF:, ignore it.

Email Header

Received: from BL2ZPRD@711HT@EL.namprdd7.prod.outlook.com (18.255.184.164) by

BY2PRDD711HTOO3 . namprde? . prod.outlock.com (10.255.88.166) with Microsoft SMTP

Server (TLS) id 14.16.257.4; Thu, 17 Jan 2813 23:35:35 +000@

Received: from BL2PRDO711HT@B2.namprde7.prod.outlook.com (16.255.184.165) by

BL2PRDE711HT@@1.namprdd7 .prod.outlook.com (12.255.184.164) with Microsoft

SHMTP Server (TLS) id 14.16.257.4; Thu, 17 Jan 2013 23:35:34 +0008

Received: from mail?4@-tx2-R.bigfish.com (65.55.88.116) by

BL2PRDO711HTEO2 . namprds? . prod.outlock.com (18.255.104.165) with Microsoft

SHTP Server (TLS) id 14.16.257.4; Thu, 17 Jan 2013 23:35:34 +0008

Received: from mail24@-tx2 (localhost [127.6.2.1]) by mail24@-tx2-R.bigfish.com (Postfix) with ESWTP id AGSC@32025F for <jerryp@mail.unomsha.edu>; Thu, 17 Jan 2013 23:35:33 +@962 (UTC)
X-Forefront-Antispan-Report: CIP:59.125.100.113;KIP: (null);UIP: (null); ]PV NL] H:b¥. shako.com. tw;RD: 59-125-108- 113  HINET-IP . hinet.net; EFVD:NLT
X-BigFish: ps73(zz7f52hd926hzz1eeshldehlce5h1202h1e76h1d1ahld i 16d2h1177h1288h12a5h1225h12bdh137ah138eh13b6h13eah1441h1537h162dh 163101 758h17 F1h184Fh1885h30k503ke53iua7 k)
X-FOSE-spam: This message appears to be spam.
X-SpamScore: 73

Received-SPF: neutral (mail24e-tx2: 59.125.10@.113 is neither permitted nor denied by domain of aol.com) client-ip=59.125.108.113; envelope-from=vieriaaol.com; helo=bf.shako.com.tu ;shako.com.tu ;
Received: from mail2a@-tx2 (localhost.localdomain [127.8.@.11) by mail2da-tx2

(MessageSwitch) id 1358465731454940 _36539; Thu, 17 Jan 2013 23:35:31 40000

(ure)

Received: from TX2EHSMHSG67.bigfish.com (unknown [10.9.14.242]) by mail24@-tx2.bigfish.com (Postfix) with ESMTP id 675424200E7 for <jerryp@mail.unomaha.edu>; Thu, 17 Jan 2613 23:35:31 +000@ (UTC)
Received: from bf.shako.com.tw (59.125.109.113) by TX2EHSIHS@7.bigfish.com

(10.9.82.187) with Microsoft SHTP Server (TLS) id 14.1.225.23; Thu, 17 Jan

2013 23:35:28 +0000

Received: from mail.shako.com.tw (59-125-180-112.HINET-IP.hinet.net

[59.125.100.112]) by bf.shako.com.tw (8.14.3/8.14.3) with ESMTP id

rOHNYCgA@13928; Fri, 18 Jan 2013 87:34:12 +0500

X-Authentication-Warning: bf.shako.com.tw: Host 59-125-10@-112.HINET-IP.hinet.net [59.125.106.112] claimed to be mail.shako.com.tw

Authenticated-By: nobady 1

X-Spa g ag D gID @

26538; rri, 16 Jan 2013 ©7:33:38 +808

-Id: reHNXZSIe28539

Message-ID: <201301172333.r@HNXZSI028539@mail. shako.com. tu>
X-Authentication-Warning: mail.shako.com.tw: Host 85-258-54-29.bb.netvision.net.i1[85.250.54.29] claimed to be User
Reply-To: <carrrd44@yahoo. com>

From: JOSEPH CAMARAH VIEIRA <vieria@acl.com>

Subject: [Spam-Mail] Dear Sir/Madam. (This message should be blocked: ctdos35128)
Dste: Fri, 18 Jan 2013 01:46:07 42200

Content-Type: text/plain; charset="Hindows-1251"

Content-Transfer-Encoding; 7bit

[-Hailer: Microsoft Outlook Express 6.08.2600.0020

X-MimeOLE: Produced By Microsoft MimeOLE V6.0@.2600.0000

To: Undisclosed recipients:;

Return-Path: vieriafiaol.com

X-HS-Exchange-Organization-5CL: 7

tion-AVStamp-Mailbox: MSFTFF;1;0;0 0 @
-Exchange-Organization-AuthSource: BL2PRDA711HTEN2.namprdd?.prod.outlook.com
X-H5-Exchange-Organization-AuthAs: Anonymous

MINE-Version: 1.0

Dear Sir/Madam,
my name is Joseph Camarsh Vieira, i am from Guines Bissau, my late father wes the former minister of mines in my country Guinea Bissau, he was short dead by the rebels in my country, before his death he d
Security Company Accra Ghana, i want you to help me receive this money in your country for investment in your country i will give you 3e¥ of the total sum when the funds arrive your country

start scanning from the bottom of the header towards the top and examine the very first Received: entry.
It looks like this:

Beceived: from User (85-250-54-29%.bb.netwvision.net.i11[85.250.54.29])
(authenticated bits=0)

by mail.shako.com.tw (8.14.3/8.14.3/4.90) with ESMTP

id 18 Jan 2013 07:33:38 +0800

The first email server to receive the email from the sender’s computer creates this entry. If the email
client is web-based then this entry will include details about the server hosting the email web application.

Let’s further break down this entry. The from part of this entry indicates source of the email for this leg of
the travel: User (85-250-54-29.bb.netvision.net.il[85.250.54.29]). You can pick out a Domain Name (85-
250-54-29.bb.netvision.net.il) and an IP address (85.250.54.29) here.
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The by part indicates the first stop taken after email origin:
mail.shako.com.tw (8.14.3/8.14.3/4.90). You can pick out a Domain Name here: mail.shako.com.tw.

The first encountered email server adds this header entry and every other entry below it. There is a high
chance that a malicious sender has full control of this email-server. So do not trust this information.
Regardless, we now have some information to do further investigation. Let’s try to figure out where the
geographic location of the email-server.

85.250.54.2%9 was not found in our database

ISP Cellcom Fixed Line Communication L.F.
Usage Type Linknown

Hostname(s) 85-250-54-28. bb.netvision.net.il
Domain Name cellcom.co.il

Country & Israel

City Fetah Tikva, HaMerkaz

T
3
]
]
[ =]
3
L
2]
= |
2]

T 0

pdared

REPORT 83.230 54 23 WHOIS 835.250.54 23

The searches reveal that a computer in Israel used an email server in Taiwan as the first stop on its way to
the U.S., while the actual body of the email claims the sender is from Guinea Bissau. Something is not
right!

There are few other fields that you should investigate in the email header.

Return-Path: See if the email address in this entry matches the email address in the From: entry. They
typically will not match for mass emailers like advertisers or spammers. The Return-Path: email address is

used when an email cannot be delivered to its recipients, and it “bounces back”. Spammers don’t want all
the undelivered email to end up in their inboxes!

Reply-To: See if the email address in this entry matches the email address in the From: entry. When you
hit reply to an email, the Reply-To entry is used to populate the recipients’ email. If it is different, you may
accidentally send your reply to someone else.

X-Distribution: if this field’s value is bulk. This indicates bulk/spam email.

X-Mailer: field indicates the email client. If it includes weird names, be suspicious.
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Bcc: or X-UIDL: entries exist. This is a sign of poorly crafted header. They are never in normal emails!

X-Spam score, X-Spam flag and X-Spam status entries help determine “spamminess”. But the scores are
not standardized across servers so these have to examine on a case by case basis.
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