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Add b-roll –

https://www.youtube.com/watch?v=0eEG5LVXdKo&ab_channel=AngusLo
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YES! I am invincible!
Boris Grishenko
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IPSec Enumeration

ISAKMP

Internet Security Association and Key Management Protocol

SA = Security Association
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Nmap –sU –p 500 <targetIP>

Ike-scan –M <targetIP>

https://github.com/royhills/ike-scan

IPSec Enumeration
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VoIP Enumeration
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VoIP Enumeration

Session Initiation Protocol 
(SIP)

UDP or TCP ports

2000, 2001, 5050, and 5061
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VoIP Enumeration Tools

SIPVicious

Svmap

Google Hacking

https://t.me/learningnets



Introducing 
Ethical Hacking

Reconnaissance/
Footprinting

Scanning 
Networks Enumeration Vulnerability 

Analysis

System Hacking Malware Threats Sniffing Social 
Engineering Denial of Service

Session Hijacking
Evading IDS, 
Firewalls and 
Honeypots

Hacking Web 
Servers

Hacking Web 
Applications SQL Injection

Hacking Wireless Hacking Mobile IoT and OT 
Hacking

Cloud 
Computing Cryptography

Ethical Hacking Series

https://t.me/learningnets



Using RPC Enumeration
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nmap -sR 192.168.0.1-254
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Using Telnet, SMB, FTP, and More 
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Using Telnet, SMB, FTP, and More 

Telnet port 23 (nmap –p 23 <target>)

SMB port 445 (nmap –p 445 –A <target>)

FTP port 21 (nmap –p 21 <target>)

TFTP port 69
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Using Telnet, SMB, FTP, and More 

Telnet port 23 (nmap –p 23 <target>)

SMB port 445 (nmap –p 445 –A <target>)

FTP port 21 (nmap –p 21 <target>)

TFTP port 69

BGP port 179
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Why Is Linux Considered Secure?
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Linux is invincible and
virus free
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Linux is not a target because of 
Its low market share
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Windows malware can’t
run on Linux
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The moment you feel invincible is when you 
need to slow down and take a look at what 
you're doing and what you're using, as no 
person, system, process, or platform is 
invincible.
Dale Meredith
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Demo

This bullet list 
with 

animations

Common commands to enumerate
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Learning Check
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Learning Check

VoIP

Ike-scan

enum4linux

/etc/shadow
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Up Next:
Discovering Enumeration Countermeasures
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