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YES! | am invinciblel

Boris Grishenko
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IPSec Enumeration

ISAKMP

Internet Security Association and Key Management Protocol

SA = Security Association
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IPSec Enumeration

Nmap —sU —p 500 <targetlP>

Ike-scan —M <targetIP>
https://github.com/royhills/ike-scan



VolP Enumeration
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VolP Enumeration

Session Initiation Protocol
(SIP)

UDP or TCP ports
2000, 2001, 5050, and 5061
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VolP Enumeration Tools

% SIPVicious

% Google Hacking
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Ethical Hacking Series
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Using RPC Enumeration
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Applications «

Places v @ Zenmap v Tue 11:19

Zenmap

Scan Tools Profile Help

Target: |192.168.0.1-254 v | Profile: |

o0

v | (Scan| |Cance

Command: {nmap -ER 192.168.0.1-254

|

l Hosts H Services} Nmap Output | Ports / Hosts  Topology Host Details = Scans
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Host v

[ 192.168.0.1
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192.168.0.10
192.168.0.15
192.168.0.20
192.168.0.25
192.168.0.50
192.168.0.239

Filter Hosts

|nmap -sR 192.168.0.1-254

A

‘Detaﬂs‘

WARNING: -sR is now an alias for -sV and activates version detection as well as RPC scan.

Starting Nmap 7.70 ( https://nmap.org ) at 2018-07-09 21:06 EDT
Nmap scan report for 192.168.0.1

Host is up (0.022s latency).

Not shown: 999 filtered ports

PORT  STATE SERVICE VERSION

80/tcp open http TP-LINK switch http admin

MAC Address: 70:4F:57:4C:F3:D6 (Tp-link Technologies)

Service Info: Device: switch

Nmap scan report for 192.168.0.10
Host is up (0.00077s latency).
Not shown: 989 closed ports
PORT STATE SERVICE VERSION
80/tcp open http Microsoft IIS httpd 8.5

3 S H—MSP M3 550 oy RPC
Aethios-ssn

49153/tcp open msrpc Microsoft Windows R
49154/tcp open msrpc Microsoft Windows R
49155/tcp open msrpc Microsoft Windows K
49156/tcp open msrpc Microsoft Windows R
49157 /tcp open msrpc Microsoft Windows R
49158/tcp open msrpc Microsoft Windows R

Service Info: 0Ss: Windows,

Nmap scan report for 192.168.0.15

445/tcp  open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds

Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows

A

nmap -sR 192.168.0.1-254
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Using lelnet, SMB, F TP, and More



Using Telnet, SMB, F TP, and More

Telnet port 23 (nmap -p 23 <target>)
SMB port 445 (nmap —p 445 -A <target>)
FTP port 21 (nmap -p 21 <target>)

TFTP port 69

https://t.me/learningnets



Using Telnet, SMB, F TP, and More

Telnet port 23 (nmap -p 23 <target>)
SMB port 445 (nmap —p 445 -A <target>)
FTP port 21 (nmap -p 21 <target>)

TFTP port 69

BGP port 179

https://t.me/learningnets



https://t.me/learningnets






Why |s Linux Considered Secure?
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L INnuX I3 INVINCIble and
VIrus free



LiINnux Is NOta target because of
'ts low market. snare



Windows malware can't
run on Linux



he moment you feel invincible is when you
need to slow down and take a look at what
you re doing and what you're using, as no
oerson, system, process, or platform is
iInvincible.

Dale Meredith
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Common commands to enumerate
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L earning Check
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VolP

lke-scan

enumdlinux

[etc/shadow

L earning Check
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Up Next:
Discovering Enumeration Countermeasures
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