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“I’ve been imitated so well I’ve heard 
people copy my mistakes.” 
Jimi Hendrix
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Human’s capacity to 
remember a name is greater 

than our ability to remember a 
long set of numbers

DNS is the protocol that translates a domain 
name into an IP address

www.pluralsight.com = > 52.26.113.205
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Review DNS Roles 

Tables

- Internal

- External

Authoritative vs Non-authoritative
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Under the Hood

What’s the IP of 
www.pluralsight.com?

Local DNS Server .root

.com

Pluralsight.com
DNS Server
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Intranet DNS Spoofing
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Under the Hood

Pluralsight.com
DNS Server

portal.pluralsight.com

Real Webserver

Fake Server
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Internet DNS Spoofing
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Hosts

Local DNS Server
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Proxy Server DNS Poisoning
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DNS Cache Poisoning
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What’s the IP of 
xbox.microsoft.com?

Local DNS Server .com

.microsoft.com

xbox.microsoft.com

What’s the IP of 
office.microsoft.com?

https://t.me/learningnets



DNS Poisoning Tools

DNS Spoof

DNS-poison

Ettercap

Evilgrade

Tornado

A
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Demo

Poison DNS
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DNS Spoofing Countermeasures
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Countermeasures

Defending a Network against a DNS Spoofing Attack
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Countermeasures

DNSSEC

Use a Secure Socket 
Layer (SSL)

Resolve all queries to a 
local DNS server

Block requests sent to 
external servers

Restrict external DNS 
lookup with a firewall

Implement an (IDS)

Configure DNS to use a 
new random source port

DNS Attack
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Countermeasures

DNSSEC

Use a Secure Socket 
Layer (SSL)

Resolve all queries to a 
local DNS server

Block requests sent to 
external servers

Restrict external DNS 
lookup with a firewall

Implement an (IDS)

Configure DNS to use a 
new random source port

DNS Attack

Restrict the DNS 
recusing service

Use non-existent domain 
rate limiting

Secure internal machines

Use static ARP and IP 
tables

Use SSH encryption

Block outgoing traffic to 
use port 53 as a default

Audit DNS server 
regularly And more..

A plethora 
of choices

https://t.me/learningnets



Learning Check
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Learning Check

Random port source

DNSSEC

Internet spoofing

Hosts

Intranet spoofing
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Up Next:

Implementing Countermeasures
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