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What’s New in REMnux v7?
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• Available for free from REMnux.org

• Initially released in July 2010

• Includes hundreds of installed, preconfigured tools

• Popular distro among malware analysts

REMnux is a Linux toolkit for reverse-engineering 
and analyzing malicious software.

REMnux is for malware analysis as Kali is for penetration testing.

2



Copyright 2020 Lenny Zeltser

• Based on Ubuntu 18.04 with light GNOME user interface

• Full rewrite, with new backend architecture for faster updates

• Some old tools retired, many new ones added

• Comprehensive, overhauled documentation at docs.remnux.org

REMnux v7 came out in July 2020.

Lenny Zeltser
Founder,

Primary Maintainer

Corey Forman
Contributor

Erik Kristensen
Architect, Advisor
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• Members of our community contributed the tools

• If not for them, we’d be analyzing malware with pen and paper

• They’ve dedicated time and expertise to improve the industry

• The new tool listing at docs.remnux.org aims to list the author 
of each tool, website, and licensing terms

Thank you to the tool authors!
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Most of the tools are command-line based and have no icons.
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• Download and import the virtual appliance (OVA)

• Install from scratch on a dedicated Ubuntu 18.04 system:
remnux install

• Install from scratch for a cloud deployment (keep SSH enabled):
remnux install --mode cloud

• Add to an existing Ubuntu 18.04 system:
remnux install --mode addon

You can install REMnux v7 in several ways:

6



Copyright 2020 Lenny Zeltser

7

• Open a local interactive shell:
docker run --rm -it -u remnux remnux/remnux-distro bash

• Open a shell and map a directory into the container:
docker run --rm -it -u remnux -v 
DIRECTORY:/home/remnux/files remnux/remnux-distro bash

• Access over SSH for shell and to tunnel the GUI:
docker run -d -p 22:22 remnux/remnux-distro

You can also run REMnux as a Docker container:
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The files are now accessible inside the 
container in the ~/files directory.
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The default credentials are:

Username: remnux
Password: malware
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• The desired state of each tool is described using a “state file”

• The state file can:
▫ Install software using apt, pip, direct download, etc.
▫ Generate or modify configuration and wrapper files
▫ Adjust the state of services and other system settings

• The REMnux installer invokes SaltStack to apply the grouping of 
state files when installing or upgrading REMnux

• The files are in the remnux/salt-states repository on GitHub

Behind the scenes, REMnux uses SaltStack.
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• Get the latest tools and upgrade existing ones:
remnux upgrade

• The command above will only refresh your system if a new 
version of REMnux tool descriptors is available.

• To refresh your system without an upgrade, which will fix up 
installed tools and update apt packages, use:
remnux update

To keep your REMnux system up-to-date:
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• Refer to the categorized tool listing in the REMnux 
documentation for guidance.

• Malware sample: e255c710d39890893f86f9c6bd449ce7

• Mentioned in the blog post by Thomas Roccia, titled 
“Fifty Shades of Malware Strings”

• How can REMnux assist with the analysis?

Let’s see REMnux v7 in action.
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• file sample.exe: PE32 executable, PECompact2 compressed

• yara-rules sample.exe: HTTP, registry, file operations, overlay

• clamscan sample.exe: Win.Malware.Shyape

• signsrch sample.exe: RSA SHA1 signature

Examine Static Properties: General
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Run freshclam while connected to the 
internet to update ClamAV signatures.
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• peframe sample.exe: Hashes, sections code and .rsrc, entropy of 
.rsrc high, suspicious API references

• pecheck sample.exe: Hashes, suspicious API references, overlay

• pecheck -g o -D sample.exe > sample.exe.overlay:  Extract 
the overlay into a separate file

• strings sample.exe.overlay: Strings suggest a code signing 
certificate, including the “DTOPTOOLZ Co.,Ltd” reference

• pestr sample.exe: Nothing we haven’t seen already

Examine Static Properties: PE Files
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• xorsearch sample.exe http: Strings “CMD.EXE” (XOR 2A), 
“www.we11point.com” (XOR key 56)

• brxor.py sample.exe: Longer strings, consistent with xorsearch

• bbcrack.py sample.exe: Another perspective on the strings

• floss --no-static-strings sample.exe: A few strings we 
haven’t yet seen (e.g., browser agent, Run registry key)

Examine Static Properties: Deobfuscation
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• binee sample.exe: Possible anti-analysis and unpacking APIs

• capa -vv sample.exe: More visibility into risky capabilities

• docker run -it --rm -v ~/:/tmp/files remnux/retdec bash: 
Decompile the malicious code

• ghidra:Visibility via a disassembler and decompiler, but limited if 
the malware unpacks code during runtime
▫ Create project, import the sample, analyze the sample in CodeBrowser
▫ Look at Symbol Tree > Exports > Entry
▫ Look at Window > Symbol References
▫ Look at the addresses flagged by capa

Statically Analyze Code: PE Files
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First copy the DLLs that the sample needs to 
/opt/binee-files/win10_32/ windows/system32
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• renew-dhcp: Renew IP address after switching the VM’s network

• fakedns: Respond to DNS queries with IP of the REMnux VM

• wireshark: Monitor network traffic

• inetsim: Simulate common services, such as HTTP and HTTPS

Explore Network Interactions

Infect a Windows lab system with sample.exe on the same isolated 
network as the REMnux VM.

31

Your Windows lab system should 
point to your REMnux VM as its 
default gateway and DNS server.
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• You saw several static analysis tools in action on REMnux

• REMnux also assisted with behavioral analysis, simulating 
services and monitoring the lab network

• Depending on the malware, you’d use the appropriate tools—
you saw just one possible walkthrough

REMnux helped with static and behavioral analysis.
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REMnux tools can help you:

• Examine static properties of 
a suspicious file

• Statically analyze code

• Dynamically reverse-
engineer malicious code

• Perform memory forensics

• Explore network interactions 
for behavioral analysis

• Investigate system-level 
interactions of malware

• Analyze malicious documents

• Gather and analyze threat data

35

• Review docs.remnux.org

• Look at the REMnux cheat sheet: 
http://zeltser.com/cheat-sheets

• Set up REMnux in your environment and experiment

• Document your analysis steps and share them with others, 
so they can learn from your experience

Next steps:
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You can contact Lenny Zeltser via 
zeltser.com/contact

REMnux.org
@REMnux
facebook.com/REMnux
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