7% Nebrija
T Universidad

Hacking Etico

Mobdulo 1

Fase 1: Obtencion de
informacion



Objetivos

B Vision general de la fase de reconocimiento

B Entender la metodologia de obtencion de
informacion de los hackers

B Repaso de algunas herramientas
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Obtencion de informacion
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Obtencion de informacion

B Dos fases en el pre-ataque:
 Footprinting (obtencién de informacion)
e Escaneo / Enumeracion

B Obtencion de los pertiles de seguridad de una
organizacion haciendo uso de una metodologia

(footprinting).
M El resultado del footprinting es un pertfil tnico
de la organizacion en cuanto a sus redes

(Internet / Intranet / Extranet / Wireless) y
sistemas.
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Fase 1 (pre ataque)- Footprinting

1.- Obtener informacion inicial
e whois
 nslookup

o.- Localizar el rango de red
« Traceroute
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Metodologia para la obtencion de

informacion

B Obtener informacion inicial Footprinting

B Localizar el rango de la red } Footprinting
B Averiguar qué maquinas estan activas

B Puertos abiertos / access points

B Detectar sistemas operativos

B Descubrir servicios escuchando en puertos

B Topologia de la red
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Obtener informacion inicial

B /nchuria:

« Nombres servidores DNS, algunas IPs
« Localizaciones geograficas de la empresa.
« Contactos (Telefono / mail)

B Fuentes de Informacion:

« Web de la empresa

Whois: http://www.internic.net/whois.html
Nslookup — posible transferencia de zona DNS
www.all-nettols.com

Infojobs / monster
Google:
—allinurl:tsweb/defaul.htm
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Registrant:

el N

egistrant:

Targetcompany |(targetcompany-DOM)
XXX Everest Elk L.Enclave
Imeerpet

Hyderabad

Andrapradesh, 500033

I

Domain Hame: targetcompany

niztTative Contact:
R4k Jhik (RIEHZ-ORG) targetcompany@HD1.VSHLTHE
TArgetcompany

....

XXX, Ewverest Block, 4.Enclave,
Lmeerpet

Hyderakhad, Andrapradesh 500038
I 91 40 XIXX 329X
Technical Contact:
Shkdkk  Yhkkk  (Y3YY]  techcontact@WEBINDIA.COM
XXX Inc
% Blane
Hoffman Estates, IL 60154
us. 408/ XEZ-XEXE 408/ ZXX-XEXX

Record expires on 14-0Oct-zZO00X.

Record created on 13—Oct,—199'7.|

Database last updated on =Mar-20053 07:45:04 EST.

Fax- 91 40 XXZX 329%

Domain servers in listed order:
H51.WEBINDIA.COM 204 .3XX.140.%01
HS2 WEBINDIA.COM 204 .3XX. 141 . %01

targetcompany (targetcompany-DOM)

# Street Address

City, Province

State, Pin, Country

Domain Name: targetcompany.COM

Administrative Contact: \

Surname, Name (SNIDNo-ORG) targetcompany@domain.com
targetcompany (targetcompany-DOM) # Street Address
City, Province, State, Pin, Country

Telephone: XXXXX Fax XXXXX

Technical Contact:
Surname, Name (SNIDNo-ORG) targetcompany@domain.com

targetcompany (targetcompany-DOM) # Street Address

City, Province, State, Pin, Country /

Telephone: XXXXX Fax XXXXX

Domain servers in listed order:

NS1.WEBHOST.COM
NS2 .WEBHOST .COM

XXX . XXX . XXX . XXX
XXX . XXX . XXX . XXX
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ARIN

B ARIN permite hacer
buasquedas whois

B Podemos obtener el
rango de red

M Y dirigir nuestros
esfuerzos en ese rango

Prof. Constantino Malagon

Template
onversion Tips
ydated Weekly!

nouncements

ives

August 23
Database and
Template
nversion Started
Today
more...

August 20
Proposal for
ansfer of 6bone

Address

-A-REN

American Registry for Infurnet Numbers

Registration Policy

M embership

Contact Us  Mailing Lists  Site Map

Library Internet info

American Registry for Internet Numbers

Tools About Us

"Applying the principles of stewardship, ARIM, 2 nonprofit corporation, allocates
Internet Protocol resources; develops consensus-based policies; and facilitates the
advancement of the Internet through information and educational outreach”

Inside ARIN.NET

Database & Template Conversion
Information Center

Registration

How to get IPv4 and IPv6 addresses,
A5 Numbers, and Transfer, Help Desk
and Reassignment information

Meetings

Upcoming ARIN mestings and
sponsorship infarmation. Minutes
from previous AC, BOT, PPM and
Member's meetings

Library

Guidelinec Tamnlatec Forme Far)'c
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Policy

How ARIN Policy is made. Current
Policy Discussions and policy proposal
archive,

Membership

Information about member benefits,
how to join as a non-subscriber, and
a list of ARIN members.

Internet Info

Global information abogt Interoot



Screenshot: ARIN Whois Output

Output from ARIN Whois

ARIM Home Page  ARIM Site Map  ARIMN Whois Help  NEW! Database & Template Conversion Information Center

Search far - | Subrmit GUEU

Search results for: 207.46.230.218

Microsoft (NETELE-MICROSOFT-GLOBAL-NET)
one Redmwond Way
Redmond, Wi 95052
us

Netnsme: MICROSOFT-GLOBAL-NET IP Address block allocated to the
Nethlock: 207.46.0.0 — 207.46.255.255
EERNE domain microsoft.com

Coordinator:
Microsoft [EM39—-ARTIN) nocimicrosoft . com
425-936-4200

Domain System inverse mwapping provided by:

DN31.CP.MSFT.NET 207.46.135.20
DN32 .CP.M3FT.NET 207.46.1358.21
DN31.TE.M3FT.NET 207.46.232.37
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Nslookup

B Nslookup — resolucién DNS.
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Nslookup y DNS

B Nslookup — resolucién DNS.
B Dominios y zonas.

B Fichero de zona

B Registros de recursos (RR)

B Registros de recursos: SOA, NS, A, CNAME,
MX

B Transferencia de zona entre servidores DNS —
ya lo haremos.
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Determinar el rango de red

B nchuaria:

p15-0.core01.deanliatlas.cogentco.com
Response Time: 421 ms

« Encontrar el rango de Ips T

Response Time: 425 ms

4
® I l,l ICOI ltrar la I l Iascara de 54.124.51.166.cogentco.com p4-0.core02.deall atlas.cogentco.com
Respanse Time: 421 ms Response Time: 400 ms

g8.ba21 bO02251-1.0md01 atlds.cogentco.c p15-0.coredi.micidl atlas.cogenteo.com p14-0.core01.diwvil atlas.cogenteo.com
Response Time: 462 ms Response Time: 421 ms Respanse Time: 426 ms

B Fuentes de informacion:

« ARIN (American Registry of
Internet NumberS) STl © MOSKyA

S LOMDON

o TI‘aceI'OU.te T Y “TEHRAR

—_——
(i
T
== CARD

. . T ==snU Dl
Hacking Tool: O, ey ... et s®
9 641853007 so52D.ordIgat s mfrucnet 339 ABOVEMET
10 208.185.0246  so-0-0-0.erd g2 s, minoc. net 319 ABOYENET-6
° NeOTrace / GeOtrace 11 fh124.2326  s0-2-0-0prLigad.us.mf.net 338 ABCWENET
12 6412451186 64.124.51,1686.cogentco.com 421 HBONEMET
o t t t 13 66.26.4.173 53-9.coreL, k02, atlas.cogentca.com 425 COGENT-NE-0000
) \/ lsualRou e / x rou e (X ) 14 £6.28.4.81 p-{.core02, dealt  atlas cogentoo.cam 400 CORENT-HE-0000
15 66.26.4.21 pi5-0.core0!, deall . atfas, cogenteo,com 421 COGENT-NE-0000
16 66.28.4.50 pi4-0.core01, dfwd 1 atlas.cogentco,com 426 CORENT-HE-0000
17 #6.25.4.26 p15-0.core02, dfwd 1 atlas. copentco, com 441 CORENT-HE-0000
« Wh
atrOUte 18 £6.25.4.38 p15-0.coreDl meidl atlas.conenkco.com 421 COGENT-HE-0000
19 66,258,434 o5 0.care02, ord0L s cogentca.com 467 COGENT-HE-0000
20 66286686  g8.ba?l.b002281-1,0raD1 atles.cogenteo.com 462 COGENT-WE-000D
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Traceroute

B Traceroute se basa en el parametro de IP TTL (Time To
Live).

B Saltos de routers.

B Cada router en un salto disminuye el TTL. Cuando el
TTL se hace cero, devuelve un mensaje "TTL exceeded"
(usando ICMP) al origen.
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Tool: NeoTrace (Now McAfee Visual Trace)

— Geotrace (GNU)

@ @

213421211 1941702117
Response Time: 216 ms Response Time: 154 ms

Response Time: 713 ms

Response Time: 508 ms

bhr1-pog-10-0.sterling1 de 2 cw.net
Response Time: 446 ms poss-3.cr02.ash0l peeowhbin.net

Response Time: 585 ms

NeoTrace muestrala =

' salida de traceroute Rl
. ResponseTim%rﬁuﬁnin:s.N Lo y
visualmente en un PRI i o SR
T ——@EUDHABI  + DHAKA
mapa. *MEXICO CIUDAD DE -au.n’:dn:dyras
# P Address Mare RT (ms) | fwe (ms) Min (ms)  Max(ms) #5..  #D.. "o loss | Metwork Gataph
| 217.165.236.73  SAM 0 0 0 0 { 0 0% - |
PR I TE i N B R 216 216 216 216 1 1 0% AE-EMIRMET-9905929
3 21342121300 - 135 135 135 135 1 1] 0% AE-EMIRMET-290929
4 1941702117 - 154 154 154 154 1 1] 0% EMIRMNET-EMIRMET
5 195,229.31.66  dxb-emix-rb.ge130.emix, a8 159 159 159 159 1 1] 0% AE-EMIRMET-971125
6 195.229.0.234  dxb-emix-ra,sol00,emix, a8 139 139 139 139 1 1] 0% EMIRMNET-EMIRMET
7 166.63.210.62  borz thamesside, cw.net 447 44z 44z 447 1 1 0% OW-METCZSZ
g 63.216.0.42 posS-1,0r02,.ash01, peowhbin, net 713 713 713 713 1 1] 0% CAIS-CIDRT
9 206.24.238.166  bhrl-pos-10-0.sterlingldcz .cw.net 446 446 446 446 1 1 0% CW-056BLE
10 216,239.45.193 - 503 503 503 503 1 1] 0% GOOGELE
11 216,109.88.218 218-google-exodusde. exodus.net 442 442 442 442 1 0 0% DC3-3
12 216,239.39.99  wnw,google, com 533 533 533 533 1 1] 0% GOOGELE
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Tool: VisualRoute Trace

®

File Edit Options Tools Help

- [=2]x)

Address |hﬁp:fﬁﬁﬁm_visualware.cnm

= P Addresses [192.64.153.97

~| v Advanced mode

Repor for www . visualware_ com [198.64.153.97]

r =

Prof. Constantino Malagon
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Analysis: wana visualware. com!’ [popvisualware.comlwas found in 14 hops (TTL=244% ltis a HTTP server {running Apachel 327 {Linix)
rrod_jki1.2.00,

W\‘I AUnited Arab Emirates)
Hop [%Loss |IF Address kNode Mame Location TZone [ms Graph [ etwork @
0 2171659221153 [SAM * o 467 |Ermirates Internet
1 21342126 - (LInited Arah Emirates) 124 Emirates Telecammunicati
2 2134212195 - {United Arab Emirates) 122 Emirates Telecammunicati
3 1941702117 - (LInited Arah Emirates) 124 Emirates Internet
4 195.229.31.358 auh-emix-rb.ge6303 er|(United Arab Emirates) 122 Emirates Telecammunicati
] A4 86138117 i~0-0.coreZ. Mewark tele| Mewark, BN, LISA -05:00(420 Teleglohe Inc. TELEGLOBE
5 129.250.9.229 p4-2-0-0.r00. rmwerknj 01 o) MNeweark, BJ, LISA -05:00(419 Verio, Inc. VRIO-128-250
7 129.250.2.217 p16-0-1-1.r20 nycrmnyl | Mew vark, MY, LISA -05:00(418 Werio, Inc. WRIO-129-250
g 129.250.2.33 pEA4-0-0-0.r21 . rycrmnyl | Mews Yark, By, LISA -05:00(421 wWeario, Inc. WRI0-129-250
g 129.250.5.949 p16-1-0-1.r21 . ashnval |Ashburn, WA, LUSA -05:00(418 Werio, Inc. WRIO-129-250
10 129 250.2.34 pE4-0-0-0.r20 ashnval |Ashhurn, WA, LISA -05:00(436 YWerio, Inc. WRI10-129-250
11 129.250.2.74 p16-3-0-0.r00 sthgval1| Sterling, WA, LSA -05:00(420 Yeario, Inc. WRIO-129-250
12 129.250.27.184 ge-4-1.c00.stngvall.us(Sterling, WA, LISA -05:00(4249 Verio, Inc. VRID-129-250
13 161.88.1457 &1 - 420 Yario, Inc. WRIO-161-058
14 198.64.153.97 nniti Wi S LR PWwEare . com . 430 Veria, Inc. VRID-198-063
Roundtrip time to wwaww visualware. com, averadge = 4230ms, min= 420ms, max=436ms -- Mar 18, 2003 2:36:39 P
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Tool: VisualRoute Mail Tracker

Report for olympus.bic.nus.edu.sg [137.132.19.100] 9
Analysis: olympus bicnus.edu sy was found in 24 hops (TTL=240) Itis a SMTP server (ESMTF Sendmail 812881270 .-‘

& ||

|tinwee@bic.nu5.edu.5g

Sener Prio IPAddress  Status
alympus.hicnus.edusg 100 13713219100 ESMTP Sendmail 3.12.8/812.7

Click on a semver name to start a WisualRoute trace

T.illnited Arab Emirates)

Wapore
Hop |%loss [IP Address Mode Mame Location Tzone |ms Graph letwark: @
1] 2MT 165221153 |SAM * o 14 Emirates Internet
1 213421286 - (LInited Arab Emirates) 2837 ———  |Emirates Telecommunicati |
2 213421213 - (United Arab Emirates) 2813 —t—  |Emirates Telecommunicati
3 1941702117 - (United Arab Emirates) 2467 i Emirates Internet
4 195.229.31.35 auh-emix-rb.geB303 er|ilnited Arab Emirates) 2424 e | Emirates Telecommunicati
a 195.229.31.34 auh-emix-ra.gef303 . er|ilnited Arab Emirates) 2421 e Emirates Telecommunicati
B 2216144 25 - (Lnited Kingdarm) * 276k FLAG Telecom Limited
7 6221614049 de-1-0-0.0.coret.sft1 M (United Kingdom * 2894 FLAG Telecam Limited
g 166.90.133.1645 diged-1-116.ipcalo2.5z(San Francisca, CA, LIS,(-08:00(26545 Level 3 Communicatians, It
4 2092441420 digahitethernetd-2.caore{San Francisca, CA, LIS,(-08:00[2694 Level 3 Communications, It
10 20924710233 s0-4-0-0.mp2.5anfFran|San Francisco, CA, US|-08:00(3008 Level 3 Communications, It j
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Screenshot: VisualRoute Mail Tracker

Hop [%loss [IP Address MHode Mame Location Tzone [ms Graph Hetwark: @
0 217165221153 |SAM * o 14| Emirates Internet

1 2342126 - (United Arab Emirates) 2637 i |Emirates Telecommunicati
2 23421213 - (United Arab Emirates) 2813 —t—i  |Emirates Telecommunicati
3 1941702117 - (United Arab Emirates) 2467 e Emirates Internet

4 195.229.31.35 auh-emix-rb.geB303 er|ilnited Arab Emirates) 24249 —— Emirates Telecommunicati
& 195.229.31.34 alh-emix-ra.geb303.er|(United Arab Emirates) 24721 s Emirates Telecommunicati
G G2.216.144 25 - (United Kingdarm) * 276k FLAG Telecom Limited

7 B2.216.14049 ge-1-0-0.0.coret. sl M (United Kingdom) * 2894 FLAG Telecom Limited

a 166.90.133.1645 nined-1-116.ipcolo?. 5| 5an Francisco, CA, US|-08:00(265%5 Level 3 Communications, It
9 20924414 .2M nigabitethernet4-2 core|San Francisco, CA, US|-08:00(269%5 Level 3 Communications, It
10 20924710233 s0-4-0-0.mp2.5anfFran|San Francisco, CA, US|-08:00(3008 Level 3 Communications, It
11 F4.159.0:218 s0-2-0-0.mp2.Sandose|San Jose, A, LISA -08:00(3073 Level 3 Communications, It
12 B4.159 21645 digahitethernets-2 care[San Jose, CA, LISA -08:00(30049 peeeeeet | 2| 3 Comimunications, It
13 209.244 3248 GigahitEthernets-0.edg(Pala Alta, CA, LISA -08:00] 2996 peeteeeet | 2| 3 Comimunications, It
14 209245146180 | Singtel-Level3-0c3.ixsi|... 2962 peeteeeet (| 2yv2| 3 Communications, It
14 20320818221 - Singapore +03:00(2974 bt | SinQTel Internet Exchange
16 203.208172.29 pE-3.snatp-cr ik sinote| Singapore +08:00( 3061 i [ Sing Tel Internet Exchange
17 2021602501494 |- Singapore +08:00{3029 peeet—i [ Singapore Telecommunica
18 1656211278 FE-4-0-0 lavender.sing |(Singapore) +03:00(299%5 Singapore Telecommunica
19 |20 165.21.48.102 - Singapore +08:00(3201 Singapaore Telecommunica
20 |30 13713219100 alympus.bichus.edus|(Singapore) +08:00)3473 Matianal University of Singa
1 30 13713219100 alympus.bic.nus.edus|(Singapore) +08:00)3276 Matianal University of Singa
22 13713219100 alvmpus.bic.nus.edus|(Singapore) +08:00)3174 pre e | 3 Ftion @l University of Singa
23 13713219100 olympus.bic.nus.edusi{(Singapore +03:00]3159 —t—i [N gtional Lniversity of Singa
24 13?.132.19.[}\3!] alvmpus.hic.nus.edu.s +03:00{311%5 Flational Liniversity DfSinga
Foundtrip time to nlympus.biuc.nus.edu.sg, average = 3114ms, min=1183ms, max= 4296ms -- Mar 18, 2003 2:23:03 Pl
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Tool: eMailTrackerPro

: :EH aillTrackerPro by Yizualware
File Edit “iew Help

"Long Distance - 4.9 cents per min - MO FEES!® %l‘ﬁa

e-mail Analysis: .,
From: IP addrezz 203.127.89.138. -

Mailer: The zender used CLALCOMM Windows Eudora Pro Verzion 4.1 to zend the e-mail.
Received Headers: Attempted misdirection: 'tes] ab23.0nebdail.com.2q' iz not
203.127.89.129in R1 [E12). attempted misdirection: 'drib.com’ iz not 20312783138 in R2 -

L. eMailTrackerPro es la herramienta
Singapore[ de analisis de e-mail

S |
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B wikipedia.org
whois (www.betterwhois.org)
— nombres servidores DNS

nslookup — sacar la IP del servidor DNS

traceroute — obtener el nombre del servidor web

nslookup — obtener la IP del servidor web
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http://www.betterwhois.org/

Resumen

B Siete fases en el proceso de obtencion de informacion.

B Footprinting — deberiamos obtener como resultado un
perfil del objetivo.

B Whois y ARIN pueden darnos informacion publica de
un dominio muy valiosa.

B Traceroute y mail tracking pueden ser usados para
identificar Ips de la red (que podria venir bien para
hacer luego IP spoofing)

B Nslookup puede revelar usuarios especificos y
permitirnos realizar una transferencia de zona.

B En el siguiente modulo veremos mas fases.
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