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Threat and Vulnerability

Kerberos V authentication protocol is described in more detail in [1]. The Windows 2000
implementation of KerberosV protocol requires the use of the pre-authentication data in
the KRB_AS REQ message by default, which makes it harder to implement offline
password attacks. If pre-authentication is not used, anyone can make arequest for aTGT
and launch an offline password attack against it. The default implementation of pre-
authentication data consists of anencrypted timestamp and a cryptographic checksum
created with a key derived from the user’s password.

If an attacker is able to listen to the network traffic between the victim machine and the
KDC server, apassword attack becomes possible. This is based on the fact that the
timestamp in the pre-authentication data is an ASCII-encoded string with the syntax
YYYYMMDDHHMMSSZ before encryption. This information makes it possible to find
avalid password by running a dictionary or brute force attack against it. The correctness
of the result can be verified by calculating the checksum.

Similar password attack vulnerabilities are described in [2]. A theoretical study on this
matter has already been conducted and is available from [3].

Thereis dready a similar tool with only basic functionality availablefrom
http://ntsecurity.nu/toolbox/kerbcrack/. However the source code is not available which is
amaor shortcoming.

Preconditions for the Attack

The following assumptions will be made:
The victim wishing to authenticate himself will be using a Windows 2000
Professiona workstation.
The KDC will be running on a Windows 2000 server.

The attacker must be able to listen to the network traffic between the victim
and the KDC.

The last condition will be accomplished by ARP spoofing which is described in [4].

Attack Environment Used

Our environment will consist of:

Windows 2000 Professional SP3 (the victim)
Windows 2000 Server SP3 (KDC)
Red Hat Linux 8.0 (the attacker)



The network is switched. The client and attacker will be in the same logical network
segment and the KDC server in another segment.

The servers will have basic configurations regarding Kerberos. No encryption will be
used in the network layer (IPSEC).

Analysis of the Attack

The attack was conducted by listening to the network in promiscuous mode after we had
successfully ARP spoofed the victim. We decided to use ethereal [5] to capture the
packets because of its ability to dissemble the ASN.1 encoded Kerberos packets.

RFC 1510 [1] specifies the exact format of the KRB_AS REQ message. The message

fields of al relevant parts are:
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We are interested in the pair:

Type: PA- ENC- TI MESTAMP
Val ue: 303DA003020117A236043475E8111005. . .

For some unknown reason ethereal does not fully decode the pre-authentication data. It is

important to notice that the Value-field is still ASN.1 encoded. The full byte sequence of
the Value-field is:

303da003020117a236043475e8111005280b588f 5925846d2ba732c5df 85a8f 5426381a
bf 553bf f 76bdf b981e05edb3d815f b6bf 5233508171f 44cdae6235b

We will use the HEX to ASN.1 Decoder [6] to get the following structure:

Decodi ng:
303da003020117a236043475e8111005280b588f 5925846d2ba732c5df 85a8f 5426381a
bf 553bf f 76bdf b981e05edb3d815f b6bf 5233508171f 44cdae6235b
Bl ock: 0xa003020117

I nteger: 23
Bl ock
0xa236043475e8111005280b588f 5925846d2ba732c5df 85a8f 5426381abf 553bf f 76bd
fb981e05edb3d815f h6bf 5233508171f 44cdae6235b

St ri ngHex:
75e8111005280b588f 5925846d2ba732c5df 85a8f 5426381abf 553bf f 76bdf b981e05ed
b3d815f b6bf 5233508171f 44cdae6235b

From [7] we can verify that the integer 23 defines the encryption type RC4-HMAC. The
encrypted timestamp that we have been looking for is the 52-bytes long block:

75e8111005280b588f 5925846d2ba732c5df 85a8f 5426381abf 553bf f 76bdf b981e05ed
b3d815f b6bf 5233508171f 44cdae6235b

The decryption operation of the encrypted timestamp is described in more detail in [7].

To make the attack alittle bit easier to perform we created two programs:
sniff_krb5_asreq packet.c [8] and crack_krb5 preauth_data.c [9].

The first program listens to the network traffic in promiscuous mode and automatically
extracts the encrypted timestamp from the pre-authentication data. The second program
runs a dictionary attack against the data collected with the first tool.



Detection and tracing

This attack is accomplished by passively listening to the network traffic between the
client and the KDC server. The only way to detect this is by monitoring the network for
symptoms which might give us a hint that someone is running a sniffer on the network.
More information can be found from [4].

Protection against the Attack

This attack will become computationally infeasible if a strong password policy is
implemented. The Windows 2000 implementation of Kerberos V supports also another
pre-authentication method in addition to the password-based. This public key based
scheme, called PKINIT [10], does not suffer from the weakness we are describing here.
Another effective way to prevent this attack is to encrypt the network traffic, for example
by using IPSEC.

Test Results

The attack was conducted successfully. We were able to collect pre-authentication data
from the switched network and perform alimited dictionary attack against these

accounts. We did not have enough resources to generate a dictionary file extensive
enough to perform an attack against strong passwords.
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