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Lab Preparation and Setup
Tools of the Trade

1 Windows Server 2019

2 Windows 10 Enterprise Edition

3 Metesploitable3 on Windows Server 2008

4 Microsoft Sql Server 2017



Domain Enumeration Tools
Tools of the Trade

1 Remote Server Administration Tools (RSAT) AD PowerShell Module

2 PowerView

3 PowerUpSql

4 SharpHound

5 BloodHound

6 SQLRecon



Exploitation, Post Exploitation and 
Lateral Movement
Tools of the Trade

1 PowerView

2 PowerUpSql

3 Inveigh

4 SQLRecon

5 Mimikatz

6 Rubeus

7 SharpSpray



Exploitation, Post Exploitation and 
Lateral Movement Cont…
8 DomainPasswordSpray

9 PsExec

10 Netcat

11 Invoke-SqlServer-Escalate-ExecuteAs

12 john-the-ripper

13 Hashcat

14 Kekeo

15 Invoke-SqlServer-Escalate-Dbowner



Exploitation, Post Exploitation and 
Lateral Movement Cont…
16 Invoke-BruteForce

17 PrintSpoofer



Lab Setup
Downloading Virtual Machines

1 Windows Server 2019 Evaluation Copy from Microsoft website 
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019

2 Windows Enterprise Evaluation Copy from Microsoft website 
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise

3 MetaSploitable3 VM from Rapid7 Github Repo 
https://github.com/rapid7/metasploitable3

https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2019
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise
https://github.com/rapid7/metasploitable3


Lab Setup
Downloading Virtual Machines

4 MicroSoft SQL Server Express edition from Microsoft Website 
https://www.microsoft.com/en-us/download/details.aspx?id=55994

5 Downloading VirtualBox
https://download.virtualbox.org/virtualbox/7.0.12/VirtualBox-7.0.12-159484-Win.exe

Downloading VirtualBox Extension Pack 
https://download.virtualbox.org/virtualbox/7.0.12/Oracle_VM_VirtualBox_Extension_
Pack-7.0.12.vbox-extpack

https://www.microsoft.com/en-us/download/details.aspx?id=55994
https://download.virtualbox.org/virtualbox/7.0.12/VirtualBox-7.0.12-159484-Win.exe
https://download.virtualbox.org/virtualbox/7.0.12/Oracle_VM_VirtualBox_Extension_Pack-7.0.12.vbox-extpack


Lab Setup
Installing Windows Server 2019



Lab Setup
Let’s go with  the Default Setting



Lab Setup



Lab Setup



Lab Setup
Let’s Change Some Settings



Lab Setup
Network Adapter Settings



Lab Setup
Creating New Nat Network



Lab Setup



Lab Setup
Clipboard Sharing and Drag and Drop between guest and host Operating system



Lab Setup
Installing the OS



Lab Setup
Installing the OS



Lab Setup
Install now



Lab Setup
Choose windows server with Desktop Experience



Lab Setup
Accept and Click Next



Lab Setup
Choose Custom install and Click Next



Lab Setup
Now allow the OS to be copied the VM we created



Lab Setup
Here we will Create the Administrator’s Password and Click Finish



Lab Setup
Successfully Installed the OS



Lab Setup
Go Devices and Click insert guest edition CD image



Lab Setup
Double Click on it and follow the installation wizard to install it



Lab Setup
Open the Computer Search bar and Type computer, View your PC name  



Lab Setup
Click on rename this pc and enter DC01 in the name, click Next and restart the Vm



Lab Setup
Installing AD-DS and Domain Controller on the Server



Lab Setup
Next



Lab Setup
Next



Lab Setup
Next



Lab Setup
Select Active Directory DomainService and Click add features



Lab Setup



Lab Setup
Next to Install



Lab Setup
After the installation click close



Lab Setup
Installing Domain Controller



Lab Setup
Adding new forest and FQDN



Lab Setup
Creating a memorable Domain Services Recovery mode password (DSRM)



Lab Setup
Next > Next > Install to Finish



Lab Setup
AD-DS and Domain Controller has been Successfully installed 



Lab Setup
Network Configuration, ipconfig shows the dynamic ip address, let’s make it static



Lab Setup
Network Settings



Lab Setup
Creating Policy to Disable Windows Defender



Lab Setup
Naming the Policy



Lab Setup
Now right click on the policy you just created and click edit to edit it



Lab Setup



Lab Setup
Scroll Down to Select windows defender antivirus and real-time protection



Lab Setup
Double Click on turn off real-time Protection



Lab Setup
Select enable and Ok



Lab Setup
Creating Smb Share



Lab Setup



Lab Setup



Lab Setup



Lab Setup



Lab Setup
Next > Next > Create



Lab Setup
Installing Windows 10 Enterprise edition



Lab Setup
We are going to go with the default setting as we did on the Domain Controller, the 
same way we installed the DC



Lab Setup
When you get to this level instead of Creating a local user click join domain instead



Lab Setup
Creating User



Lab Setup
Create a memorable Password and Confirm it



Lab Setup
Select 3 memorable Security question and move on



Lab Setup
Accept 



Lab Setup
Windows Successfully Installed, you can install guest edition cd and change PC name 
as Win10-Client-01 the same way you did on the Domain Controller



Lab Setup
Joining the Client to the Domain, Let’s Assign static ip address to the Client



Lab Setup
Here is the network configuration with the Domain Controller as DNS Server



Lab Setup
Joining the Client, search for work or school



Lab Setup
Connect



Lab Setup



Lab Setup



Lab Setup



Lab Setup



Lab Setup
Creating Smb Share on Windows Client



Lab Setup
Right Click and go the Properties and share it



Lab Setup
Now we are done setting up Win10-Client-01 Machine

Instruction

Replicate the same process to create another Machine and name it Win10-Client-02



Lab Setup
Setting up DNS conditional forwarders for both side



Lab Setup
Adding Forwarder



Lab Setup
Here we add the FQDN and IP address pointing to the target domain



Lab Setup
Doing the same from the other side pointing to Byteshield



Lab Setup
We can now ping the DC by its hostname



Lab Setup
We can also ping back from the DC



Lab Setup
We have Successfully Installed windows server 2019, installed AD-DS and domain 
Controller on it, also installed Windows 10 enterprise edition as a client and joined to 
it to the domain, 

INSTRUCTION

Install 2 Domain Controllers DC02 and DC03, the DC03 should be installed the same 
way you installed DC01, but with different Domain name as TRUSTEDCORP.local, but 
every other thing should be the same,

DC02 should only be installed without installing AD-DS and Domain Controller, 
because we are going to make it a child to DC01 as the Parent or Root Domain, while 
DC03 would later be as a trusted domain to DC01, aTransitive/bidirectional Trust



Lab Setup
If you have Successfully done what you’re instructed in the last section, it is now time 
to create forest bidirectional trust between BYTESHIELD and TRUSTEDCORP



La Setup
Right click on the Domain name and go to properties, select trusts tab to start



Lab Setup
Enter the Domain



Lab Setup
Forest trust



Lab Setup
Bidirectional Trust



Lab Setup



Lab Setup



Lab Setup
Create a memorable trust password, it’s going to be the same for both side



Lab Setup
Next > Next



Lab Setup
Do the same on the other side



Lab Setup
Now validate outgoing and incoming trust



Lab Setup
We have Successfully Created a Transitive Trust between BYTESHIELD & 
TRUSTEDCORP, it is now time to Configure DC02 as a Child Domain to BYTESHIELD

First thing first let’s configure network and DNS setting of the Domain



Lab Setup
Here We are going to AD-DS



Lab Setup
The same way we did on the other domain Controllers



Lab Setup
Let’s Promote it to Domain Controller



Lab Setup
Now instead of selecting add new forest we choose add new domain to an existing 
forest



Lab Setup
Supplying the Credentials of our Root Domain



Lab Setup
Creating DSRM Passowrd



Lab Setup
Follow the Wizard Next > Next and installed the same way you did on the other 
Domain Controllers



Lab Setup
We have Successfully Create a child domain, now let’s create DNS conditional 
forwarder pointing to the root domain



Lab Setup
Creating Conditional Forwarder pointing to the root domain



Lab Setup
Now we can ping the FQDN of the root domain and vice versa

Create Share on the Child domain as you did on the root domain name it TRI-Share



Lab Setup
Downloading and Installing SQL Server on DC01, DC02 and Win10-Client-01

You can Download Microsoft Sql Server developer or express edition from MicroSoft
website, after downloading it copy it to DC01 IT-DEPT share so that you can access it 
other machines

https://download.microsoft.com/download/5/A/7/5A7065A2-C81C-4A31-9972-
8A31AC9388C1/SQLServer2017-SSEI-Dev.exe



Lab Setup
SQL Server installation



Lab Setup
Install



Lab Setup
This will take sometimes depending on your network speed and Computer 
performance



Lab Setup
Select New Sql server stand-alone installation and continue



Lab Setup



Lab Setup
Accept and Next



Lab Setup
Next > Next



Lab Setup
Choose named instance and change its name from the default



Lab Setup
Next > Next and choose mixed mode authentication, click add current user or add to 
select another user



Lab Setup
Next and Install



Lab Setup



Lab Setup
Since we installed the Server let’s install Sql server management studio SSMS, clicking 
install sql server management tools, we will get redirected to Microsoft website



Lab Setup
Scroll Down and Click the link to Download this Version



Lab Setup
Installing SSMS



Lab Setup



Lab Setup
Successfully Installed



Lab Setup
The next thing is to make it accessible remote, let’s use a windows command line 
utility to check Connection status



Lab Setup
Mssql server by default listens on port 1433, previous command shows that port 
1344 is not in listening state, Let’s configure it so that we can access it remotely



Lab Setup
After searching and clicking Configuration manager, select network configuration



Lab Setup
Double click or right click to go toTCP/IP properties



Lab Setup
Select Ip address Tab scroll down and set the port 1344 apply and Ok



Lab Setup
The TCP/IP protocol is in disable state, let’s right click on it and enable it



Lab Setup
Now Let’s go sql server services and start the services, right click go to the properties 



Lab Setup
On the Service tab make it start automatically, Apply and Ok, Do the same to the 
other services



Lab Setup
Now Let’s bring up SSMS and connect to it to restart the service



Lab Setup
Click Connect 



Lab Setup
Right Click on the server instance and select restart



Lab Setup
Going back to Powershell console and Check we discovered that the port is in 
listening state



Lab Setup
We have Successfully installed Microsoft sql server developer edition and basic 
Configuration needed for our purpose.

Instruction

Follow the same steps and install Sql server on DC03 and Windows 10 Client Machine



Lab Setup
Installing Metasploitable3 on windows server 2008, Let’s follow the Installation guide 
on rapid7 github page

https://github.com/rapid7/metasploitable3



Lab Setup
Download Metasploitable zip file to th folder you created and unzip it there



Lab Setup
Downloading requirement



Lab Setup
Downloading and Installing Packer 



Lab Setup
I have Downloaded all the requirement, do the same and save and unzip them all in 
one folder



Lab Setup
Installing Vagrant



Lab Setup
Now we have all the files available it is time to build the Virtual machine



Lab Setup
Vagrant file Download, all the files should be saved in one folder



Lab Setup
Now open your command prompt and install some dependencies with vagrant



Lab Setup
It is now time to build the VM using a powershell script called build.ps1 inside 
metasplitable3 folder we downloaded, running the script without any argument with 
prompt us for confirmation, if we y the script will build 2 VMs for us linux and 
windows version of the VM, but typing n will make the script to exit show us the 
arguments to choose from.



Lab Setup
We interested in building windows server 2008 so we will choose it



Lab Setup
The Downloading and Building the VM takes longer time to complete, it depends on 
your system performance and network speed, after building the VM type vagrant up 
win2k8 to import it to Virtualbox



Lab Setup
Here we go, we logon with username vagrant and password vagrant



Lab Setup
Now before renaming and joining the Vm to the Domain, let’s change the network 
configuration



Lab Setup
Here is the IPv4 Static Configuration



Lab Setup
Search for rename this Computer to change the name of the computer to WS01 and 
join it to Byteshield Domain



Lab Setup
Now We can Verify our setup



Lab Setup
We have done a lot of Installation setup, now we will focus on Domain and Sql server 
users and groups creation and  their respective access rights

DC01 Users

joe.smith david.williams jessica.williams

lisa.jones james.brown mike.johnson

p.brown justin.smith Richard.White

enox michelle.smith

S.Service Sql_Service



Lab Setup
Users & Groups

DC02 Users          

anthony.smith christopher.smith

jessica.williams Jessy_adm

tom.smith TRSql_Service



Lab Setup
DC03 Users               

amanda.jones paul.jones michelle.Moore

jason.johnson jennifer.williams Clement.Kevin

michelle.johnson mike.davis Brown.lee

Ruth.David TCSql_Service



Lab Setup
Win10-Client-01 Users

jessica.williams joe.smith justin.smith

local_adm p.brown

Win10-Client-02 Users

Ruth.David Brown.lee Richard.White

Clement.Kevin michelle.Moore



Lab Setup
Now it is to start Creating users and groups, starting with DC01, logon and open sever 
manager



Lab Setup
Right click on the administrator and click copy to Create an Admin user



Lab Setup
David Williams as Admin User



Lab Setup
Right click on the users container > new to Create a Regular user



Lab Setup
Joe Smith as a regular user



Lab Setup
We have Created two domain users, admin and a regular user

Instruction

 On DC01 Create the rest of the users with Sql_Service as Domain admin

 On DC02 Create the Users with TRSql_Service and Jessy_admin as Domain Admins

 On DC03 Create the Users with TCSql_Service and Paul.jones as Domain Admins

 On the two Windows Clients logon with the respective Domain users

 On WS01 make justin.smith a local admin, logon with p.brown Credentials also



Lab Setup
After Users Creation, the next thing is to create user’s groups, right anywhere within 
and select new > group



Lab Setup
Remote Desktop Users Group Creattion



Lab Setup
Now let’s Create localuser group Policy for remote desktop access



Lab Setup



Lab Setup
Now Let’s Search for the RDP users Group we just Created



Lab Setup
Remote Desktop Service is disabled by default, we can enable it



Lab Setup
Let’s Jessica Williams to the RDP users and Remote management service Groups



Lab Setup
Foreign Group membership, we are Create a local and Universal BYTESHIELD Domain 
Group and map them to TRUSTEDCORP as Foreign Members and and vise versa, By 
default Domain groups are created as global groups, we will change that to domain 
local group, we have michelle and mike as member of the domain local group



Lab Setup
We will Create Domain localgroup in BYTESHIELD and add some TRUSTEDCORP 
domain Users as foreign group members and vice versa.



Lab Setup
Creating SQL Server Users Frank and Robert, Win10-Client-01 we Create 3 Users, 2 
with Sql Authentication while 1 Windows authentication



Lab Setup
Creating SQL User



Lab Setup



Lab Setup
We have made justin.smith as SQL server user with public role, we are going to make 
the user to impersonate the the systemadmin



Lab Setup
Impersonating sa



Lab Setup
Impersonating sa



Lab Setup
On ROOT-DC01 we are also going to Create 2 SQL users David and Kevin, David with 
have public role on database with Kevin will have db_owner role on the same 
database, we are going to make David to Impersonate Kevin

Creating the Database



Lab Setup
Here we create the database owned by Administrator



Lab Setup
Creating the users the same way Created for Win10-Client-01



Lab Setup
Now Let’s Give Kevin the db_owner role on the database we created, that give Kevin 
the ability to elevate his role sa, while David can impersonate Kevin



Lab Setup
Now we will let David Impersonate Kevin



Lab Setup
Creating SPN for SQL Server on ROOT-DC01



Lab Setup
On TRUSTED-DC03 Let’s give justin.smith Sysadmin role for cross forest 
authentication on the SQL server



Lab Setup
Sql Cross forest Authentication



Lab Setup
Giving Justin.smith sysadmin on the Server



Lab Setup
Creating SPN for SQL Server on TRUSTED-DC03



Lab Setup
Unconstrained Delegation Setup, we are going to use Win10-Client-02 for 
unconstrained delegation and also make it a member of domain admins group 
because it is going to be admin Workstation



Lab Setup
Constrained Delegation Setup, we are going to use Win10-Client-01 for constrained 
delegation



Lab Setup
Resource-based constrained delegation RBDC setup, we are going to create a group 
and name it RBDC group, this group will have write permission over WS01 and 
justin.smith with have full permission over the group, that will give our user ability to 
add himself to the group, james.brown is a member to the group



Lab Setup
Now Our user has full control over the Group, the user can add himself to the group



Lab Setup
On TRUSTED-DC03 we going to make Clement to have ExtendedRight over Ruth.David



Lab Setup
While Michelle.Johnson will have Don not Require Kerberos preauthentication
selected



Lab Setup
Michelle.johnson is a member of help desk user group while help desk user group has 
write privilege over StdBy Admins



Lab Setup
BYTESHIELD Domain User James Brown should be a member of Backup Operators of 
TRUSTEDCORP


