Reversing Hybrid Apps

Android applications can be categorized into three main types: native apps, which are built using platform-specific languages like Java or Kotlin; web
apps, which run in a browser and are typically built with HTML, CSS, and JavaScript; and hybrid apps, which combine elements of both and often utilize
WebViews to render web content within a native container. Hybrid apps are often developed using HTML, CSS, and JavaScript through frameworks that
leverage WebViews. In this example, we will focus on applications built with React Native, a widely-used open-source framework developed by
Facebook. React Native enables developers to build cross-platform mobile applications using JavaScript and React, allowing them to maintain a single

codebase for both Android and iOS platforms.

Using JADX to analyze the source code of hybrid apps created using React Native is not sufficient on its own. JADX can decompile Java bytecode and
produce Java-like pseudocode, but is unable to process the Javascript files present in Hybrid apps.Furthermore, React Native developers can utilize
JavaScript obfuscator to further protect and secure the app from reverse engineering and potential tampering. Additionally, when using the

, the JavaScript code is transformed into Hermes bytecode—a more compact and optimized format—adding a layer of obfuscation. In React
Native applications, the JavaScript code is typically bundled into a file named index.android.bundle, which becomes the primary focus of analysis in

this section.

Reading Minified JS Code

The following app is created using React Native, and once it's started, the user can see a login screen.

Myapp

‘ Username ’

‘ Password ’

Configure IP Address

Let's decompile APK and read the application's source code.
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rllk@htb[/htb]$ jadx-gui ~/myapp.apk

myapp.apk MainActivity
Source code
android.support.v4 ‘
androidx 3 import com.facebook.react.ReactActivity;
bolts import com.facebook.react.ReactActivityDelegate;

com 5 import com.facebook.react.defaults.DefaultNewArchitectureEntryPoint;
y import com.facebook.react.defaults.DefaultReactActivityDelegate;

1 package com.awesomeproject;

awesomeproject

% BuildConfig 8 /% loaded from: classes.dex */
c.MainActivity 9 public class MainActivity extends ReactActivity {
¢, MainApplication 0 d0verride // com.facebook.react.ReactActivity



https://hermesengine.dev/
https://hermesengine.dev/
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&R protectea o 10 getMalntLomponentName() 1
. . return "AwesomeProject";
¢, ReactNativeFlipper B }
facebook
google.common.util.concurrent 5 a0verride // COm-facebook-reaCt-ReaCtACtiVity
javax protected ReactActivityDelegate createReactActivityDelegate() {
return new DefaultReactActivityDelegate(this, getMainComponentName(), DefaultNewArchitectureEntryPoint.

kotlin  getFabricEnabled());

okhttp3
okio
org
Resources
APK signature
[=] Summary

The MainActivity and MainApplication classes in React Native projects serve as bridges between the native Android environment and the JavaScript
runtime. They are responsible for initializing and configuring the essential settings and components required for the React Native framework to
function properly within the Android application. By navigating to Source code -> Resources -> assets -> index.android.bundle, we can access the

bundled JavaScript code, as shown below.

myapp.apk assets/index.android.bundle

Source code 1 var __BUNDLE_START_TIME__=this.nativePerformanceNow?nativePerformanceNow():Date.now(),__DEV__=false,
Resources process=this.process||{},__METRO_GLOBAL_PREFIX__='';process.env=process.env||{};process.env.NODE_ENV=
assets process.env.NODE_ENV| |"production";
i, index.android.bundle 2 !'(function(r){"use strict";r.__r=i,r[ ${__METRO_GLOBAL_PREFIX__} d']=function(r,n,o){if(null!=e[n])
kot lin return;var i={dependencyMap:o,factory:r,hasError:!1,importedAll:t, importedDefault:t,isInitialized:!1,
lib publicModule:{exports:{}}};eln]=i}, r.__c=o,r.__registerSegment=function(r,t,n){s[r]l=t,n&n.forEach((
1 function(t){e([t]||v.has(t)||v.set(t,r)}))};var e=o(),t={},n={}.hasOwnProperty;function o(){return e=

META-INF Object.create(null)}function i(r){var t=r,n=e[t];return n&&n.isInitialized?n.publicModule.exports:d(t,n
okhttp3 ) }function 1(r){var n=r;if(e[n]&&e[n].importedDefault!==t)return e[n].importedDefault;var o=i(n), 1=0&&0
res .__esModule?o.default:o; return e[n].importedDefault=1}function a(r){var o=r;if(e[o]&&e[o].importedAll!=

=t)return e[o].importedAll;var 1,a=i(o0);if(a&8a.__esModule)l=a;else{if(1={},a)for(var u in a)n.call(a,u
)&&(1[ul=a[u]);l.default=a}return elo].importedAl1=1}i. importDefault=1,i.importAll=a, i.context=function
i« classes.dex (){throw new Error("The experimental Metro feature ‘require.context' is not enabled in your project.")}
jiresources.arsc ,1.resolveWeak=function(){throw new Error("require.resolveWeak cannot be called dynamically.")};var u=!
2 APK signature 1; function d(e,t){if(!u&&r.ErrorUtils){var n;u=!0;try{n=h(e,t)}catch(e){r.ErrorUtils.reportFatalError(e
[E Summary )}return u=!1,n}return h(e,t)}var c=16,f=65535; function p(r){return{segmentId: r>>>c,localld: r&f}}i.
unpackModuleId=p, i.packModuleId=function(r){return(r.segmentId<<c)+r.localld};var s=[],v=new Map;

i AndroidManifest.xml

When React Native builds the app, the Javascript code undergoes a minification process to reduce its size. This includes removing whitespace,
renaming variables to shorter names, and performing other optimizations to decrease the file size. Although one could search for hardcoded strings,
reading the application's source code requires substantial effort. To convert minified code back to a more readable form, we need to employ tools
known as beautifiers. Such tools can be found online, like the and . However, index.android.bundle is usually a large file,

and it might be difficult for our web browser to display all this content effectively. On the other hand, command line tools like js-beautify can act more

efficiently. Let's install this tool and try to read the content of the file index.android.bundle.
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rl1k@htb[/htb]$ curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v0.40.2/install.sh | bash
rl1k@htb[/htb]$ source ~/.bashrc
rl1k@htb[/htb]$ nvm install node
rl1k@htb[/htb]$ npm -g install js-beautify

added 53 packages in 2s

13 packages are looking for funding
run “npm fund® for details

And of course, we will use APKTool to extract the files from the APK file.
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rl1k@htb[/htb]$ apktool d myapp.apk

Using Apktool 2.7.0 on myapp.apk

Loading resource table...

Decoding AndroidManifest.xml with resources...
Loading resource table from file: /Users/bertolis/Library/apktool/framework/1.apk
Regular manifest package...

Decoding file-resources...

Decoding values /% XMLs...

Baksmaling classes.dex...

Copying assets and libs...

Copying unknown files...

Copying original files...

HH H H H H H H H H H

Once files are extracted, we can run the following command to "beautify" the content of the minified JS code.
eSS


https://beautifier.io/
https://beautifier.io/
https://www.danstools.com/javascript-beautify/
https://www.danstools.com/javascript-beautify/
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rl1k@htb[/htb]$ js-beautify myapp/assets/index.android.bundle -o beautified_index.android.bundle.js

beautified beautified_index.android.bundle.js

Even after beautification, the file contains not only the application code written by the developer, but also the bundled code from all the node_modules

used in the project. Fortunately, in most cases, the developer-written code appears toward the end of the file. Examining the contents of the extracted

bundle reveals the following snippet.
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rllk@htb[/htb]$ vim beautified_index.android.bundle.js

Code: javascript

x = (function() {
var o = (0, t.default) ((functionx() {
try {
var t = yield fetch('http://10.10.10.10/1login"', {
method: 'POST',
headers: {
'Content-Type': 'application/x-www-form-urlencoded’
i
body: “username=${encodeURIComponent(f)}&password=${encodeURIComponent(b)}"
}), o = yield t.text();
t.ok ? console.log('Login Successful:', o, '. temp_debugging_key: DebuggingPassword') console.log('Login Failed
} catch (t) {

console.error('Error:', t)
¥
}));

return function() A{

return o.apply(this, arguments)

PO;

The above snippet indicates that this is a remote authentication function and reveals the hardcoded debug password DebuggingPassword.

Reading Compiled JS Code

As mentioned before, React Native apps built using the Hermes engine are considered to have an extra security layer. The Hermes engine can be

enabled or disabled by setting the hermesEnabled value to true or false accordingly under the gradle.properties file in an Android project.

v & Gradle Scripts
& build.gradle (Project: AwesomeProject)
A build.gradle.kts (Included build: gradle-plugin)
g settings.gradle.kts (Included build: gradle-plugin)

# AndroidX package structure to make it clearer which packages are bundled with the
# Android operating system, and which are packaged with your app's APK

# https://developer.android.com/topic/libraries/support-library/androidx-rn

& build.gradle (Module :app)

& proguard-rules.pro (ProGuard Rules for ":app")
il gradle.properties (Project Properties)

i gradle-wrapper.properties (Gradle Version)

i1 local.properties (SDK Location)

& settings.gradle (Project Settings)

android.useAndroidX=true
# Automatically convert third-party libraries to use AndroidX
android.enableJetifier=true

# Version of flipper SDK to use with React Native
FLIPPER_VERSION=0.182.0

# Use this property to specify which architecture you want to build.
can also override it from the CLI using

# ./gradlew <task> -PreactNativeArchitectures=x86_64

# You

reactNativeArchitectures=armeabi-v7a,armé4-v8a, x86,x86_64

# Use this property to enable support to the new architecture.

# This will allow you to use TurboModules and the Fabric render in

# your application. You should enable this flag either if you want

# to write custom TurboModules/Fabric components OR use libraries that
# are providing them.

newArchEnabled=false



Reading the content of the index.android.bundle file using JADX or APKTool isn't possible.
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rllk@htb[/htb]$ jadx-gui hermes.apk

hermes.apk assets/index.android.bundle
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kotlin 3 x8 00 V2JAx8 JQV <Gox8 N6V I66x6 60 &W $60 88 [N 6W "9888 N[ X "98068 N0 >X 86096 : 6z 08
lib B9 06Z #6098 ,00 \ G 88 JJ0-\ 20 88 D1\ © B8 JJJu\ GBEBB 4 1B 96dEB [ .~ ABo 88 [
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Decompiling the APK file using APKTool and running the file command on the index.android.bundle reveals the following.
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rllk@htb[/htb]$ apktool d hermes.apk
rllk@htb[/htb]$ cd hermes/assets/
rlilk@htb[/htb]$ file index.android.bundle

index.android.bundle: Hermes JavaScript bytecode, version 94

This indicates that the file's content is Hermes JavaScript bytecode, meaning it's compiled non-human readable code, while the previous file
containing only minified code would return ASCII text. Fortunately, some tools can disassemble files compiled into Hermes VM bytecode. In this

example, we will use . Let's install it and try to decompile the index.android.bundle file.
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rlik@htb[/htb]$ pip3 install --upgrade git+https://github.com/Plsec/hermes-dec
rllk@htb[/htb]$ hbc-decompiler index.android.bundle output.js

[+] Decompiled output wrote to "output.js"

The file is successfully decompiled. Let's now read its content.
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rl1k@htb[/htb]$ vim output.js

r3 = 'username=';

r2 = '&password="';

r2 = r9.bind(r3)(ri11, r2, rie);
r3 = {};

r9 = 'POST';

r3['method'] = r9;

r3['headers'] = r8;

r3['body'] = r2;

r2 = 'http://10.10.10.10/1login"';
r2 = r7.bind(r1)(r2, r3);
SaveGenerator(address=131);

Examination of the code near the end of the file reveals a POST request to the URL https://10.10.10.10/login. Reading a few more lines below
reveals a possible remote authentication functionality that uses the hardcoded key-value pair debug_key: tempDebuggingPassword to authenticate the

user.

r9 = r5.console;


https://github.com/P1sec/hermes-dec
https://github.com/P1sec/hermes-dec

r8 = r9.log;

r7 = r4;

ré = 'Login Failed:';

ré6 = r8.bind(r9)(ré6, r7);

_fun4334_ip = 226; continue _fun&334;

r8 = r5.console;

r7 = r8.log;

ré = r4;

r5 = 'Login Successful:';

r4 = '. debug_key: tempDebuggingPassword';
r4 = r7.bind(r8)(r5, ré6, r4);

Let's issue an HTTP request using the query parameter debug_key with the value tempDebuggingPassword. Note that although it's a POST request, the

debug key is not being sent as form data.
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rllk@htb[/htb]$ curl -X POST 'http://10.10.10.10/login?debug_key=tempDebuggingPassword’

"message": "Logged in using debug key!",
"status": "success"

With the correct debug key identified in the source code, we successfully authenticated and gained access to the application.

Connect to Pwnbox
Your own web-based Parrot Linux instance to play our labs.

Pwnbox Location

UK

28ms A 4

Terminate Pwnbox to switch location

Start Instance

OO/ 1 spawns left

Waiting to start...

Enable step-by-step solutions for all questions @ &
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Answer the question(s) below to complete this Section and earn cubes!

Target(s): Click here to spawn the target system!

+38 Analyze the APK found inside the attached ZIP file. What is the value of the "message" key after logging into the remote service using the

debugging code?

Submit your answer here...

+10 Streak pts | P8 Submit | & myapp_hybrid 1.zip

+58) Analyze the APK found inside the attached ZIP file. What is the value of the "message" key after logging into the remote service using the

debugging code?

Submit your answer here...

+10 Streak pts | @ Submit || & myapp_hybrid_2.zip
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