Reading Obfuscated Code

Obfuscation is a process used to transform an app's executable code and assets into a format that is difficult to understand when reverse engineering.

While the obfuscated app remains functionally identical to the original, the underlying structure, variable names, method names, and other identifiable

elements are changed to enhance the application's security. Among the most common reasons for someone to use obfuscation in their application are:

Even though code obfuscation can introduce maintainability issues and sometimes reduce performance overhead, it is still a preferred solution to
enhance the application's security. There are several commercial and open-source tools offering code obfuscation, and below, we can find some of the

most common techniques used to achieve this.

The Android ecosystem provides several tools for obfuscation, the most widely used being R8 (introduced in 2018) and ProGuard (its predecessor).

Both are integrated by default in Android Studio, and to enable code obfuscation, the value minifyEnabled must be true under the Gradle Scripts->

build.gradle file.

{
release {
minifyEnabled
proguardFiles getDefaultProguardFile( ')

In the Gradle Scripts section, under the file proguard-rules.pro, you can specify rules to add or remove certain actions during the build process. In
the example below, R8 is used. By default, R8 performs both code shrinking (removing unused or unnecessary code) and obfuscation (making the code

harder to reverse-engineer). The rules that control how this shrinking and obfuscation occurs are defined in the proguard-rules.pro file.

Code: xml
LSS



# Prevent obfuscation of field names, but allow obfuscation of class and method names
-keep,allowobfuscation class * {

Iprivate x;

-dontoptimize

-dontusemixedcaseclassnames
-dontskipnonpubliclibraryclasses

-verbose

-repackageclasses 'a.b'

-dontwarn javax.lang.model.element.Modifier

Following the Control Flow of an Obfuscated App

In this example, we will examine an application created with Android Studio using the embedded R8 code shrinker. While reading the obfuscated code
we will try to understand and follow the flow of the method calls in the app and see if we can find any useful or sensitive information. For this example,
we will also compare the pseudocode provided by JADX with the original app's source code in Android Studio. The following is a simple app simulating

an app store that provides the user with a button to buy a product.

MyAppstore

MyAppstore

PURCHASE PRODUCT

Let's use JADX to decompile the APK and read its source code.

o O Reading Obfuscated Code

rllk@htb[/htb]$ jadx-gui myapp.apk

Under Source code -> com-> hackthebox.myapp, we can see the MainActivity class.

myapp.apk MainActivity
Source code
a.b 5
android 3 import a.b.z5;
androidx 4 import android.os.Bundle;
com 5 import android.view.View;

package com.hackthebox.myapp;

5 import android.widget.Button;

android.volley 7 import androidx.appcompat.app.e;

google.android.material

hackthebox.myapp 9 /% loaded from: classes.dex */
¢ a ) public class MainActivity extends e {
&b 1] public com.hackthebox.myapp.a M;




. C
. d
MainActivity
.R
kotlin
kotlinx.coroutines
org.intellij.lang.annotations
Resources
7APK signature

/* loaded from: classes.dex */

public class a implements View.OnClickListener {
public a() {
}

d0verride // android.view.View.OnClickListener
public void onClick(View view) {
MainActivity mainActivity = MainActivity.this;
new d(mainActivity, mainActivity.M).a();

}

[=] Summary

d0verride
// androidx.fragment.app.e, androidx.activity.ComponentActivity, a.b.id, android.app.Activity
‘ public void onCreate(Bundle bundle) {
super.onCreate(bundle);
setContentView(R. layout.activity main);
this.M = new com.hackthebox.myapp.a(new z5());
((Button) findViewById(R.id.purchaseButton)).setOnClickListener(new a());

Reading the source code of the MainActivity class reveals the onClick(View view) method, which is most likely the purchase product button. Also,
its content seems to call the method a() of the class/object d() in the line new d(mainActivity, mainActivity.M).a();.Having alook at the original
app's source code reveals that the onClick () method will create the object UserActionHandler, which takes two parameters and then calls the

method handleUserAction().

Button actionButton = findViewById(R.id. );
actionButton.setOnClickListener( {

@verride
' onClick(View v) {
UserActionHandler actionHandler = UserActionHandler( MainActivity. M );
actionHandler.handleUserAction();

});

There is a high probablity that the method call d(mainActivity, mainActivity.M).a();—revealed in JADX—and the method call

actionHandler.handleUserAction(); in the original source code are the same. Let's double-click on the method a() in JADX to see where this
method is created in the code.

public d(Context context, com.hackthebox.myapp.a aVar) {
this.f1816a = context;
this.b = aVar;

}

public void () {
this.b.a(this.f1816a, new a());

}

This will redirect us to the class d{}, revealing the method a() at the end of the file. Following the flow on Android Studio by holding alt and clicking on

the handleUserAction() method also reveals the following snippet.

handleUserAction() {

.fetchProductFromAPI( ProductManager.ProductFetchListener() {
@0verride
' onProductFetched(Product product) {
RegquestPreparer preparer = W RequestPreparer();

This, in turn, calls the method productManager.fetchProductFromAPI(). Likewise, the code in JADX also appears to make a call at the method

b.a(this.f1816a, new a()). Let's follow the method call again by double-clicking on the method a().

/* loaded from: classes.dex %/
public interface d {
void a(String str);

void b(zi@ zievar);




public a(z5 z5var) {
this.f1815a = z5Var;

}

public void R(Context context, d dVar) {

l.a(context).a(new c(0, "https://10.10.10.10/products/1", new C0216a(dVar), new b(dvar)));

}

This leads us to the method a() of the class a{}, which looks like it makes a request to the URL https://10.10.10.10/products/1. This URL is passed

as a parameter to the method c (), which, in turn, on double-clicking it, will lead us to the following snippet of code within the same class.

/* loaded from: classes.dex */
public class ¢ extends et® {
public g(int i, String str, j.b bVar, j.a avar) {
super(i, str, bvar, aVar);
}

d0verride // com.android.volley.h

public Map<String, String> o() {
jl.a("e");
HashMap hashMap = new HashMap();
hashMap.put("Authorization", "Bearer " + jl.a("api_key"));
return hashMap;

In the above method c (), we can see that a value with the name api_key is also put in a HashMap object, along with other values. Back in JADX, this

value is returned by the method j1.a(). Having a quick look at the original app's source code, we can confirm that we are following the intended flow of

the app.

fetchProductFromAPI(Context context, ProductFetchListener listener) {

String url =
StringRequest request = StringRequest(Request.Method. url
{
@Ooverride
1 onResponse(String response) {
y {
JSONObject productJson = JSONObject(response) ;
String name = productJson.getString( )
price = productJson.getDouble( )
listener.onProductFetched(new Product(name, price));
} (JSONException e) {
listener.onError( )
}
}
5 {
@0verride
onErrorResponse(VolleyError error) {
listener.onError( )5
}
P A
@override
Map<String, String> getHeaders() {
ActionCoordinator.authGet( )5
Map<String, String> headers = new HashMap<>();
headers.put( + ActionCoordinator.authGet(
headers;
}

Volley.newRequestQueve(context).add(request);

The equivalent j1.a("api_key") method seems to be the ActionCoordinator.authGet("api_key") one. Double-clicking on the j1.a() redirects us

to the instance of this method, indicating that we are on the right path.

/* loaded from: classes.dex */
public class j1 {

/* renamed from: @ reason: collision with root package name x/
public static z5 f190a = new z5();

public static String p(String str) {
return str.equals("api_key") ? f190a.a() : "0";

}

Finally, we can conclude that a string comparison occurs, comparing the name api_key with the name returned from the method f190a.a(). Let's

double-click again on the a() method and check if we can read any potential key-value pairs.



/* loaded from: classes.dex */
public class z5 {
public String p() {

return "xmjPceil@E5ekn6QisfF1XLVSxq3n7HkfK9duVIxaqlLPxZ4eB9EiYacvgswubvKZ";
}

Eventually, the method z5.a() reveals the key xmjPceil0E5ekn6QisfFIXLVSxq3n7HkfK9duVIxaqLPxZ4eB9EiYacvgswubvKZ.
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