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Applied Purple Teaming – C0310 Threat Optics Overview
Sysmon, Sysmon-Modular
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Sysmon – Best Endpoint Detection Tool (and it's free)
Biased opinion: Sysmon is the best free endpoint logging tool available.
Nuanced opinion: Sysmon can create a lot of noise.

• Significantly fewer event IDs than standard Windows logging
• Better organized
• Logs full command line
• Records hash of process executables (makes global searching easier)
• DLL load operations 
• Raw disk reads (file.exe opened by process)
• Network connections
• Process Access
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Evidence of Sysmon’s Abilities – Just a ping. 
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Evidence of Sysmon’s Abilities – Just a ping. 

1. User instantiates a command prompt (cmd.exe) 
- Sysmon event ID 1: Process creation (number 3 in screenshot)

2. User issues command to “ping google.com”
- Sysmon event ID 22: DNS lookup (number 4 in screenshot)

3. Sysmon logs user access ping.exe
4. Ping.exe asks for DNS resolution of google.com

All of this is logged real time. Implications? 
• High performance log ingestors can alert early

• And can provide accurate optics

4



© Defensive Origins LLC  C0310.5 – Threat Optics

Sysmon’s Event ID 1: Process Creation

Let execute a download with bitsadmin.

Sysmon logs:
• RuleName
• Image
• User
• Hostname
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Sysmon Event ID 3: Network Connection

Network Connection Detected
• Event ID 3:

• Image name
• Source IP 
• Destination IP
• Destination port

This is important.
• Malware needs network
• C2 channels need network
• Lateral movement needs network
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Sysmon’s Event IDs 4 and 5

Sysmon service changes
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Sysmon’s Event ID 7: Image Loaded

Event ID 7 covers image loads operations and the processes that instantiate them.
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Sysmon’s Event ID 10: Process Access

Process access logs the request from a source image for access to a target image.

Sysmon Logs:
• Source Image
• Target Image
• Granted Access
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Sysmon’s Event ID 11: File Creation Events

File creation events are logged based on defined location and extension.
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Sysmon’s Event ID 11: File Creation Events

File creation events are logged based on defined location and extension.

Sysmon Logs:
• Image
• Target Filename
• Create time
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Sysmon’s Event ID 12, 13, 14: File Creation Events

Registry events related to the following.
• RegObject added/deleted (HKLM / HKU)
• RegValue set (DWORD / QWORD additions)

• RegObject renamed

Sysmon Logs:
• Image
• TargetObject as
Reg Hive Location
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Sysmon’s Event ID 15: FileCreateStreamHash

Downloads from web, basically. 
Zone.Identifier: “the mark of the web”

Sysmon Logs:
• Image
• Target Filename
• Create Time
• Host URL 
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Sysmon’s Event ID 16: Sysmon Config Change

Updates to the configuration file are logged here. 

Sysmon Logs:
• Timestamp
• New config
• SHA1 hash
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Sysmon’s Event ID 17, 18: Pipe Events

SMB pipe events are logged under EID 17 and EID 18.
• Event ID 17: Pipe Created
• Event ID 18: Pipe Connected

Sysmon Logs:
• Timestamp
• Image
• Pipe name
• PID
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Sysmon’s Event ID 19, 20, 21: WMI Events

WMI related events are logged here. 
• EID19 WMIEventFilters
• EID20 WMIEventConsumer
• EID21 WMIEventConsumertoFilter

Sysmon Logs:
• ??
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Sysmon’s Event ID 22: DNS Events

DNS events are filtered by Sysmon-modular to exclude known domains and log the rest. 

Sysmon Logs:
• NOISY
• Query request
• Query result
• Image
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Sysmon’s Event ID: 23 FileDelete

Great opportunity to introduce Sysmon-modular…but not yet, soon! 
New event ID needs a few things configured (partial config.xml shown below):
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Sysmon’s Event ID: 23 FileDelete

1. Archive Directory location, can be a network share.  
2. FileDelete option to include or exclude
3. Rule filters as they apply to each other and …or… or
4. File descriptors of interest

https://youtu.be/_MUP4tgdM7s (Mark Russinovich’s Explanation)
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Sysmon’s Event ID: 23 FileDelete

At this point, the test file create and delete was caught.
Event ID 11: Notepad (parent process) created File.hta
Event ID 23: FileDelete Rule with file hash

https://youtu.be/_MUP4tgdM7s (Mark Russinovich’s Explanation)
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Evidence of Sysmon’s Abilities – RDP Session

1. User instantiates launches mstsc.exe
- Sysmon event ID 1: Process creation

Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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Evidence of Sysmon’s Abilities – RDP Session

Finally something interesting: Network Connection Detected
- Event ID 3!

- Image name
- Src IP 
- Dst IP
- Dst port

This is important.

Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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Catches things accurately.

Sysmon – Assisting with Endpoint Logging

Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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Sysmon – Starting from Zero (Windows Optics-wise)

Opinion: Best Place to start the logging improvement process

Parachuter (Tactical and Rapid Responders): 
● Deploy a GPO for Sysmon
● Install an Elastic instance
● Ship logs and packets

Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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Catches things accurately.

Sysmon – Assisting with Endpoint Logging

Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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The install process is easy.

Sysmon – Assisting with Endpoint Logging

The config update process is easy too.
Update the config directory from the previous 
slide in accordance with lifecycle changes.
Re-generate the sysmonconfig.xml with the 
modular tool.

sysmon.exe -c sysmonconfig-update.xml

sysmon64.exe -accepteula -i sysmonconfig.xml

Commands: 
sysmon64.exe -accepteula -i sysmonconfig.xml
sysmon.exe -c sysmonconfig-update.xml

Links:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
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Sysmon – Updating an Existing Configuration

The config update process is easy too.
Update or change the configuration file with new directives.
Regenerate the file. 

sysmon.exe -c sysmonconfig-update.xml

Commands: 
sysmon.exe -c sysmonconfig-update.xml
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Windows Audits the CLI and PowerShell Natively, Right?

Wrong.
Domain controllers? Nope.

Workstations? Nope.
Anything? Nope.
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The containers to the right include configurable 
options.

The process below generates a custom config 
file for Sysmon.
• Parses directories as listed for 

includes/excludes
• It can be adjusted and re-installed easily

Sysmon Modular – “Sysmon Refiner”

. .\Merge-SysmonXml.ps1
Merge-AllSysmonXml -Path ( Get-ChildItem '[0-9]*\*.xml') -AsString | Out-File 

sysmonconfig-update.xml

Commands: 
. .\Merge-SysmonXml.ps1

Merge-AllSysmonXml -Path ( Get-ChildItem '[0-9]*\*.xml') -AsString | 
Out-File sysmonconfig-update.xml

Links:
https://github.com/olafhartong/sysmon-modular
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Sysmon-Modular – Refining Sysmon Endpoint Logging

Biased opinion: Sysmon is the best free endpoint logging tool available.
Nuanced opinion: Sysmon can create a lot of noise.
Sysmon-modular: A configurable way to help parse and limit the noise.
• Also, as seen below, helps map events to MITRE techniques

Links:
https://github.com/olafhartong/sysmon-modular
https://attack.mitre.org/techniques/enterprise/
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Sysmon-Modular – Refining Sysmon Endpoint Logging

If we make a change to any of the .xml files, we can generate up a new config.
New TargetFilename location or naming conditions? 
Change .xml, regenerate modular config, apply new config to Sysmon. 

Links:
https://github.com/olafhartong/sysmon-modular
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Windows Event Collection - Making Sense Out of it All.

1. Sysmon can help, a lot. This is not a silver bullet, nothing is.
2. Command line auditing should be configured to capture process creation 
events.
3. PowerShell module logging and transcription should be configured via Group 
Policy.
4. IIS doesn't log web application events (application errors, yes) to Event Viewer 
without additional configuration.
5. Logging and auditing can be a challenge, and we're up to the task.
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------------------- LAB -----------------

Craft a modular config
Install Sysmon
<15 MINUTES

------------------- LAB -----------------
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Applied Purple Teaming – L0310 Threat Optics Lab 1
Sysmon Install, Modular Sysmon Config, Install Sysmon.
15 Minutes
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