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Enterprise Recon

Atomic Purple Team Lifecycle Section:: Risk/Threat Assessment

The Ingest: OSINT Resources

• The specific attack/component?

• Use known OSINT techniques to find information on organization

• The goal of the lifecycle:

• Implant tools and methods that allow the organization to understand 

what is available to an attacker via OSINT

• If possible, build automation to notify of critical public disclosure



Enterprise Recon

Atomic Purple Team Lifecycle Section: Planning/Methodology

● Use OSINT Recon Tools to identify organizational OSINT

● Identify methods to reduce overall OSINT footprint

● Implement alerting of potential new disclosures



Enterprise Recon

Atomic Purple Team Lifecycle Section: Attack Methodology

Use OSINT Recon Tools to find information on organization

Document what information can be found

Document how the information can be used to further attack / Analyze the attack for 

risk



Enterprise Recon

Atomic Purple Team Lifecycle Section: Attack Methodology

OSINT Sources:

Curated Repo: https://github.com/jivoi/awesome-osint

• Media, Internet, Public Government Data
• Professional / Academic Publications
• Commercial Data, “Gray Literature”
• Unintentional other disclosures
























