
BHASIA Offensive OSINT 

VM and VPN Instruction Sheet 

How to Import the Virtual Machine Appliance 

1. INSERT THE USB DRIVE. 

A. Please make sure that USB is detected.  

B. Navigate to ‘Appliance’ folder in the USB Drive. 

C. Copy the BHAsia.OVA file to your Machine. 

2. INSTALL VIRTUALBOX 

A. Navigate to ‘VirtualBox Installers’ folder in the USB Drive. 

B. Depending on your platform, pick the VirtualBox installer. 

i. Mac 

ii. Windows 

iii. Linux 

C. If VirtualBox is already installed in your machine, please make sure that you are using 

the latest version.  

D. If the installation process requires a restart, please restart your machine. 

3. IMPORT THE OVA FILE 

A. Open VirtualBox. 

B. Go to ​‘File’​ in Menu bar and click on ​‘Import Appliance’. 

 



C. Click on the Browse button, navigate to the path where you have copied the OVA 

File and click on ​‘Open’​. 

 

 

D. Click on ​‘Continue’​ (Do not go to Expert mode). 

 

 

E. Click on ​‘Reinitialize the MAC address of all network cards’​ and then click on 

“Import”. 
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F. The Import process will start. Please wait.  

 

 

G. Once the Import is done, VirtualBox will show the new VM. Select the VM and click 

on​ ‘Start’ ​button in the panel. 

 

 

H. Username / Password the VM 

Username: ​bhasia 

Password: ​bhasia 

 

I. Your VM is up and running.  

 

Note: It is suggested to change the password after login, using the command ‘passwd’. 
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How to Connect to the VPN 

1. GO TO THE VPN FOLDER. 

A. Login into the VM and go to the folder /home/bhasia/VPN using the following 

command: 

cd ~/VPN 

 

B. Connect to the VPN using the following command: 

sudo openvpn BHASIA_LAB_user​X​_LabVPNBHASIA.ovpn 

Note: ​X ​is your user id mentioned in the ​handout. 

C. Enter Your Username and Password mentioned in the ​handout​: 

 

Note: Do not close this terminal during the class. Also, your password will not be displayed in the 

terminal​. 
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D. Once connected you will be able to open the website http://carbonconsole.com: 
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