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Inthischapter we have described in detall the existing methods of sniffer detection;

asinthefirst chapter we havegiven detail sabout sniffers.
Introduction:

Ethernet networks are shared communication channels; the network interface of a
computer on thistype of network can see all the packets transmitted on the segment it
present on. Every packet hasaheader teling therecever of the packet. Under usud operating
events, only themachinewith that proper addressissupposed to allow the packet. However,
the Network Interface Card (NIC) can be set to aparticular mode called promiscuous
modeto receiveall packetsonthewire. A sniffer isaparticular program or pieceof code
that keepsthe NIC inthe promiscuousmode. Asexplained in theintroduction, sniffersare
oneof thefirst |egdl tool sthat alowed system administratorsto ana yzether network and
do troubleshoot the network problems. But, crackers have uses sniffersmalicioudy to spy
on networks and take various kinds of data. Crackersinstall sniffersto get user names,
passwords, credit card numbers, personal information, and other relevant information that
could bedestructiveto aperson, corporation or even nation. When they obtainthisinformation,
crackerswill usethe passwordsto attack further sitesand they can eventurnaprofit from
sdlling credit card numbers. Sniffer software can be downloaded from the Internet easily.
Themost popular sniffersare: Wireshark, Tcpdump [1], Sniffit [2], Ethereal [3], under
Unix-likeplatformand Andyzer [4], Windump [5]. At SecurityFocus.com, theremoreworth
of sniffer tools. Here we should notethat the belief that one can be protected from sniffers

by using switchesisnolonger factud [6].
Promiscuous mode

Asitwasstated in above, on ashared typenetwork al hostsreceivedl thetraffic
sent to the network, and it isthe host’sjob and responsibility to sort out themessagesof its
own. TheNetwork Interface Cardsitself decidesif aframeisaddressed toit, and only if it
findsthisto bethe casewill theframe beforwarded to the operating system. WhentheNIC

isset into another operating mode, called ‘ promiscuous modeby itsdriver thenthereis
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chance of sniffing. A NIC whichisset to promiscuousmodewill forward all the received
Ethernet framesto the operating system. Thisway every framewill be processed by the
operating system, not only the oneswhich aremeant to be sent to that host, so promi scuous
modeisessentia for sniffing. Without promiscuousmode, theNIC itself rg ectstheframes
with other destination addresses, so the user level application would not haveachanceto
listen to network traffic between other hosts. The network code of thekernd aso performs
sorting, and rgj ectsframeswith wrong addresses. Sowehave aso-cdled hardwarefiltering
doneby the NIC itself and ahigher level filtering, or so called softwarefiltering by the
kernel. Accordingto Mumatz & Yasir [ 7], softwarefilteringisvaried by kernd tokernel so
different operating syssemsand even different kernel versonsmay act differently regarding
thismatter. Thisisanimportant i ssueregarding theworking principles of sniffer adetector.
Sniffing can be defined as a case when auser space application receives and processes
frames sent to other host(s) on the network. Every datathat issent or received by ahostin
plain text can beread. Some examples: By reading the HT TP request messages we can
track what web pages ahost visits. Telnet, POP3 and FTP passwords and loginsarein
plaintext, soif ahost logsonto any of these serviceswecan get thelogininstantly. Normally,
emailsarenot encrypted, so every timeahost downloads emailswe can s mply read them.
Thesearejust afew examples, but it isclearly shown that sniffing hasahugeimpact on
privacy and secrecy on the network. Following are common methods used for sniffer

detection.
Sniffer detection methods

As we cannot guess what a host does with the packets it receives (reads and
analysesthem or dropsthem), wethink about ahost asasniffing host, if wefounditsNIC
in promiscuous mode, then wefound that the host atersthe network in someway to route
packetstoitsalf. Thesetwo situations normally do not happenin anetwork, soif wefind
this, we haveagood reason to suspect the presenceof theact of malicioussniffing. Therefore

detecting snifferscan becomeup to fromtwo directions. OneistofindaNIC in promiscuous
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mode; another isto find out whether ahost has atered the network. Already we have
classfied sniffersasactiveor passivesniffersinfirst chapter. Passve snifferswork on shared
mediumsand do not work on switched environment. Inthiswork theterms'* sniffer’ and a

‘host withitsNIC in promiscuousmode’ areequal.
Pingmethod

Pingisan ICMP[10] (Internet Control Message Protocol) echo request/echo reply
packet couple. Asthe networking program of ahost operating system receive an echo
request, it reply to it with an echo reply packet. When we ping to the host with a ping
application command, we normally give the destination IP address. The assembly of
the ICMP packet and the Ethernet frame will be handled by the operating system.
Usually the destination address of the Ethernet frame that encapsulates the ICMP
packet determined by the ARP(Address Resolution Protocol) protocol. This ensures
that the frame, the echo request travelsin will have its MAC address and IP address
consistent, and ultimately the Ethernet frame will travel to the host that we want to
ping. Promiscuous hosts are not concerned with M A C(mediaaccess control) addresses.
The NIC will forward each Ethernet frame to the operating system. The NIC will
make sure neither the destination addressfield of the frame, nor the content. Thisway
all echo request ICM P packetswill beforwarded to the operating system, apart fromthe
Ethernet destination field of that request. The ping method, as sniffer detection method
can be summarize asthis. Creates a ping packet with the suspected host’s IP address,
and putsit into an Ethernet frame, that has some non-existent destination addresses,
and then waits for reply. In order to perform that, we fake an Ethernet frame with
mismatching MAC address and | P address. We do not rely on ARP; we forge our own
Ethernet frame in our way. If the NIC is in promiscuous mode, it will not filter out
this frame and it will pass the payload to the operating system. From the operating
system’s perspectivethisisanorma |CM Pecho request packet with the IPaddress, so as
every well-bred operating system, it will send back an echo reply message. If wereceivean
echo reply for an echo request which was created with thewrong MA C address on purpose,
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3.2.2

we can besure, that the replying host’sNIC isin promiscuousmode, and aslikely sniffsthe

network [8].
ARP method

TheARPmethod isvery aliketo the ping method. The main differenceisthat we
use ARP packets, not ICM P packets. Wemodify Ethernet destination field the smilar way
and with the similar purpose. ARPrequest messages are normally sent out to broadcast
addresses, sincethereason isto locate the corresponding MAC addressfor an |Paddress.
Generaly it happensif we send out afake ARPrequest message that has some random
non-existent MAC destination, every normal host’sNIC will drop this packet likethey do
that with every packet meant to another address. However, the NIC in promiscuous mode
will accept thispacket and it will forward it to the operating system. From the operating
system’spoint of view it isan ARPrequest packet, and again asevery well-bred operating
systemit will send back anARPreply message. If wenoticethisbehavior, weknow that the
host’sNIC isin promiscuous mode. During practice, the operating system has asoftware
leve filter builtinto their networking program, and will not answer blindly each packet from
theNIC. Thisexecution variesfrom OSto OS. Asthe experiments of Abdealah Elhad; et.
a. [6] and Mumatz & Yasir [4] and Sanai [9] shows, it becamevery important what MAC

addresswe put into the Ethernet frame.

Detecting Promiscuous Node Using ARP Packets

In the local network, the sniffing has been a large threat. Malicious users can easily

steal secret documents and anyone's privacy through sniffing the network. Sniffing causes

interruption into privacy, and it can be done simply by downloading free sniffer software

from the Internet and installing them into their personal computer. However, so far thereisno

good way to detect which PC’sare sniffing the network. Thispart will discussthe use of Address

Resolution Protocol (ARP) packetsto efficiently detect malicioususerswhen they are sniffing the

|ocal areanetworks.
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. Theregular sniffing

Theloca network istypically composed of the Ethernet. On an Ethernet using IP protocal,
information is sent in plain text, except an encryption program is used. When someone sends
information on the network, he expects someone on the other side of the network to receive that
information. Unluckily, the mechanism of Ethernet alows unauthorized peoplean opportunity to
steal and look at the data. We know that an Ethernet based network mechanism by sending packets
toall nodeson thenetwork, andit expectsthat only theintended node(s) will receivethe packets. At
the sametime, the other nodesjust drop the messages. Whether to receive or drop the messagesis
decide by the Network Interface Card (NIC). The NIC does not receive al the packets on the
network athoughit isconnected to the Ethernet; instead it filters out the desired packets, which this
specific computer should receive. For therest of thisdocument, wewill call thefilter of theNIC the
HardwareFilter. Sniffing iscompleted by setting the NIC of itsown PC to an explicit mode, such
that theNICwill receivedl dataincoming toit, no matter whether itisthe planned destination. This

NIC modeiscalled asthe Promiscuous M ode.
. Basic Conceptsof Promiscuous Node Detection

Instead of sending out unlawful packets, network sniffing is completed by receiving
all packets. Since it does not disturb the network traffic at al, it is not easy to detect such
behavior. However, the state of the NIC in promiscuous mode is clearly different from that in
normal mode. A packet that is supposed to be filtered by the hardware filter is now moved to
the system kernel. As a result, whether to respond to the packet depends totaly on the
internal software. Our way to detect promiscuous node can be demonstrated by an example
from thereal world. Asthe sniffing node receives al the packets, including those that are not
targeting to it, it may make mistakes such as responding to a packet, which originaly is
supposed to befiltered by the NIC. Therefore, our promiscuous node detectionis performed by
checking theresponses of ARP packets, when ARPrequest packets are sent to all nodeson the
network [9].
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3.2.3 ARPpoisoning

A sniffer might send out fake ARPreply packetsto switcheswhichwill causetrafficto be
amedattoit thisiscalled APR poisoning, and assuchit isadynamic sniffing technique. Khcherif
[11] described this method. However, ARP poi soning can be used to | ocate sniffers, and thisisa
method for sniffer detection that worksin aswitched environment. Theworking principleisto send
out fakeARPreply packetswith theintention of ARPpoisoning. TheARPreply packet containsa
fake P addressand MAC address. We send out this packet in an Ethernet framethat has afew
fake MAC destination addressin order to bereceived only by hostsin promiscuous mode. This
way thesniffer will think that thefake | Paddresscommunicatesto our host. If we send out fakeARP
reply packets not to the broadcast address but to some random non-existing address, only the
sniffing host will accept that ARPreply packet and so, only the sniffing host ARP cachewill be
poisoned. Then establish a TCP connection and sniff the network to seeif thehost transmitsbased

onthefaked entry.

3.24 Latency method

Thismethod dependson very s mpleassumption that asasniffer processesall the network
traffic, it causes anotableworkload to that machine. According to Abdelalah Elhadj et. al. [9]
WhenanNICisinpromiscuousmode, al Ethernet traffic will generate hardwareinterruptswhich
will causethe Ethernet driver codeto execute. Furthermore, with asniffer running, captured packets
must be passed to the user code running the sniffer. Crossing thekernel boundary iswidely known
to be somewhat expensive. Therefore, under heavy traffic, asniffer will heavily degrade performance
on promiscuous host. Thismethod works by pinging the suspected machineand measuretheaverage
ping times. Then we overflow the network with messagesthat would normally not pass by the
suspected NIC, and directly pingit again. If the NIC isin promiscuous mode, thetraffic will cause
alittleworkload to the sniffer, sincethe NIC will not drop any packets. If the ping after floodingis
higher than before, we can assumethat the enlarged ping timeis dueto theincreased workload of

the suspected machine, and from that we can bring to aclosethat itsNIC isin promiscuous mode.
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Of coursethismethod can causefal sepositives, since higher ping after flood isnot necessarilyina

cause and effect relationship with aNIC in promiscuous mode.
3.2.5 Decoy method

This method works somewhat differently, since it is not based on protocol level
performance or characteristics. The Decoy method contains creating atrap for the sniffer. We
generatetraffic onthe network whichisvery tempting for the sniffer. Thiscanbe FTP, TELNET
or POP3 connections as they are unencrypted or information sent in non- encrypted mail.
The reason is of courseto observeif there is some activity which can be originated from the
fact that someone sniffed thisinformation [9]. Thisis avery environment- specific method,

and may not bereally considered as an IT based method.
3.2.6 DNS decoy method

The DNS decoy method isaparticular case of decoy methods. Graham [12] describes
the DNS decoy method: Many sniffing programs do automatic reverse-DNS lookups on the
|P addresses they see. Therefore, a promiscuous mode can be detected by watching for the
DNS traffic that it generates. This method can notice dual-homed machines and can work
remotely. We need to monitor incoming inverse-DNS lookups on the DNS server in your
organization. Simply do a ping sweep al through the company against machines that are
known not to be present. anyone doing reverse DNS|ookups on those addresses are attempting
to lookup the IP addresses seen in ARP packets, which only sniffing programs do. This same
technique works locally. Configure the detector in promiscuous mode itself, then send out |P
datagrams to bad addresses and watch for the DNS lookups. One interesting issue with this
technique is that hacker-based sniffing programs tend to resolve | P addresses as soon as they
are found, whereas commercia programs tend to delay resolution until the point where the

sniffer user viewsthe protocol decodes.
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3.2.7 Source-routemethod

Graham [ 12] describesthismethod a so: Another method i nvol ves configuring the source-

routeinformation withinthe | Pheader. This can be used to detect snifferson other, nearby segments.

1. Create aping packet, but put aloose-sourcerouteto forceit by another machine
onthesmilar ssgment. Thismachineshould haverouting disabled, sothat it will not

infact forwardit tothetarget.
2. If you get aresponse, thenit islikely thetarget sniffed the packet off thewire.

3. In the response, double check the TTL field to find out if it" came back dueto
sniffing.(rather than being routed correctly)

In loose source-routing, an option is added to the IP header. Routers will ignore the
destination IP address and instead forward to the next |P address in the source-route option.
This means when you send the packet, you can say “please send packet to ‘A’, but route it
through ‘B’ first”. In this scenario, both “A” and “B” are on the segment. A does not route,
and therefore will drop the packet when received. Therefore, “B” will only respond if he has
sniffed the packet from the wire. On the off chance that A does indeed route (in this case B
will respond), thenthe TTL field can be used to verify that B responded from routing through

A, or answering directly.
3.3 Use of MAC addresses at destination node

With both ping and ARP methods, the destination address of the Ethernet frame is
critical. As mentioned before, in promiscuous mode the NIC accepts all frames regardless of
the destination address. However this is not sufficient, we need to find reply from the
networking program of the target host. This depends on the MAC destination address, as
well as the OS of the target host. According to Sanai [9] the following MAC addresses are

important to try and asexplained bel ow:
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FF-FF-FF-FF-FF-FF broadcast address:

All nodesshould receivethiskind of packet and respond becauseit isabroadcast address.
A usua ARPrequest packet usesthisaddress.

FF-FF-FF-FF-FF-FE fake broadcast address:

Thisaddressisafakebroadcast addressmissingthelast 1 bit. Thisisto check whether the

softwarefilter examinesall bitsof theaddressand whether it will respond.
FF-FF-00-00-00-00 fake broadcast 16 bits:

Thisaddressis afake broadcast addressin which only thefirst 16 bits are the same as
the broadcast address. This may be classified as a broadcast address and replied when the

filter function only checks the first word of the broadcast address.
FF-00-00-00-00-00 fake broadcast 8 hits:

This addressis afake broadcast addressin which only thefirst 8 bits are the same as
the broadcast address. This may be classified as a broadcast address and replied when it only

checks the first byte of the broadcast address.
01-00-00-00-00-00 group bit address.

Thisisan addresswith only the group bit set. Thisisto check whether thisaddressis

considered as amulticast address as Linux does.
01-00-5E-00-00-00 multicast address O

Multicast address O is usually not used. We use this as an example of a multicast
address not registered in the multicast list of the NIC. The hardware filter should reject this
packet. However, this packet may be misclassified to be amulticast addresswhen the software
filter does not completely check all bits. The system kernel thus may reply to such packet

when the NIC is set to promiscuous mode.
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01-00-5E-00-00-01 multicast address 1

Multicast address 1 isan addressthat all hostsin thelocal network should receive. In
other words, the hardware filter will pass this kind of packets by default. But it is possible
that the NIC does not support multicast mode and does not respond. So this is to check
whether the host supports multicast addresses. A sniffer is generally passive, it just gathers
data. Henceit developsvery difficult to detect sniffers, especialy when running on aShared Ethernet.
Butitisdightly easier when the sniffer isfunctioning on a Switched Ethernet network segment.
Wheninstalled on acomputer, asniffer does produce somesmall amount of traffic. Followingisan

overview of thesniffer detection programs.

34 Review of existing Programsused to Detect Sniffer

3.4.1 Anti-Sniff:

The LOpht Heavy Industries originatesthe new program Anti Sniff. Anti Sniff isnetwork
card promiscuous mode detector. It works by sending aseriesof carefully crafted packetsina
certain order to atarget machine, sniffing theresults, and performing timing tests against the target.
By measuring timing resultsand monitoring thetarget’ sresponses on the network, it can be determined
if thetarget isin promiscuous mode, i.e. sniffing the network. Oneweapon in anetwork intruder’s
collectionissniffing by placing anetwork card in promiscuous modefor the purpose of gathering
account namesand passwords. Theintent of thesniffingintruder isto further the penetrationinto the
invaded network, and potentially gain access to other networks. Detecting a network card in
promiscuous modeisagood way to determineif your computer network has been compromised,
but until recently you had to havedirect accessto the computer system with thenetwork card. Even
then it ispossiblethat theintruder might havereplaced someof thetoolsan administrator might use
with Trojan versionsthat mask easy detection of the sniffing. Some advantagesasaccurate detection
of promiscuous mode Ethernet cards[13].Alerts sent viaemail -also includesvisua and audio

aerts. Anti Sniff sessonscan bestored for later usefanadysis.
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Screenshot 3.1 Antisniff
3.4.2 ARPWatch:

Arpwatch isacomputer software tool for monitoring Address Resolution Protocol traffic
onacomputer network. It generatesalog of observed pairing of |Paddresses with MAC addresses
along with atimestamp when the pairing appeared on the network. It also hasthe option of sending
anemail to an administrator when apairing changesor isadded. Network administrators monitor

ARPactivity to detect ARP spoofing [14].

ARP Watch
P-address:
MAC-addross:

Display period: day (86400 seconds), IP = all, MAC = all

[ P ol Mac | Time 0ld time [ pena

03 2008

Sun Sep 21 20:35:21 2008

| 02,168.1B4.20 | 2leb:Ge:6a:69 |:~l|||';|'_'.|_'|_'ll._'-.'_'.s_'lllli' Sun Sep 21 18:48:27 2008 | 5516 seconds

| az.1 3 Fi6:Ba oo |».||n Sep 21 14:36:10 2008 | Sun Sep 21 03:02:47 2008 |.1'_-.--_.-..-;-.._-..|-.

paradocs homalink.ru) | 102.168.184.20 || 265401 67 | Sun Sop 21 23:50:52 2008 | Sun Sop 21 23-09:57 2008 | 2455 socands

p 21 18:20:36 2008 | Sun Sep 21 14:37:18 2008 | 13398 seconds

Screenshot 3.2 Arpwatch
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343 Sort:

Snort isafree and open source network intrusion prevention system and network intrusion
detection system created by Martin Roesch in 1998. Snort isnow developed by Sourcefire, of which
Roeschisthefounder and CTO.In 2009, Snort entered InfoWorld’'s Open Source Hall of Fameas
one of the open source software of al time. Snort’sopen source network-based intrus on detection
system (NIDS) hastheability to perform real-timetraffic analysisand packet logging on Internet
Protocol networks. Snort performs protocol analysis, content searching, and content matching.
Thesebas ¢ serviceshave many purposesincluding application-awaretriggered quality of service,
tode-prioritizebulk traffic when latency-sensitive gpplications arein use. The program canasobe
used to detect probes or attacks, including, but not limited to, operating system
fingerprinting attempts, common gateway interface, buffer overflows, server messageblock probes,
and stealth port scans. Snort can be configured in three main modes: sniffer, packet logger, and
network intrusion detection[ 15].In sniffer mode, the program will read network packetsand display
them on the console. In packet logger mode, the program will log packetsto thedisk. Inintrusion
detection mode, the programwill monitor network traffic and andyzeit againgt arule set defined by

the user. The program will then perform aspecific action based on what has been identified.

4} Snort IDS Console - Microsoft Intemet Explorer
| Fle Edt Mew Favoites Tools Help
Address [&] Htips:/ s == =
Alert Information Sensors Top Target Ports
# Sensor Sigs Alerts i cP
Signatures 62
TCP Alerts [View]: 1,126 42%
UDP Alerts [View]: 1523 57% 122 [ 177 g
ICMP Aleris [View] 0 0% 23111 5
Total Aleris [View]: 2,649 100% 19 B9 2
Alert Overview by Signature
Earliest Alert: 2004-12-29 06:01:03
Latest Alert: 2004-12-29 15:57:12
Signatures
Prio Signature # Sensors #Alerts  # Srcs # Dests
1 WEB-MISC cross site scripting attempt [sid 1497] 2 353 2 2
1 P2P Fastrack kazaa/morpheus traffic [sid 1699 2 145 3 49
1 MS-SQL/SME raiserror possible buffer overflow [sid 1386] 2 117 1 1
1 WEB-MISC NetObserve authentication bypass attempt [sid 2441) 1 110 1 1
1 MS-SAL/SMB xp cmdshell program execution [sid 681 2 33 1 1
1 WEB-MISC PCT Client Hello overflow attempt [sid 2515 2 25 1 8
1 WMS-SAL xp cmdshell - program execution [sid G87] 1 7 2 1
1 MS-SQU/SMB xp req” reqistry access [sid 689 2 12 1 1
1 WMS-SAL/SMB sp password password change [sid 677 2 10 1 1
1 MS-SQU/SMB sp delete alertlog file deletion [sid 678 2 10 1 1
1 MS-S2QL sp start job - program execution [sid 673 2 6 1 1
1 MS-SAL sa login failed [sid 688 1 5 1 1 ;l
[ ere CL 8 e
Screenshot 3.3 Snort
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35 Review of somecommonly used sniffingtools

Following are some commonly used network sniffing tools by intruders; which are

easily available on the Internet.

351 Wireshark:

Wireshark ismost powerful network protocol analyzersonthe market. Infact, Wireshark is
considered the defacto standard in theindustry. Thisanalyzer features. Live capture and offline
andysis, sandard three-pane packet browser; multi-platform, captured network datacan bebrowsed
by GUI. Other features. powerful display filters; rich VolPandyss, read/writemany different capture
fileformats; capturefilescan be compressed with onthefly; live datacan beread from Ethernet,
|EEE 802.11, PPP/HDLC, ATM, Bluetooth, USB, Token Ring, Frame Relay, FDDI, and others;

decryption support; coloring rules; output can beexported to XML, PostScript, CSV, or plaintext

[16].

The wireshark Network Analyzer _ o]

Fle Edit View Go Capture Analyze Statistics Help

B R xRE RevsoFe e aaal $HHEX
[ eitter: | Iﬂ 'S gxpressium.l“@glearl v App\y|

No. .

Len |Time Saurce |Dastmat\on |Protuco\ |Infu =

114 54 53.550000 207.183.142.87 204.252.103.16 TCP 1013 = 22 [FIN, ACK] Seq=3084 Ack=5644 Win= | |

115 B0 53.550000 204.252.103. 16 207.183.142.87 TCP 22 = 1013 [ACK] Seq=644 Ack=3085 Win=15384

118 60 53.550000 204.252.103.16 207.183.142.87 TCP 22 > 1013 [FIN, ACK] Seq=644 Ack=3085 Win=

117 54 53.550000 207.183.142.87 204.252.103.16 TCP 1013 = 22 [ACK] Seq=3085 Ack=645 Win=32256

118 342 53.920000 204.252.103.79 255.255. 255. 255 BOOTP [Packet size limited during capture]

119 240 54.210000 0000O0S0.0060973%h071 00008000.ff{Fffffffff NMPI [Packet size limited during capture]

120 189 54.250000 00:20:af:92:d4:5f 03:00:00:00:00: 01 SMB [Packet size limited during capture]

121 60 54.650000 08:00: 42:08:5d:56 01:80:c2:00:00: 00 STP Conf. Root = 65535/08:00:4e:08:5d:56 Cost

122 50 54.710000 207.183.142.87 204.252.102.2 POP Reguest: STAT

123 66 54.710000 204.252.102.2 207.183.142.87 POP Response: +0K 2 3467 ]

174 &N =4 T1AnNn aM7 102 147 o7 anAa TR 107 7 nAn Drmiimet s | TCT Al
Kl [ [+]

[v]

b Frame 122 (60 bytes on wire, 60 bytes captured)

b Ethermet II, Src: 00:c0:4f:c7:eb:c@ (00:c0:4f:c7:eb:c@), Dst: 00:00:0c:36:00:19 (00:00:0c:36:00:19)

b Internet Protocol, Sre: 207.183.142.87 (207.183.142.87), Dst: 204.252.102.2 (204.252.102.2)

¥ Transmission Control Protocol, Sre Port: 22587 (22587), Dst Port: 110 (110), Seq: 29, Ack: 134, Len: 6
Source port: 22587 (22587)
Destination port: 110 (118)

Sequence number: 29 (relative sequence number)
[Next sequence number: 35 (relative sequence number)] -
Acknowledgement number: 134 (relative ack number)

Header length: 20 bytes
b Flags: 0x0018 (PSH, ACK)

[4]

0000 00 D8 Gc 35 G0 19 00 cO 4f c7 eb cO 08 G0 45 B0  ...6.... O..... E.

0010 00 Ze 75 02 40 00 40 06 34 ba cf b7 8 57 cc fc  ..u.@.@. 4....W..

0020 66 02 58 3b 00 fe ENCMMECIY a6 bd ae 90 50 12 f.x; .. . .P.

0030 7d 78 3d cc G0 00 53 54 41 54 od Oa Ix=...ST AT..

Seguence number (tcp.seq), 4 bytes P: 3632 D: 3632 M: O

Screenshot 3.4 Wireshark
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352 Zenmap:

Zenmap istheauthorized graphical user interface (GUI) for the Nmap Security Scanner.
Zenmap is accessible for Windows, Linux, Mac, and BSD. Zenmap may be used to read live
captures or save captures for later viewing. With Zenmap you can enable the features of
Nmap to help you with: network inventory, managing service upgrade schedules, and
monitoring host or service uptime [17]. Features comprise: Host discovery; port scanning;
version detection; OS detection; scriptabl e interface; web scanning; full 1Pv6 support; Nping
support; fast scanning; and much more.Zenmap isthe official Nmap Security Scanner GUI. Itisa
multi-platform (Linux, Windows, Mac OS X, BSD, etc.) free and open source application which

aimsto make Nmap easy for beginnersto usewhile providing advanced featuresfor experienced

Nmap users.

sc
S 3
£ = = @
New Scan Comman d Wizard Save Scan Open Scan | Report a bug Help
Intense Scan on scanme.nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yuma.net 3¢
Target: .0 Wap.yuma.net Zardoz.yuma.net Profile: Intense Scan
Command: |nmap T Aggressive - A scanme nmap.org 171.67.22.3 10.0.0.10 wap.yuma.net zardoz.yumz
| Hosts I Services | Ports / Hosts [Nmap Output [Host Details [Scan Details |
= | | Hostname |Fort | Protocol | state | server proauct
=

«* scanme .nmap.org 205 80 tcp open  Apache httpd

L4 wap.yuma.net 192.16& 80 te open Linksys WRTS54GL wirel
rpcbind iS4 P P v

http

msrpc
http-rpc-epmap
ms-sql-s
smtp
LSA-or-nterm
subseven
netbios-ssn
H.323/0Q.931
rpc

printer

netbios-dgm

ssh L

NFS-or-1s

Screenshot 3.5 Zenmap
3.5.3 Angry | PScanner: Angry IP[18] Scanner isopen source, snappy platform scanner that is
designed, from theground up, to beincredibly fast and very easy to use. Angry IPdeal sthefollowing
features. Portablezeroingtadlation on certain platforms; ping checks, NetBIOSinformation; resolves

hostnames, determinesM A C address,; can determine currently logged-in user; plugin system; scan
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resultscan besaved asCSV, TXT, XML, or IP-Port list; and fast, multi-threaded scanning. Angry

| P Scanner maintained by angryziber.
_loix
File Goto Commands Favourites Ophions  LUkls  Help
IPrange: | 216 . 233 . 33 . 1 o | 216 . 239 . 39 . 255 Oman|
HDStname:Iwww.gnngle.cDm IP{}I @I EEFI cﬁsi ThreadslT
ml ¥ Scan ports _J21 -25,80
IP | Ping | Hosztnhame | | *I
216.239.35.101 140 mz Wi, google. com
Open portz: 80
@ 216.239.33.102 172 mz WA, google, com
Open ports: 80
216.239.35.103 170 mz WA, Qoogle. com o
Open ports: 80
. 21623935104 Dead MAS
Open ports: M
. 21623939105 Dead M/S
Open portz: MAS
@ 21623939106 145 ms ~ directory. goagle.com ;I
|Head_l,l ;
Lz OO PG GO

Screenshot 3.6 Angry 1P Scanner

3.54 JDSU Network Analyzer Fast Ethernet:

JDSU Network Analyzer Fast Ethernet has long in features developed by Uniphase
Corporation. The most popular versions of this product among our users are: 6.7, 7.1 and
latest version 7.4. Although it has many features, you don’t have to be a full-blown network
analyst to make use of thistool. JDSU permitsanyoneof nearly any experiencelevel to: Quickly
decidewho ison anetwork, who isusing bandwidth, and where errors may be happening on the
network [19]. We can dso identify problemsbefore they devel op seriousissues; useexpert anaysis
toolsto resolve network problems quickly; capture and analyze network trafficin real-time; and

analyze dataoffline. JDSU deal s multi-technol ogy analysis, aconsistent user-interface across

platforms, andisscaablefor distributed anaysis.
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FtwincnFrooce | Encapmitons | Caphm Fibens | Log | Tioe Symc | Lienwe Sobvear | Prtocal Setn | VPN Setup | Tog Tatle

A A

Corfigon Towarst Pasewsd.. |

Resc ) ofire BR O @ 0w (L) raode o

Screenshot 3.7 JDSU

355 Cain& Abd:

Cain & Abel isapassword recovery tool for Microsoft Operating Systems. It permits
simple recovery of different kinds of passwords by sniffing the network, cracking encrypted
passwords with Dictionary, Brute-Force and Cryptanalysis attacks, recording VolP
conversations, decoding scrambled passwords, recovering wireless network keys, revealing
password boxes, uncovering cached passwords and analyzing routing protocols. The program
doesnot utilize any software vulnerabilities or bugsthat could not be fixed with little attempt.
It covers some security aspects/weakness present in protocol’s standards, authentication
methods and caching mechanisms; its main purpose is the smplified recovery of passwords
and credentials from various sources, however it also ships some “non standard” utilities for
Microsoft Windows users. Cain & Abel has been devel oped in the hope that it will be useful
for network administrators, teachers, security consultants/professionals, forensic staff, security
software vendors, professional penetration tester and everyone el sethat plansto useit for ethical
reasons. Thelatest version (Cain & Abel v4.9.56) [20] isfaster and containsalot of new features
likeAPR (Arp Poison Routing) which enables sniffing on switched LANsand Man-in-the-Middle

attacks. Thesniffer in thisversion can aso examine encrypted protocolslike SSH-1and HTTPS,
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and containsfiltersto capture credential sfrom alargerange of authentication mechanisms. Thenew
version a so shipsrouting protocol s authenti cation monitors and routes extractors, dictionary and
brute-force crackersfor all common hashing a gorithmsand for several specific authentications,

password/hash calculators, cryptanaysis attacks, password decodersand some not So common

utilitiesrel ated to network and system security.

- File Wiew Configure Tools Help

30 O o W J B By mMEE220%E 6 2 0
Decoders I D Hetwork ]ﬁ Sriffer I_J Cracker Iln Traceroute ]ﬂ CCoU I"jlj‘g Wireless [
Min TTL Max TTL Protocol Port Timeout
=|I[ 1 [ =0 [tfce =] [ =0 [ 3000
|m I
| Hop | 1P address ] Re | R | RMI | Hostna... | | Inetnum Metname | Descrption Countr
1 2ebeal 000.0-295255.... [ANABLE  The whole IPv4 address space  EU # Cour
2 ' n zebial 0000-255255... IANABLK The whals IPvd address space  EU 8 Cour
3 zebeal 000.0-295255.... |ANABLE The whole IPvd addiess space  EL # Cour
4 zebea? 000.0-255255.... [ANABLE  The whols IPvd address space EU # Cour
5 2ebial 000.0- 255255 .. |ANA-BLE  The whals IPvd address space  ELl # Cour
B mebial 0000255255 [ANA-BLE The whale IPv4 addiess space  EU 4 Cour
7 zebeal 0.000.0-295255... [|ANABLE  The whole IPv4 address space EL 8 Cour
8 zebial 0.000-255255.. IANA-BLE The whole IPvd address space  EU # Cour
] zebeal 0000255255, [AMNABLE The whole IPvd address space  EU # Cour
10 zebeal 000.0-255255.... [ANABLE  The whole IPvd address space EU # Cour
1A zebial 0.0.0.0-255255... [|ANA-BLE  The whole IPv4 address space  EU # Cour
12 zebeal 0.00.0-255.255.... |ANA-BLE  The whole IPv4 address space  EU # Cour
13 zeleal 0.000-295255... [|ANA-BLE  The whole IPv4 addiess space  EL # Cour
14 zelval? 0.00.0-255255.. |ANABLE The wholie IPvd address space  EU # Cour
15 zebeal 0000-255255... [ANABLE The whole IPvd address space  EU # Cour
16 zebeal 0000-255255... [ANABLE  The whole IPvd addiess space EU # Cour
17 zebal 0.00.0-255255... |ANA-BLE  The whole IPv4 address space EU # Cour
18 2ebeal 000.0-295255... [ANABLE  The whole IPvd address space EU # Cour
13 2ebea 0.000.0 - 295.255. l&N&-BLE  The whole IPv4 address space  EL 8 Cour
20 zebea? 0000-255255.,. [ANABLE The whole IPvd address space  EU # Cour
21 zebva2 0000255255 .. |ANA-BLE The whole IPvd address space  EL # Cour
£ b ANNA IEE IER TAMA B ¥ Thoe cidenlin 184 ol adilemen moncnn E1EH e
< >
ikt s, oocid. it
Screenshot 3.8 Cain & Abel

3.5.6 Tcpdump:

Tcpdumpisthenetwork sniffer used before Wireshark came. It may not havethe bellsand
whistles(likeaGUI and logic for various application protocols) that Wireshark has, but it works
well andwith fewer security risks. It dso requiresfewer system resources. While Tcpdump doesn’t
receive new featuresoften, it is actively maintained to fix bugsand portability problems. It isgreat
for tracking down network problems or monitoring activity. Thereisaseparate Windows port

named WinDump. tcpdumpisthe source of the Libpcap/WinPcap packet capturelibrary, whichis

used by Nmap and many other tools[21].
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(-} Administrator: cmd.exe

, length

Screenshot 3.9 Tcpdump

3.5.7 Kismet: Kismetisan802.11 |ayer2 wird essnetwork detector, sniffer, andintrusion detection
system. Kismet will work with any wireless card which supportsraw monitoring (rfmon) mode, and
(with appropriate hardware) can sniff 802.11b, 802.11a, 802.11g, and 802.11ntraffic. Kismet also
supports pluginswhich alow sniffing other mediasuch asDECT. Kismet identifies networksby
passively collecting packets and detecting standard named networks, detecting hidden networks,
and inferring the presence of non beaconing networksviadatatraffic. In Sep 25, 2013 Released
thefirst versonof Smarter Wi-H Manager for Android. TheLatest versonisKismet 2011-03-R2[22].

= Kismet Sort View Windows

TRENDRaT

= A 3 ActiontecE
- meskas A 6. ActiontecE US
- Elina-PC-wWireless 00:24: A Netgear .-
A

Pickles DO:1F:33: F3:05:4A 22
BSSID: QO0:1F:33:F3:C5:4A Crypt: TKIP WPA PSK AESCCM Maruf :

Detected new probe network = . 3:EB:92:3F:(B, encryption mo, channel O, €0.00
Could not connect to the s 5 L 0569

ik 16:B6: 1B:E4: FF, encryption yes. s
hannel 6

channel &,
Dotected new managed network ~linksys-. : o5: encryption no. o . 54.00 mbit

Screenshot 3.10 Kismet
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3.5.8 Ettercap:

Ettercapis acomplete suitefor maninthemiddleattacks. It features sniffing of live
connections, content filtering on thefly and many other interesting tricks. It supportsactiveand

passi ve dissection of many protocolsand includesmany featuresfor network and host anadysis

- ettercap NG=0-y. 3 E@
Start Targets Hosts Wiew Mitm Filters Logging Plugins Help
Plugins &
MName Version  Info
arp_cop 1.1 Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range =
chk_poison 1.1 Check if the poisoning had success
* dns_spoof 1.1 Sends spoofed dns replies
dos_attack 1.0 Run a d.o.s. attack against an IP address
durmmy 3.0 A plugin template (for developers)
find_conn 1.0 Search connections on a switched LAN
find_ettercap 2.0 Try to find ettercap activity B2
28 plugins =
39 protocol dissectors
53 ports monitored
7587 mac vendor fingerprint
1698 tcp OS fingerprint
2183 known services
Activating dns_spoof plugin...
oRENManTax.com B
Screensnot 3.11 Ettercap
359 dxiff:

Thisiswell-known and well-designed suite which includes many tools: dsniff, filesnarf,
mailsnarf, msgsnarf, urlsnarf, and webspy passively monitor a network for interesting data
(passwords, e-mail, files, etc.); arpspoof, dnsspoof, and macof facilitate the interception of
network traffic normally unavailable to an attacker (e.g, due to layer-2 switching). The suite
suffersfrom thelack of any updatesin thelast decade, but it is still agreat toolset for handling

your password sniffing needs [24].
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TITEE D

Screenshot 3.12 dsniff

3.5.10 NetworkMiner: NetworkMiner isaNetwork ForenscAnaysisTool (NFAT) for Windows
(but dsoworksinLinux / Mac OSX / FreeBSD). NetworkMiner can be used asapassive network
sniffer/packet capturingtool inorder to detect operating systems, sessions, hosthames, open ports
etc. without putting any traffic on the network. NetworkMiner can aso parse PCAPfilesfor off-line
analysis and to regenerate/reassemble transmitted files and certificates from PCAP files.
NetworkMiner collectsdatalikeforensic evidence about hosts on the network rather than to collect
dataregardingthetraffic onthenetwork. Themain user interface view ishost centrici.e. information
grouped per host rather than packet centrici.e. information showed asalist of packets/frames.
NetworkMiner has, sincethefirst releasein 2007, become apopul ar tool among incident response
teamsaswdll aslaw enforcement. NetworkMiner istoday used by companiesand organizationsall

over theworld[25].
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Screenshot 3.13 NetworkMiner
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