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In this chapter we have described in detail the existing methods of sniffer detection;

as in the first chapter we have given details about sniffers.

3.1 Introduction :

Ethernet networks are shared communication channels; the network interface of a

computer on this type of network can see all the packets transmitted on the segment it

present on.Everypackethas aheader telling the receiverof the packet. Underusualoperating

events, only themachine with that proper address is supposed to allow the packet. However,

the Network Interface Card (NIC) can be set to a particular mode called promiscuous

mode to receive all packets on the wire.Asniffer is a particular program or piece of code

that keeps the NIC in the promiscuous mode.As explained in the introduction, sniffers are

one of the first legal tools that allowed system administrators to analyze their network and

do troubleshoot the network problems. But, crackers have uses sniffers maliciously to spy

on networks and take various kinds of data. Crackers install sniffers to get user names,

passwords, credit card numbers, personal information, and other relevant information that

couldbedestructivetoaperson,corporationorevennation.Whentheyobtain this information,

crackers will use the passwords to attack further sites and they can even turn a profit from

selling credit card numbers. Sniffer software can be downloaded from the Internet easily.

The most popular sniffers are: Wireshark, Tcpdump [1], Sniffit [2], Ethereal [3], under

Unix-like platformandAnalyzer [4],Windump[5].AtSecurityFocus.com, theremore worth

of sniffer tools. Here we should note that the belief that one can be protected from sniffers

byusing switches is no longer factual [6].

3.1.1 Promiscuous mode

As it was stated in above, on a shared type network all hosts receive all the traffic

sent to the network, and it is the host’s job and responsibility to sort out the messages of its

own. The Network Interface Cards itself decides if a frame is addressed to it, and only if it

finds this to be the case will the frame be forwarded to the operating system. When the NIC

is set into another operating mode, called ‘promiscuous’ mode by its driver then there is
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chance of sniffing.ANIC which is set to promiscuous mode will forward all the received

Ethernet frames to the operating system. This way every frame will be processed by the

operating system, not only the ones which are meant to be sent to that host, so promiscuous

mode is essential for sniffing. Without promiscuous mode, the NIC itself rejects the frames

with other destination addresses, so the user level application would not have a chance to

listen to network traffic between other hosts. The network code of the kernel also performs

sorting, and rejects frames with wrong addresses. So we have a so-called hardware filtering

done by the NIC itself and a higher level filtering, or so called software filtering by the

kernel.According to Mumatz &Yasir [7], software filtering is varied bykernel to kernel so

different operatingsystems and even different kernel versions mayact differentlyregarding

this matter. This is an important issue regarding the working principles of sniffer a detector.

Sniffing can be defined as a case when a user space application receives and processes

frames sent to other host(s) on the network. Every data that is sent or received bya host in

plain text can be read. Some examples: By reading the HTTP request messages we can

track what web pages a host visits. Telnet, POP3 and FTP passwords and logins are in

plain text, so if a host logs on to anyof these services wecan get the login instantly. Normally,

emails are not encrypted, so every time a host downloads emails we can simply read them.

These are just a few examples, but it is clearly shown that sniffing has a huge impact on

privacy and secrecy on the network. Following are common methods used for sniffer

detection.

3.2 Sniffer detection methods

As we cannot guess what a host does with the packets it receives (reads and

analyses them or drops them), we think about a host as a sniffing host, if we found its NIC

in promiscuous mode, then we found that the host alters the network in some way to route

packets to itself. These two situations normally do not happen in a network, so if we find

this, wehave a good reason to suspect the presenceof the act ofmalicious sniffing. Therefore

detectingsniffers canbecome up to from two directions. Oneis to findaNICin promiscuous
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mode; another is to find out whether a host has altered the network. Already we have

classified sniffers asactive or passive sniffers in first chapter. Passive snifferswork on shared

mediums and do not work on switched environment. In this work the terms ‘sniffer’and a

‘host with its NIC in promiscuous mode’ are equal.

3.2.1 Ping method

Ping is an ICMP [10] (Internet Control Message Protocol) echo request/echo reply

packet couple. As the networking program of a host operating system receive an echo

request, it reply to it with an echo reply packet. When we ping to the host with a ping

application command, we normally give the destination IP address. The assembly of

the ICMP packet and the Ethernet frame will be handled by the operating system.

Usually the destination address of the Ethernet frame that encapsulates the ICMP

packet determined by the ARP(Address Resolution Protocol) protocol. This ensures

that the frame, the echo request travels in will have its MAC address and IP address

consistent, and ultimately the Ethernet frame will travel to the host that we want to

ping. Promiscuous hosts are not concerned with MAC(media access control) addresses.

The NIC will forward each Ethernet frame to the operating system. The NIC will

make sure neither the destination address field of the frame, nor the content. This way

all echo request ICMP packets will be forwarded to the operating system, apart fromthe

Ethernet destination field of that request. The ping method, as sniffer detection method

can be summarize as this: Creates a ping packet with the suspected host’s IP address,

and puts it into an Ethernet frame, that has some non-existent destination addresses,

and then waits for reply. In order to perform that, we fake an Ethernet frame with

mismatching MAC address and IP address. We do not rely on ARP; we forge our own

Ethernet frame in our way. If the NIC is in promiscuous mode, it will not filter out

this frame and it will pass the payload to the operating system. From the operating

system’s perspective this is a normal ICMPecho request packet with the IP address, so as

everywell-bred operating system, it will send back an echo replymessage. If we receive an

echo replyfor an echo request which was created with the wrong MAC address on purpose,
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we can be sure, that the replying host’s NIC is in promiscuous mode, and as likelysniffs the

network [8].

3.2.2 ARP method

TheARPmethod is very alike to the ping method. The main difference is that we

useARPpackets, not ICMPpackets. We modifyEthernet destination field the similar way

and with the similar purpose. ARP request messages are normally sent out to broadcast

addresses, since the reason is to locate the corresponding MAC address for an IP address.

Generally it happens if we send out a fake ARP request message that has some random

non-existent MAC destination, every normal host’s NIC will drop this packet like they do

that with everypacket meant to another address. However, the NIC in promiscuous mode

will accept this packet and it will forward it to the operating system. From the operating

system’s point of view it is anARPrequest packet, and again as everywell-bred operating

system it will send back anARPreplymessage. If we notice this behavior, we know that the

host’s NIC is in promiscuous mode. During practice, the operating system has a software

level filter built into their networkingprogram,and will not answer blindlyeach packet from

the NIC.This execution varies from OS to OS.As the experiments ofAbdelallah Elhadj et.

al. [6] and Mumatz &Yasir [4] and Sanai [9] shows, it became very important what MAC

address we put into the Ethernet frame.

 Detecting Promiscuous Node Using ARP Packets

In the local network, the sniffing has been a large threat. Malicious users can easily

steal secret documents and anyone’s privacy through sniffing the network. Sniffing causes

interruption into privacy, and it can be done simply by downloading free sniffer software

from the Internet and installing them into their personal computer. However, so far there is no

good way to detect which PC’s are sniffing the network. This part will discuss the use ofAddress

Resolution Protocol (ARP) packets to efficientlydetect malicious users when theyare sniffing the

local area networks.
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 The regular sniffing

The local network is typicallycomposed of the Ethernet. On an Ethernet using IP protocol,

information is sent in plain text, except an encryption program is used. When someone sends

information on the network, he expects someone on the other side of the network to receive that

information. Unluckily, the mechanism of Ethernet allows unauthorized people an opportunity to

steal and look at the data. We know that an Ethernet based network mechanism bysending packets

to all nodes on the network, and it expects that only the intended node(s) will receive the packets.At

the same time, the other nodes just drop the messages. Whether to receive or drop the messages is

decide by the Network Interface Card (NIC). The NIC does not receive all the packets on the

network although it is connected to the Ethernet; instead it filters out the desired packets, which this

specific computer should receive. For the rest of this document, we will call the filter of the NIC the

Hardware Filter. Sniffing is completed by setting the NIC of its own PC to an explicit mode, such

that the NIC will receive all data incoming to it, no matter whether it is the planned destination. This

NIC mode is called as the Promiscuous Mode.

 Basic Concepts of Promiscuous Node Detection

Instead of sending out unlawful packets, network sniffing is completed by receiving

all packets. Since it does not disturb the network traffic at all, it is not easy to detect such

behavior. However, the state of the NIC in promiscuous mode is clearly different from that in

normal mode. A packet that is supposed to be filtered by the hardware filter is now moved to

the system kernel. As a result, whether to respond to the packet depends totally on the

internal software. Our way to detect promiscuous node can be demonstrated by an example

from the real world. As the sniffing node receives all the packets, including those that are not

targeting to it, it may make mistakes such as responding to a packet, which originally is

supposed to be filtered by the NIC. Therefore, our promiscuous node detection is performed by

checking the responses of ARP packets, when ARP request packets are sent to all nodes on the

network [9].
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3.2.3 ARP poisoning

Asniffer might send out fakeARPreply packets to switches which will cause traffic to be

aimed at to it this is calledAPR poisoning, and as such it is a dynamic sniffing technique. Khcherif

[11] described this method. However,ARP poisoning can be used to locate sniffers, and this is a

method for sniffer detection that works in a switched environment. The working principle is to send

out fakeARPreply packets with the intention ofARPpoisoning. TheARPreplypacket contains a

fake IP address and MAC address. We send out this packet in an Ethernet frame that has a few

fake MAC destination address in order to be received only by hosts in promiscuous mode. This

waythe sniffer will think that the fake IPaddress communicates to our host. If we send out fakeARP

reply packets not to the broadcast address but to some random non-existing address, only the

sniffing host will accept thatARP reply packet and so, only the sniffing hostARP cache will be

poisoned. Then establish a TCP connection and sniff the network to see if the host transmits based

on the faked entry.

3.2.4 Latency method

This method depends on verysimple assumption that as a sniffer processes all the network

traffic, it causes a notable workload to that machine. According to Abdelallah Elhadj et. al. [9]

When an NIC is in promiscuous mode, all Ethernet traffic will generate hardware interrupts which

will cause the Ethernet driver code to execute. Furthermore, with a sniffer running, captured packets

must be passed to the user code running the sniffer. Crossing the kernel boundary is widely known

to be somewhatexpensive.Therefore, under heavytraffic, a sniffer will heavilydegrade performance

on promiscuous host.This method works bypinging the suspected machine andmeasure the average

ping times. Then we overflow the network with messages that would normally not pass by the

suspected NIC, and directly ping it again. If the NIC is in promiscuous mode, the traffic will cause

a little workload to the sniffer, since the NIC will not drop any packets. If the ping after flooding is

higher than before, we can assume that the enlarged ping time is due to the increased workload of

the suspected machine, and from that we can bring to a close that its NIC is in promiscuous mode.
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Of course this method can cause false positives, since higher ping after flood is not necessarily in a

cause and effect relationship with a NIC in promiscuous mode.

3.2.5 Decoy method

This method works somewhat differently, since it is not based on protocol level

performance or characteristics. The Decoy method contains creating a trap for the sniffer. We

generate traffic on the network which is very tempting for the sniffer. This can be FTP, TELNET

or POP3 connections as they are unencrypted or information sent in non- encrypted mail.

The reason is of course to observe if there is some activity which can be originated from the

fact that someone sniffed this information [9]. This is a very environment- specific method,

and may not be really considered as an IT based method.

3.2.6 DNS decoy method

The DNS decoy method is a particular case of decoy methods. Graham [12] describes

the DNS decoy method: Many sniffing programs do automatic reverse-DNS lookups on the

IP addresses they see. Therefore, a promiscuous mode can be detected by watching for the

DNS traffic that it generates. This method can notice dual-homed machines and can work

remotely. We need to monitor incoming inverse-DNS lookups on the DNS server in your

organization. Simply do a ping sweep all through the company against machines that are

known not to be present. anyone doing reverse DNS lookups on those addresses are attempting

to lookup the IP addresses seen in ARP packets, which only sniffing programs do. This same

technique works locally. Configure the detector in promiscuous mode itself, then send out IP

datagrams to bad addresses and watch for the DNS lookups. One interesting issue with this

technique is that hacker-based sniffing programs tend to resolve IP addresses as soon as they

are found, whereas commercial programs tend to delay resolution until the point where the

sniffer user views the protocol decodes.
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3.2.7 Source-route method

Graham [12] describes this method also:Another method involves configuring the source-

route information within the IPheader.This can be used to detect sniffers on other, nearbysegments.

1. Create a ping packet, but put a loose-source route to force it by another machine

on the similar segment.This machineshouldhave routingdisabled, so that it will not

in fact forward it to the target.

2. If you get a response, then it is likely the target sniffed the packet off the wire.

3. In the response, double check the TTL field to find out if it’ came back due to

sniffing.(rather thanbeing routed correctly)

In loose source-routing, an option is added to the IP header. Routers will ignore the

destination IP address and instead forward to the next IP address in the source-route option.

This means when you send the packet, you can say “please send packet to ‘A’, but route it

through ‘B’ first”. In this scenario, both “A” and “B” are on the segment. A does not route,

and therefore will drop the packet when received. Therefore, “B” will only respond if he has

sniffed the packet from the wire. On the off chance that A does indeed route (in this case B

will respond), then the TTL field can be used to verify that B responded from routing through

A, or answering directly.

3.3 Use of MAC addresses at destination node

With both ping and ARP methods, the destination address of the Ethernet frame is

critical. As mentioned before, in promiscuous mode the NIC accepts all frames regardless of

the destination address. However this is not sufficient, we need to find reply from the

networking program of the target host. This depends on the MAC destination address, as

well as the OS of the target host. According to Sanai [9] the following MAC addresses are

important to tryand as explained below:
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FF-FF-FF-FF-FF-FF broadcast address:

All nodes should receive this kind of packet and respond because it is a broadcast address.

AusualARP request packet uses this address.

FF-FF-FF-FF-FF-FE fake broadcast address:

This address is a fake broadcast address missing the last 1 bit. This is to check whether the

software filter examines all bits of the address and whether it will respond.

FF-FF-00-00-00-00 fake broadcast 16 bits:

This address is a fake broadcast address in which only the first 16 bits are the same as

the broadcast address. This may be classified as a broadcast address and replied when the

filter function only checks the first word of the broadcast address.

FF-00-00-00-00-00 fake broadcast 8 bits:

This address is a fake broadcast address in which only the first 8 bits are the same as

the broadcast address. This may be classified as a broadcast address and replied when it only

checks the first byte of the broadcast address.

01-00-00-00-00-00 group bit address.

This is an address with only the group bit set. This is to check whether this address is

considered as a multicast address as Linux does.

01-00-5E-00-00-00 multicast address 0

Multicast address 0 is usually not used. We use this as an example of a multicast

address not registered in the multicast list of the NIC. The hardware filter should reject this

packet. However, this packet may be misclassified to be a multicast address when the software

filter does not completely check all bits. The system kernel thus may reply to such packet

when the NIC is set to promiscuous mode.
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01-00-5E-00-00-01 multicast address 1

Multicast address 1 is an address that all hosts in the local network should receive. In

other words, the hardware filter will pass this kind of packets by default. But it is possible

that the NIC does not support multicast mode and does not respond. So this is to check

whether the host supports multicast addresses. A sniffer is generally passive, it just gathers

data. Hence it develops verydifficult to detect sniffers, especiallywhen runningon aShared Ethernet.

But it is slightly easier when the sniffer is functioning on a Switched Ethernet network segment.

When installed on a computer, a sniffer does produce some small amount of traffic. Following is an

overview of the sniffer detection programs.

3.4 Review of existing Programs used to Detect Sniffer

3.4.1 Anti-Sniff:

The L0pht Heavy Industries originates the new programAnti Sniff.AntiSniff is network

card promiscuous mode detector. It works by sending a series of carefully crafted packets in a

certain order to a target machine, sniffing the results, and performing timing tests against the target.

Bymeasuringtimingresults andmonitoringthe target’s responsesonthenetwork, it canbedetermined

if the target is in promiscuous mode, i.e. sniffing the network. One weapon in a network intruder’s

collection is sniffing by placing a network card in promiscuous mode for the purpose of gathering

account namesand passwords. The intentof the sniffing intruder is to further the penetration into the

invaded network, and potentially gain access to other networks. Detecting a network card in

promiscuous mode is a good way to determine if your computer network has been compromised,

but until recentlyyou had to have direct access to the computer system with the network card. Even

then it is possible that the intruder might have replaced some of the tools an administrator might use

withTrojan versions that mask easydetection of the sniffing. Some advantages as accurate detection

of promiscuous mode Ethernet cards [13].Alerts sent via email -also includes visual and audio

alerts.AntiSniff sessions can be stored for later use/analysis.
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Screenshot 3.1Antisniff

3.4.2 ARPWatch:

Arpwatch is a computer software tool for monitoring Address Resolution Protocol traffic

on a computer network. It generates a log of observed pairing of IP addresses with MAC addresses

along with a timestamp when the pairing appeared on the network. It also has the option of sending

an email to an administrator when a pairing changes or is added. Network administrators monitor

ARP activity to detect ARP spoofing [14].

Screenshot 3.2Arpwatch
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3.4.3 Snort:

Snort is a free and open source network intrusion prevention system and network intrusion

detection system created by Martin Roesch in 1998. Snort is now developedby Sourcefire, of which

Roesch is the founder and CTO.In 2009, Snort entered InfoWorld’s Open Source Hall of Fame as

one of the open source software of all time. Snort’s open source network-based intrusion detection

system (NIDS) has the ability to perform real-time traffic analysis and packet logging on Internet

Protocol networks. Snort performs protocol analysis, content searching, and content matching.

These basic services have manypurposes including application-aware triggered qualityof service,

to de-prioritize bulk traffic when latency-sensitive applications are in use. The program can also be

used to detect probes or attacks, including, but not limited to, operating system

fingerprinting attempts, common gatewayinterface, buffer overflows, servermessage block probes,

and stealth port scans. Snort can be configured in three main modes: sniffer, packet logger, and

network intrusion detection [15].In sniffer mode, the program will read network packets and display

them on the console. In packet logger mode, the program will log packets to the disk. In intrusion

detection mode, the program will monitor network traffic and analyze it against a rule set defined by

the user. The program will then perform a specific action based on what has been identified.

Screenshot 3.3 Snort
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3.5 Review of some commonly used sniffing tools

Following are some commonly used network sniffing tools by intruders; which are

easily available on the Internet.

3.5.1 Wireshark:

Wireshark is most powerful network protocol analyzers on the market. Infact,Wireshark is

considered the de facto standard in the industry. This analyzer features: Live capture and offline

analysis; standard three-pane packet browser; multi-platform,captured network data canbe browsed

byGUI. Other features: powerful displayfilters; richVoIPanalysis; read/writemanydifferent capture

file formats; capture files can be compressed with on the fly; live data can be read from Ethernet,

IEEE 802.11, PPP/HDLC,ATM, Bluetooth, USB, Token Ring, Frame Relay, FDDI, and others;

decryption support; coloring rules; output can be exported to XML, PostScript, CSV, or plain text

[16].

Screenshot 3.4 Wireshark
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3.5.2 Zenmap:

Zenmap is the authorized graphical user interface (GUI) for the Nmap Security Scanner.

Zenmap is accessible for Windows, Linux, Mac, and BSD. Zenmap may be used to read live

captures or save captures for later viewing. With Zenmap you can enable the features of

Nmap to help you with: network inventory, managing service upgrade schedules, and

monitoring host or service uptime [17]. Features comprise: Host discovery; port scanning;

version detection; OS detection; scriptable interface; web scanning; full IPv6 support; Nping

support; fast scanning; and much more .Zenmap is the official Nmap Security Scanner GUI. It is a

multi-platform (Linux, Windows, Mac OS X, BSD, etc.) free and open source application which

aims to make Nmap easy for beginners to use while providing advanced features for experienced

Nmap users.

Screenshot 3.5 Zenmap

3.5.3 Angry IPScanner: Angry IP [18] Scanner is open source, snappy platform scanner that is

designed, from the ground up, to be incrediblyfast and veryeasyto use.AngryIPdeals the following

features: Portablezero installation on certainplatforms; pingchecks; NetBIOSinformation; resolves

hostnames; determines MAC address; can determine currently logged-in user; plug in system; scan
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results can be saved as CSV, TXT, XML, or IP-Port list; and fast, multi-threaded scanning.Angry

IPScanner maintained by angryziber.

Screenshot 3.6Angry IP Scanner

3.5.4 JDSU NetworkAnalyzer Fast Ethernet:

JDSU Network Analyzer Fast Ethernet has long in features developed by Uniphase

Corporation. The most popular versions of this product among our users are: 6.7, 7.1 and

latest version 7.4. Although it has many features, you don’t have to be a full-blown network

analyst to make use of this tool. JDSU permits anyone of nearly any experience level to: Quickly

decide who is on a network, who is using bandwidth, and where errors may be happening on the

network [19]. We can also identifyproblems before theydevelop serious issues; use expert analysis

tools to resolve network problems quickly; capture and analyze network traffic in real-time; and

analyze data offline. JDSU deals multi-technology analysis, a consistent user-interface across

platforms, and is scalable for distributed analysis.
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Screenshot 3.7 JDSU

3.5.5 Cain &Abel:

Cain & Abel is a password recovery tool for Microsoft Operating Systems. It permits

simple recovery of different kinds of passwords by sniffing the network, cracking encrypted

passwords with Dictionary, Brute-Force and Cryptanalysis attacks, recording VoIP

conversations, decoding scrambled passwords, recovering wireless network keys, revealing

password boxes, uncovering cached passwords and analyzing routing protocols. The program

does not utilize any software vulnerabilities or bugs that could not be fixed with little attempt.

It covers some security aspects/weakness present in protocol’s standards, authentication

methods and caching mechanisms; its main purpose is the simplified recovery of passwords

and credentials from various sources, however it also ships some “non standard” utilities for

Microsoft Windows users. Cain & Abel has been developed in the hope that it will be useful

for network administrators, teachers, security consultants/professionals, forensic staff, security

software vendors, professional penetration tester and everyone else that plans to use it for ethical

reasons. The latest version (Cain &Abel v4.9.56) [20] is faster and contains a lot of new features

likeAPR (Arp Poison Routing) which enables sniffing on switched LANs and Man-in-the-Middle

attacks. The sniffer in this version can also examine encrypted protocols like SSH-1 and HTTPS,
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and contains filters to capture credentials from a large range of authentication mechanisms. The new

version also ships routing protocols authentication monitors and routes extractors, dictionary and

brute-force crackers for all common hashing algorithms and for several specific authentications,

password/hash calculators, cryptanalysis attacks, password decoders and some not so common

utilities related to network and system security.

Screenshot 3.8 Cain &Abel

3.5.6 Tcpdump:

Tcpdump is the network sniffer used before Wireshark came. It maynot have the bells and

whistles (like a GUI and logic for various application protocols) that Wireshark has, but it works

well and with fewer security risks. It also requires fewer system resources.While Tcpdump doesn’t

receive new features often, it is actively maintained to fix bugs and portability problems. It is great

for tracking down network problems or monitoring activity. There is a separate Windows port

named WinDump. tcpdump is the source of the Libpcap/WinPcap packet capture library, which is

used by Nmap and many other tools [21].
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Screenshot 3.9 Tcpdump

3.5.7 Kismet: Kismet isan 802.11 layer2 wirelessnetwork detector, sniffer, and intrusion detection

system. Kismet will work with anywireless card which supports raw monitoring (rfmon) mode, and

(with appropriate hardware) can sniff 802.11b, 802.11a, 802.11g, and 802.11n traffic. Kismet also

supports plugins which allow sniffing other media such as DECT. Kismet identifies networks by

passively collecting packets and detecting standard named networks, detecting hidden networks,

and inferring the presence of non beaconing networks via data traffic. In Sep 25, 2013 Released

the firstversionof Smarter Wi-FiManager forAndroid.TheLatestversionisKismet2011-03-R2[22].

Screenshot 3.10 Kismet
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3.5.8 Ettercap:

Ettercap is a complete suite for man in the middle attacks. It features sniffing of live

connections, content filtering on the flyand many other interesting tricks. It supports active and

passive dissection of many protocols and includes manyfeatures for network and host analysis

[23].

Screenshot 3.11 Ettercap

3.5.9 dsniff:

This is well-known and well-designed suite which includes many tools: dsniff, filesnarf,

mailsnarf, msgsnarf, urlsnarf, and webspy passively monitor a network for interesting data

(passwords, e-mail, files, etc.); arpspoof, dnsspoof, and macof facilitate the interception of

network traffic normally unavailable to an attacker (e.g, due to layer-2 switching). The suite

suffers from the lack of any updates in the last decade, but it is still a great toolset for handling

your password sniffing needs [24].
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Screenshot 3.12 dsniff

3.5.10 NetworkMiner: NetworkMiner is a Network ForensicAnalysisTool (NFAT) forWindows

(but also works in Linux / Mac OS X / FreeBSD). NetworkMiner can be used as a passive network

sniffer/packet capturing tool in order to detect operating systems, sessions, hostnames, open ports

etc. without putting anytraffic on the network. NetworkMiner can also parse PCAP files for off-line

analysis and to regenerate/reassemble transmitted files and certificates from PCAP files.

NetworkMiner collects data like forensic evidence about hosts on the network rather than to collect

data regardingthe traffic on the network. The main user interface view is host centric i.e. information

grouped per host rather than packet centric i.e. information showed as a list of packets/frames.

NetworkMiner has, since the first release in 2007, become a popular tool among incident response

teams as well as law enforcement. NetworkMiner is todayused bycompanies and organizations all

over the world [25].
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Screenshot 3.13 NetworkMiner
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