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Welcome to the
Cyber Arms Race
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Fighting Technology with Technology
- Dynamic threat landscape
- New tools enhance defense

- Open Source provides efficient initial
solution

Fighting Technology with Skills
- Invest in people who stay up to date

Business use case
- NIST CSF functions
- Mitre Att&ck
- Mitre Shield
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NIST Cybersecurity Framework

- @



NIST Cybersecurity Framework

Anomalies and
Events

Security Continuous
Monitoring

“I Detection Processes




NIST Cybersecurity Framework

Security Continuous
Monitoring

DE.CM-1: The network is
monitored to detect

‘| potential cybersecurity

events

DE.CM-7: Monitoring for

“.| unauthorized personnel,

connections, devices, and
software is performed



Recover

Respond




Behavioral Analysis

Signature Analysis
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MITR

Data Analysis Type

= AT T&CK

Network Analysis

OS Analysis
Application Analysis
Infrastructure Analysis
File Analysis

Threat Intelligence

Incident Management



Data Type

MITRE AT T&CK

T1197:

Network Analysis/ BITS Jobs
T1558:

OS Analysis _
Steal or Forge Kerberos Tickets

Application Analysis ‘ T1558.001:
Kerberoasting

Infrastructure Analysis
T1070:

File Analysis Indicator Removal on Host

Threat |nte”igence T1070.001:

: Clear Windows Event Logs
Incident Management °



MITRE AT T&CK

T1133:

/ External Remote Services
T1595:

Network Analysis Active Scanning

OS Analysis ‘ T1595.00T1:

Scanning IP Blocks

Application Analysis
PP y T1205:

Data Type Infrastructure Analysis Traffic Signaling

File Analysis ‘ T1205.001:

_ Port Knocking
Threat Intelligence

Incident Management




MITR

Data Analysis Type

= AT T&CK

Network Analysis

OS Analysis
Application Analysis
Infrastructure Analysis
File Analysis

Threat Intelligence
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MITRE SHIELD

T1133:

BITS Jobs
DTEOO32 - Security Controls: A defender can secure Kerberos in order to prevent an
adversary from leveraging the tickets to authenticate or move laterally. This may
result in the adversary exposing additional TTPs. (DUC0088)

T1595.001:

Steal or Forge Kerberos Tickets

DTEOO034 - System Activity Monitoring: By collecting system logs, a defender
can implement detections that identify abnormal BITS usage. (DUCO0141)

T1070.001:
Indicator Removal on Host

DTEOOO7 - Behavioral Analysis: A defender can look for anomalies in how
commands are being executed on a system. This can expose potentially
malicious activity. (DUC0221)
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Cybersecurity I1s a job that
Must be done right. You are
orotecting more than just
data.




More Information

Capabilities

Scaling Blue Team Tools to the
Enterprise

Getting Started with Zeek |
Pluralsight

Network Security Monitoring (NSM)

Related Information

MITRE ATT&CK"

Visualizing ATT&CK. To coincide with

RSA this year, we’re... | by Andy

Applebaum | MITRE ATT&CK® | Medium

Shield Home (mitre.org)

with Security Onion | Pluralsight

Getting Started with osquery |
Pluralsight

Red Team Tools for Emulated Adversary

Technigues with MITRE ATT&CK |

Pluralsight

Security Event Triage Path | Pluralsight



https://app.pluralsight.com/library/courses/getting-started-zeek/table-of-contents
https://app.pluralsight.com/library/courses/security-onion-network-security-monitoring/table-of-contents
https://app.pluralsight.com/library/courses/getting-started-osquery/table-of-contents
https://attack.mitre.org/
https://medium.com/mitre-attack/visualizing-attack-f5e1766b42a6
https://shield.mitre.org/
https://app.pluralsight.com/library/courses/red-team-tools-adversary-techniques-mitre-attack/table-of-contents
https://app.pluralsight.com/paths/skill/security-event-triage-skill

