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ModSecurity is an open source, cross platform web application firewall 
(WAF) engine for Apache, IIS and Nginx that is developed by 

Trustwave's SpiderLabs. ModSecurity provides protection from a range 
of attacks against web applications and allows for HTTP traffic 

monitoring, logging and real-time analysis.



An open-source web application firewall 
(WAF) that filters, monitors, and blocks HTTP 
traffic to a web application.

Can be accessed from: 
https://github.com/SpiderLabs/ModSecurity

Provides support for Apache, Nginx, and 
IIS. Helps harden web applications against 
malicious attacks. It can be used embedded or 
as a reverse proxy. PCI DSS Requirement 6.6 
compliance.

https://github.com/SpiderLabs/ModSecurity


NIST Cybersecurity Framework

CSF

Identify

Protect

DetectRespond

Recover



NIST Cybersecurity Framework

CSF

Protective 
Technology

Protect

Identity Management, 
Authentication and 

Access Control



NIST Cybersecurity Framework

CSF

Protective 
Technology

DE.CM-1: The network 
is monitored to detect 
potential ybersecurity 

events

PR.PT-4: Communications and 
control networks are protected

eventsPR.AC-3: Remote access is 
managed

Protect

Identity Management, 
Authentication and 

Access Control
eventsPR.AC-5: Network integrity is 

protected



MITRE ATT&CK

Data Analysis Type

Incident Management

Threat Intelligence

File Analysis

Application Analysis

OS Analysis

Network Analysis



MITRE ATT&CK

Data Type

T1190: 
Exploit Public-Facing Application

T1110: 
Brute Force
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T1110.004: 
Credential Stuffing
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