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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

Iralic indicates arguments for which you supply actual values.
Vertical bars (|) separate alternative, mutually exclusive elements.
Square brackets ([ ]) indicate an optional element.

Braces ({ }) indicate a required choice.

Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

The Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) exam is

a 120-minute exam that includes 95 to 105 questions. This exam and curriculum are
designed to prepare the cybersecurity analysts of the future! The CyberOps Associate
certification provides a path to prepare individuals pursuing a cybersecurity career and
associate-level job roles in security operations centers (SOCs). The exam covers the fun-
damentals you need to prevent, detect, analyze, and respond to cybersecurity incidents.

TIP You can review the exam blueprint from the Cisco website at https://
WWwWw.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/
200-201-cbrops.html.

This book gives you the foundation and covers the topics necessary to start your
CyberOps Associate certification journey.

The Cisco CyberOps Associate Certification

The Cisco CyberOps Associate certification is one of the industry’s most respected
certifications. There are no formal prerequisites for the CyberOps Associate certification.
In other words, you do not have to pass any other exams or certifications to take the
200-201 CBROPS exam. On the other hand, you must have a good understanding of
basic networking and IT concepts.

Cisco considers ideal candidates to be those who possess the following:

m Knowledge of fundamental security concepts
B An understanding of security monitoring
B An understanding of host-based and network intrusion analysis

® An understanding of security policies and procedures related to incident response
and digital forensics

The Exam Objectives (Domains)

The Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS 200-201)
exam is broken down into five major domains. The contents of this book cover each
of the domains and the subtopics included in them, as illustrated in the following
descriptions.

The following table breaks down each of the domains represented in the exam.


http://ww.cisco.com/c/en/us/training-events/training-certifications/exams/current-list/

Introduction

Domain Percentage of Representation in Exam

1: Security Concepts 20%
2: Security Monitoring 25%
3: Host-based Analysis 20%
4: Network Intrusion Analysis 20%
5: Security Policies and Procedures 15%

Total 100%

Here are the details of each domain:

Domain 1: Security Concepts: This domain is covered in Chapters 1, 2, 3, and 4.
1.1 Describe the CIA triad
1.2 Compare security deployments

1.2.a Network, endpoint, and application security systems

1.2.b Agentless and agent-based protections

1.2.c Legacy antivirus and antimalware

1.2.d SIEM, SOAR, and log management

1.3 Describe security terms

1.3.a Threat intelligence (TI)

1.3.b Threat hunting

1.3.c Malware analysis

1.3.d Threat actor

1.3.e Run book automation (RBA)

1.3.f Reverse engineering

1.3.g Sliding window anomaly detection

1.3.h Principle of least privilege

1.3.i Zero trust

1.3,j Threat intelligence platform (TIP)

1.4 Compare security concepts

1.4.a Risk (risk scoring/risk weighting, risk reduction, risk assessment)

1.4.b Threat
1.4.c Vulnerability
1.4.d Exploit
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1.5 Describe the principles of the defense-in-depth strategy

1.6 Compare access control models

1.6.a
1.6.b
1.6.c
1.6.d
1.6.e
1.6.f
1.6.g

Discretionary access control

Mandatory access control
Nondiscretionary access control
Authentication, authorization, accounting
Rule-based access control

Time-based access control

Role-based access control

1.7 Describe terms as defined in CVSS

1.7a
1.7b
1.7.c
1.7d
1.7e

Attack vector
Attack complexity
Privileges required
User interaction

Scope

1.8 Identify the challenges of data visibility (network, host, and cloud) in detection

1.9 Identify potential data loss from provided traffic profiles

1.10 Interpret the 5-tuple approach to isolate a compromised host in a grouped set
of logs

111 Compare rule-based detection vs. behavioral and statistical detection

Domain 2: Security Monitoring: This domain is covered primarily in Chapters 5, 7, 10,

12, 14, and 15.

2.1 Compare attack surface and vulnerability

2.2 Identify the types of data provided by these technologies

2.2.a
22.b
2.2.c
2.2d
2.2.e
2.2.f
2.2.¢g

TCP dump

NetFlow

Next-gen firewall

Traditional stateful firewall
Application visibility and control
Web content filtering

Email content filtering



2.3

2.4

2.5

2.6

2.7
2.8

29

210

211
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Describe the impact of these technologies on data visibility
2.3.a Access control list

2.3.b NAT/PAT

2.3.c Tunneling

2.3.d TOR

2.3.e Encryption

2.3.f P2P

2.3.g Encapsulation

2.3.h Load balancing

Describe the uses of these data types in security monitoring
2.4.a Full packet capture

2.4.b Session data

2.4.c Transaction data

2.4.d Statistical data

2.4.e Metadata

2.4.f Alert data

Describe network attacks, such as protocol-based, denial of service, distributed
denial of service, and man-in-the-middle

Describe web application attacks, such as SQL injection, command injections,
and cross-site scripting

Describe social engineering attacks

Describe endpoint-based attacks, such as buffer overflows, command and
control (C2), malware, and ransomware

Describe evasion and obfuscation techniques, such as tunneling, encryption,
and proxies

Describe the impact of certificates on security (includes PKI, public/private
crossing the network, asymmetric/symmetric)

Identify the certificate components in a given scenario
2.11.a Cipher-suite

211.b X.509 certificates

2.11.c Key exchange

2.11.d Protocol version

211.e PKCS

XXIX
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Domain 3: Host-based Analysis: This domain is covered primarily in Chapter 11.

3.1 Describe the functionality of these endpoint technologies in regard to security
monitoring

3.1.a Host-based intrusion detection

3.1.b Antimalware and antivirus

3.1.c Host-based firewall

3.1.d Application-level whitelisting/blacklisting

3.1.e Systems-based sandboxing (such as Chrome, Java, Adobe Reader)

3.2 Identify components of an operating system (such as Windows and Linux) in a
given scenario

3.3 Describe the role of attribution in an investigation
3.3.a Assets
3.3.b Threat actor
3.3.c Indicators of compromise
3.3.d Indicators of attack
3.3.e Chain of custody
3.4 Identify type of evidence used based on provided logs
3.4.a Best evidence
3.4.b Corroborative evidence
3.4.c Indirect evidence
3.5 Compare tampered and untampered disk image

3.6 Interpret operating system, application, or command line logs to identify
an event

3.7 Interpret the output report of a malware analysis tool (such as a detonation
chamber or sandbox)

3.7a Hashes
3.7b URLs
3.7.c Systems, events, and networking

Domain 4: Network Intrusion Analysis: This domain is covered primarily in Chapters 10,
13, and 15.

4.1 Map the provided events to source technologies
41.a IDS/IPS
4.1.b Firewall



4.2

4.3

4.4
45

4.6
4.7

4.8

Introduction

4.1.c Network application control

4.1.d Proxy logs

4.1.e Antivirus

4.1.f Transaction data (NetFlow)

Compare impact and no impact for these items
4.2.a False positive

4.2.b False negative

4.2.c True positive

4.2.d True negative

4.2.e Benign

Compare deep packet inspection with packet filtering and stateful firewall
operation

Compare inline traffic interrogation and taps or traffic monitoring

Compare the characteristics of data obtained from taps or traffic monitoring
and transactional data (NetFlow) in the analysis of network traffic

Extract files from a TCP stream when given a PCAP file and Wireshark
Identify key elements in an intrusion from a given PCAP file

4.7a Source address

4.7b Destination address

4.7.c Source port

4.7.d Destination port

4.7.¢ Protocols

4.7.f Payloads

Interpret the fields in protocol headers as related to intrusion analysis
4.8.a Ethernet frame

4.8.b IPv4

4.8.c IPv6

4.8.d TCP

4.8.e UDP

4.8.f ICMP

4.8.g DNS

4.8.h SMTP/POP3/IMAP

XXXI
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4.8.i HTTP/HTTPS/HTTP2
4.8 ARP
49 Interpret common artifact elements from an event to identify an alert

49.a 1P address (source/destination)
49.b Client and server port identity
49.c Process (file or registry)
49.d System (API calls)
49.e Hashes
49.f URI/URL

4.10 Interpret basic regular expressions

Domain 5: Endpoint Protection and Detection: This domain is covered primarily in
Chapters 7, 8, 9, 14, and 15.

5.1 Describe management concepts

5.1.a Asset management

5.1.b Configuration management

5.1.c Mobile device management

5.1.d Patch management

5.1.e Vulnerability management
5.2 Describe the elements in an incident response plan as stated in NIST.SP800-61
5.3 Apply the incident handling process (such as NIST.SP800-61) to an event
5.4 Map elements to these steps of analysis based on the NIST.SP800-61

5.4.a Preparation

5.4.b Detection and analysis

5.4.c Containment, eradication, and recovery

5.4.d Post-incident analysis (lessons learned)

5.5 Map the organization stakeholders against the NIST IR categories (CMMC,
NIST.SP800-61)

5.5.a Preparation

5.5.b Detection and analysis
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5.5.c Containment, eradication, and recovery
5.5.d Post-incident analysis (lessons learned)
5.6 Describe concepts as documented in NIST.SP800-86
5.6.a Evidence collection order
5.6.b Data integrity
5.6.c Data preservation
5.6.d Volatile data collection
5.7 Identify these elements used for network profiling
5.7.a Total throughput
5.7b Session duration
5.7.c Ports used
5.7d Critical asset address space
5.8 Identify these elements used for server profiling
5.8.a Listening ports
5.8.b Logged in users/service accounts
5.8.c Running processes
5.8.d Running tasks
5.8.e Applications
5.9 Identify protected data in a network
59.a PII
59.b PSI
59.c PHI
59.d Intellectual property

5.10 Classify intrusion events into categories as defined by security models, such as
Cyber Kill Chain Model and Diamond Model of Intrusion

5.11 Describe the relationship of SOC metrics to scope analysis (time to detect, time
to contain, time to respond, time to control)

Steps to Pass the 200-201 CBROPS Exam

There are no prerequisites for the 200-201 CBROPS exam; however, students must have
an understanding of networking and cybersecurity concepts.
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Signing Up for the Exam

The steps required to sign up for the 200-201 CBROPS exam are as follows:

1. Create an account at https://home.pearsonvue.com/cisco.

2. Complete the Examination Agreement, attesting to the truth of your assertions
regarding professional experience and legally committing to the adherence of the
testing policies.

3. Submit the examination fee.

Facts About the Exam

The exam is a computer-based test. The exam consists of multiple-choice questions only.
You must bring a government-issued identification card. No other forms of ID will be
accepted.

TIP Refer to the Cisco Certification site at https://cisco.com/go/certifications for more
information regarding this, and other, Cisco certifications.

About the Cisco CyberOps Associate CBROPS
200-201 Official Cert Guide

This book covers the topic areas of the 200-201 CBROPS exam and uses a number of fea-
tures to help you understand the topics and prepare for the exam.

Objectives and Methods
This book uses several key methodologies to help you discover the exam topics on which
you need more review, to help you fully understand and remember those details, and to
help you prove to yourself that you have retained your knowledge of those topics. This
book does not try to help you pass the exam only by memorization; it seeks to help you
truly learn and understand the topics. This book is designed to help you pass the Imple-
menting and Understanding Cisco Cybersecurity Operations Fundamentals (200-201
CBROPS) exam by using the following methods:

Helping you discover which exam topics you have not mastered
m Providing explanations and information to fill in your knowledge gaps

m Supplying exercises that enhance your ability to recall and deduce the answers to
test questions

m Providing practice exercises on the topics and the testing process via test questions
on the companion website


https://home.pearsonvue.com/cisco
https://cisco.com/go/certifications
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Book Features
To help you customize your study time using this book, the core chapters have several
features that help you make the best use of your time:

m Foundation Topics: These are the core sections of each chapter. They explain the
concepts for the topics in that chapter.

m Exam Preparation Tasks: After the “Foundation Topics” section of each chapter, the
“Exam Preparation Tasks” section lists a series of study activities that you should do
at the end of the chapter:

m Review All Key Topics: The Key Topic icon appears next to the most important
items in the “Foundation Topics” section of the chapter. The Review All Key
Topics activity lists the key topics from the chapter, along with their page num-
bers. Although the contents of the entire chapter could be on the exam, you
should definitely know the information listed in each key topic, so you should
review these.

m Define Key Terms: Although the Understanding Cisco Cybersecurity Operations
Fundamentals (200-201 CBROPS) exam may be unlikely to ask a question such
as “Define this term,” the exam does require that you learn and know a lot of
cybersecurity terminology. This section lists the most important terms from the
chapter, asking you to write a short definition and compare your answer to the
glossary at the end of the book.

m Review Questions: Confirm that you understand the content you just covered by
answering these questions and reading the answer explanations.

m Web-Based Practice Exam: The companion website includes the Pearson Cert
Practice Test engine, which allows you to take practice exam questions. Use it to pre-
pare with a sample exam and to pinpoint topics where you need more study:.

How This Book Is Organized
This book contains 15 core chapters—Chapters 1 through 15. Chapter 16 includes prepa-
ration tips and suggestions for how to approach the exam. Each core chapter covers a
subset of the topics on the Understanding Cisco Cybersecurity Operations Fundamentals
(200-201 CBROPS) exam. The core chapters map to the Cisco CyberOps Associate topic
areas and cover the concepts and technologies you will encounter on the exam.

The Companion Website for Online Content Review

All the electronic review elements, as well as other electronic components of the book,
exist on this book’s companion website.

To access the companion website, which gives you access to the electronic content with
this book, start by establishing a login at www.ciscopress.com and registering your book.

To do so, simply go to www.ciscopress.com/register and enter the ISBN of the print
book: 9780136807834. After you have registered your book, go to your account page
and click the Registered Products tab. From there, click the Access Bonus Content link
to get access to the book’s companion website.


http://www.ciscopress.com
http://www.ciscopress.com/register
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Note that if you buy the Premium Edition eBook and Practice Test version of this book
from Cisco Press, your book will automatically be registered on your account page. Sim-
ply go to your account page, click the Registered Products tab, and select Access Bonus
Content to access the book’s companion website.

Please note that many of our companion content files can be very large, especially image
and video files.

If you are unable to locate the files for this title by following these steps, please visit
www.pearsonlTcertification.com/contact and select the Site Problems/Comments option.
Our customer service representatives will assist you.

How to Access the Pearson Test Prep (PTP) App

You have two options for installing and using the Pearson Test Prep application: a web
app and a desktop app. To use the Pearson Test Prep application, start by finding the reg-
istration code that comes with the book. You can find the code in these ways:

m Print book: Look in the cardboard sleeve in the back of the book for a piece of
paper with your book’s unique PTP code.

m Premium Edition: If you purchase the Premium Edition eBook and Practice Test
directly from the Cisco Press website, the code will be populated on your account
page after purchase. Just log in at www.ciscopress.com, click account to see details
of your account, and click the digital purchases tab.

® Amazon Kindle: For those who purchased a Kindle edition from Amazon, the access
code will be supplied directly from Amazon.

m Other bookseller e-books: Note that if you purchase an e-book version from any
other source, the practice test is not included because other vendors to date have not
chosen to provide the required unique access code.

NOTE Do not lose the activation code because it is the only means with which you can
access the QA content with the book.

Once you have the access code, to find instructions about both the PTP web app and the
desktop app, follow these steps:

Step 1.  Open this book’s companion website, as was shown earlier in this Introduc-
tion under the heading “The Companion Website for Online Content Review.”

Step 2.  Click the Practice Exams button.

Step 3.  Follow the instructions listed there both for installing the desktop app and for
using the web app.

Note that if you want to use the web app only at this point, just navigate to

www.pearsontestprep.com, establish a free login if you do not already have one, and

register this book’s practice tests using the registration code you just found. The process
should take only a couple of minutes.


http://www.pearsonITcertification.com/contact
http://www.ciscopress.com
http://www.pearsontestprep.com
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NOTE Amazon e-book (Kindle) customers: It is easy to miss Amazon’s email that lists
your PTP access code. Soon after you purchase the Kindle e-book, Amazon should send
an email. However, the email uses very generic text and makes no specific mention of PTP
or practice exams. To find your code, read every email from Amazon after you purchase
the book. Also, do the usual checks for ensuring your email arrives, such as checking your
spam folder.

NOTE Other e-book customers: As of the time of publication, only the publisher and
Amazon supply PTP access codes when you purchase their e-book editions of this book.

Customizing Your Exams
Once you are in the exam settings screen, you can choose to take exams in one of three
modes:

m Study mode: Allows you to fully customize your exams and review answers as you
are taking the exam. This is typically the mode you would use first to assess your
knowledge and identify information gaps.

m Practice Exam mode: Locks certain customization options, as it is presenting a
realistic exam experience. Use this mode when you are preparing to test your exam
readiness.

m Flash Card mode: Strips out the answers and presents you with only the question
stem. This mode is great for late-stage preparation when you really want to challenge
yourself to provide answers without the benefit of seeing multiple-choice options.
This mode does not provide the detailed score reports that the other two modes do,
so you should not use it if you are trying to identify knowledge gaps.

In addition to these three modes, you will be able to select the source of your questions.
You can choose to take exams that cover all of the chapters, or you can narrow your
selection to just a single chapter or the chapters that make up specific parts in the book.
All chapters are selected by default. If you want to narrow your focus to individual chap-
ters, simply deselect all the chapters and then select only those on which you wish to
focus in the Objectives area.

You can also select the exam banks on which to focus. Each exam bank comes complete
with a full exam of questions that cover topics in every chapter. The two exams printed
in the book are available to you as well as two additional exams of unique questions. You
can have the test engine serve up exams from all four banks or just from one individual
bank by selecting the desired banks in the exam bank area.

There are several other customizations you can make to your exam from the exam
settings screen, such as the time of the exam, the number of questions served up,
whether to randomize questions and answers, whether to show the number of correct
answers for multiple-answer questions, and whether to serve up only specific types of

XXXVIi
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questions. You can also create custom test banks by selecting only questions that you
have marked or questions on which you have added notes.

Updating Your Exams
If you are using the online version of the Pearson Test Prep software, you should always
have access to the latest version of the software as well as the exam data. If you are using
the Windows desktop version, every time you launch the software while connected
to the Internet, it checks if there are any updates to your exam data and automatically
downloads any changes that were made since the last time you used the software.

Sometimes, due to many factors, the exam data may not fully download when you
activate your exam. If you find that figures or exhibits are missing, you may need to
manually update your exams. To update a particular exam you have already activated and
downloaded, simply click the Tools tab and click the Update Products button. Again,
this is an issue only with the desktop Windows application.

If you wish to check for updates to the Pearson Test Prep exam engine software,
Windows desktop version, simply click the Tools tab and click the Update Application
button. This ensures that you are running the latest version of the software engine.
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Cybersecurity Fundamentals

This chapter covers the following topics:
Introduction to Cybersecurity
Threats, Vulnerabilities, and Exploits
Network Security Systems
Intrusion Detection Systems and Intrusion Prevention Systems
Advanced Malware Protection
Web Security Appliance
Email Security Appliance
Cisco Security Management Appliance
Cisco Identity Services Engine
Security Cloud-Based Solutions
Cisco NetFlow
Data Loss Prevention
The Principles of the Defense-in-Depth Strategy
Confidentiality, Integrity, and Availability: The CIA Triad
Risk and Risk Analysis
Personally Identifiable Information and Protected Health Information
Principle of Least Privilege and Separation of Duties
Security Operations Centers
Playbooks, Runbooks, and Runbook Automation

Digital Forensics

Welcome to the start of your journey toward the CyberOps Associate certification! Cyber-
security programs recognize that organizations must be vigilant, resilient, and ready to pro-
tect and defend every ingress and egress connection as well as organizational data wherever
it is stored, transmitted, or processed. In this chapter, you learn concepts of cybersecurity
and information security. Then you learn the difference between cybersecurity threats,
vulnerabilities, and exploits. You also explore the most common cybersecurity threats,

as well as common software and hardware vulnerabilities. You learn the details about the



confidentiality, integrity, and availability (CIA) triad. In addition, you learn about different
cloud security and IoT security threats.

This chapter also describes the different types of network security devices and cloud ser-
vices in the industry. It compares traditional firewalls and next-generation firewalls (NGFWs),
as well as traditional intrusion prevention systems (IPS) and next-generation IPS (NGIPS).
You learn details about the Cisco Web Security and Cisco Email Security solutions, as well
as what advanced malware protection (AMP) is, what identity management systems are, how
to use Cisco NetFlow, and details about data loss prevention (DLP).

The chapter concludes with an introduction to Digital Forensics and Incident Response
(DFIR) and security operations. More details about each of these topics are covered through-
out the rest of the book.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 1-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Review Questions.”

Table 1-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Introduction to Cybersecurity 1-3
Threats, Vulnerabilities, and Exploits 4-7
Network Security Systems 8
Intrusion Detection Systems and Intrusion Prevention Systems 9
Advanced Malware Protection 10
Web Security Appliance 11
Email Security Appliance 12
Cisco Security Management Appliance 13
Cisco Identity Services Engine 14
Security Cloud-Based Solutions 15
Cisco NetFlow 16
Data Loss Prevention 17
The Principles of the Defense-in-Depth Strategy 18
Confidentiality, Integrity, and Availability: The CIA Triad 19
Risk and Risk Analysis 20
Personally Identifiable Information and Protected Health Information 21
Principle of Least Privilege and Separation of Duties 22
Security Operations Centers 23
Playbooks, Runbooks, and Runbook Automation 24
Digital Forensics 25
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CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer, you
should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might pro-
vide you with a false sense of security.

1.

Which of the following statements are true about cybersecurity practices?

a.

d.

Cybersecurity risk includes not only the risk of a data breach but also the risk of
the entire organization being undermined via business activities that rely on digi-
tization and accessibility.

The objective of cybersecurity is to protect each of us, our economy, our critical
infrastructure, and our country from the harm that can result from inadvertent or
intentional misuse, compromise, or destruction of information and information
systems.

In the past, information security programs and policies were designed to protect
the confidentiality, integrity, and availability of data within the confines of an
organization. Cybersecurity is the process of protecting information by prevent-
ing, detecting, and responding to attacks.

All of these answers are correct.

Cybersecurity programs and policies expand and build on traditional information
security programs but also include which of the following?

a.
b.
c.
d.

Cyber risk management and oversight
Threat intelligence

Threat hunting

All of these answers are correct.

Which of the following is a framework, developed by the United States government,
that provides a common taxonomy, and one of the main goals is to address and man-
age cybersecurity risk in a cost-effective way to protect critical infrastructure?

a.
b.
c.
d.

The Forum of Incident Response and Security Teams (FIRST)
The Common Vulnerability Scoring System (CVSS)

NIST Cybersecurity Framework

The National Vulnerability Database (NVD)

Which of the following is a good definition of a vulnerability?

a.

0

A weakness in the system design, implementation, software, or code or the lack
of a mechanism

A common vulnerability and exposure (CVE)
Any potential danger to an asset
None of these answers are correct.
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You are part of a vulnerability management team tasked to research information
about a new vulnerability disclosed by Microsoft affecting numerous systems in your
company. What database can you query to obtain more information about such a
vulnerability?

a. NVD
b. CVSS
c. FIRST

d. None of these answers are correct.

Which of the following can be used to obtain proof-of-concept exploits against
known vulnerabilities?

a. The Exploit Database by Offensive Security
b. The searchploit tool

c. GitHub

d. All of these answers are correct.

A number of standards are being developed for disseminating threat intelligence infor-
mation. Which of the following standards is a language designed for sharing threat
intelligence?

a. CWE
b. CVE

c. CVSS
d. STIX

Access control entries, which are part of an access control list, can classify packets
by inspecting Layer 2 through Layer 4 headers for a number of parameters, including
which of the following items?

Layer 2 protocol information such as EtherTypes

Layer 3 protocol information such as ICMP, TCP, or UDP

Layer 3 header information such as source and destination IP addresses
Layer 4 header information such as source and destination TCP or UDP ports

o o0 g

All of these answers are correct.

Which of the following is a methodology in which the intrusion detection device
searches for a fixed sequence of bytes within the packets traversing the network using
signatures?

a. Pattern matching and stateful pattern-matching recognition
b. Anomaly-based analysis

c. Snort-based analysis using AMP

d. NetFlow-based analysis

Which of the following is a solution that makes basic personal firewalls and HIPS
obsolete?

a. CTA

b. CVSS

c. AMP for Endpoints
d

None of these answers are correct.
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11.

12.

13.

14.

15.

16.

Which of the following protocols is used to redirect traffic from a network infrastruc-
ture device to the Cisco WSA for inspection?

a. WCCP
b. NetFlow
c. TLS

d. TAXII

Which of the following is the operating system used by the Cisco ESA and Cisco
WSA?

a. Cisco IOS-XE

b. AsyncOS

c. Cisco FTD

d. Cisco NX-OS

Which of the following centralizes the management and reporting for one or more
Cisco ESAs and Cisco WSAs?

a. Cisco SMA

b. Cisco FMC

c. Cisco Defense Orchestrator

d. Cisco DNAC

Which of the following is part of TrustSec?

a. Security group tags (SGTs)

b. Security group access control lists (SGACLSs)

c. AnyConnect

d. All of these answers are correct.

Which of the following are examples of cloud-based security solutions?
a. Cisco Cloud Email Security (CES)

b. Cisco AMP Threat Grid

c. Umbrella (OpenDNYS)

d. CloudLock

e. All of these answers are correct.

Which of the following are components of the 5-tuple in a NetFlow flow record?

a. Source port, destination port, source IP address, destination IP address, and
protocol

b. TCP, UDP, ICMP, source IP address, destination IP address

c. Source IP address, destination IP address, source MAC address, destination MAC
address, protocol

d. None of these answers are correct.



17.

18.

19.

20.

21.

22.
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Which of the following is a technology that typically has the ability to detect any sen-
sitive emails, documents, or information leaving your organization?

a. DLP

b. IDaaS

c. SaaS

d. IaaS

One of the primary benefits of a is that even if a single control (such as

a firewall or IPS) fails, other controls can still protect your environment and assets.
a. DLP

b. AMP

c. CoPP

d. Defense-in-depth strategy

Which of the following is the component of the CIA triad that ensures that a system
and its data have not been altered or compromised?

a. Integrity

b. Availability

c. Confidentiality
d. Nonrepudiation

Which of the following entities developed a tool to provide a repeatable and measur-
able process for organizations to measure their cybersecurity readiness?

a. FFIEC

b. FedRAMP
c. FIRST
d. ISO

Which of the following are considered personally identifiable information (PII)?
a. Individual’s name

b. Date of birth

c. Mother’s maiden name

d. All of these answers are correct.

Which of the following states that all users—whether they are individual contributors,
managers, directors, or executives—should be granted only the level of privilege they
need to do their jobs and no more?

a. ISO privilege standard
b. NIST 800-61r2

c. CVSS

d. Principle of least privilege
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23. Which of the following are best practices in the SOC?
a. Organizations should operate the SOC as a program rather than a single project.
b. Metrics must be established to measure the effectiveness of the SOC capabilities.

c. Analysts should collaborate with other groups such as public relations, legal,
and IT.

d. All of these answers are correct.

24. Which of the following is a collection of procedures and operations performed by
system administrators, security professionals, or network operators?

a. Separation of duties document

b. Vulnerability management SOP

c. Runbook

d. None of these answers are correct.

25. Which of the following refers to the way you document and preserve evidence from
the time that you started the cyber forensics investigation to the time the evidence is
presented at court or to your executives?

a. Best evidence

b. Chain of custody
c. Chain of trust

d. Web of trust

Foundation Topics

Introduction to Cybersecurity

The objective of cybersecurity is to protect each of us, our economy, our schools, our criti-
cal infrastructure, and any other organization from the harm that can result from inadvertent
or intentional misuse, compromise, or destruction of information and information systems.

Cybersecurity risk includes not only the risk of a data breach but also the risk of the entire
organization being undermined via business activities that rely on digitization and accessibil-
ity. As a result, learning how to develop an adequate cybersecurity program is crucial for any
organization. Cybersecurity can no longer be something that you delegate to the informa-
tion technology (IT) team. Everyone needs to be involved, including the board of directors.

Cybersecurity vs. Information Security (Infosec)

Many individuals confuse traditional information security with cybersecurity. In the past,
information security programs and policies were designed to protect the confidentiality,
integrity, and availability of data within the confines of an organization. Unfortunately, this
is no longer sufficient. Organizations are rarely self-contained, and the price of intercon-
nectivity is an increased level of exposure to attack. Every organization, regardless of size or
geographic location, is a potential target. Cybersecurity is the process of protecting infor-
mation by preventing, detecting, and responding to attacks.

Cybersecurity programs recognize that organizations must be vigilant, resilient, and ready
to protect and defend every ingress and egress connection as well as organizational data
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wherever it is stored, transmitted, or processed. Cybersecurity programs and policies expand
and build on traditional information security programs but also include the following:

m Cyber risk management and oversight
m Threat intelligence and information sharing

m Threat hunting (proactively looking for potential compromises and threats in your
organization that have not been detected by your security products or technologies)

m Third-party organization, software, and hardware dependency management

m Incident response and resiliency

The NIST Cybersecurity Framework
The National Institute of Standards and Technology (NIST) is a well-known nonregulatory
federal agency within the U.S. Commerce Department’s Technology Administration. NIST’s
mission is to develop and promote measurement, standards, and technology to enhance pro-
ductivity, facilitate trade, and improve quality of life. The Computer Security Division (CSD)
is one of seven divisions within NIST’s Information Technology Laboratory. NIST’s Cyber-
security Framework is a collection of industry standards and best practices to help organi-
zations manage cybersecurity risks. This framework is created in collaboration among the
United States government, corporations, and individuals. The NIST Cybersecurity Frame-
work can be accessed at www.nist.gov/cyberframework.

The NIST Cybersecurity Framework is developed with a common taxonomy, and one of the
main goals is to address and manage cybersecurity risk in a cost-effective way to protect
critical infrastructure. Although designed for a specific constituency, the requirements can
serve as a security blueprint for any organization.

Additional NIST Guidance and Documents
Currently, there are more than 500 NIST information security—related documents. This num-
ber includes FIPS, the SP 800 & 1800 series, ITL bulletins, and NIST interagency reports:

m Federal Information Processing Standards (FIPS): This is the official publication
series for standards and guidelines.

m Special Publication (SP) 800 series: This series reports on ITL research, guidelines,
and outreach efforts in information system security and its collaborative activities with
industry, government, and academic organizations. SP 800 series documents can be
downloaded from https://csrc.nist.gov/publications/sp800.

m Special Publication (SP) 1800 series: This series focuses on cybersecurity
practices and guidelines. SP 1800 series document can be downloaded from
https://csrc.nist.gov/publications/sp1800.

m NIST Internal or Interagency Reports (NISTIR): These reports focus on research
findings, including background information for FIPS and SPs.

m Information Technology Laboratory (ITL) bulletins: Each bulletin presents an in-
depth discussion of a single topic of significant interest to the information systems
community. Bulletins are issued on an as-needed basis.


http://www.nist.gov/cyberframework
https://csrc.nist.gov/publications/sp800
https://csrc.nist.gov/publications/sp1800
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From access controls to wireless security, the NIST publications are truly a treasure trove of
valuable and practical guidance.

The International Organization for Standardization

The International Organization for Standardization (known as the ISO) is a network of the
national standards institutes of more than 160 countries. The ISO has developed more than
13,000 international standards on a variety of subjects, ranging from country codes to
passenger safety.

The ISO/IEC 27000 series (also known as the ISMS Family of Standards, or ISO27k for
short) comprises information security standards published jointly by the ISO and the Inter-
national Electrotechnical Commission (IEC).

The first six documents in the ISO/TEC 27000 series provide recommendations for “estab-
lishing, implementing, operating, monitoring, reviewing, maintaining, and improving an Infor-
mation Security Management System”:

m [SO 27001 is the specification for an information security management system (ISMS).
m [SO 27002 describes the code of practice for information security management.
m ISO 27003 provides detailed implementation guidance.

m [SO 27004 outlines how an organization can monitor and measure security using
metrics.

m [SO 27005 defines the high-level risk management approach recommended by ISO.

m ISO 27006 outlines the requirements for organizations that will measure ISO 27000
compliance for certification.

In all, there are more than 20 documents in the series, and several more are still under devel-
opment. The framework is applicable to public and private organizations of all sizes. Accord-
ing to the ISO website, “the ISO standard gives recommendations for information security
management for use by those who are responsible for initiating, implementing or maintain-
ing security in their organization. It is intended to provide a common basis for developing
organizational security standards and effective security management practice and to provide
confidence in inter-organizational dealings.”

Threats, Vulnerabilities, and Exploits

The following sections describe the characteristics of threats, vulnerabilities, and exploits.

What Is a Threat?

A threat is any potential danger to an asset. If a vulnerability exists but has not yet been
exploited—or, more importantly, it is not yet publicly known—the threat is latent and not
yet realized. If someone is actively launching an attack against your system and successfully
accesses something or compromises your security against an asset, the threat is realized.
The entity that takes advantage of the vulnerability is known as the malicious acror, and the
path used by this actor to perform the attack is known as the threat agent or threat vector.
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What Is a Vulnerability?
Ke A vulnerabiliry is a weakness in the system design, implementation, software, or code or the
Topic lack of a mechanism. A specific vulnerability might manifest as anything from a weakness in
system design to the implementation of an operational procedure. The correct implementa-
tion of safeguards and security countermeasures could mitigate a vulnerability and reduce
the risk of exploitation.

Vulnerabilities and weaknesses are common, mainly because there isn’t any perfect software
or code in existence. Some vulnerabilities have limited impact and are easily mitigated; how-
ever, many have broader implications.

Vulnerabilities can be found in each of the following:

m Applications: Software and applications come with tons of functionality. Applications
might be configured for usability rather than for security. Applications might be in
need of a patch or update that may or may not be available. Attackers targeting appli-
cations have a target-rich environment to examine. Just think of all the applications
running on your home or work computer.

m Operating systems: Operating system software is loaded on workstations and serv-
ers. Attackers can search for vulnerabilities in operating systems that have not been
patched or updated.

m Hardware: Vulnerabilities can also be found in hardware. Mitigation of a hardware
vulnerability might require patches to microcode (firmware) as well as the operating
system or other system software. Good examples of well-known hardware-based vul-
nerabilities are Spectre and Meltdown. These vulnerabilities take advantage of a fea-
ture called speculative execution common to most modern processor architectures.

m Misconfiguration: The configuration file and configuration setup for the device or
software may be misconfigured or may be deployed in an unsecure state. This might
be open ports, vulnerable services, or misconfigured network devices. Just consider
wireless networking. Can you detect any wireless devices in your neighborhood that
have encryption turned off?

m Shrinkwrap software: This is the application or executable file that is run on a work-
station or server. When installed on a device, it can have tons of functionality or
sample scripts or code available.

Vendors, security researchers, and vulnerability coordination centers typically assign vulner-
abilities an identifier that’s disclosed to the public. This is known as the Common Vulnera-
bilities and Exposures (CVE) identifier. CVE is an industry-wide standard. CVE is sponsored
by US-CERT, the office of Cybersecurity and Communications at the U.S. Department of
Homeland Security. Operating as DHS’s Federally Funded Research and Development Center
(FFRDC), MITRE has copyrighted the CVE list for the benefit of the community to ensure
it remains a free and open standard, as well as to legally protect the ongoing use of it and any
resulting content by government, vendors, and/or users.
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Figure 1-1 shows an example of a Cisco security advisory disclosing a vulnerability in Cisco
products. This advisory includes a CVE ID and detailed information about the vulnerability
severity, description, affected configuration, fixes, and other related vulnerability content.

NOTE All Cisco Security Advisories are posted at cisco.com/go/psirt.
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Figure 1-1 A Cisco Securiry Advisory

MITRE maintains the CVE list and its public website, manages the CVE Compatibility
Program, oversees the CVE numbering authorities (CNAs), and provides impartial technical
guidance to the CVE Editorial Board throughout the process to ensure CVE serves the pub-
lic interest.

The goal of CVE is to make it easier to share data across tools, vulnerability repositories, and
security services. Figure 1-2 shows the CVE entry in MITRE’s CVE website for the vulner-
ability addressed in the security advisory shown in Figure 1-1.

NOTE More information about CVE is available at https://cve.mitre.org.

The National Vulnerability Database (NVD) also maintains a detailed list of vulnerabilities
disclosed in the industry. NVD can be accessed at https://nvd.nist.gov/, and an example of
the same vulnerability report in NVD is shown in Figure 1-3.
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https://cve.mitre.org
https://nvd.nist.gov/
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Figure 1-2 MITRE’s CVE Example

What Is an Exploit?

An exploit refers to a piece of software, a tool, a technique, or a process that takes advan-

Topic tage of a vulnerability that leads to access, privilege escalation, loss of integrity, or denial of
service on a computer system. Exploits are dangerous because all software has vulnerabili-
ties; hackers and perpetrators know that there are vulnerabilities and seek to take advantage
of them. Although most organizations attempt to find and fix vulnerabilities, some orga-
nizations lack sufficient funds, processes, policies, and design practices for securing their
networks. Sometimes no one may even know the vulnerability exists, and it is exploited.
That is known as a zero-day exploit. Even when you do know there is a problem, you are
burdened with the fact that a window exists between when a vulnerability is disclosed and
when a patch is available to prevent the exploit. The more critical the server, the slower it is
usually patched. Management might be afraid of interrupting the server or afraid that the
patch might affect stability or performance. Finally, the time required to deploy and install
the software patch on production servers and workstations exposes an organization’s IT
infrastructure to an additional period of risk.
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Figure 1-3 The National Vulnerability Database

There are several places where people trade exploits for malicious intent. The most prevalent
is the dark web. The dark web (or darkner) is an overlay of networks and systems that uses
the Internet but requires specific software and configurations to access it. The dark web is
just a small part of the deep web. The deep web is a collection of information and systems
on the Internet that is not indexed by web search engines. Often people incorrectly confuse
the term deep web with dark web.

Not all exploits are shared for malicious intent. For example, many security researchers share
proof-of-concept (POC) exploits in public sites such as The Exploit Database (or Exploit-DB)
and GitHub. The Exploit Database is a site maintained by Offensive Security where security
researchers and other individuals post exploits for known vulnerabilities. The Exploit Data-
base can be accessed at www.exploit-db.com. Figure 1-4 shows an example of a publicly
available exploit in the Exploit Database.


http://www.exploit-db.com
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[:_;-1 def initialize(info

sup sdate_info(info
’ > "PHPStudy Bockdoor Remote Code execution”
E
exg F
- L 5 MSF_LICENSE
%,
L] = .
T =5 php
=> ARCH_PHP
] Pt 1 1
Refer
1 2 I
ly
> folse
> "Sep 20
- @

register_options

Figure 1-4 The Exploit Database (Exploir-DB)

NOTE A command-line tool called searchsploit enables you to download a copy of the
Exploit Database so that you can use it on the go.

Risk, Assets, Threats, and Vulnerabilities
As with any new technology topic, to better understand the security field, you must learn
the terminology that is used. To be a security professional, you need to understand the rela-
tionship between risk, threats, assets, and vulnerabilities.

Risk is the probability or likelihood of the occurrence or realization of a threat. There are
three basic elements of risk: assets, threats, and vulnerabilities. To deal with risk, the U.S.
federal government has adopted a Risk Management Framework (RMF). The RMF process
is based on the key concepts of mission- and risk-based, cost-effective, and enterprise infor-
mation system security. NIST Special Publication 800-37, “Guide for Applying the Risk
Management Framework to Federal Information Systems,” transforms the traditional Cer-
tification and Accreditation (C&A) process into the six-step RMF. Let’s look at the various
components associated with risk, which include assets, threats, and vulnerabilities.
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An asser is any item of economic value owned by an individual or corporation. Assets can
be real—such as routers, servers, hard drives, and laptops—or assets can be virtual, such as
formulas, databases, spreadsheets, trade secrets, and processing time. Regardless of the type
of asset discussed, if the asset is lost, damaged, or compromised, there can be an economic
cost to the organization.

NOTE No organization can ever be 100 percent secure. There will always be some risk left
over. This is known as residual risk, which is the amount of risk left after safeguards and
controls have been put in place to protect the asset.

A threat sets the stage for risk and is any agent, condition, or circumstance that could poten-
tially cause harm, loss, or damage or compromise an IT asset or data asset. From a security
professional’s perspective, threats can be categorized as events that can affect the confidenti-
ality, integrity, or availability of the organization’s assets. These threats can result in destruc-
tion, disclosure, modification, corruption of data, or denial of service. Examples of the
types of threats an organization can face include the following:

m Natural disasters, weather, and catastrophic damage: Hurricanes, storms, weather
outages, fires, floods, earthquakes, and other natural events compose an ongoing
threat.

m Hacker attacks: An insider or outsider who is unauthorized and purposely attacks an
organization’s infrastructure, components, systems, or data.

m Cyberattack: Attackers who target critical national infrastructures such as water
plants, electric plants, gas plants, oil refineries, gasoline refineries, nuclear power
plants, waste management plants, and so on. Stuxnet is an example of one such tool
designed for just such a purpose.

m Viruses and malware: An entire category of software tools that are malicious and are
designed to damage or destroy a system or data.

m Disclosure of confidential information: Anytime a disclosure of confidential infor-
mation occurs, it can be a critical threat to an organization if such disclosure causes
loss of revenue, causes potential liabilities, or provides a competitive advantage to an
adversary. For instance, if your organization experiences a breach and detailed custom-
er information is exposed (for example, personally identifiable information [PII]), such
a breach could have potential liabilities and loss of trust from your customers. Another
example is when a threat actor steals source code or design documents and sells them
to your competitors.

m Denial-of-service (DoS) or distributed denial-of-service (DDoS) attacks: An attack
against availability that is designed to bring the network, or access to a particular TCP/
IP host/server, to its knees by flooding it with useless traffic. Today, most DoS attacks
are launched via botnets, whereas in the past tools such as the Ping of Death and
Teardrop may have been used. As with malware, hackers constantly develop new DoS
tools so that Storm and Mariposa, for example, are replaced with other, more current
threats.
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NOTE If the organization is vulnerable to any of these threats, there is an increased risk of
a successful attack.

Threat Actors
Threar actors are the individuals (or a group of individuals) who perform an attack or are
responsible for a security incident that impacts or has the potential of impacting an organi-
zation or individual. There are several types of threat actors:

m Script kiddies: These people use existing “scripts” or tools to hack into computers and
networks. They lack the expertise to write their own scripts.

m Organized crime groups: The main purpose of these groups is to steal information,
scam people, and make money.

m State sponsors and governments: These agents are interested in stealing data, includ-
ing intellectual property and research-and-development data from major manufactur-
ers, government agencies, and defense contractors.

m Hacktivists: These people carry out cybersecurity attacks aimed at promoting a social
or political cause.

m Terrorist groups: These groups are motivated by political or religious beliefs.

Originally, the term hacker was used for a computer enthusiast. A hacker was a person who
enjoyed understanding the internal workings of a system, computer, and computer network
and who would continue to hack until he understood everything about the system. Over
time, the popular press began to describe hackers as individuals who broke into comput-
ers with malicious intent. The industry responded by developing the word cracker, which
is short for a criminal hacker. The term cracker was developed to describe individuals who
seek to compromise the security of a system without permission from an authorized party.
With all this confusion over how to distinguish the good guys from the bad guys, the term
ethical hacker was coined. An ethical hacker is an individual who performs security tests
and other vulnerability-assessment activities to help organizations secure their infrastruc-
tures. Sometimes ethical hackers are referred to as white bat backers.

Hacker motives and intentions vary. Some hackers are strictly legitimate, whereas others
routinely break the law. Figure 1-5 shows some of the most common categories used in the
industry to identify hackers and their motives.

Threat Intelligence

Topic Threat intelligence is referred to as the knowledge about an existing or emerging threat to
assets, including networks and systems. Threat intelligence includes context, mechanisms,
indicators of compromise (IoCs), implications, and actionable advice. Threat intelligence
includes specifics on the tactics, techniques, and procedures of these adversaries. The pri-
mary purpose of threat intelligence is to inform business decisions regarding the risks and
implications associated with threats.
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Types of Hackers

White Hat

These individuals perform ethical hacking to help
secure companies and organizations. Their belief is
that you must examine your network in the same
manner as a criminal hacker to better understand
its vulnerabilities.

Black Hat

These individuals perform illegal activities, such as
organized crime.

Gray Hat

These individuals usually follow the law but
sometimes venture over to the darker side of black
hat hacking. It would be unethical to employ these
individuals to perform security duties for your
organization because you are never quite clear
where they stand.

Figure 1-5 Whire, Black, and Gray Har Hackers

Converting these definitions into common language could translate to threat intelligence
being evidence-based knowledge of the capabilities of internal and external threat actors.
This type of data can be beneficial for the security operations center (SOC) of any organiza-
tion. Threat intelligence extends cybersecurity awareness beyond the internal network by
consuming intelligence from other sources Internetwide related to possible threats to you

or your organization. For instance, you can learn about threats that have impacted different
external organizations. Subsequently, you can proactively prepare rather than react once the
threat is seen against your network. Providing an enrichment data feed is one service that
threat intelligence platforms would typically provide.

Figure 1-6 shows a five-step threat intelligence process for evaluating threat intelligence
sources and information.

Planning and B | Coliection | W) | Processing | W Analysis and W) | Dissemination

Direction Production

Figure 1-6 The Threat Intelligence Process

Many different threat intelligence platforms and services are available in the market nowa-
days. Cyber threat intelligence focuses on providing actionable information on adversaries,
including IoCs. Threat intelligence feeds help you prioritize signals from internal systems
against unknown threats. Cyber threat intelligence allows you to bring more focus to cyber-
security investigation because, instead of blindly looking for “new” and “abnormal” events,
you can search for specific IoCs, IP addresses, URLs, or exploit patterns.
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A number of standards are being developed for disseminating threat intelligence information.
The following are a few examples:

m Structured Threat Information eXpression (STIX): This express language is designed
Topic for sharing cyberattack information. STIX details can contain data such as the IP
addresses or domain names of command and control servers (often referred to as C2
or CnC), malware hashes, and so on. STIX was originally developed by MITRE and
is now maintained by OASIS. You can obtain more information at http://stixproject.
github.io.

m Trusted Automated eXchange of Indicator Information (TAXII): This open transport
mechanism standardizes the automated exchange of cyber threat information. TAXII
was originally developed by MITRE and is now maintained by OASIS. You can obtain
more information at http://taxiiproject.github.io.

m Cyber Observable eXpression (CybOX): This free standardized schema is used for
specification, capture, characterization, and communication of events of stateful prop-
erties that are observable in the operational domain. CybOX was originally developed
by MITRE and is now maintained by OASIS. You can obtain more information at
https://cyboxproject.github.io.

m Open Indicators of Compromise (OpenlOC): This open framework is used for shar-
ing threat intelligence in a machine-digestible format. Learn more at www.openioc.org.

m Open Command and Control (OpenC2): This language is used for the command and
control of cyber-defense technologies. OpenC2 Forum was a community of cyberse-
curity stakeholders that was facilitated by the U.S. National Security Agency. OpenC2
is now an OASIS technical committee (TC) and specification. You can obtain more
information at www.oasis-open.org/committees/tc_home.php?wg_abbrev=openc2.

It should be noted that many open-source and non-security-focused sources can be lever-
aged for threat intelligence as well. Some examples of these sources are social media, forums,
blogs, and vendor websites.

TIP  You can obtain different examples of threat intelligence STIX documents at
https://oasis-open.github.io/cti-documentation/stix/examples. The following GitHub
repository includes thousands of references and resources related to threat intelligence,
threat hunting, ethical hacking, penetration testing, digital forensics, incident response, vul-
nerability research, exploit development, reverse engineering, and more: https://github.com/
The-Art-of-Hacking/h4cker.

7 Threat Intelligence Platform
Topic

Many organizations deploy their own threat intelligence platforms (TIPs) to aggregate, cor-
relate, and analyze threat intelligence information from multiple sources in near real time. In
order for analysts in the security operations center (SOC) to defend against today’s threats,
TIPs need to scale and support the growing amount of threat intelligence data generated by
a variety of resources (including system logs and threat intelligence feeds). Modern threat
intelligence platforms provide and also use APIs to gather or exchange data.


http://stixproject.github.io
http://stixproject.github.io
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https://github.com/The-Art-of-Hacking/h4cker
https://github.com/The-Art-of-Hacking/h4cker

20 Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Threat intelligence platforms support the following:

m Threat intelligence collection: Collecting and aggregating multiple data formats
including CSV, STIX, XML, JSON, IODEK, OpenlOC, and proprietary threat
intelligence feeds.

m Data correlation: Automatically analyzing and correlating threat intelligence data.

m Enrichment and contextualization: Provides enriched context around threats in order
to enable SOC analysts and incident responders to have as much data as possible
regarding the attack and the threat actor (adversary).

B Analyze: Automates the analysis of threat indicators to enable the identification of
the adversary’s tactics, techniques, and procedures (TTPs). Often TIPs can leverage the
adversary tactics and techniques included in MITRE’s ATT&CK framework (attack.
mitre.org).

m Integrations with other security systems: Modern TIPs provide the ability to inte-
grate with many different security solutions (including Security Information and Event
Management [SIEM] and Security Orchestration Automation and Response [SOAR]
solutions).

m Act: The threat intelligence platform should enable security professionals to create
tools and applications that can help respond to and mitigate cybersecurity threats and
attacks.

Vulnerabilities, Exploits, and Exploit Kits
Earlier in this chapter, you learned that a vulnerability is a weakness in the system design,
implementation, software, or code or the lack of a mechanism. The number of disclosed
vulnerabilities continues to rise. You can keep up with vulnerability disclosures by subscrib-
ing to vulnerability feeds and searching public repositories such as the National Vulnerability
Database (NVD). The NVD can be accessed at https://nvd.nist.gov.

TIP Vulnerabilities are typically identified by a Common Vulnerabilities and Exposures
(CVE) identifier. CVE is an identifier for publicly known security vulnerabilities. This is a
standard created and maintained by MITRE and used by numerous organizations in the
industry, as well as security researchers. You can find more information about the CVE
specification and search the CVE list at https://cve.mitre.org.

There are many different software and hardware vulnerabilities and related categories.
The following are examples of injection-based vulnerabilities:

m SQL injection vulnerabilities

m HTML injection vulnerabilities

m Command injection vulnerabilities

Code injection vulnerabilities are exploited by forcing an application or a system to process
invalid data. An attacker takes advantage of this type of vulnerability to inject code into a
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vulnerable system and change the course of execution. Successful exploitation can lead to
the disclosure of sensitive information, manipulation of data, denial-of-service conditions,
and more. Examples of code injection vulnerabilities include the following:

m SQL injection

m HTML script injection

® Dynamic code evaluation
m Object injection

® Remote file inclusion

m Uncontrolled format string

m Shell injection

7 SOQL Injection

Topic SQL injection (SQLI) vulnerabilities can be catastrophic because they can allow an attacker
to view, insert, delete, or modify records in a database. In an SQL injection attack, the
attacker inserts, or injects, partial or complete SQL queries via the web application. The
attacker injects SQL commands into input fields in an application or a URL to execute
predefined SQL commands.

Web applications construct SQL statements involving SQL syntax invoked by the application
mixed with user-supplied data, as follows:

SELECT * FROM Users WHERE UserName LIKE '$Santos% ' ;

The actual SQL statement is not shown to the user. Typically, the application sends this
portion to the database behind the scenes. The highlighted portion of the SQL statement is
typically user input in a web form.

If an application does not sanitize user input, an attacker can supply crafted input in an
attempt to make the original SQL statement execute further actions in the database. SQL
injections can be done using user-supplied strings or numeric input. The following is an
example of a basic SQL injection attack:

Santos' OR 1=1;--

When the string Santos’ OR 1=1;-- is entered in a web form of a vulnerable application, it
may cause the application to display all records in the database table to the attacker.

One of the first steps when finding SQL injection vulnerabilities is to understand when the
application interacts with a database. This is typically done with web authentication forms,
search engines, and interactive sites such as e-commerce sites.

SQL injection attacks can be divided into the following categories:

m In-band SQL injection: With this type of injection, the attacker obtains the data by
using the same channel that is used to inject the SQL code. This is the most basic form
of an SQL injection attack, where the data is dumped directly in a web application (or
web page).
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m Out-of-band SQL injection: With this type of injection, the attacker retrieves data
using a different channel. For example, an email, a text, or an instant message could be
sent to the attacker with the results of the query. Alternatively, the attacker might be
able to send the compromised data to another system.

m Blind (or inferential) SQL injection: With this type of injection, the attacker does not
make the application display or transfer any data; rather, the attacker is able to recon-
struct the information by sending specific statements and discerning the behavior of
the application and database.

To perform an SQL injection attack, an attacker must craft a syntactically correct SQL state-
ment (query). The attacker may also take advantage of error messages coming back from the
application and might be able to reconstruct the logic of the original query to understand
how to execute the attack correctly. If the application hides the error details, the attacker
might need to reverse engineer the logic of the original query.

HTML Injection

An HTML injection is a vulnerability that occurs when an unauthorized user is able to con-
trol an input point and able to inject arbitrary HTML code into a web application. Successful
exploitation could lead to disclosure of a user’s session cookies; an attacker might do this to
impersonate a victim or to modify the web page or application content seen by the victims.

HTML injection vulnerabilities can lead to cross-site scripting (XSS). You learn details about
the different types of XSS vulnerabilities and attacks later in this chapter.

Command Injection

A command injection is an attack in which an attacker tries to execute commands that she
is not supposed to be able to execute on a system via a vulnerable application. Command
injection attacks are possible when an application does not validate data supplied by the user
(for example, data entered in web forms, cookies, HTTP headers, and other elements). The
vulnerable system passes that data into a system shell.

With command injection, an attacker tries to send operating system commands so that the
application can execute them with the privileges of the vulnerable application. Command
injection is not the same as code execution and code injection, which involve exploiting a
buffer overflow or similar vulnerability.

Authentication-Based Vulnerabilities

An attacker can bypass authentication in vulnerable systems by using several methods.

The following are the most common ways to take advantage of authentication-based vulner-
abilities in an affected system:

m Credential brute forcing

m Session hijacking

m Redirecting

m Exploiting default credentials
m Exploiting weak credentials

m Exploiting Kerberos vulnerabilities
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Credential Brute-Force Attacks and Password Cracking
In a credential brute-force attack, the attacker attempts to log in to an application or a sys-
tem by trying different usernames and passwords. There are two major categories of brute-
force attacks:

m Online brute-force attacks: In this type of attack, the attacker actively tries to log in
to the application directly by using many different combinations of credentials. Online
brute-force attacks are easy to detect because you can easily inspect for large numbers
of attempts by an attacker.

m Offline brute-force attacks: In this type of attack, the attacker can gain access to
encrypted data or hashed passwords. These attacks are more difficult to prevent and
detect than online attacks. However, offline attacks require significantly more compu-
tation effort and resources from the attacker.

The strength of user and application credentials has a direct effect on the success of brute-
force attacks. Weak credentials are one of the major causes of credential compromise. The
more complex and the longer a password (credential), the better. An even better approach is
to use multifactor authentication (MFA). The use of MFA significantly reduces the probabil-
ity of success for these types of attacks.

An attacker may feed to an attacking system a word list containing thousands of words in
order to crack passwords or associated credentials. The following site provides links to mil-
lions of real-world passwords: http://wordlists.h4cker.org.

Weak cryptographic algorithms (such as RC4, MD5, and DES) allow attackers to easily crack
passwords.

TIP The following site lists the cryptographic algorithms that should be avoided and the
ones that are recommended, as well as several other recommendations: www.cisco.com/c/en/
us/about/security-center/next-generation-cryptography.html.

Attackers can also use statistical analysis and rainbow tables against systems that improperly
protect passwords with a one-way hashing function. A rainbow trable is a precomputed table
for reversing cryptographic hash functions and for cracking password hashes. Such tables
can be used to accelerate the process of cracking password hashes.

In addition to weak encryption or hashing algorithms, poorly designed security protocols
such as Wired Equivalent Privacy (WEP) introduce avenues of attack to compromise user
and application credentials. Also, if hashed values are stored without being rendered unique
first (that is, without a salt), it is possible to gain access to the values and perform a rainbow
table attack.

An organization should implement techniques on systems and applications to throttle login
attempts and prevent brute-force attacks. Those attempts should also be logged and audited.
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Session Hijacking
There are several ways an attacker can perform a session hijack and several ways a session
token may be compromised:

m Predicting session tokens: If attackers can predict session tokens, they can easily
hijack the web session to further compromise the system or steal data.

m Session sniffing: This can occur through collecting packets of unencrypted web
sessions.

B Man-in-the-middle (MITM) attack: With this type of attack, the attacker sits in the
path between the client and the web server.

B Man-in-the-browser (MITB) attack: This attack is similar in approach to a man-in-the-
middle attack; however, in this case, a browser (or an extension or a plug-in) is com-
promised and used to intercept and manipulate web sessions between the user and the
web server.

If web applications do not validate and filter out invalid session ID values, they can poten-
tially be used to exploit other web vulnerabilities, such as SQL injection (if the session
IDs are stored on a relational database) or persistent XSS (if the session IDs are stored and
reflected back afterward by the web application).

Default Credentials
A common adage in the security industry is, “Why do you need hackers if you have default
passwords?” Many organizations and individuals leave infrastructure devices such as routers,
switches, wireless access points, and even firewalls configured with default passwords.

Attackers can easily identify and access systems that use shared default passwords. It is
extremely important to always change default manufacturer passwords and restrict network
access to critical systems. A lot of manufacturers now require users to change the default
passwords during initial setup, but some don’t.

Attackers can easily obtain default passwords and identify Internet-connected target sys-
tems. Passwords can be found in product documentation and compiled lists available on the
Internet. An example is www.defaultpassword.com, but dozens of other sites contain default
passwords and configurations on the Internet. It is easy to identify devices that have default
passwords and that are exposed to the Internet by using search engines such as Shodan
(www.shodan.io).

Insecure Direct Object Reference Vulnerabilities
Insecure Direct Object Reference vulnerabilities can be exploited when web applications
allow direct access to objects based on user input. Successful exploitation could allow
attackers to bypass authorization and access resources that should be protected by the sys-
tem (for example, database records and system files). This vulnerability occurs when an appli-
cation does not sanitize user input and does not perform appropriate authorization checks.

An attacker can take advantage of Insecure Direct Object Reference vulnerabilities by modi-
fying the value of a parameter used to directly point to an object. To exploit this type of
vulnerability, an attacker needs to map out all locations in the application where user input
is used to reference objects directly. Example 1-1 shows how the value of a parameter can be
used directly to retrieve a database record.


http://www.defaultpassword.com
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Example 1-1 A URL Parameter Used Directly ro Retrieve a Database Record

https://store.hdcker.org/buy?customerID=1245

In this example, the value of the customerID parameter is used as an index in a table of a
database holding customer contacts. The application takes the value and queries the database
to obtain the specific customer record. An attacker may be able to change the value 1245 to
another value and retrieve another customer record.

In Example 1-2, the value of a parameter is used directly to execute an operation in the
system.

Example 1-2 Direct Object Reference Example

https://store.h4cker.org/changepassd?user=omar

In Example 1-2, the value of the user parameter (omar) is used to have the system change
the user’s password. An attacker can try other usernames and see whether it is possible to
modify the password of another user.

Mitigations for this type of vulnerability include input validation, the use of per-user
or -session indirect object references, and access control checks to make sure the user is
authorized for the requested object.

Cross-Site Scripting

Topic Cross-site scripting (commonly known as XSS) vulnerabilities have become some of the
most common web application vulnerabilities. XSS vulnerabilities are classified in three
major categories:

m Reflected XSS
m Stored (persistent) XSS

m DOM-based XSS

Attackers can use obfuscation techniques in XSS attacks by encoding tags or malicious
portions of the script using Unicode so that the link or HTML content is disguised to the
end user browsing the site.

TIP Dozens of examples of XSS vectors are listed at the GitHub repository https://
github.com/The-Art-of-Hacking/h4cker, along with numerous other cybersecurity
references.

Reflected XSS attacks (nonpersistent XSS) occur when malicious code or scripts are injected
by a vulnerable web application using any method that yields a response as part of a valid
HTTP request. An example of a reflected XSS attack is a user being persuaded to follow

a malicious link to a vulnerable server that injects (reflects) the malicious code back to

the user’s browser. This causes the browser to execute the code or script. In this case, the
vulnerable server is usually a known or trusted site.

Examples of methods of delivery for XSS exploits are phishing emails, messaging
applications, and search engines.


https://store.h4cker.org/buy?customerID=1245
https://store.h4cker.org/changepassd?user=omar
http://ithub.com/The-Art-of-Hacking/h4cker

26 Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Stored, or persistent, XSS attacks occur when the malicious code or script is permanently
stored on a vulnerable or malicious server, using a database. These attacks are typically car-
ried out on websites hosting blog posts (comment forms), web forums, and other permanent
storage methods. An example of a stored XSS attack is a user requesting the stored informa-
tion from the vulnerable or malicious server, which causes the injection of the requested
malicious script into the victim’s browser. In this type of attack, the vulnerable server is usu-
ally a known or trusted site.

The Document Object Model (DOM) is a cross-platform and language-independent applica-
tion programming interface (API) that treats an HTML, XHTML, or XML document as a
tree structure. DOM-based attacks are typically reflected XSS attacks that are triggered by
sending a link with inputs that are reflected to the web browser. In DOM-based XSS attacks,
the payload is never sent to the server. Instead, the payload is only processed by the web cli-
ent (browser).

In a DOM-based XSS attack, the attacker sends a malicious URL to the victim, and after the
victim clicks on the link, it may load a malicious website or a site that has a vulnerable DOM
route handler. After the vulnerable site is rendered by the browser, the payload executes the
attack in the user’s context on that site.

One of the effects of any type of XSS attack is that the victim typically does not realize that
an attack has taken place. DOM-based applications use global variables to manage client-side
information. Often developers create unsecured applications that put sensitive information
in the DOM (for example, tokens, public profile URLs, private URLs for information access,
cross-domain OAuth values, and even user credentials as variables). It is a best practice to
avoid storing any sensitive information in the DOM when building web applications.

Successful exploitation could result in installation or execution of malicious code, account
compromise, session cookie hijacking, revelation or modification of local files, or site
redirection.

The results of XSS attacks are the same regardless of the vector. Even though XSS vulnera-
bilities are flaws in a web application, the attack typically targets the end user. You typically
find XSS vulnerabilities in the following:

m Search fields that echo a search string back to the user

m HTTP headers

m Input fields that echo user data

m Error messages that return user-supplied text

m Hidden fields that may include user input data

m Applications (or websites) that display user-supplied data

Example 1-3 demonstrates an XSS test that can be performed from a browser’s address bar.

Example 1-3 XSS Test from a Browser’s Address Bar

javascript:alert ("omar XSS_test");

javascript:alert (document.cookie) ;
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Example 1-4 demonstrates an XSS test that can be performed in a user input field in a web
form.

Example 1-4 XSS Test from a Web Form

<scriptsalert ("XSS Test")</scripts>

Key Cross-Site Request Forgery

Topic Cross-site request forgery (CSRF or XSRF) attacks occur when unauthorized commands are
transmitted from a user who is trusted by the application. CSRF attacks are different from
XSS attacks because they exploit the trust that an application has in a user’s browser. CSRF
vulnerabilities are also referred to as one-click attacks or session riding.

CSRF attacks typically affect applications (or websites) that rely on a user’s identity. Attack-
ers can trick the user’s browser into sending HTTP requests to a target website. An example
of a CSRF attack is a user authenticated by the application by a cookie saved in the browser
unwittingly sending an HTTP request to a site that trusts the user, subsequently triggering an
unwanted action.

Cookie Manipulation Attacks
Cookie manipulation attacks are often referred to as stored DOM-based attacks (or vulner-
abilities). Cookie manipulation is possible when vulnerable applications store user input and
then embed that input in a response within a part of the DOM. This input is later processed
in an unsafe manner by a client-side script. An attacker can use a JavaScript string (or other
scripts) to trigger the DOM-based vulnerability. Such scripts can write controllable data into
the value of a cookie.

An attacker can take advantage of stored DOM-based vulnerabilities to create a URL that
sets an arbitrary value in a user’s cookie. The impact of a stored DOM-based vulnerability
depends on the role that the cookie plays within the application.

Race Conditions
A race condition occurs when a system or an application attempts to perform two or more
operations at the same time. However, due to the nature of such a system or application,
the operations must be done in the proper sequence to be done correctly. When an attacker
exploits such a vulnerability, he has a small window of time between when a security control
takes effect and when the attack is performed. The attack complexity in race conditions is
very high. In other words, race conditions are very difficult to exploit.

Race conditions are also referred to as time of check ro time of use (TOCTOU) attacks. An
example of a race condition is a security management system pushing a configuration to a
security device (such as a firewall or an intrusion prevention system) such that the process
rebuilds access control lists (ACLs) and rules from the system. An attacker might have a very
small time window in which it could bypass those security controls until they take effect on
the managed device.

Unprotected APIs
Application programming interfaces (APIs) are used everywhere today. A large number of
modern applications use some type of API to allow other systems to interact with the appli-
cation. Unfortunately, many APIs lack adequate controls and are difficult to monitor. The
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breadth and complexity of APIs also make it difficult to automate effective security testing.
There are a few methods or technologies behind modern APIs:

m Simple Object Access Protocol (SOAP): This standards-based web services access
protocol was originally developed by Microsoft and has been used by numerous lega-
cy applications for many years. SOAP exclusively uses XML to provide API services.
XML-based specifications are governed by XML Schema Definition (XSD) docu-
ments. SOAP was originally created to replace older solutions such as the Distributed
Component Object Model (DCOM) and Common Object Request Broker Architecture
(CORBA). You can find the latest SOAP specifications at www.w3.org/TR/soap.

m Representational State Transfer (REST): This API standard is easier to use than
SOAP. It uses JSON instead of XML, and it uses standards such as Swagger and the
OpenAPI Specification (www.openapis.org) for ease of documentation and to encour-
age adoption.

® GraphQL: GraphQL is a query language for APIs that provides many developer
tools. GraphQL is now used for many mobile applications and online dashboards.
Many different languages support GraphQL. You can learn more about GraphQL at
https://graphql.org/code.

SOAP and REST use the HTTP protocol; however, SOAP limits itself to a more strict set of
API messaging patterns than REST.

An API often provides a roadmap that describes the underlying implementation of an appli-
cation. This roadmap can give penetration testers valuable clues about attack vectors they
might otherwise overlook. API documentation can provide a great level of detail that can be
very valuable to a security professional, as well to attackers. API documentation can include
the following:

m Swagger (OpenAPI): Swagger is a modern framework of API documentation and
development that is the basis of the OpenAPI Specification (OAS). Additional informa-
tion about Swagger can be obtained at https://swagger.io. The OAS specification is
available at https://github.com/OAIl/OpenAPI-Specification.

m Web Services Description Language (WSDL) documents: WSDL is an XML-based
language that is used to document the functionality of a web service. The WSDL
specification can be accessed at www.w3.org/TR/wsdI20-primer.

m Web Application Description Language (WADL) documents: WADL is an XML-
based language for describing web applications. The WADL specification can be
obtained from www.w3.org/Submission/wadl.

Return-to-LibC Attacks and Buffer Overflows
A return-to-libc (or rer2libc) attack typically starts with a buffer overflow. In this type of
attack, a subroutine return address on a call stack is replaced by an address of a subroutine
that is already present in the executable memory of the process. This is done to potentially
bypass the no-execute (NX) bit feature and allow attackers to inject their own code.
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Operating systems that support nonexecutable stack help protect against code execution
after a buffer overflow vulnerability is exploited. However, a nonexecutable stack cannot pre-
vent a ret2libc attack because in this attack, only existing executable code is used. Another
technique, called stack-smashing protection, can prevent or obstruct code execution
exploitation because it can detect the corruption of the stack and can potentially “flush out”
the compromised segment.

TIP The following video provides a detailed explanation of what buffer overflow attacks
are: www.youtube.com/watch?v=1S0aBV-Waco.

A technique called ASCII armoring can be used to mitigate ret2libc attacks. When you
implement ASCII armoring, the address of every system library (such as libc) contains a
NULL byte (0x00) that you insert in the first 0x01010101 bytes of memory. This is typically
a few pages more than 16 MB and is called the ASCII armor region because every address
up to (but not including) this value contains at least one NULL byte. When this methodol-
ogy is implemented, an attacker cannot place code containing those addresses using string
manipulation functions such as strcpy().

Of course, this technique doesn’t protect the system if the attacker finds a way to overflow
NULL bytes into the stack. A better approach is to use the address space layout randomiza-
tion (ASLR) technique, which mitigates the attack on 64-bit systems. When you implement
ASLR, the memory locations of functions are random. ASLR is not very effective in 32-bit
systems, though, because only 16 bits are available for randomization, and an attacker can
defeat such a system by using brute-force attacks.

727 OWASP Top 10

Topic The Open Web Application Security Project (OWASP) is a nonprofit charitable organization
that leads several industrywide initiatives to promote the security of applications and soft-
ware. The organization lists the top 10 most common vulnerabilities against application at
the following address:

www.owasp.org/index.php/Category:OWASP Top Ten Project

TIP It is recommended that you become familiar and always keep up with the OWASP Top
10 list. OWASP not only defines each of the vulnerabilities but also provides a list of tech-
niques to prevent and mitigate those vulnerabilities. OWASP also has local chapters around
the world that are free and open to anyone. Many chapters also have meetings, presenta-
tions, and training that help the community. Information about the OWASP local chapters
can be obtained at www.owasp.org/index.php/OWASP Chapter.

Security Vulnerabilities in Open-Source Software
Security vulnerability patching for commercial and open-source software is one of the most
important processes of any organization. An organization might use the following technolo-
gies and systems to maintain an appropriate vulnerability management program:

m Vulnerability management software and scanners, such as Qualys, Nexpose, and
Nessus
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m Software composition analysis tools, such as BlackDuck, FlexNet Code Insight
(formerly known as Palamida), SourceClear, and WhiteSource

m Security vulnerability feeds, such as MITRE’s CVE list, NIST’s National Vulnerability
Database (NVD), VulnDB, and Recorded Future

Network Security Systems

The Cisco CyberOps Associate Certification assumes that you have familiarity with rout-
ers, switches, firewalls, intrusion detection systems (IDSs), and intrusion prevention sys-
tems (IPSs). However, here is a quick refresh for your reference. Many network security
devices have been invented throughout the years to enforce policy and maintain visibility
of everything that is happening in the network. These network security devices include the
following:

m Traditional firewalls

m Next-generation firewalls

m Personal firewalls

m Intrusion detection systems

m Traditional and next-generation intrusion prevention systems

® Anomaly detection systems

m Advanced malware protection (AMP)

m Web security appliances

m Email security appliances

m Identity management systems
Traditional Firewalls

Typically, firewalls are devices that are placed, or deployed, between a trusted and an
untrusted network, as illustrated in Figure 1-7.

Trusted —; Untrusted

(Inside) (Outside)
_@{ Internet
i
Firewall

Figure 1-7 Traditional Firewall Deployment

In Figure 1-7, the trusted network is labeled as the “inside” network, and the untrusted net-

work is labeled as the “outside” network. The untrusted network in this case is connected to
the Internet. This is the typical nomenclature you'll often see in Cisco and non-Cisco docu-
mentation. When firewalls are connected to the Internet, they are often referred to as Inter-
net edge firewalls. A detailed understanding of how firewalls and their related technologies
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work is extremely important for all network security professionals. This knowledge not only
helps you configure and manage the security of your networks accurately and effectively,
but also allows you to gain an understanding of how to enforce policies and achieve network
segmentation suitable for your environment.

Several firewall solutions offer user and application policy enforcement to supply protection
for different types of security threats. These solutions often provide logging capabilities that
enable security administrators to identify, investigate, validate, and mitigate such threats.

Additionally, several software applications can run on a system to protect only that host.
These types of applications are known as personal firewalls. This section includes an over-
view of network firewalls and their related technologies. Later in this chapter, you will learn
the details about personal firewalls.

Network Address Translation (NAT), access control lists, and application inspection. The
primary task of a network firewall is to deny or permit traffic that attempts to enter or leave
the network based on explicit preconfigured policies and rules. Firewalls are often deployed
in several other parts of the network to provide network segmentation within the corporate
infrastructure and also in data centers. The processes used to allow or block traffic may
include the following:

Network-based firewalls provide key features that are used for perimeter security, such as
Topic

m Simple packet-filtering techniques

m Application proxies

m Network Address Translation

m Stateful inspection firewalls

m Next-generation context-aware firewalls

Packet-Filtering Techniques

The purpose of packet filters is simply to control access to specific network segments by
defining which traffic can pass through them. They usually inspect incoming traffic at the
transport layer of the Open Systems Interconnection (OSI) model. For example, packet filters
can analyze Transmission Control Protocol (TCP) or User Datagram Protocol (UDP) packets

and compare them against a set of predetermined rules called access control lists. They
inspect the following elements within a packet:

m Source address

m Destination address
m Source port

m Destination port

m Protocol

Key ACLs are typically configured in firewalls, but they also can be configured in network infra-
Topic structure devices such as routers, switches, wireless LAN controllers (WLCs), and others.



32 Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Each entry of an ACL is referred to as an access control entry (ACE). These ACEs can clas-
sify packets by inspecting Layer 2 through Layer 4 headers for a number of parameters,
including the following:

m Layer 2 protocol information such as EtherTypes
m Layer 3 protocol information such as ICMP, TCP, or UDP
m Layer 3 header information such as source and destination IP addresses

m Layer 4 header information such as source and destination TCP or UDP ports

After an ACL has been properly configured, you can apply it to an interface to filter traf-
fic. The firewall or networking device can filter packets in both the inbound and outbound
direction on an interface. When an inbound ACL is applied to an interface, the security
appliance analyzes packets against the ACEs after receiving them. If a packet is permitted by
the ACL, the firewall continues to process the packet and eventually passes the packet out
the egress interface.

The big difference between a router ACL and a Cisco ASA (a stateful firewall) ACL is that
only the first packet of a flow is subjected by an ACL in the security appliance (stateful fire-
wall). After that, the connection is built, and subsequent packets matching that connection
are not checked by the ACL. If a packet is denied by the ACL, the security appliance dis-
cards the packet and generates a syslog message indicating that such an event has occurred.

If an outbound ACL is applied on an interface, the firewall processes the packets by sending
them through the different processes (NAT, QoS, and VPN) and then applies the configured
ACEs before transmitting the packets out on the wire. The firewall transmits the packets
only if they are allowed to go out by the outbound ACL on that interface. If the packets are
denied by any one of the ACEs, the security appliance discards the packets and generates a
syslog message indicating that such an event has occurred.

Following are some of the important characteristics of an ACL configured on a Cisco ASA
or on a Cisco IOS zone-based firewall:

m When a new ACE is added to an existing ACL, it is appended to the end of the ACL.

m When a packet enters the firewall, the ACEs are evaluated in sequential order. Hence,
the order of an ACE is critical. For example, if you have an ACE that allows all IP traf-
fic to pass through, and then you create another ACE to block all IP traffic, the pack-
ets will never be evaluated against the second ACE because all packets will match the
first ACE entry.

m There is an implicit deny at the end of all ACLs. If a packet is not matched against a
configured ACE, it is dropped and a syslog is generated.

m Each interface is assigned a security level. The higher the security level, the more
secure. In traditional Cisco ASA firewalls, the security levels go from 0 (less secure)
to 100 (more secure). By default, the outside interface is assigned a security level of
0, and the inside interface is assigned a security level of 100. In the Cisco ASA, by



Chapter 1: Cybersecurity Fundamentals 33

default, you do not need to define an ACE to permit traffic from a high-security-level
interface to a low-security-level interface. However, if you want to restrict traffic flows
from a high-security-level interface to a low-security-level interface, you can define an
ACL. If you configure an ACL to a high-security-level interface to a low-security-level
interface, it disables the implicit permit from that interface. All traffic is now subject to
the entries defined in that ACL.

m Also in the Cisco ASA, an ACL must explicitly permit traffic traversing the security
appliance from a lower- to a higher-security-level interface of the firewall. The ACL
must be applied to the lower-security-level interface.

m The ACLs (Extended or IPv6) must be applied to an interface to filter traffic that is
passing through the security appliance.

B You can bind one extended and one EtherType ACL in each direction of an interface
at the same time.

® You can apply the same ACL to multiple interfaces. However, this is not considered to
be a good security practice because overlapping and redundant security policies can
be applied.

® You can use ACLs to control traffic through the security appliance, as well as to con-
trol traffic to the security appliance. The ACLs controlling traffic to the appliance
are applied differently than ACLs filtering traffic through the firewall. The ACLs are
applied using access groups. The ACLs controlling traffic to the security appliance are
called controlled plane ACLs.

m When TCP or UDP traffic flows through the security appliance, the return traffic is
automatically allowed to pass through because the connections are considered estab-
lished and bidirectional.

m Other protocols such as ICMP are considered unidirectional connections; therefore,
you need to allow ACL entries in both directions. There is an exception for the ICMP
traffic when you enable the ICMP inspection engine.

The Cisco ASA supports five different types of ACLs to provide a flexible and scalable solu-
tion to filter unauthorized packets into the network:

m Standard ACLs

m Extended ACLs
m [Pv6 ACLs

m EtherType ACLs
m Webtype ACLs

Standard ACLs
Standard ACLs are used to identify packets based on their destination IP addresses. These
ACLs can be used in scenarios such as split tunneling for the remote-access virtual private
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network (VPN) tunnels and route redistribution within route maps for dynamic routing
deployments (OSPF, BGP, and so on). These ACLs, however, cannot be applied to an inter-
face for filtering traffic. A standard ACL can be used only if the security appliance is run-
ning in routed mode. In routed mode, the Cisco ASA routes packets from one subnet to
another subnet by acting as an extra Layer 3 hop in the network.

Extended ACLs

Extended ACLs, the most commonly deployed ACLs, can classify packets based on the fol-
lowing attributes:

m Source and destination IP addresses
m Layer 3 protocols
m Source and/or destination TCP and UDP ports

m Destination ICMP type for ICMP packets

An extended ACL can be used for interface packet filtering, QoS packet classification,
packet identification for NAT and VPN encryption, and a number of other features. These
ACLs can be set up on the Cisco ASA in the routed and the transparent mode.

EtherType ACLs

EtherType ACLs can be used to filter IP and non-IP-based traffic by checking the Ethernet
type code field in the Layer 2 header. IP-based traffic uses an Ethernet type code value of
0x800, whereas Novell IPX uses 0x8137 or 0x8138, depending on the Netware version.

An EtherType ACL can be configured only if the security appliance is running in transpar-
ent mode. Just like any other ACL, the EtherType ACL has an implicit deny at the end of it.
However, this implicit deny does not affect the IP traffic passing through the security appli-
ance. As a result, you can apply both EtherType and extended ACLs to each direction of an
interface. If you configure an explicit deny at the end of an EtherType ACL, it blocks IP traf-
fic even if an extended ACL is defined to pass those packets.

Webtype ACLs

A Webtype ACL allows security appliance administrators to restrict traffic coming through

the SSL VPN tunnels. In cases where a Webtype ACL is defined but there is no match for a

packet, the default behavior is to drop the packet because of the implicit deny. On the other
hand, if no ACL is defined, the security appliance allows traffic to pass through it.

An ACL Example

Example 1-5 shows the command-line interface (CLI) configuration of an extended ACL.
The ACL is called outside access in, and it is composed of four ACEs. The first two ACEs
allow HTTPS traffic destined for 10.10.20.111 from devices in the outside interface, whereas
the last two ACEs allow SMTP access to 10.10.20.112. Adding remarks to an ACL is recom-
mended because it helps others recognize its function. In Example 1-5 the system admin-
istrator has added the ACL remark: “ACL ro block inbound traffic except HTTPS and
SMTP”
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Example 1-5 Configuration Example of an Extended ACL

ASA# configure terminal

ASA(config)# access-list outside_access_in remark ACL to block inbound traffic
except HTTPS and SMTP

ASA(config)# access-list outside access_in extended permit tcp any host 10.10.20.111
eqg https

ASA(config)# access-list outside access_in extended permit tcp any host 10.10.20.111
eq https

ASA(config)# access-list outside access_in extended permit tcp any host 10.10.20.112
eq smtp

ASA (config)# access-list outside access_in extended permit tcp any host 10.10.20.112
eq smtp

Always remember that there is an implicit deny at the end of any ACL.

The Understanding Cisco Cybersecurity Operations Fundamentals (200-201 CBROPS) exam
does not require you to know details about how to configure access control lists in different
Cisco devices. However, it is good for you to become familiar with the high-level concepts
of traditional ACLs and the benefits of modern access control policies that are present in
next-generation firewalls. For instance, traditional packet filters do not commonly inspect
additional Layer 3 and Layer 4 fields such as sequence numbers, TCP control flags, and TCP
acknowledgment (ACK) fields. The firewalls that inspect such fields and flags are referred

to as stateful firewalls. You learn how stateful firewalls operate later in this chapter in the
“Stateful Inspection Firewalls” section. In addition, next-generation firewalls allow you to
create more granular policies that are related to applications, users, and other context to
better defend your organization.

Various packet-filtering firewalls can also inspect packet header information to find out
whether the packet is from a new or an existing connection. Simple packet-filtering firewalls
have several limitations and weaknesses:

m Their ACLs or rules can be relatively large and difficult to manage.

m They can be deceived into permitting unauthorized access of spoofed packets.
Attackers can orchestrate a packet with an IP address that is authorized by the ACL.

® Numerous applications can build multiple connections on arbitrarily negotiated ports.
This makes it difficult to determine which ports are selected and used until after the
connection is completed. Examples of these types of applications are multimedia
applications such as streaming audio and video applications. Packet filters do not
understand the underlying upper-layer protocols used by these types of applications,
and providing support for these types of applications is difficult because the ACLs
need to be manually configured in packet-filtering firewalls.

Application Proxies
Application' proxies, or proxy se.rvers, are devices that operate'as intermediary agents on
Topic behalf of clients that are on a private or protected network. Clients on the protected network
send connection requests to the application proxy to transfer data to the unprotected net-
work or the Internet. Consequently, the application proxy (sometimes referred to as a web
proxy) sends the request on behalf of the internal client. The majority of proxy firewalls
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work at the application layer of the OSI model. Most proxy firewalls can cache information
to accelerate their transactions. This is a great tool for networks that have numerous servers
that experience high usage. Additionally, proxy firewalls can protect against some web-
server-specific attacks; however, in most cases, they do not provide any protection against
the web application itself.

Network Address Translation
Several Layer 3 devices can supply Network Address Translation (NAT) services. The Layer 3
device translates the internal host’s private (or real) IP addresses to a publicly routable (or
mapped) address.

Cisco uses the terminology of “real” and “mapped” IP addresses when describing NAT.
The real IP address is the address that is configured on the host, before it is translated. The
mapped IP address is the address to which the real address is translated.

TIP Static NAT allows connections to be initiated bidirectionally, meaning both to the host
and from the host.

Figure 1-8 demonstrates how a host on the inside of a firewall with the private address of
10.10.10.123 is translated to the public address 209.165.200.227.

Host A Private (Physical) Address > NAT -» Translated Address

10.10.10.123 209.165.200.227

_l A
Q’, - I - Internet
B (Inside) ---l‘ (OUtSlde)
Host A Firewall

Figure 1-8 NAT Example

NAT is often used by firewalls; however, other devices such as routers and wireless access
points provide support for NAT. By using NAT, the firewall hides the internal private
addresses from the unprotected network and exposes only its own address or public range.
This enables a network professional to use any IP address space as the internal network. A
best practice is to use the address spaces that are reserved for private use (see RFC 1918,
“Address Allocation for Private Internets”). Table 1-2 lists the private address ranges specified
in RFC 1918.

Table 1-2 RFC 1918 Private Address Ranges

Class IP Address Range Networks Number of Hosts
Class A 10.0.0.0 to 10.255.255.255 1 16,777,214

Class B 172.16.0.0 to 172.31.255.255 16 65,534

Class C 192.168.0.0 to 192.168.255.255 256 254

It is important to think about the different private address spaces when you plan your
network (for example, the number of hosts and subnets that can be configured). Careful
planning and preparation lead to substantial time savings if changes are encountered down
the road.
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TIP The white paper titled “A Security-Oriented Approach to IP Addressing” provides
numerous tips on planning and preparing your network IP address scheme. You can find this
whitepaper here: www.cisco.com/web/about/security/intelligence/security-for-ip-addr.html.

Key Port Address Translation

Topic Typically, firewalls perform a technique called Port Address Translation (PAT). This feature,
which is a subset of the NAT feature, allows many devices on the internal protected network
to share one IP address by inspecting the Layer 4 information on the packet. This shared
address is usually the firewall’s public address; however, it can be configured to any other
available public IP address. Figure 1-9 shows how PAT works.

10.10.10.3 - PAT -» Translated Address
(Source Port 1024) 209.165.200.228
(Port 1188)

——— (Inside) 1} (Outside)
10.10.10.0/24

Figure 1-9 PAT Example

As illustrated in Figure 1-9, several hosts on a trusted network labeled “inside” are config-
ured with an address from the network 10.10.10.0 with a 24-bit subnet mask. The Cisco
ASA performs PAT for the internal hosts and translates the 10.10.10.x addresses into its own
address (209.165.200.2238). In this example, Host A sends a TCP port 80 packet to the web
server located in the “outside” unprotected network. The Cisco ASA translates the request
from the original 10.10.10.8 IP address of Host A to its own address. It does this by ran-
domly selecting a different Layer 4 source port when forwarding the request to the web
server. The TCP source port is modified from 1024 to 1188 in this example.

Static Translation
Ke A different methodology is used when hosts in the unprotected network need to initiate
Topic a new connection to specific hosts behind the NAT device. You configure the firewall to
allow such connections by creating a static one-to-one mapping of the public (mapped) IP
address to the address of the internal (real) protected device. For example, static NAT can be
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configured when a web server resides on the internal network and has a private IP address
but needs to be contacted by hosts located in the unprotected network or the Internet.
Figure 1-8 demonstrated how static translation works. The host address (10.10.10.123) is
statically translated to an address in the outside network (209.165.200.227, in this case). This
allows the outside host to initiate a connection to the web server by directing the traffic to
209.165.200.227. The device performing NAT then translates and sends the request to the
web server on the inside network.

Firewalls like the Cisco ASA, Firepower Threat Defense (FTD), Cisco IOS zone-based
firewalls, and others can perform all these NAT operations. Address translation is not limited
to firewalls, however. Nowadays, all sorts of lower-end network devices such as simple small
office or home office (SOHO) and wireless routers can perform different NAT techniques.

Stateful Inspection Firewalls

Stateful inspection firewalls provide enhanced benefits when compared to simple packet-
filtering firewalls. They track every packet passing through their interfaces by ensuring

that they are valid, established connections. They examine not only the packet header con-
tents but also the application layer information within the payload. Subsequently, different
rules can be created on the firewall to permit or deny traffic based on specific payload pat-
terns. A stateful firewall monitors the state of the connection and maintains a database with
this information, usually called the stare rable. The state of the connection details whether
such a connection has been established, closed, reset, or is being negotiated. These mecha-
nisms offer protection for different types of network attacks.

Demilitarized Zones

Firewalls can be configured to separate multiple network segments (or zones), usually called
demilitarized zones (DMZs). These zones provide security to the systems that reside
within them with different security levels and policies between them. DMZs can have several
purposes; for example, they can serve as segments on which a web server farm resides or as
extranet connections to a business partner. Figure 1-10 shows a firewall with a DMZ.

Inside 2 Outside
( ) ( ) Internet
| — .

— '--—--'fJ

Figure 1-10 DMZ Example

DMZs minimize the exposure of devices and clients on your internal network by allowing
only recognized and managed services on those hosts to be accessible from the Internet. In
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Figure 1-10, the DMZ hosts web servers that are accessible by internal and Internet hosts. In
large organizations, you can find multiple firewalls in different segments and DMZs.

Firewalls Provide Network Segmentation
Firewalls can provide network segmentation while enforcing policies between those seg-

ments. In Figure 1-11, a firewall segments and enforces policies between three networks in
the overall corporate network. The first network is the finance department, the second is the

engineering department, and the third is the sales department.
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Figure 1-11 Firewall Providing Network Segmentation

Application-Based Segmentation and Micro-segmentation
opic

Another dilemma is the machine-to-machine communication between different systems and
applications. How do you also segment and protect that in an effective manner?

In today’s virtualized and containerized environments, traffic between applications may
never leave a physical device or server, as illustrated in Figure 1-12.

h Ay AV h
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Figure 1-12  Virtual Machine Traffic Never Leaving the Physical Server
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This is why micro-segmentation is currently so popular. A solution of the past was to include
virtual firewalls between virtual machines (VMs), as shown in Figure 1-13.
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Figure 1-13 Virrual Firewalls for Segmentation
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Machine-to-machine (or application-to-application) communication also needs to be seg-
mented within an organization. For instance, do your Active Directory (AD) servers need
to communicate with Network Time Protocol (NTP) servers? What is their relationship and
data interaction?

Micro-segmentation features provided by modern solutions like Cisco Application Centric
Infrastructure (ACI) offer a new level of segmentation capabilities. Cisco ACI allows organi-
zations to automatically assign endpoints to logical security zones called endpoint groups
(EPGs). EPGs are used to group VMs within a tenant and apply filtering and forwarding
policies to them. These EPGs are based on various network-based or VM-based attributes.

A micro-segment in ACI is also often referred to as uSeg EPGs. You can group endpoints in
existing application EPGs into new micro-segment (pSeg) EPGs and configure network or
VM-based attributes for those pSeg EPGs. With these pSeg EPGs, you can apply dynamic
policies. You can also apply policies to any endpoints within the tenant. For instance,

let’s say that you want to assign web servers to an EPG and then apply similar policies.

By default, all endpoints within an EPG can communicate with each other. You also can
restrict access if this web EPG contains a mix of production and development web servers.
To accomplish this, you can create a new EPG and automatically assign endpoints based on
their VM name attribute, such as prod-xxxx or dev-xxx.

Micro-segmentation in Cisco ACI can be accomplished by integrating with vCenter or
Microsoft System Center Virtual Machine Manager (SCVMM), Cisco ACI API (controller),
and leaf switches.

Applying attributes to pSeg EPGs enables you to apply forwarding and security policies
with greater granularity than you can to EPGs without attributes. Attributes are unique
within the tenant.

High Availability
Firewalls such as the Cisco ASA provide high-availability features such as the following:
B Active-standby failover
B Active-active failover

m Clustering
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Active-Standby Failover
In an active-standby failover configuration, the primary firewall (when operational) is always
active, and the secondary is in standby mode. When the primary firewall fails, the second-
ary firewall takes over. Figure 1-14 shows a pair of firewalls in an active-standby failover

configuration.
The configuration and stateful network information is synchronized from the primary fire-
wall to the secondary.

Qutside ‘
_ A y
Active @ -@ Standby
Firewall Firewall
S L
Inside

Figure 1-14 Firewalls in Active-Standby Failover Mode

Active-Active Failover

In an active-active failover configuration, both of the firewalls are active. If one fails, the
other will continue to pass traffic in the network. Figure 1-15 shows a pair of firewalls in an

active-active failover configuration.

Outside ‘
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Firewall | Firewall
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Figure 1-15 Firewalls in Active-Active Failover Mode

Clustering Firewalls

Firewalls such as the Cisco ASA and Firepower Threat Defense can also be clustered to
provide next-generation firewall protection in large and highly scalable environments.
Figure 1-16 shows a cluster of three Cisco ASAs. One of the main reasons to cluster firewalls

is to increase packet throughput and to scale in a more efficient way.

41
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Figure 1-16 Cisco ASAs in a Cluster

In Figure 1-16, the Cisco ASAs have 10 Gigabit Ethernet interfaces in an EtherChannel con-
figuration to switches in both inside and outside networks. An EtherChannel involves bun-
dling together two or more interfaces to scale and achieve bigger bandwidth.

Firewalls in the Data Center
Firewalls can also be deployed in the data center. The placement of firewalls in the data cen-
ter will depend on many factors, such as how much latency the firewalls will introduce, what
type of traffic you want to block and allow, and in what direction the traffic will flow (either
north to south or east to west).

In the data center, traffic going from one network segment or application of the data cen-
ter to another network segment or application within the data center is often referred to as
east-to-west (or west-to-east) traffic. This is also known as lateral rraffic. Figure 1-17 demon-
strates east-west traffic.

Similarly, traffic going to and from the data center and the rest of the corporate network
is often referred to as north-to-south (or south-to-north) traffic. Figure 1-18 demonstrates
north-south traffic.

Another example of advanced segmentation and micro-segmentation in the data center is the
security capabilities of the Cisco ACI, which is a software-defined networking (SDN) solu-
tion that has a robust policy model across data center networks, servers, storage, security,
and services. This policy-based automation helps network administrators achieve micro-
segmentation through the integration of physical and virtual environments under one policy
model for networks, servers, storage, services, and security. Even if servers and applications
are “network adjacent” (that is, on the same network segment), they will not communicate
with each other until a policy is configured and provisioned. This is why Cisco ACI is very
attractive to many security-minded network administrators. Another major benefit of Cisco
ACI is automation. With such automation, you can reduce application deployment times
from weeks to minutes. Cisco ACI policies are enforced and deployed by the Cisco Applica-
tion Policy Infrastructure Controller (APIC).
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Figure 1-17 Data Center East-West Traffic
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Figure 1-18 Data Center North-South Traffic
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Virtual Firewalls
Firewalls can also be deployed as VMs. An example of a virtual firewall is the Cisco FTDv.
These virtual firewalls are often deployed in the data center to provide segmentation and
network protection to virtual environments. They are typically used because traffic between
VMs often does not leave the physical server and cannot be inspected or enforced with
physical firewalls.

TIP The Cisco ASA also has a featured called virrual contexts. This is not the same as
the virtual firewalls described previously. In the Cisco ASA security context feature, one
physical appliance can be “virtualized” into separate contexts (or virtual firewalls). Virtual
firewalls such as the Cisco ASAv run on top of VMware or KVM on a physical server such
as the Cisco UCS.

Figure 1-19 shows two virtual firewalls providing network segmentation between several
VMs deployed in a physical server.
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Figure 1-19 Virrual Firewalls Example

Deep Packet Inspection
Several applications require special handling of data packets when they pass through fire-
walls. They include applications and protocols that embed IP addressing information in
the data payload of the packet or open secondary channels on dynamically assigned ports.
Sophisticated firewalls and security appliances such as the Cisco ASA, Cisco FTD, and Cisco
10S zone-based firewalls offer application inspection mechanisms to handle the embedded
addressing information to allow the previously mentioned applications and protocols to
work. Using application inspection, these security appliances can identify the dynamic port
assignments and allow data exchange on these ports during a specific connection.

With deep packet inspection (DPI), firewalls can look at specific Layer 7 payloads to protect
against security threats. You can also configure these devices to deny specific FTP com-
mands, HTTP content types, and other application protocols.
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Next-Generation Firewalls
The proliferation of mobile devices and the need to connect from any place are radically
changing the enterprise security landscape. Social networking sites such as Facebook and
Twitter long ago moved beyond mere novelty sites for teens and geeks and have become vital
channels for communicating with groups and promoting brands.

Security concerns and fear of data loss are leading reasons why some businesses don’t
embrace social media, but many others are adopting social media as a vital resource within
the organization. Some of the risks associated with social media can be mitigated through
the application of technology and user controls. However, there’s no doubt that criminals
have used social media networks to lure victims into downloading malware and handing over
login passwords.

Before today’s firewalls grant network access, they need to be aware of not only the applica-
tions and users accessing the infrastructure but also the device in use, the location of the
user, and the time of day. Such context-aware security requires a rethinking of the firewall
architecture. Context-aware firewalls extend beyond the next-generation firewalls on the
market today. They provide granular control of applications, comprehensive user identifica-
tion, and location-based control. The Cisco Firepower Threat Defense is an example of a
next-generation firewall.

The Cisco Firepower firewalls provide a comprehensive set of features and next-generation
security capabilities. For example, they provide capabilities such as simple packet filtering
(normally configured with access control lists) and stateful inspection. The Cisco FTD soft-
ware also provides support for application inspection/awareness. It can listen in on conversa-
tions between devices on one side and devices on the other side of the firewall. The benefit
of listening in is so that the firewall can pay attention to application layer information.

The Cisco FTD also supports Network Address Translation, the capability to act as a
Dynamic Host Configuration Protocol (DHCP) server or client, or both. The Cisco FTD

also can be implemented as a traditional Layer 3 firewall, which has IP addresses assigned to
each of its routable interfaces. The other option is to implement a firewall as a transparent
(Layer 2) firewall, in which the actual physical interfaces receive individual IP addresses, but
a pair of interfaces operates like a bridge. The Cisco ASA and Cisco FTD firewalls are often
used as a head-end or remote-end device for VPN tunnels for both remote-access VPN users
and site-to-site VPN tunnels. They support IPsec and SSL-based remote-access VPNs. The
SSL VPN capabilities include support for clientless SSL VPN and the full AnyConnect SSL
VPN tunnels.

TIP The Cisco Firepower Threat Defense (FTD) is unified software that includes Cisco ASA
features, legacy FirePOWER Services, and new features. Cisco spells the word FirePOWER
(uppercase POWER) when referring to the Cisco ASA FirePOWER Services module. The
word Firepower (lowercase power) is used when referring to all other software, such as FTD,
Firepower Management Center (FMC), and Firepower appliances. Cisco is always adding new
models to its firewall portfolio. To get the latest information about the Cisco firewall solu-
tions, go to www.cisco.com/c/en/us/products/security/firewalls/index.html.


http://www.cisco.com/c/en/us/products/security/firewalls/index.html

46 Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Intrusion Detection Systems and Intrusion
Prevention Systems

Intrusion detection systems (IDSs) are devices that detect (in promiscuous mode) attempts
from an attacker to gain unauthorized access to a network or a host, to create performance
degradation, or to steal information. They also detect DDoS attacks, worms, and virus out-
breaks. Figure 1-20 shows how an IDS device is configured to promiscuously detect security
threats.
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Figure 1-20 IDS Example

In this figure, a compromised host sends a malicious packet to a series of hosts in the
10.10.20.0/24 network. The IDS device analyzes the packet and sends an alert to a monitoring
system. The malicious packet still successfully arrives at the 10.10.20.0/24 network.

Intrusion prevention system (IPS) devices, on the other hand, are capable of not only detect-
ing all these security threats but also dropping malicious packets inline. IPS devices may be
initially configured in promiscuous mode (monitoring mode) when you are first deploying
them in the network. This is done to analyze the impact to the network infrastructure. Then
they are deployed in inline mode to be able to block any malicious traffic in your network.

Figure 1-21 shows how an IPS device is placed inline and drops the noncompliant packet
while sending an alert to the monitoring system.

A few different types of IPSs exist:
m Traditional network-based IPSs (NIPSs)
m Next-generation IPS systems (NGIPSs)
m Host-based IPSs (HIPSs)

Examples of legacy NIPSs are the Cisco IPS 4200 sensors and the Catalyst 6500 IPS mod-
ule. These devices have been in the end-of-life (EoL) stage for quite some time. Examples of
NGIPSs are the Cisco Firepower IPS systems.
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Figure 1-21 IPS Example

The legacy Cisco ASA 5500 Series FirePOWER Services provide intrusion prevention, fire-
wall, and VPN services in a single, easy-to-deploy platform. Intrusion prevention services
enhance firewall protection by looking more deeply into the flows to provide protection
against threats and vulnerabilities. The Cisco Firepower Threat Defense provides these
capabilities in a combined software package.

Network-based IDSs and IPSs use several detection methodologies, such as the following:

m Pattern matching and stateful pattern-matching recognition
m Protocol analysis

m Heuristic-based analysis

® Anomaly-based analysis

m Global threat correlation capabilities

Pattern Matching and Stateful Pattern-Matching Recognition
Partern matching is a methodology in which the intrusion detection device searches for a
fixed sequence of bytes within the packets traversing the network. Generally, the pattern is
aligned with a packet that is related to a specific service or, in particular, associated with a
source and destination port. This approach reduces the amount of inspection made on every
packet. However, it is limited to services and protocols that are associated with well-defined
ports. Protocols that do not use any Layer 4 port information are not categorized. Examples
of these protocols are Encapsulated Security Payload (ESP), Authentication Header (AH),
and Generic Routing Encapsulation (GRE).

This tactic uses the concept of signatures. A signarure is a set of conditions that points out
some type of intrusion occurrence. For example, if a specific TCP packet has a destination
port of 1234 and its payload contains the string ff11ff22, a signature can be configured to
detect that string and generate an alert.
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Alternatively, the signature could include an explicit starting point and endpoint for inspec-
tion within the specific packet.

Here are some of the benefits of the plain pattern-matching technique:

m Direct correlation of an exploit
m Trigger alerts on the pattern specified

m Traffic inspections across different services and protocols

One of the main disadvantages is that pattern matching can lead to a considerably high rate
of false positives, which are alerts that do not represent a genuine malicious activity. In
contrast, any alterations to the attack can lead to overlooked events of real attacks, which are
normally referred as false negatives.

To address some of these limitations, a more refined method was created. This methodology
is called stareful pattern-matching recognition. This process dictates that systems perform-
ing this type of signature analysis must consider the chronological order of packets in a TCP
stream. In particular, they should judge and maintain a stateful inspection of such packets
and flows.

Here are some of the advantages of stateful pattern-matching recognition:

m The capability to directly correlate a specific exploit within a given pattern

m Support for all nonencrypted IP protocols

Systems that perform stateful pattern matching keep track of the arrival order of nonen-
crypted packets and handle matching patterns across packet boundaries.

However, stateful pattern-matching recognition shares some of the same restrictions as the
simple pattern-matching methodology, which was discussed previously, including an uncer-
tain rate of false positives and the possibility of some false negatives. Additionally, state-
ful pattern matching consumes more resources in the IPS device because it requires more
memory and CPU processing.

Protocol Analysis
Prorocol analysis (or protocol decode-base signatures) is often referred to as an extension
to stateful pattern recognition. A network-based intrusion detection system (NIDS) accom-
plishes protocol analysis by decoding all protocol or client/server conversations. The NIDS
identifies the elements of the protocol and analyzes them while looking for an infringement.
Some intrusion detection systems look at explicit protocol fields within the inspected pack-
ets. Others require more sophisticated techniques, such as examination of the length of a
field within the protocol or the number of arguments. For example, in SMTP, the device may
examine specific commands and fields such as HELO, MAIL, RCPT, DATA, RSET, NOOP,
and QUIT. This technique diminishes the possibility of encountering false positives if the
protocol being analyzed is properly defined and enforced. However, the system can generate
numerous false positives if the protocol definition is ambiguous or tolerates flexibility in its
implementation.
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Heuristic-Based Analysis
A different approach to network intrusion detection is to perform heuristic-based analy-
sis. Heuristic scanning uses algorithmic logic from statistical analysis of the traffic passing
through the network. Its tasks are CPU and resource intensive, so it is an important consid-
eration while planning your deployment. Heuristic-based algorithms may require fine-tuning
to adapt to network traffic and minimize the possibility of false positives. For example, a
system signature can generate an alarm if a range of ports is scanned on a particular host
or network. The signature can also be orchestrated to restrict itself from specific types of
packets (for example, TCP SYN packets). Heuristic-based signatures call for more tuning and
modification to better respond to their distinctive network environment.

Anomaly-Based Analysis
A different practice keeps track of network traffic that diverges from “normal” behavioral
patterns. This practice is called anomaly-based analysis. The limitation is that what is con-
sidered to be normal must be defined. Systems and applications whose behavior can be eas-
ily considered as normal could be classified as heuristic-based systems.

However, sometimes it is challenging to classify a specific behavior as normal or abnormal
based on different factors, which include the following:

m Negotiated protocols and ports
m Specific application changes

m Changes in the architecture of the network

A variation of this type of analysis is profile-based detection. This analysis allows systems to
orchestrate their alarms on alterations in the way that other systems or end users interrelate
on the network.

Another kind of anomaly-based detection is protocol-based detection. This scheme is related
to, but not to be confused with, the protocol-decode method. The protocol-based detection
technique depends on well-defined protocols, as opposed to the protocol-decode method,
which classifies as an anomaly any unpredicted value or configuration within a field in the
respective protocol. For example, a buffer overflow can be detected when specific strings are
identified within the payload of the inspected IP packets.

TIP A buffer overflow occurs when a program attempts to stock more data in a temporary
storage area within memory (buffer) than it was designed to hold. This might cause the data
to incorrectly overflow into an adjacent area of memory. An attacker could thus craft spe-
cific data inserted into the adjacent buffer. Subsequently, when the corrupted data is read,
the target computer executes new instructions and malicious commands.

Traditional IDS and IPS provide excellent application layer attack-detection capabilities.
However, they do have a weakness. For example, they cannot detect DDoS attacks where the
attacker uses valid packets. IDS and IPS devices are optimized for signature-based applica-
tion layer attack detection. Another weakness is that these systems utilize specific signatures
to identify malicious patterns. Yet, if a new threat appears on the network before a signature
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is created to identify the traffic, it could lead to false negatives. An attack for which there is
no signature is called a zero-day arrack.

Although some IPS devices do offer anomaly-based capabilities, which are required to detect
such attacks, they need extensive manual tuning and have a major risk of generating false
positives.

You can use more elaborate anomaly-based detection systems to mitigate DDoS attacks and
zero-day outbreaks. Typically, an anomaly detection system monitors network traffic and
alerts or reacts to any sudden increase in traffic and any other anomalies. You can also use
NetFlow as an anomaly detection tool. NetFlow is a Cisco proprietary protocol that provides
detailed reporting and monitoring of IP traffic flows through a network device, such as a
router, switch, or the Cisco ASA.

Global Threat Correlation Capabilities
Key Cisco NGIPS devices include global correlation capabilities that utilize real-world data from
Topic Cisco Talos. Cisco Talos is a team of security researchers who leverage big-data analytics for
cybersecurity and provide threat intelligence for many Cisco security products and services.
Global correlation allows an IPS sensor to filter network traffic using the “reputation” of a
packet’s source IP address. The reputation of an IP address is computed by Cisco threat intel-
ligence using the past actions of that IP address. IP reputation has been an effective means of
predicting the trustworthiness of current and future behaviors from an IP address.

NOTE You can obtain more information about Cisco Talos at https://talosintelligence.com.

Next-Generation Intrusion Prevention Systems
As a result of the Sourcefire acquisition, Cisco expanded its NGIPS portfolio with high-
performance IPS appliances and virtual appliances that can be deployed in virtualized
environments. By deploying these virtual appliances, security administrators can maintain
network visibility that is often lost in virtual environments.

Firepower Management Center
Cisco Firepower Management Center (FMC) provides a centralized management and analysis
platform for the Cisco NGIPS appliances, the legacy Cisco ASA with FirePOWER Services,
and Cisco FTD. It provides support for role-based policy management and includes a fully
customizable dashboard with advanced reports and analytics.

Advanced Malware Protection

Key Cisco provides advanced malware protection capabilities for endpoint and network security
Topic devices. In the following sections, you learn the details about AMP for Endpoints and the
integration of AMP in several Cisco security products.

AMP for Endpoints
Numerous antivirus and antimalware solutions on the market are designed to detect, analyze,
and protect against both known and emerging endpoint threats. Before diving into these
technologies, you should understand viruses and malicious software (malware).
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The following are the most common types of malicious software:

m Computer virus: This malicious software infects a host file or system area to produce

an undesirable outcome such as erasing data, stealing information, or corrupting the
integrity of the system. In numerous cases, these viruses multiply again to form new
generations of themselves.

m Worm: This virus replicates itself over the network, infecting numerous vulnerable
systems. In most cases, a worm executes malicious instructions on a remote system
without user interaction.

B Mailer or mass-mailer worm: A type of worm that sends itself in an email message.
Examples of mass-mailer worms are Loveletter. A@mm and W32/SKA.A@m (a.k.a.
the Happy99 worm), which sends a copy of itself every time the user sends a new
message.

m Logic bomb: This type of malicious code is injected into a legitimate application. An
attacker can program a logic bomb to delete itself from the disk after it performs the
malicious tasks on the system. Examples of these malicious tasks include deleting or
corrupting files or databases and executing a specific instruction after certain system
conditions are met.

m Trojan horse: This type of malware executes instructions to delete files, steal data, or
otherwise compromise the integrity of the underlying operating system. Trojan horses
typically use a form of social engineering to fool victims into installing such software
on their computers or mobile devices. Trojans can also act as backdoors.

m Backdoor: This piece of malware or a configuration change allows an attacker to con-
trol the victim’s system remotely. For example, a backdoor can open a network port on
the affected system so that the attacker can connect to and control the system.

m Exploit: This malicious program is designed to exploit, or take advantage of, a single
vulnerability or set of vulnerabilities.

m Downloader: This piece of malware downloads and installs other malicious content
from the Internet to perform additional exploitation on an affected system.

m Spammer: This malware sends spam, or unsolicited messages sent via email, instant
messaging, newsgroups, or any other kind of computer or mobile device communica-
tions. Spammers send these unsolicited messages with the primary goal of fooling
users into clicking malicious links, replying to emails or other messages with sensitive
information, or performing different types of scams. The attacker’s main objective is to
make money:.

m Key logger: This piece of malware captures the user’s keystrokes on a compromised
computer or mobile device. A key logger collects sensitive information such as pass-
words, personal identification numbers (PINs), personally identifiable information
(PII), credit card numbers, and more.

m Rootkit: This set of tools is used by an attacker to elevate privilege to obtain root-level
access to be able to completely take control of the affected system.
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Ransomware: This type of malware compromises a system and then demands that
the victim pay a ransom to the attacker for the malicious activity to cease or for the
malware to be removed from the affected system. Examples of ransomware are Nyeta,
NotPetya, WannaCry, Sodinokibi, BadRabbit, and CryptoWall; they all encrypt the
victim’s data and demand that the user pay a ransom for the data to be decrypted and
accessible again.

The following are just a few examples of the commercial and free antivirus software options
available today:

Avast

AVG Antivirus (free edition)
Kaspersky Anti-Virus
McAfee AntiVirus

Sophos Antivirus

Norton AntiVirus

ClamAV

Immunet AntiVirus

There are numerous other antivirus software companies and products.

TIP ClamAV is an open-source antivirus engine sponsored and maintained by Cisco and
non-Cisco engineers. You can download ClamAV from www.clamav.net. Immunet is a free
community-based antivirus software maintained by Cisco Sourcefire. You can download
Immunet from www.immunet.com.

Personal firewalls and host-based intrusion prevention systems (HIPSs) are software appli-
cations that you can install on end-user machines or servers to protect them from external
security threats and intrusions. The term personal firewall typically applies to basic soft-
ware that can control Layer 3 and Layer 4 access to client machines. HIPS provides several
features that offer more robust security than a traditional personal firewall, such as host
intrusion prevention and protection against spyware, viruses, worms, Trojans, and other
types of malware.

Today, more sophisticated software makes basic personal firewalls and HIPS obsolete. For
example, Cisco Advanced Malware Protection (AMP) for Endpoints provides granular vis-
ibility and control to stop advanced threats missed by other security layers. Cisco AMP for
Endpoints takes advantage of telemetry from big data, continuous analysis, and advanced
analytics provided by Cisco threat intelligence to be able to detect, analyze, and stop
advanced malware across endpoints.

Cisco AMP for Endpoints provides advanced malware protection for many operating
systems, including Windows, Mac OS X, Android, and Linux.


http://www.clamav.net
http://www.immunet.com

Chapter 1: Cybersecurity Fundamentals 53

Attacks are getting very sophisticated and can evade detection of traditional systems and
endpoint protection. Today, attackers have the resources, knowledge, and persistence to beat
point-in-time detection. Cisco AMP for Endpoints provides mitigation capabilities that go
beyond point-in-time detection. It uses threat intelligence from Cisco to perform retrospec-
tive analysis and protection. Cisco AMP for Endpoints also provides device and file trajec-
tory capabilities to allow a security administrator to analyze the full spectrum of an attack.
Device trajectory and file trajectory support the following file types in the Windows and
macOS operating systems:

m MSEXE

m PDF

m MSCAB

m MSOLE2

m ZIP

m ELF

m MACHO

m MACHO UNIBIN
m SWF

m JAVA

AMP for Networks

Cisco AMP for Networks provides next-generation security services that go beyond point-
in-time detection. It provides continuous analysis and tracking of files and also retrospective
security alerts so that a security administrator can take action during and after an attack.
The file trajectory feature of Cisco AMP for Networks tracks file transmissions across the
network, and the file capture feature enables a security administrator to store and retrieve
files for further analysis.

The network provides unprecedented visibility into activity at a macro-analytical level. How-
ever, to remediate malware, in most cases you need to be on the host. This is why AMP has
the following connectors: AMP for Networks, AMP for Endpoints, and AMP for Content
Security Appliances.

You can install AMP for Networks on any Cisco Firepower security appliance right along-
side the firewall and IPS; however, there are dedicated AMP appliances as well. When it
comes down to it, though, AMP appliances and Firepower appliances are actually the same.
They can all run the same services. Are you thoroughly confused? Stated a different way,
Cisco AMP for Networks is the AMP service that runs on the appliance examining traffic
flowing through a network. It can be installed in a standalone form or as a service on a Fire-
power IPS or even a Cisco ASA with FirePOWER Services.

AMP for Networks and all the AMP connectors are designed to find malicious files, provide
retrospective analysis, illustrate trajectory, and point out how far malicious files may have
spread.
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The AMP for Networks connector examines, records, tracks, and sends files to the cloud.

It creates an SHA-256 hash of the file and compares it to the local file cache. If the hash is
not in the local cache, it queries the Firepower Management Center. The FMC has its own
cache of all the hashes it has seen before, and if it hasn’t previously seen this hash, the FMC
queries the cloud. Unlike with AMP for Endpoints, when a file is new, it can be analyzed
locally and doesn’t have to be sent to the cloud for all analysis. Also, the file is examined and
stopped in flight, as it is traversing the appliance.

Figure 1-22 illustrates the many AMP for Networks connectors sending the file hash to the
FMC, which in turn sends it to the cloud if the hash is new. The connectors could be run-
ning on dedicated AMP appliances, as a service on a Cisco next-generation IPS, on an ASA
with FirePOWER Services, or on the next-generation firewall known as Firepower Threat
Defense.

: _A— _A——
= | B =&
w=mmt ===t ~ 7= -
ASA with FTD NGIPS WSA ESA
FirePOWER
Services

Figure 1-22 AMP Connectors Communicating to the FMC and the Cloud

It’s very important to note that only the SHA-256 hash is sent unless you configure the
policy to send files for further analysis in the Cisco AMP Threat Grid.

AMP can also provide retrospective analysis. The AMP for Networks appliance keeps data
from what occurred in the past. When a file’s disposition is changed, AMP provides an his-
torical analysis of what happened, tracing the incident/infection. With the help of AMP for
Endpoints, retrospection can reach out to that host and remediate the bad file, even though
that file was permitted in the past.

Web Security Appliance

Ke For an organization to be able to protect its environment against web-based security threats,
Topic security administrators need to deploy tools and mitigation technologies that go far beyond
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traditional blocking of known bad websites. Today, you can download malware through
compromised legitimate websites, including social media sites, advertisements in news and
corporate sites, and gaming sites. Cisco has developed several tools and mechanisms to help
customers combat these threats, including Cisco Web Security Appliance (WSA), Cisco
Security Management Appliance (SMA), and Cisco Cloud Web Security (CWS). These solu-
tions enable malware detection and blocking, continuous monitoring, and retrospective
alerting.

A Cisco WSA uses cloud-based intelligence from Cisco to help protect an organization
before, during, and after an attack. This “life cycle” is referred to as the atrack continuum.
The cloud-based intelligence includes web (URL) reputation and zero-day threat intelligence
from the Talos Cisco security intelligence and research group. This threat intelligence helps
security professionals stop threats before they enter the corporate network and also enables
file reputation and file sandboxing to identify threats during an attack. Retrospective attack
analysis allows security administrators to investigate and provide protection after an attack,
when advanced malware might have evaded other layers of defense.

A Cisco WSA can be deployed in explicit proxy mode or as a transparent proxy, using the
Web Cache Communication Protocol (WCCP). In explicit proxies, clients are aware of the
requests that go through a proxy. Alternately, in transparent proxies, clients are not aware of
a proxy in the network; the source IP address in a request is that of the client. In transparent
proxies, configuration is needed on the client. WCCP was originally developed by Cisco,
but several other vendors have integrated this protocol into their products to allow clustering
and transparent proxy deployments on networks using Cisco infrastructure devices (routers,
switches, firewalls, and so on).

Figure 1-23 illustrates a Cisco WSA deployed as an explicit proxy.
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Figure 1-23 WSA Explicit Proxy Configuration

The following steps are illustrated in Figure 1-23:

1. Aninternal user makes an HTTP request to an external website. The client browser is
configured to send the request to the Cisco WSA.

2. The Cisco WSA connects to the website on behalf of the internal user.

3. The firewall (Cisco ASA) is configured to allow only outbound web traffic from the
Cisco WSA, and it forwards the traffic to the web server.

Figure 1-24 shows a Cisco WSA deployed as a transparent proxy.
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Figure 1-24 WSA Transparent Proxy Configuration

The following steps are illustrated in Figure 1-24:

An internal user makes an HTTP request to an external website.
The internal router (R1) redirects the web request to the Cisco WSA, using WCCP.
The Cisco WSA connects to the website on behalf of the internal user.

Pobd=

The firewall (Cisco ASA) is configured to allow only outbound web traffic from the
WSA. The web traffic is sent to the Internet web server.

Figure 1-25 demonstrates how the WCCP registration works. The Cisco WSA is the WCCP
client, and the Cisco router is the WCCP server.

Cisco Router Cisco WSA
(WCCP Server) (WCCP Client)

Figure 1-25 WCCP Registration
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During the WCCP registration process, the WCCP client sends a registration announcement
(“Here I am”) every 10 seconds. The WCCP server (the Cisco router, in this example) accepts
the registration request and acknowledges it with an “I see you” WCCP message. The WCCP
server waits 30 seconds before it declares the client as “inactive” (engine failed). WCCP can
be used in large-scale environments. Figure 1-26 shows a cluster of Cisco WSAs, where inter-
nal Layer 3 switches redirect web traffic to the cluster.

The Cisco WSA runs the Cisco AsyncOS operating system. Cisco AsyncOS supports numer-
ous features, including the following, that help mitigate web-based threats:

m Real-time antimalware adaptive scanning: The Cisco WSA can be configured to
dynamically select an antimalware scanning engine based on URL reputation, content
type, and scanner effectiveness. Adaptive scanning is a feature designed to increase
the “catch rate” of malware embedded in images, JavaScript, text, and Adobe Flash
files. Adaptive scanning is an additional layer of security on top of Cisco WSA web
reputation filters that include support for Sophos, Webroot, and McAfee.
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Figure 1-26 Cisco WSA Cluster

Layer 4 traffic monitor: The Cisco WSA is used to detect and block spyware. It
dynamically adds IP addresses of known malware domains to databases of sites to
block.

Third-party DLP integration: The Cisco WSA redirects all outbound traffic to a third-
party DLP appliance, allowing deep content inspection for regulatory compliance and
data exfiltration protection. It enables an administrator to inspect web content by title,
metadata, and size, and to even prevent users from storing files to cloud services such
as Dropbox and Google Drive.

File reputation: Using threat information from Cisco Talos, this file reputation threat
intelligence is updated every 3 to 5 minutes.

File sandboxing: If malware is detected, the Cisco AMP capabilities can put files in a
sandbox to inspect the malware’s behavior and combine the inspection with machine-
learning analysis to determine the threat level. Cisco Cognitive Threat Analytics (CTA)
uses machine-learning algorithms to adapt over time.

File retrospection: After a malicious attempt or malware is detected, the Cisco WSA
continues to cross-examine files over an extended period of time.

Application visibility and control: The Cisco ASA can inspect and even block
applications that are not allowed by the corporate security polity. For example, an
administrator can allow users to use social media sites such as Facebook but block
micro-applications such as Facebook games.
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Email Security Appliance

Users are no longer accessing email only from the corporate network or from a single device.
Cisco provides cloud-based, hybrid, and on-premises solutions based on the Email Security
Appliance (ESA) that can help protect any dynamic environment. This section introduces
these solutions and technologies and explains how users can use threat intelligence to detect,
analyze, and protect against both known and emerging threats.

The following are the most common email-based threats:

m Spam: These unsolicited email messages advertise a service, a scam (typically), or a
message with malicious intent. Email spam continues to be a major threat because it
can be used to spread malware.

m Malware attachments: These threats are email messages containing malicious software
(malware).

m Phishing: This threat is an attacker’s attempt to fool a user into thinking that the email
communication comes from a legitimate entity or site, such as a bank, social media
website, online payment processor, or even the corporate IT department. The goal of
a phishing email is to steal a user’s sensitive information, such as user credentials, bank
account information, and so on.

m Spear phishing: This threat involves phishing attempts that are more targeted. Spear-
phishing emails are directed to specific individuals or organizations. For instance, an
attacker might perform a passive reconnaissance on an individual or organization by
gathering information from social media sites (for example, Twitter, LinkedIn, and
Facebook) and other online resources. Then the attacker might tailor a more directed
and relevant message to the victim to increase the probability that the user will be
fooled into following a malicious link, clicking an attachment containing malware, or
simply replying to the email and providing sensitive information. Another phishing-
based attack, called whaling, specifically targets executives and high-profile users.

Key The Cisco ESA runs the Cisco AsyncOS operating system. Cisco AsyncOS supports
Topic numerous features that help mitigate email-based threats. The following are examples of the
features supported by the Cisco ESA:

m Access control: This feature controls access for inbound senders, according to a
sender’s IP address, IP address range, or domain name.

m Antispam: Multilayer filters are based on Cisco SenderBase reputation and Cisco anti-
spam integration. The antispam reputation and zero-day threat intelligence are fueled
by the Cisco security intelligence and research group named Talos.

m Network antivirus: Network antivirus capabilities are provided at the gateway. Cisco
partnered with Sophos and McAfee, supporting their antivirus scanning engines.

B Advanced Malware Protection (AMP): This tool allows security administrators to
detect and block malware and perform continuous analysis and retrospective alerting.
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m Data loss prevention (DLP): This feature enables administrators to detect any sensitive
emails and documents leaving the corporation. The Cisco ESA integrates RSA email
DLP for outbound traffic.

® Email encryption: This feature enables administrators to encrypt outgoing mail to
address regulatory requirements. The administrators can configure an encryption
policy on the Cisco ESA and use a local key server or hosted key service to encrypt
the message.

® Email authentication: A few email authentication mechanisms include Sender Policy
Framework (SPF), Sender ID Framework (SIDF), and DomainKeys Identified Mail
(DKIM) verification of incoming mail, as well as DomainKeys and DKIM signing of
outgoing mail.

m Outbreak filters: These filters provide preventive protection against new security
outbreaks and email-based scams using Cisco Talos threat intelligence information.

The Cisco ESA acts as the email gateway for an organization, handling all email connec-
tions, accepting messages, and relaying messages to the appropriate systems. The Cisco ESA
can service email connections from the Internet to users inside a network and from systems
inside the network to the Internet. Email connections use Simple Mail Transfer Protocol
(SMTP). The ESA services all SMTP connections, by default acting as the SMTP gateway.

TIP Mail gateways are also known as mail exchangers (MX).

The Cisco ESA uses listeners to handle incoming SMTP connection requests. A listener
defines an email processing service that is configured on an interface in the Cisco ESA. Lis-
teners apply to email entering the appliance from either the Internet or internal systems.

The following listeners can be configured:

m Public listeners for email coming in from the Internet.

m Private listeners for email coming from hosts in the corporate (inside) network. (These
emails are typically from internal groupware, Exchange, POP, or IMAP email servers.)

Cisco ESA listeners are often referred to as SMTP daemons, and they run on specific Cisco
ESA interfaces. When a listener is configured, the following information must be provided:

m Listener properties such as a specific interface in the Cisco ESA and the TCP port that
will be used. The listener properties must also indicate whether the listener is public or
private.

m The hosts that are allowed to connect to the listener, using a combination of access
control rules. An administrator can specify which remote hosts can connect to the
listener.

m The local domains for which public listeners accept messages.
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Cisco Security Management Appliance

Cisco Security Management Appliance (SMA) is a Cisco product that centralizes the man-
agement and reporting for one or more Cisco ESAs and Cisco WSAs. Cisco SMA enables
you to consistently enforce policy and enhance threat protection. Figure 1-27 shows a Cisco
SMA that is controlling Cisco ESAs and Cisco WSAs in different geographic locations (New
York, Raleigh, Paris, and London).

The Cisco SMA can be deployed with physical appliances or as virtual appliances.
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Figure 1-27 Cisco SMA

Cisco Identity Services Engine

The Cisco Identity Services Engine (ISE) is a comprehensive security identity management

Topic solution designed to function as a policy decision point for network access. It allows secu-
rity administrators to collect real-time contextual information from a network, its users, and
devices. Cisco ISE is the central policy management platform in the Cisco TrustSec solution.
It supports a comprehensive set of AAA (authentication, authorization, and accounting),
posture, and network profiler features in a single device. Cisco ISE provides the AAA func-
tionality of legacy Cisco products such as the Cisco Access Control Server (ACS).

Cisco ISE allows security administrators to provide network guest access management and
wide-ranging client provisioning policies, including 802.1X environments. The support of
TrustSec features such as security group tags (SGTs) and security group access control lists
(SGACLSs) make the Cisco ISE a complete identity services solution. Cisco ISE supports
policy sets, which let a security administrator configure groups of authentication and autho-
rization policies.
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Cisco ISE provides Network Admission Control (NAC) features, including posture policies,
to enforce configuration of end-user devices with the most up-to-date security settings

or applications before they enter the network. The Cisco ISE supports the following agent
types for posture assessment and compliance:

m Cisco NAC Web Agent: A temporary agent that is installed in end-user machines at
the time of login. The Cisco NAC Web Agent is not visible on the end-user machine
after the user terminates the session.

m Cisco NAC Agent: An agent that is installed permanently on a Windows or Mac OS X
client system.

m Cisco AnyConnect Secure Mobility Client: An agent that is installed permanently on
a Windows or Mac OS X client system.

Cisco ISE provides a comprehensive set of features to allow corporate users to connect their
personal devices—such as mobile phones, tablets, laptops, and other network devices—to
the network. Such a bring-your-own-device (BYOD) system introduces many challenges in
terms of protecting network services and enterprise data. Cisco ISE provides support for
multiple mobile device management (MDM) solutions to enforce policy on endpoints. ISE
can be configured to redirect users to MDM onboarding portals and prompt them to update
their devices before they can access the network. Cisco ISE can also be configured to pro-
vide Internet-only access to users who are not compliant with MDM policies.

Cisco ISE supports the Cisco Platform Exchange Grid (pxGrid), a multivendor, cross-
platform network system that combines different parts of an IT infrastructure, such as the
following:

m Security monitoring

m Detection systems

m Network policy platforms

m Asset and configuration management

m Identity and access management platforms

Cisco pxGrid has a unified framework with an open application programming interface
designed in a hub-and-spoke architecture. pxGrid is used to enable the sharing of
contextual-based information from a Cisco ISE session directory to other policy network
systems, such as Cisco 10S devices and the Cisco ASA.

The Cisco ISE can be configured as a certificate authority (CA) to generate and man-
age digital certificates for endpoints. Cisco ISE CA supports standalone and subordinate
deployments.

Cisco ISE software can be installed on a range of physical appliances or on a VMware server
(Cisco ISE VM). The Cisco ISE software image does not support the installation of any
other packages or applications on this dedicated platform.
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Security Cloud-Based Solutions

Several cloud-based security solutions are also available in the market. For example, Cisco
provides the following cloud-based security services:

m Cisco Cloud Email Security (CES)
m Cisco AMP Threat Grid

m Cisco Threat Awareness Service

m Umbrella (formerly OpenDNS)

m Stealthwatch Cloud

m CloudLock

The following sections describe these cloud-based security services.

Cisco Cloud Email Security

Cisco Cloud Email Security (CES) provides a cloud-based solution that allows companies
to outsource the management of their email security. The service provides email security
instances in multiple Cisco data centers to enable high availability.

The Cisco Hybrid Email Security solution combines both cloud-based and on-premises
ESAs. This hybrid solution helps Cisco customers reduce their onsite email security foot-
print and outsource a portion of their email security to Cisco, while still allowing them to
maintain control of confidential information within their physical boundaries. Many orga-
nizations must comply with regulations that require them to keep sensitive data physically
on their premises. The Cisco Hybrid Email Security solution allows network security admin-
istrators to remain compliant and to maintain advanced control with encryption, DLP, and
onsite identity-based integration.

Cisco AMP Threat Grid

Cisco acquired a security company called Threat Grid that provides cloud-based and on-
premises malware analysis solutions. Cisco integrated Cisco AMP and Threat Grid to pro-
vide a solution for advanced malware analysis with deep threat analytics. The Cisco AMP
Threat Grid integrated solution analyzes millions of files and correlates them with hundreds
of millions of malware samples. This provides a look into attack campaigns and how mal-
ware is distributed. This solution provides a security administrator with detailed reports of
indicators of compromise and threat scores that help prioritize mitigations and recover from
attacks.

Cisco AMP Threat Grid crowdsources malware from a closed community and analyzes all
samples using highly secure proprietary techniques that include static and dynamic analysis.
These are different from traditional sandboxing technologies. The Cisco AMP Threat Grid
analysis exists outside the virtual environment, identifying malicious code designed to evade
analysis.

A feature in Cisco AMP Threat Grid called Glovebox helps you interact with the malware
in real time, recording all activity for future playback and reporting. Advanced malware uses
numerous evasion techniques to determine whether it is being analyzed in a sandbox. Some
of these samples require user interaction. Glovebox dissects these samples without infecting
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your network while the samples are being analyzed. Glovebox is a powerful tool against
advanced malware that allows analysts to open applications and replicate a workflow pro-
cess, see how the malware behaves, and even reboot the virtual machine.

Umbrella (OpenDNS)

Cisco acquired a company called OpenDNS that provides DNS services, threat intelligence,

Topic and threat enforcement at the DNS layer. OpenDNS has a global network that delivers
advanced security solutions (as a cloud-based service) regardless of where Cisco customer
offices or employees are located. This service is extremely easy to deploy and easy to man-
age. Cisco has also incorporated the innovative advancements to threat research and threat-
centric security that OpenDNS has developed to block advanced cybersecurity threats with
other security and networking products. Millions of people use OpenDNS, including thou-
sands of companies, from Fortune 500 enterprises to small businesses.

OpenDNS provides a free DNS service for individuals, students, and small businesses. You
can just configure your endpoint (laptop, desktop, mobile device, server, or your DHCP
server) to point to OpenDNS servers: 208.67.222.222 and/or 208.67.220.220.

OpenDNS also provides the following premium services:

m Cisco Umbrella: This enterprise advanced network security service protects any
device, anywhere. This service blocks known malicious sites from being “resolved”
in DNS. It provides an up-to-the-minute view and analysis of at least 2 percent of the
world’s Internet activity to stay ahead of attacks. This service provides threat intelli-
gence by seeing where attacks are being staged on the Internet.

m Investigate: This premium service provides information on where attacks are form-
ing, allowing you to investigate incidents faster and prioritize them better. With the
Investigate service, you can see up-to-the-minute threat data and historical context
about all domains on the Internet and respond quickly to critical incidents. It provides
a dynamic search engine and a RESTful API that you can use to automatically bring
critical data into the security management and threat intelligence systems deployed in
your organization. It also provides predictive threat intelligence using statistical mod-
els for real-time and historical data to predict domains that are likely malicious and
could be part of future attacks.

Stealthwatch Cloud
Stealthwatch Cloud is a Software as a Service cloud solution. You can use Stealthwatch
Topic Cloud to monitor many different public cloud environments, such as Amazon’s AWS, Google
Cloud Platform, and Microsoft Azure. All of these cloud providers support their own imple-
mentation of NetFlow:

m In Amazon AWS, the equivalent of NetFlow is called VPC Flow Logs. You can obtain
detailed information about VPC Flow Logs in AWS at https://docs.aws.amazon.com/
vpc/latest/userguide/flow-logs.html.

m Google Cloud Platform also supports VPC Flow Logs (or Google-branded GPC Flow
Logs). You can obtain detailed information about VPC Flow Logs in Google Cloud
Platform at https://cloud.google.com/vpc/docs/using-flow-logs.


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
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m In Microsoft’s Azure, traffic flows are collected in Network Security Group (NSG)
flow logs. NSG flow logs are a feature of Network Watcher. You can obtain additional
information about Azure’s NSG flow logs and Network Watcher at https://
docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-
OVerview.

CloudLock

Cisco acquired a company called CloudLock that creates solutions to protect customers
against data breaches in any cloud environment and application (app) through a highly con-
figurable cloud-based data loss prevention (DLP) architecture. CloudLock has numerous out-
of-the-box policies and a wide range of automated, policy-driven response actions, including
the following:

m File-level encryption
® Quarantine

m End-user notifications

These policies are designed to provide common data protection and help with compliance.
CloudLock also can monitor data at rest within platforms via an API and provide visibility of
user activity through retroactive monitoring capabilities. This solution helps organizations
defend against account compromises with cross-platform User and Entity Behavior Analytics
(UEBA) for Software as a Service (SaaS), Infrastructure as a Service (IaaS), Platform as a Service
(PaaS), and Identity as a Service (IDaaS) environments. CloudLock uses advanced machine
learning to be able to detect anomalies and to identify activities in different countries that can
be whitelisted or blacklisted in the platform. CloudLock Apps Firewall is a feature that discov-
ers and controls malicious cloud apps that may be interacting with the corporate network.

Cisco NetFlow

NetFlow is a Cisco technology that provides comprehensive visibility into all network
traffic that traverses a Cisco-supported device. Cisco invented NetFlow and is the leader in
IP traffic flow technology. NetFlow was initially created for billing and accounting of net-
work traffic and to measure other IP traffic characteristics such as bandwidth utilization and
application performance. NetFlow has also been used as a network capacity planning tool
and to monitor network availability. Nowadays, NetFlow is used as a network security tool
because its reporting capabilities provide nonrepudiation, anomaly detection, and investiga-
tive capabilities. As network traffic traverses a NetFlow-enabled device, the device collects
traffic flow data and provides a network administrator or security professional with detailed
information about such flows.

NetFlow provides detailed network telemetry that can be used to see what is actually happen-
ing across the entire network. You can use NetFlow to identify DoS attacks, quickly identify
compromised endpoints and network infrastructure devices, and monitor network usage of
employees, contractors, or partners. NetFlow is also often used to obtain network telemetry
during security incident response and forensics. You can also take advantage of NetFlow to
detect firewall misconfigurations and inappropriate access to corporate resources.

NetFlow supports both IP Version 4 (IPv4) and IP Version 6 (IPv6).

There’s also the Internet Protocol Flow Information Export (IPFIX), which is a network flow
standard led by the Internet Engineering Task Force (IETF). IPFIX was designed to create a
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common, universal standard of export for flow information from routers, switches, firewalls,
and other infrastructure devices. IPFIX defines how flow information should be formatted
and transferred from an exporter to a collector. IPFIX is documented in RFC 7011 through
RFC 7015 and RFC 5103. Cisco NetFlow Version 9 is the basis and main point of reference
for IPFIX. IPFIX changes some of the terminologies of NetFlow, but in essence they are the
same principles of NetFlow Version 9.

Traditional Cisco NetFlow records are usually exported via UDP messages. The IP address
of the NetFlow collector and the destination UDP port must be configured on the sending
device. The NetFlow standard (RFC 3954) does not specify a specific NetFlow listening
port. The standard or most common UDP port used by NetFlow is UDP port 2055, but
other ports, such as 9555, 9995, 9025, and 9026, can also be used. UDP port 4739 is the
default port used by IPFIX.

A flow in NetFlow is a unidirectional series of packets between a given source and destina-
tion. In a flow, the same source and destination IP addresses, source and destination ports,
and IP protocol are shared. This is often referred to as the 5-ruple.

NOTE You will learn additional details about NetFlow in Chapter 10, “Network Infrastruc-
ture Device Telemetry and Analysis.”

Data Loss Prevention

Key Data loss prevention is the ability to detect any sensitive emails, documents, or information

Topic leaving your organization. Several products in the industry inspect for traffic to prevent data
loss in an organization. Several Cisco security products integrate with third-party products
to provide this type of solution. For example, the Cisco ESA integrates RSA email DLP for
outbound email traffic. Also, the Cisco Cloud Email Service and the Cisco Hybrid Email
Security solution allow network security administrators to remain compliant and to main-
tain advanced control with encryption, DLP, and onsite identity-based integration. Another
product family that integrates with other DLP solutions is the Cisco WSA, which redirects
all outbound traffic to a third-party DLP appliance, allowing deep content inspection for
regulatory compliance and data exfiltration protection. It enables an administrator to inspect
web content by title, metadata, and size and even to prevent users from storing files to cloud
services such as Dropbox and Google Drive.

Cisco CloudLock is also another DLP solution. CloudLock is designed to protect organiza-
tions of any type against data breaches in any type of cloud environment or application
(app) through a highly configurable cloud-based DLP architecture.

CloudLock is an API-driven solution that provides a deep level of integration with moni-
tored SaaS, IaaS, PaaS, and IDaaS solutions. It provides advanced cloud DLP functionality
that includes out-of-the-box policies designed to help administrators maintain compliance.
Additionally, CloudLock can monitor data at rest within platforms via APIs and provide a
comprehensive picture of user activity through retroactive monitoring capabilities. Secu-
rity administrators can mitigate risk efficiently using CloudLock’s configurable, automated
response actions, including encryption, quarantine, and end-user notification.

Data loss doesn’t always take place because of a complex attack carried out by an external
attacker; many data loss incidents have been carried out by internal (insider) attacks. Data
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loss can also happen because of human negligence or ignorance—for example, an internal
employee sending sensitive corporate email to a personal email account or uploading sensi-
tive information to an unapproved cloud provider. This is why maintaining visibility into
what’s coming as well as leaving the organization is so important.

The Principles of the Defense-in-Depth Strategy

If you are a cybersecurity expert, or even an amateur, you probably already know that when
you deploy a firewall or an intrusion prevention system or install antivirus or advanced mal-
ware protection on your machine, you cannot assume you are now safe and secure. A layered
and cross-boundary “defense-in-depth” strategy is what is needed to protect your network
and corporate assets. One of the primary benefits of a defense-in-depth strategy is that even
if a single control (such as a firewall or IPS) fails, other controls can still protect your envi-
ronment and assets. Figure 1-28 illustrates this concept.

The following are the layers illustrated in the figure:

m Nontechnical activities such as appropriate security policies and procedures and
end-user and staff training.

m Physical security, including cameras, physical access control (such as badge readers,
retina scanners, and fingerprint scanners), and locks.

m Network security best practices, such as routing protocol authentication, control plane
policing (CoPP), network device hardening, and so on.

m Host security solutions such as advanced malware protection (AMP) for endpoints,
antiviruses, and so on.

m Application security best practices such as application robustness testing, fuzzing,
defenses against cross-site scripting (XSS), cross-site request forgery (CSRF) attacks,
SQL injection attacks, and so on.

m The actual data traversing the network. You can employ encryption at rest and in tran-
sit to protect data.

TIP Each layer of security introduces complexity and latency, while requiring that some-
one manage it. The more people are involved, even in administration, the more attack vec-
tors you create, and the more you distract your people from possibly more important tasks.
Employ multiple layers, but avoid duplication—and use common sense.

The first step in the process of preparing your network and staff to successfully identify
security threats is achieving complete network visibility. You cannot protect against or miti-
gate what you cannot view/detect. You can achieve this level of network visibility through
existing features on network devices you already have and on devices whose potential you
do not even realize. In addition, you should create strategic network diagrams to clearly
illustrate your packet flows and where, within the network, you could enable security
mechanisms to identify, classify, and mitigate the threats. Remember that network security is
a constant war. When defending against the enemy, you must know your own territory and
implement defense mechanisms.
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TIP Defense in depth in the cloud has different aspects to be considered such as security at
the compute level (physical server security, hypervisor security, virtual machine security, and
container security), at the application level, and protecting data at rest. Data ar rest refers

to the data that is not being transferred over a network (data that is “not moving” or “in
transit”). It includes data that resides in every form of databases, file systems, memory of all
types, networked storage like SAN, software-defined storage, and so on.

When applying defense-in-depth strategies, you can also look at a roles-based network secu-
rity approach for security assessment in a simple manner. Each device on the network serves
a purpose and has a role; subsequently, you should configure each device accordingly. You
can think about the different planes as follows:

® Management plane: This is the distributed and modular network management
environment.

m Control plane: This plane includes routing control. It is often a target because the con-
trol plane depends on direct CPU cycles.

m User/data plane: This plane receives, processes, and transmits network data among all
network elements.

m Services plane: This is the Layer 7 application flow built on the foundation of the
other layers.

m Policies: The plane includes the business requirements. Cisco calls policies the “busi-
ness glue” for the network. Policies and procedures are part of this section, and they
apply to all the planes in this list.

Software-defined networking introduced the notion of a centralized controller. The SDN
controller has a global view of the network, and it uses a common management protocol to
configure the network infrastructure devices. The SDN controller can also calculate reach-
ability information from many systems in the network and pushes a set of flows inside the
switches. The flows are used by the hardware to do the forwarding. Here you can see a clear
transition from a distributed “semi-intelligent brain” approach to a “central and intelligent
brain” approach.

TIP  An example of an open-source implementation of SDN controllers is the Open vSwitch
(OVS) project using the OVS Database (OVSDB) management protocol and the OpenFlow
protocol. Another example is the Cisco Application Policy Infrastructure Controller (Cisco
APIC). Cisco APIC is the main architectural component and the brain of the Cisco Applica-
tion Centric Infrastructure (ACI) solution. A great example of this is Cisco ACI, which is
discussed in the next section of the chapter.

SDN changed a few things in the management, control, and data planes. However, the big
change was in the control and data planes in software-based switches and routers (including
virtual switches inside of hypervisors). For instance, the Open vSwitch project started some
of these changes across the industry.
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SDN provides numerous benefits in the area of the management plane. These benefits are in
both physical switches and virtual switches. SDN is now widely adopted in data centers. A
great example of this is Cisco ACI.

You should also view security in two different perspectives, as illustrated in Figure 1-29:

m Operational (reactive) security

m Proactive security

Reactive Proactive

Figure 1-29 Reactive vs. Proactive Security

You should have a balance between proactive and reactive security approaches. Prepare your
network, staff, and organization as a whole to better identify, classify, trace back, and react
to security incidents. In addition, proactively protect your organization while learning about
new attack vectors, and mitigate those vectors with the appropriate hardware, software, and
architecture solutions.

7 Confidentiality, Integrity, and Availability: The CIA Triad

Topic Confidentiality, integrity, and availability are often referred to as the CIA triad. This model
was created to define security policies. In some cases, you might also see this model referred
to as the AIC triad (availability, integrity, and confidentiality) to avoid confusion with the
United States Central Intelligence Agency.

The idea is that confidentiality, integrity, and availability should be guaranteed in any system
that is considered secured.

Confidentiality
The ISO 27000 standard has a very good definition: “confidentiality is the property that
information is not made available or disclosed to unauthorized individuals, entities, or pro-
cesses.” One of the most common ways to protect the confidentiality of a system or its data
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is to use encryption. The Common Vulnerability Scoring System (CVSS) uses the CIA triad
principles within the metrics used to calculate the CVSS base score.

NOTE You will learn more about CVSS throughout the following chapters, and you can
obtain more information about CVSS at www.first.org/cvss/specification-document.

Integrity

Integrity is the ability to make sure that a system and its data have not been altered or com-
promised. It ensures that the data is an accurate and unchanged representation of the original
secure data. Integrity applies not only to data, but also to systems. For instance, if a threat
actor changes the configuration of a server, firewall, router, switch, or any other infrastruc-
ture device, it is considered that this person impacted the integrity of the system.

Availability

Availability means that a system or application must be “available” to authorized users at all
times. According to the CVSS Version 3 specification, the availability metric “measures the
impact to the availability of the impacted component resulting from a successfully exploited
vulnerability. While the Confidentiality and Integrity impact metrics apply to the loss of
confidentiality or integrity of data (e.g., information, files) used by the impacted compo-
nent, this metric refers to the loss of availability of the impacted component itself, such as a
networked service (e.g., web, database, email). Since availability refers to the accessibility of
information resources, attacks that consume network bandwidth, processor cycles, or disk
space all impact the availability of an impacted component.”

A common example of an attack that impacts availability is a DoS attack.

Risk and Risk Analysis

In the world of cybersecurity, risk can be defined as the possibility of a security incident
(something bad) happening. There are many standards and methodologies for classifying
and analyzing cybersecurity risks. The Federal Financial Institutions Examination Council
(FFIEC) developed the Cybersecurity Assessment Tool (Assessment) to help financial insti-
tutions identify their risks and determine their cybersecurity preparedness. This guidance/
tool can be useful for any organization. The FFIEC tool provides a repeatable and measur-
able process for organizations to measure their cybersecurity readiness.

According to the FFIEC, the assessment consists of two parts:

m Inherent Risk Profile and Cybersecurity Maturity: The Inherent Risk Profile identi-
fies the institution’s inherent risk before implementing controls. Cybersecurity includes
domains, assessment factors, components, and individual declarative statements
across five maturity levels to identify specific controls and practices that are in place.
Although management can determine the institution’s maturity level in each domain,
the assessment is not designed to identify an overall cybersecurity maturity level.
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m The International Organization for Standardization (ISO) 27001: This is the interna-
tional standard for implementing an information security management system (ISMS).
ISO 27001 is heavily focused on risk-based planning to ensure that the identified
information risks (including cyber risks) are appropriately managed according to the
threats and the nature of those threats. ISO 31000 is the general risk management stan-
dard that includes principles and guidelines for managing risk. It can be used by any
organization, regardless of its size, activity, or sector. Using ISO 31000 can help orga-
nizations increase the likelihood of achieving objectives, improve the identification of
opportunities and threats, and effectively allocate and use resources for risk treatment.

The ISO/IEC 27005 standard is more focused on cybersecurity risk assessment. It
is titled “Information technology—Security techniques—Information security risk
management.”

The following is according to ISO’s website:

The standard doesn’t specify, recommend or even name any specific risk
management method. It does however imply a continual process consisting of a
structured sequence of activities, some of which are iterative:

m Establish the risk management context (e.g., the scope, compliance obligations,
approaches/methods to be used and relevant policies and criteria such as the
organization’s risk tolerance or appetite);

m Quantitatively or qualitatively assess (i.e., identify, analyze and evaluate)
relevant information risks, taking into account the information assets, threats,
existing controls and vulnerabilities to determine the likelihood of incidents
or incident scenarios, and the predicted business consequences if they were
to occur, to determine a “level of risk”;

m Treat (i.e., modify [use information security controls], retain [accept], avoid
and/or share [with third parties]) the risks appropriately, using those “levels of
risk” to prioritize them;

m Keep stakeholders informed throughout the process; and

m Monitor and review risks, risk treatments, obligations and criteria on an ongoing
basis, identifying and responding appropriately to significant changes.

There are also standards to score the overall “risk” of a vulnerability. The most commonly
used is the Common Vulnerability Scoring System developed by the Forum of Incident
Response and Security Teams (FIRST). CVSS is a standards-based scoring method that con-
veys vulnerability severity and helps determine the urgency and priority of response. CVSS
is used by many Product Security Incident Response Teams (PSIRTs), vulnerability coordina-
tion centers, security researchers, and consumers of security vulnerability information.

There are also several additional scoring systems:
m Common Weakness Scoring System (CWSS): A methodology for scoring software

weaknesses. CWSS is part of the Common Weakness Enumerator (CWE) standard.
More information about CWSS is available at http://cwe.mitre.org/cwss.
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m Common Misuse Scoring System (CMSS): A standardized way to measure software
feature misuse vulnerabilities. More information about CMSS is available at
http://scap.nist.gov/emerging-specs/listing.html#cmss.

m Common Configuration Scoring System (CCSS): More information about CCSS can
be found at http://csrc.nist.gov/publications/nistir/ir7502 /nistir-7502 CCSS.pdf.

Personally Identifiable Information and Protected
Health Information

Many regulations as well as the United States government require organizations to identify
personally identifiable information (PII) and protected health information (PHI) and handle
them in a secure manner. Unauthorized release or loss of such data could result in severe
fines and penalties for the organization. Given the importance of PII and PHI, regulators and
the government want to oversee the usage more efficiently. This section explains what PII
and PHI are.

Pl

Ke According to the Executive Office of the President, Office of Management and Budget

Topic (OMB), and the U.S. Department of Commerce, Office of the Chief Information Officer, PII
refers to “information which can be used to distinguish or trace an individual’s identity.” The
following are a few examples:

B An individual’s name
m Social security number

m Biological or personal characteristics, such as an image of distinguishing features, fin-
gerprints, X-rays, voice signature, retina scan, and the geometry of the face

m Date and place of birth
m Mother’s maiden name
m Credit card numbers

m Bank account numbers
m Driver license number

m Address information, such as email addresses or street addresses, and telephone num-
bers for businesses or personal use

PHI
Key The Health Insurance Portability and Accountability Act (HIPAA) requires health-care orga-
Topic nizations and providers to adopt certain security regulations for protecting health informa-

tion. The Privacy Rule calls this information “protected health information,” or PHL This
information includes, but is not limited to, the following:

® An individual’s name (that is, patient’s name)

m All dates directly linked to an individual, including date of birth, death, discharge, and
administration


http://scap.nist.gov/emerging-specs/listing.html#cmss
http://csrc.nist.gov/publications/nistir/ir7502/nistir-7502_CCSS.pdf
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m Telephone and fax numbers

® Email addresses and geographic subdivisions such as street addresses, ZIP codes, and
county

m Medical record numbers and health plan beneficiary numbers

m Certificate numbers or account numbers

m Social security number

m Driver license number

® Biometric identifiers, including voice or fingerprints

m Photos of the full face or recognizable features

® Any unique number-based code or characteristic

m The individual’s past, present, and future physical or mental health or condition

m The provision of health care to the individual, or the past, present, or future payment
for the provision of health care to the individual

Principle of Least Privilege and Separation of Duties

Two additional key concepts in information security are the principle of least privilege and
separation of duties. This section defines these two key concepts.

Key Principle of Least Privilege
Topic

The principle of least privilege states that all users—whether they are individual contribu-
tors, managers, directors, or executives—should be granted only the level of privilege they
need to do their jobs, and no more. For example, a sales account manager really has no busi-
ness having administrator privileges over the network, or a call center staff member over
critical corporate financial data.

The same concept of principle of least privilege can be applied to software. For example,
programs or processes running on a system should have the capabilities they need to “get
their job done,” but no root access to the system. If a vulnerability is exploited on a system
that runs “everything as root,” the damage could extend to a complete compromise of the
system. This is why you should always limit users, applications, and processes to access and
run as the least privilege they need.

TIP Somewhat related to the principle of least privilege is the concept of “need to know,”
which means that users should get access only to data and systems that they need to do their
job, and no other.

7 Separation of Duties

Topic Separation of duties is an administrative control dictating that a single individual should not
perform all critical- or privileged-level duties. Additionally, important duties must be sepa-
rated or divided among several individuals within the organization. The goal is to safeguard
against a single individual performing sufficiently critical or privileged actions that could
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seriously damage a system or the organization as a whole. For instance, security auditors
responsible for reviewing security logs should not necessarily have administrative rights over
the systems. Another example is that a network administrator should not have the ability to
alter logs on the system. This is to prevent such individuals from carrying out unauthorized
actions and then deleting evidence of such action from the logs (in other words, covering
their tracks).

Think about two users having two separate keys to open a safety deposit box. Separation of
duties is similar to that concept, where the safety deposit box cannot be opened by a user
without the other key.

7 Security Operations Centers
Topic Security operations centers (SOCs) are facilities where an organization’s assets, including
applications, databases, servers, networks, desktops, and other endpoints, are monitored,

assessed, and protected.

TIP  Computer Security Incident Response Team (CSIRT) analysts typically work in SOCs
utilizing many tools to monitor events from numerous systems (firewalls, applications, IPSs,
DLPs, endpoint security solutions, and so on). Typically, these logs are aggregated in a
Security Information and Event Manager (SIEM) system. Modern SOCs also use Security
Orchestration, Automation, and Response (SOAR) systems that extend beyond traditional
SIEMs. You learn more details about how SOC analysts use SIEM and SOAR implementa-
tions in Chapter 7, “Introduction to Security Operations Management,” Chapter 8, “Funda-
mentals of Intrusion Analysis,” Chapter 12, “Challenges in the Security Operations Center
(SOCQ),” Chapter 13, “The Art of Data and Event Analysis,” and Chapter 14, “Classifying
Intrusion Events into Categories.”

Establishing SOC capabilities requires careful planning. The planning phase helps you decide
on and formalize yourself with the objectives that justify having an SOC and to develop a
roadmap you can use to track your progress against those predefined objectives. The success
of any security program (including the SOC) depends on proper planning. There are always
challenges that are specific to an organization, and these challenges are introduced because
of issues related to governance, collaboration, lack of tools, lack of automation, lack of
threat intelligence, skill sets, and so on. Such challenges must be identified and treated, or at
least acknowledged, at an early stage of an SOC establishment program. SOCs are created to
be able to address the following challenges:

m How can you detect a compromise in a timely manner?

m How do you triage a compromise to determine the severity and the scope?
® What is the impact of the compromise to your business?

m Who is responsible for detecting and mitigating a compromise?

® Who should be informed or involved, and when do you deal with the compromise
once detected?

® How and when should you communicate a compromise internally or externally, and is
that needed in the first place?
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To build and operate an effective SOC, you must have the following:

m Executive sponsorship.

m SOC operating as a program. Organizations should operate the SOC as a program
rather than a single project. Doing so depends on the criticality and the number of
resources required to design, build, and operate the various services offered by the
SOC. Having a clear SOC service strategy with clear goals and priorities will shape
the size of the SOC program, timeline, and the number of resources required to deliver
the program objectives.

m A governance structure. Metrics must be established to measure the effectiveness of
the SOC capabilities. These metrics should provide sufficient and relevant visibility to
the organization’s management team on the performance of the SOC and should iden-
tify areas where improvements and investments are needed.

m Effective team collaboration.

B Access to data and systems.

m Applicable processes and procedures.

m Team skill sets and experience.

m Budget (for example, will it be handled in-house or outsourced?).

2 Playbooks, Runbooks, and Runbook Automation
Topic Organizations need to have capabilities to define, build, orchestrate, manage, and monitor
the different operational processes and workflows. This is achieved by implementing play-
books, runbooks, and runbook automation (RBA). A runbook is a collection of procedures
and operations performed by system administrators, security professionals, or network
operators. According to Gartner, “the growth of RBA has coincided with the need for IT
operations executives to enhance IT operations efficiency measures.” Gartner, Inc., is an
American research and advisory firm providing information technology-related insight for
IT and other business leaders.

Here are some of the metrics to measure effectiveness:

® Mean time to repair (MTTR)

® Mean time between failures (MTBF)

® Mean time to discover a security incident

® Mean time to contain or mitigate a security incident

® Automation of the provisioning of IT resources

Many different commercial and open-source RBA solutions are available in the industry. An
example of a popular open-source RBA solution is Rundeck (http://rundeck.org/). Rundeck
can be integrated with configuration management platforms such as Chef, Puppet, and
Ansible.


http://rundeck.org/
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Key
Topic

Key

TIP Playbooks are also extremely beneficial for all SOCs. You can navigate and become
familiar with several open-source examples of playbooks that are derived from standard inci-
dent response policies and industry best practices at www.incidentresponse.com/playbooks/.

Digital Forensics

The United States Computer Emergency Response Team (CERT) defines cyber forensics as
follows:

If you manage or administer information systems and networks, you should understand
cyber forensics. Forensics is the process of using scientific knowledge for collecting, ana-
lyzing, and presenting evidence to the courts. (The word forensics means “to bring to the
court.”) Forensics deals primarily with the recovery and analysis of latent evidence. Latent
evidence can take many forms, from fingerprints left on a window to DNA evidence recov-
ered from blood stains to the files on a hard drive.

Cyber forensics is often referred to as digital forensics or computer forensics. The two
primary objectives in digital forensics are to find out what happened and to collect data in a
manner that is acceptable to the court.

NOTE Many in the industry also combine the terms digital forensics and incident
response (DFIR). If you see the term or acronym DFIR used in documents, standards, and
articles, you know that the practices of incident response and digital forensics (which go
hand-in-hand) are combined.

Any device that can store data is potentially the object of digital forensics, including, but not
limited to, the following:

Computers (servers, desktop machines, and so on)

Smartphones

Tablets

Network infrastructure devices (routers, switches, firewalls, intrusion prevention systems)
Network management systems

Printers

IoT devices

Chain of custody is critical to forensics investigations. Chain of custody is the way you
document and preserve evidence from the time that you started a cyber forensics investiga-
tion to the time the evidence is presented at court or to your executives (in the case of an
internal investigation). It is extremely important to be able to show clear documentation of
the following:

How the evidence was collected

m When it was collected
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Chapter 1: Cybersecurity Fundamentals 77

m How it was transported

m How it was tracked

m How it was stored

m Who had access to the evidence and how it was accessed

TIP If you fail to maintain proper chain of custody, it is likely you cannot use that evidence
in court. It is also important to know how to dispose of evidence after an investigation.

When you collect evidence, you must protect its integrity. This involves making sure that
nothing is added to the evidence and that nothing is deleted or destroyed (this is known as
evidence preservation).

TIP A method often used for evidence preservation is to work only with a copy of the
evidence—in other words, not work directly with the evidence itself. This involves creating
an image of any hard drive or any storage device.

Several forensics tools are available on the market. The following are two of the most
popular:

m Guidance Software’s EnCase (www.guidancesoftware.com/)

m AccessData’s Forensic Toolkit (http://accessdata.com/)

TIP Several open-source tools and Linux distributions can be used for digital forensics.
Examples include Security Onion, CAINE, and SIFT. I have included numerous examples of
tools for evidence collection, log analysis, memory analysis, and other digital forensics tasks
at the following GitHub repository: https://github.com/The-Art-of-Hacking/h4cker/tree/
master/dfir

Another methodology used in evidence preservation is to use write-protected storage
devices. In other words, the storage device you are investigating should immediately be
write-protected before it is imaged and should be labeled to include the following:

m [nvestigator’s name
m Date when the image was created

m Case name and number (if applicable)

Additionally, you must prevent electronic static or other discharge from damaging or eras-
ing evidentiary data. Special evidence bags that are antistatic should be used to store digital
devices. It is very important that you prevent electrostatic discharge (ESD) and other electri-
cal discharges from damaging your evidence. Some organizations even have cyber forensic
labs that control access to only authorized users and investigators. One method often used
involves constructing what is called a Faraday cage. This cage is often built out of a mesh


http://www.guidancesoftware.com/
http://accessdata.com/
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of conducting material that prevents electromagnetic energy from entering into or escaping
from the cage. Also, this prevents devices from communicating via Wi-Fi or cellular signals.

What'’s more, transporting the evidence to the forensics lab or any other place, including the
courthouse, has to be done very carefully. It is critical that the chain of custody be main-
tained during this transport. When you transport the evidence, you should strive to secure
it in a lockable container. It is also recommended that the responsible person stay with the
evidence at all times during transportation.

NOTE Chapter 8, “Fundamentals of Intrusion Analysis,” covers the details of the incident
response process, the operations of a SOC, and post-breach incident response. Chapter 9,
“Introduction to Digital Forensics,” covers the details about the science of digital forensics.

Exam Preparation Tasks

Review All Key Topics

Review the most important topics in the chapter, noted with the Key Topic icon in the outer
margin of the page. Table 1-3 lists a reference of these key topics and the page numbers on
which each is found.

Key Table 1-3 Key Topics for Chapter 1

Topic fl Key Topic Element Description Page

Section Cybersecurity vs. Information Security (Infosec) 8

Paragraph What is a threat? 10
Paragraph What is a vulnerability? 11
Paragraph What is an exploit? 13
Figure 1-5 White, Black, and Gray Hat Hackers 17
Section Threat Intelligence 18
List Threat intelligence standards (STIX, TAXII, 19

CybOX, OpenlOC, etc.)

Section Threat Intelligence Platform 19
Section SQL Injection 21
Section Command Injection 22
List Identifying authentication-based vulnerabilities 22
Section Cross-Site Scripting 25
Section Cross-Site Request Forgery 27
Section OWASP Top 10 29
Paragraph Network firewalls 31
Paragraph Access control lists (ACLs) 31
Section Extended ACLs 34
Paragraph Application proxies 35
Section Network Address Translation 36
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Key Topic Element Description Page
Section Port Address Translation 37
Paragraph Static translation 37
Section Demilitarized zones 38
Section Application-Based segmentation and 39
Micro-segmentation
Paragraph Understanding global threat correlation 50
capabilities
Paragraph Advanced malware protection (AMP) 50
Paragraph Cisco WSA 54
Paragraph Cisco ESA 58
Paragraph Cisco ISE 60
Paragraph Security cloud-based solutions 62
Paragraph Cisco AMP Threat Grid 62
Paragraph Umbrella (OpenDNS) 63
Paragraph Stealthwatch Cloud 63
Paragraph CloudLock 64
Paragraph Cisco NetFlow 64
Paragraph Data loss prevention 65
Section The Principles of the Defense-in-Depth Strategy 66
Paragraph SDN and the traditional management, control, and 68
data plane
Section Confidentiality, Integrity, and Availability: 69
The CIA Triad
Section Risk and Risk Analysis 70
Paragraph Defining PII 72
Paragraph Defining PHI 72
Section Principle of Least Privilege 73
Section Separation of Duties 73
Section Security Operations Centers 74
Section Playbooks, Runbooks, and Runbook Automation 75
Section Digital Forensics 76
Paragraph Understanding chain of custody 76

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

network firewalls, ACLs, Network Address Translation, DLP, AMP, IPS, NetFlow, Secu-
rity Information and Event Manager (SIEM), Security Orchestration, Automation, and
Response (SOAR), CVE, CVSS, CWE, CWSS, STIX, TAXII, CybOX, IoC, script kiddies
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Review Questions
The answers to these questions appear in Appendix A, “Answers to the ‘Do I Know This
Already?’ Quizzes and Review Questions.” For more practice with exam format questions,
use the exam engine on the website.

Explain the features of a traditional stateful firewall.

List a commercial tool used in digital forensics.

Describe some of the benefits of NetFlow.

What is DLP?

Stateful and traditional firewalls can analyze packets and judge them against a set of
predetermined rules called access control lists. Which elements within a packet do
they inspect?

a rwbh==

o

What is a specification that provides a methodology for scoring software weaknesses?
7. List an open-source SDN solution.
Which of the following is true about heuristic-based algorithms?

a. Heuristic-based algorithms may require fine-tuning to adapt to network traffic
and minimize the possibility of false positives.

Heuristic-based algorithms do not require fine-tuning.
Heuristic-based algorithms support advanced malware protection.

d. Heuristic-based algorithms provide capabilities for the automation of IPS signa-
ture creation and tuning.

9. Describe the use of DMZs.
10. Which of the following has the most storage requirements?
a. NetFlow
b. Syslog
c. Full packet captures
d. [IPS signatures
11. Which of the following statements are true about application proxies? (Choose two.)

a. Application proxies, or proxy servers, are devices that operate as intermediary
agents on behalf of clients that are on a private or protected network.

b. Clients on the protected network send connection requests to the application
proxy to transfer data to the unprotected network or the Internet.

c. Application proxies can be classified as next-generation firewalls.
d. Application proxies always perform Network Address Translation.

12. Which of the following statements are true when referring to Network Address
Translation? (Choose two.)

NAT can only be used in firewalls.

Static NAT does not allow connections to be initiated bidirectionally.

Static NAT allows connections to be initiated bidirectionally.

e o TP

NAT is often used by firewalls; however, other devices such as routers and wire-
less access points provide support for NAT.
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/CHAPTER 2

Introduction to Cloud Computing
and Cloud Security

This chapter covers the following topics:
Cloud Computing and the Cloud Service Models
Cloud Security Responsibility Models
DevOps, Continuous Integration (CI), Continuous Delivery (CD), and DevSecOps

Understanding the Different Cloud Security Threats

Everyone uses cloud computing today. Many organizations have moved numerous applica-
tions to the cloud, and their employees use services offered by many cloud providers, such
as Google Cloud Platform, Amazon Web Services (AWS), Microsoft Azure, and others.

In this chapter, you learn the different cloud computing service models and the security
responsibilities of the cloud provider and consumer of each model. You also learn about
DevOps, Continuous Integration (CI), Continuous Delivery (CD), and DevSecOps. At the
end of the chapter, you gain an understanding of the different cloud security threats in
today’s environment.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 2-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Review Questions.”

Table 2-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Cloud Computing and the Cloud Service Models 1-3
Cloud Security Responsibility Models 7
DevOps, Continuous Integration (CI), Continuous Delivery (CD), 4-6
and DevSecOps

Understanding the Different Cloud Security Threats 8-10




CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving your-
self credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security.

1. Which of the following is a reason why organizations are moving to the cloud?
a. To transition from operational expenditure (OpEx) to capital expenditure (CapEx)
b. To transition from capital expenditure (CapEx) to operational expenditure (OpEx)
c. Because of the many incompatibility issues in security technologies
d. None of these answers are correct.

2. Which of the following is a type of cloud model composed of two or more clouds or
cloud services (including on-premises services or private clouds and public clouds)?

a. laaS
b. Hybrid cloud
c. Community cloud
d. None of these answers are correct.
3. Which of the following is the cloud service model of Cisco WebEx and Office 365?

a. SaaS
b. PaaS
c. Serverless computing
d. laaS

4. Which of the following development methodologies uses Scrum?
a. Agile
b. Waterfall
c. Service Iteration
d. None of these answers are correct.

5. Which of the following development methodologies includes a feedback loop to pre-
vent problems from happening again (enabling faster detection and recovery by seeing
problems as they occur and maximizing opportunities to learn and improve), as well as
continuous experimentation and learning?

a. Pipelines
b. Waterfall
c. DevOps
d

None of these answers are correct.
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6. AWS Lambda is an example of “serverless” computing. Serverless does not mean that
you do not need a server somewhere. Instead, it means that you will be using which of
the following to host and develop your code?

a. Agile
b. Fuzzers
c. Eclipse

d. Cloud platforms

7. The cloud security shared responsibility depends on the type of cloud model (SaaS,
PaaS, or [aaS). In which of the following cloud service models is the cloud consumer
(customer) responsible for the security and patching of the applications, but not the
underlying operating system, virtual machines, storage, and virtual networks?

a. PaaS
b. SaaS
c. IaaS

d. None of these answers are correct.

8. Insufficient due diligence is one of the biggest issues when moving to the cloud. Secu-
rity professionals must verify that which of the following issues are in place and dis-
cussed with the cloud provider?

a. Encryption

b. Data classification

c. Incident response

d. All of these answers are correct.

9. Which of the following is an input validation attack that has been used by adversaries
to steal user cookies that can be exploited to gain access as an authenticated user to a
cloud-based service? Attackers also have used these vulnerabilities to redirect users to
malicious sites.

a. DNS attacks

b. HTML injection
c. SQL injection
d. XSS

10. Which of the following is a type of attack where the attacker could attempt to
compromise the cloud by placing a malicious virtual machine in close proximity to a
target cloud server?

a. Side-channel
b. Session riding

c. CSRF

d. Man-in-the-browser attack

Foundation Topics

Cloud Computing and the Cloud Service Models

Everyone is using the cloud or deploying hybrid solutions to host their applications. The rea-
son is that many organizations are looking to transition from capital expenditure (CapEx) to



Chapter 2: Introduction to Cloud Computing and Cloud Security 85

operational expenditure (OpEx). The majority of today’s enterprises operate in a multicloud
environment. It is obvious that cloud computing security is more important than ever.

NOTE Cloud computing security includes many of the same functionalities as traditional
IT security. This includes protecting critical information from theft, data exfiltration, and
deletion, as well as privacy:.

The advantages of using a cloud-based service include the following:

m Distributed storage

m Scalability

® Resource pooling

m Access from any location
m Measured service

® Automated management

800-145, “The NIST Definition of Cloud Computing,” to provide a standard set of defini-
tions for the different aspects of cloud computing. The SP 800-145 document also compares
the different cloud services and deployment strategies.

The National Institute of Standards and Technology (NIST) authored Special Publication (SP)
Topic

According to NIST, the essential characteristics of cloud computing include the following:

m On-demand self-service
m Broad network access
m Resource pooling

® Rapid elasticity

m Measured service

Cloud deployment models include the following:

m Public cloud: Open for public use. Examples include Amazon Web Services (AWS),
Microsoft Azure, Google Cloud Platform (GCP), and Digital Ocean.

m Private cloud: Used just by the client organization on the premises (on-prem) or at a
dedicated area in a cloud provider.

m Community cloud: Shared between multiple organizations.

m Hybrid cloud: Composed of two or more clouds or cloud services (including on-prem
services).

Cloud computing can be broken into the following three basic models:

Key m Infrastructure as a Service (IaaS): IaaS describes a cloud solution where you rent
Topic infrastructure. You purchase virtual power to execute your software as needed.
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This is much like running a virtual server on your own equipment, except you are now
running a virtual server on a virtual disk. This model is similar to a utility company
model because you pay for what you use. Amazon Web Services (AWS), Microsoft
Azure, Google Cloud Platform (GCP), and Digital Ocean all provide IaaS solutions.

m Platform as a Service (PaaS): PaaS provides everything except applications. Services
provided by this model include all phases of the system development life cycle (SDLC)
and can use application programming interfaces (APIs), website portals, or gateway
software. These solutions tend to be proprietary, which can cause problems if the
customer moves away from the provider’s platform.

m Software as a Service (SaaS): SaaS is designed to provide a complete packaged solu-
tion. The software is rented out to the user. The service is usually provided through
some type of front end or web portal. While the end user is free to use the service
from anywhere, the company pays a per-use fee. Examples of SaaS offerings include
Cisco WebEx, Office 365, and Google G-Suite.

NOTE NIST Special Publication 500-292, “NIST Cloud Computing Reference Architecture,”
is another resource for learning more about cloud architecture.

Cloud Security Responsibility Models

Cloud service providers (CSPs) such as Azure, AWS, and GCP have no choice but to take
their security and compliance responsibilities very seriously. For instance, Amazon created a
Shared Responsibility Model to describe the respective responsibilities of the AWS custom-
ers and Amazon’s responsibilities in detail. The Amazon Shared Responsibility Model can be
accessed at https://aws.amazon.com/compliance/shared-responsibility-model.

The shared responsibility depends on the type of cloud model (SaaS, PaaS, or IaaS).
Figure 2-1 shows the responsibilities of a CSP and its customers in a SaaS environment.
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Figure 2-1 SaaS Shared Security Responsibility
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Figure 2-2 shows the responsibilities of a CSP and its customers in a PaaS environment.
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Figure 2-2 PaaS$ Shared Security Responsibility

Figure 2-3 shows the responsibilities of a CSP and its customers in an IaaS environment.
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Figure 2-3 IaaS Shared Security Responsibility

Regardless of the model used, cloud security is the responsibility of both the client and the
cloud provider. These details will need to be worked out before a cloud computing contract
is signed. The contracts will vary depending on the given security requirements of the client.
Considerations include disaster recovery, service-level agreements (SLAs), data integrity, and
encryption. For example, is encryption provided end to end or just at the cloud provider?
Also, who manages the encryption keys—the cloud provider or the client? Overall, you
want to ensure that the cloud provider has the same layers of security (logical, physical, and
administrative) in place that you would have for services you control.
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Patch Management in the Cloud

Patch management in the cloud is also a shared responsibility in IaaS and PaaS environments,
but not in a SaaS environment. For example, in a SaaS environment, the CSP is responsible
for patching all software and hardware vulnerabilities. However, in an [aaS environment, the
CSP is responsible only for patching the hypervisors, physical compute and storage servers,
and the physical network. You are responsible for patching the applications, operating sys-
tems (VMs), and any virtual networks you deploy.

Security Assessment in the Cloud

When performing penetration testing in the cloud, you must first understand what you can
do and what you cannot do. Most CSPs have detailed guidelines on how to perform security
assessments and penetration testing in the cloud. Regardless, there are many potential threats
when organizations move to a cloud model. For example, although your data is in the cloud,
it must reside in a physical location somewhere. Your cloud provider should agree in writing
to provide the level of security required for your customers.

DevOps, Continuous Integration (Cl), Continuous
Delivery (CD), and DevSecOps

DevOps is composed of many technical, project management, and management movements.
Before DevOps, there were a few development methodologies. One of the original develop-
ment methodologies is called the warerfall model. The waterfall model is a software and
hardware development and project management methodology that has at least five to seven
phases that follow in strict linear order. Each phase cannot start until the previous phase has
been completed.

Figure 2-4 illustrates the typical phases of the waterfall development methodology.
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Figure 2-4 The Typical Phases of the Waterfall Development Methodology

One of the main reasons that organizations have used the waterfall model is that project
requirements are agreed upon from the beginning; subsequently, planning and scheduling
are simple and clear. With a fully laid-out project schedule, an accurate estimate can be
given, including development project cost, resources, and deadlines. Another reason is that
measuring progress is easy as you move through the phases and hit the different milestones.
Your end customer is not perpetually adding new requirements to the project, thus delaying
production.
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There also are several disadvantages in the waterfall methodology. One of the disadvantages
is that it can be difficult for customers to enumerate and communicate all of their needs at
the beginning of the project. If your end customer is dissatisfied with the product in the ver-
ification phase, going back and designing the code again can be very costly. In the waterfall
methodology, a linear project plan is rigid and lacks flexibility for adapting to unexpected
events.

The Agile Methodology
Topic

Agile is a software development and project management process where a project is managed
by breaking it up into several stages and involving constant collaboration with stakeholders
and continuous improvement and iteration at every stage. The Agile methodology begins
with end customers describing how the final product will be used and clearly articulating
what problem it will solve. Once the coding begins, the respective teams cycle through a
process of planning, executing, and evaluating. This process may allow the final deliverable
to change to better fit the customer’s needs. In an Agile environment, continuous collabora-
tion is key. Clear and ongoing communication among team members and project stakeholders
allows for fully informed decisions to be made.

NOTE The Agile methodology was originally developed by 17 people in 2001 in written
form, and it is documented at “The Manifesto for Agile Software Development” (https://
agilemanifesto.org).

In Agile, the input to the development process is the creation of a business objective,
concept, idea, or hypothesis. Then the work is added to a committed “backlog.” From there,
software development teams that follow the standard Agile or iterative process will trans-
form that idea into “user stories” and some sort of feature specification. This specification is
then implemented in code. The code is then checked in to a version control repository (for
example, GitLab or GitHub), where each change is integrated and tested with the rest of the
software system.

In Agile, value is created only when services are running in production; subsequently, you
must ensure that you are not only delivering fast flow but also that your deployments can be
performed without causing chaos and disruptions, such as service outages, service impair-
ments, or security or compliance failures.

A concept adopted by many organizations related to Agile is called Scrum. Scrum is a
framework that helps organizations work together because it encourages teams to learn
through experiences, self-organize while working on a solution, and reflect on their wins

and losses to continuously improve. Scrum is used by software development teams; however,
its principles and lessons can be applied to all kinds of teamwork. Scrum describes a set

of meetings, tools, and roles that work in concert to help teams structure and manage

their work.

TIP Scrum.org has a set of resources, certification, and training materials related to Scrum.


https://agilemanifesto.org
https://agilemanifesto.org
http://Scrum.org
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The Scrum framework uses the concept of “sprints” (a short, time-boxed period when a
Scrum team works to complete a predefined amount of work). Sprints are one of the key
concepts of the Scrum and Agile methodologies.

TIP The following video provides a good overview of the Agile methodology:
www.youtube.com/watch?v=29QbYZh1YXY. The following GitHub repository includes
a detailed list of resources related to the Agile methodology: https://github.com/lorabv/
awesome-agile.

Agile also uses the Kanban process. Kanban is a scheduling system for Lean development
and just-in-time (JIT) manufacturing originally developed by Taiichi Ohno from Toyota.

DevOps

DevOps is the outcome of many trusted principles—from software development,
manufacturing, and leadership to the information technology value stream. DevOps relies
on bodies of knowledge from Lean, Theory of Constraints, resilience engineering, learning
organizations, safety culture, human factors, and many others. Today’s technology DevOps
value stream includes the following areas:

® Product management

m Software (or hardware) development
m Quality assurance (QA)

m IT operations

m Infosec and cybersecurity practices
There are three general ways (or methods) to DevOps:

m The first way includes systems and flow. In this way (or method), you make work
visible by reducing the work “batch” sizes, reducing intervals of work, and preventing
defects from being introduced by building in quality and control.

m The second way includes a feedback loop to prevent problems from happening again
(enabling faster detection and recovery by seeing problems as they occur and maximiz-
ing opportunities to learn and improve).

m The third way is continuous experimentation and learning. In a true DevOps environ-
ment, you conduct dynamic, disciplined experimentation and take risks. You also
define the time to fix issues and make systems better. The creation of shared code
repositories helps tremendously in achieving this continuous experimentation and
learning process.

Cl/CD Pipelines

Continuous Integration (CI) is a software development practice where programmers merge
code changes in a central repository multiple times a day. Continuous Delivery (CD) sits on
top of CI and provides a way for automating the entire software release process. When you
adopt CI/CD methodologies, each change in code should trigger an automated build-and-test


http://www.youtube.com/watch?v=Z9QbYZh1YXY
https://github.com/lorabv/awesome-agile
https://github.com/lorabv/awesome-agile
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sequence. This automation should also provide feedback to the programmers who made the
change.

NOTE CI/CD has been adopted by many organizations that provide cloud services (that is,
Saa$, PaaS, and so on). For instance, CD can include cloud infrastructure provisioning and
deployment, which traditionally have been done manually and consist of multiple stages.
The main goal of the CI/CD processes is to be fully automated, with each run fully logged
and visible to the entire team.

With CI/CD, most software releases go through the set of stages illustrated in Figure 2-5. A
failure at any stage typically triggers a notification. For example, you can use Cisco WebEx
Teams or Slack to let the responsible developers know about the cause of a given failure or
to send notifications to the whole team after each successful deployment to production.

Source . “ . Test . Deploy

Git Push Compile Unit Staging
Docker Build Integration
QA
Production

Figure 2-5 CI/CD Pipeline Stages

In Figure 2-5, the pipeline run is triggered by a source code repository (Git in this example).
The code change typically sends a notification to a CI/CD tool, which runs the correspond-
ing pipeline. Other notifications include automatically scheduled or user-initiated workflows,
as well as results of other pipelines.

NOTE The Build stage includes the compilation of programs written in languages such

as Java, C/C++, and Go. In contrast, Ruby, Python, and JavaScript programs work without
this step; however, they could be deployed using Docker and other container technologies.
Regardless of the language, cloud-native software is typically deployed with containers (in a
microservice environment).

In the Test stage, automated tests are run to validate the code and the application behavior.
The Test stage is important because it acts as a safety net to prevent easily reproducible bugs
from being introduced. This concept can be applied to preventing security vulnerabilities,
since at the end of the day, a security vulnerability is typically a software (or hardware) bug.
The responsibility of writing tests scripts can fall to a developer or a dedicated QA engineer.
However, it is best done while new code is being written.
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After you have a built your code and passed all predefined tests, you are ready to deploy
it (the Deploy stage). Traditionally, engineers have used multiple deploy environments (for
example, a beta or staging environment used internally by the product team and a produc-
tion environment).

NOTE Organizations that have adopted the Agile methodology usually deploy work-in-
progress manually to a staging environment for additional manual testing and review, and
automatically deploy approved changes from the master branch to production.

The Serverless Buzzword

Serverless does not mean that you do not need a server somewhere. Instead, it means
that you will be using cloud platforms to host and/or to develop your code. For example,
you might have a serverless app that is distributed in a cloud provider like AWS, Azure, or
Google Cloud Platform.

Serverless is a cloud computing execution model where the cloud provider (AWS, Azure,
Google Cloud, and so on) dynamically manages the allocation and provisioning of servers.
Serverless applications run in stateless containers that are ephemeral and event-triggered
(fully managed by the cloud provider).

AWS Lambda is one of the most popular serverless architectures in the industry.

NOTE In AWS Lambda, you run code without provisioning or managing servers, and you
pay only for the compute time you consume. When you upload your code, Lambda takes
care of everything required to run and scale your application (offering high availability and
redundancy).

As demonstrated in Figure 2-6, computing has evolved from traditional physical (bare-metal)
servers to virtual machines (VMs), containers, and serverless architectures.

A Quick Introduction to Containers and Docker

Before you can even think of building a distributed system, you must first understand how
the container images that contain your applications make up all the underlying pieces of
such a distributed system. Applications are normally composed of a language runtime,
libraries, and source code. For instance, your application may use third-party or open-source
shared libraries such as libc and OpenSSL. These shared libraries are typically shipped as
shared components in the operating system that you installed on a system. The dependency
on these libraries introduces difficulties when an application developed on your desktop,
laptop, or any other development machine (dev system) has a dependency on a shared library
that isn’t available when the program is deployed out to the production system. Even when
the dev and production systems share the exact same version of the operating system, bugs
can occur when programmers forget to include dependent asset files inside a package that
they deploy to production.

The good news is that you can package applications in a way that makes it easy to share
them with others. This is an example where containers become very useful. Docker, one of
the most popular container runtime engines, makes it easy to package an executable and
push it to a remote registry where it can later be pulled by others.
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NOTE Container registries are available in all of the major public cloud providers (for
example, AWS, Google Cloud Platform, and Microsoft Azure) as well as services to build
images. You can also run your own registry using open-source or commercial systems. These
registries make it easy for developers to manage and deploy private images, while image-
builder services provide easy integration with continuous delivery systems.

Container images bundle a program and its dependencies into a single artifact under a
root file system. Containers are made up of a series of file system layers. Each layer adds,
removes, or modifies files from the preceding layer in the file system. The overlay system
is used both when packaging the image and when the image is actually being used. During
runtime, there are a variety of different concrete implementations of such file systems,
including aufs, overlay, and overlay2.

TIP The most popular container image format is the Docker image format, which has been
standardized by the Open Container Initiative (OCI) to the OCI image format. Kubernetes
supports both Docker and OCI images. Docker images also include additional metadata used
by a container runtime to start a running application instance based on the contents of the
container image.

Let’s look at an example of how container images work. Figure 2-7 shows three container
images: A, B, and C. Container Image B is “forked” from Container Image A. Then, in
Container Image B, Python version 3 is added. Furthermore, Container Image C is built on
Container Image B, and the programmer adds OpenSSL and nginx to develop a web server
and enable TLS.

Container Image A

A Base Operating System Only, Such as Alpine Linux, Ubuntu, Debian, etc.

L Container Image B

Build Upon Container Image A by Adding Python 3

L Container Image C

Build Upon Container Image B by Adding OpenSSL and nginx

Figure 2-7 How Container Images Work

Abstractly, each container image layer builds on the previous one. Each parent reference is a
pointer. The example in Figure 2-7 includes a simple set of containers; in many environments,
you will encounter a much larger directed acyclic graph.

Container Management and Orchestration
Multiple technologies and solutions have been used to manage, deploy, and orchestrate con-
tainers in the industry. The following are the most popular:
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m Kubernetes: One of the most popular container orchestration and management frame-
works. Originally developed by Google, Kubernetes is a platform for creating, deploy-
ing, and managing distributed applications. You can download Kubernetes and access
its documentation at https://kubernetes.io.

m Nomad: A container management and orchestration platform by HashCorp. You can
download and obtain detailed information about Nomad at www.nomadproject.io.

m Apache Mesos: A distributed Linux kernel that provides native support for launch-
ing containers with Docker and AppC images. You can download Apache Mesos and
access its documentation at https://mesos.apache.org.

m Docker Swarm: A container cluster management and orchestration system integrated
with the Docker Engine. You can access the Docker Swarm documentation at https://
docs.docker.com/engine/swarm.

TIP  You can practice and deploy your first container by using Katacoda, which is an
interactive system that allows you to learn many different technologies, including Docker,
Kubernetes, Git, and Tensorflow. You can access Katacoda at www.katacoda.com. Katacoda
provides numerous interactive scenarios. For instance, you can use the “Deploying your
first container” scenario to learn (hands-on) Docker: www.katacoda.com/courses/docker/
deploying-first-container.

You can access the Docker documentation at https://docs.docker.com. You can also
complete a free and quick hands-on tutorial to learn more about Docker containers at
www.katacoda.com/courses/container-runtimes/what-is-a-container-image.

Understanding the Different Cloud Security Threats

Organizations face many potential threats when moving to a cloud model. For example,
although your data is in the cloud, it must reside in a physical location somewhere. Your
cloud provider should agree in writing to provide the level of security required for your
customers.

The following are questions to ask a cloud provider before signing a contract for its services:

B Who has access? Access control is a key concern because insider attacks are a huge
risk. Anyone who has been approved to access the cloud has the potential of mishan-
dling or exposing data to unauthorized users, so you want to know who has access
and how they were screened. Another example where you want to monitor who has
access to what cloud service is when an employee leaves your organization, and he or
she was the only “administrator,” and then you find out that you don’t have the pass-
word to the cloud service, or the cloud service gets canceled because maybe the bill
didn’t get paid. This example seems like an immature way of handling a production
service, but this still happens in today’s environment.

B What are your regulatory requirements? Organizations operating in the United
States, Canada, or the European Union have many regulatory requirements that they
must abide by (for example, ISO/IEC 27002, EU-U.S. Privacy Shield Framework, ITIL,


https://kubernetes.io
http://www.nomadproject.io
https://mesos.apache.org
https://docs.docker.com/engine/swarm
https://docs.docker.com/engine/swarm
http://www.katacoda.com
http://www.katacoda.com/courses/docker/deploying-first-container
http://www.katacoda.com/courses/docker/deploying-first-container
https://docs.docker.com
http://www.katacoda.com/courses/container-runtimes/what-is-a-container-image
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FedRAMP, and COBIT). You must ensure that your cloud provider can meet these
requirements and is willing to undergo certification, accreditation, and review.

NOTE Federal Risk and Authorization Management Program (FedRAMP) is a United
States government program and certification that provides a standardized approach to secu-
rity assessment, authorization, and continuous monitoring for cloud products and services.
FedRAMP is mandatory for United States Federal Agency cloud deployments and service
models at the low-, moderate-, and high-risk impact levels. Cloud offerings such as Cisco
WebEx, Duo Security, Cloudlock, and others are FedRAMP certified. Additional informa-
tion about FedRAMP can be obtained from www.fedramp.gov and www.cisco.com/c/en/us/
solutions/industries/government/federal-government-solutions/fedramp.html.

® Do you have the right to audit? This particular item is no small matter in that the
cloud provider should agree in writing to the terms of the audit. With cloud comput-
ing, maintaining compliance could become more difficult to achieve and even harder
to demonstrate to auditors and assessors. Of the many regulations touching on infor-
mation technology, few were written with cloud computing in mind. Auditors and
assessors might not be familiar with cloud computing generally or with a given cloud
service in particular.

NOTE Division of compliance responsibilities between cloud provider and cloud customer
must be determined before any contracts are signed or service is started.

® What type of training does the provider offer its employees? This is a rather impor-
tant item to consider because people will always be the weakest link in security.
Knowing how your provider trains its employees is an important item to review.

m What type of data classification system does the provider use? Questions you
should be concerned with here include what data classified standard is being used and
whether the provider even uses data classification.

m How is your data separated from other users’ data? Is the data on a shared server
or a dedicated system? A dedicated server means that your information is the only
thing on the server. With a shared server, the amount of disk space, processing power,
bandwidth, and so on is limited because others are sharing this device. If the server is
shared, the data could potentially become comingled in some way.

m Is encryption being used? Encryption should be discussed. Is it being used while
the data is at rest and in transit? You will also want to know what type of encryp-
tion is being used. For example, there are big technical differences between DES and
AES. For both of these algorithms, however, the basic questions are the same: Who
maintains control of the encryption keys? Is the data encrypted at rest in the cloud?
Is the data encrypted in transit, or is it encrypted at rest and in transit? Additionally,
are you performing end-to-end encryption, or does the encryption stop somewhere in
between the user and the application (perhaps some mid-layer in the cloud provider)?


http://www.fedramp.gov
http://www.cisco.com/c/en/us/solutions/industries/government/federal-government-solutions/fedramp.html
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m What are the service-level agreement (SLA) terms? The SLA serves as a contracted
level of guaranteed service between the cloud provider and the customer that specifies
what level of services will be provided.

m What is the long-term viability of the provider? How long has the cloud provider
been in business, and what is its track record? If it goes out of business, what happens
to your data? Will your data be returned and, if so, in what format?

m Will the provider assume liability in the case of a breach? If a security incident
occurs, what support will you receive from the cloud provider? While many providers
promote their services as being “unhackable,” cloud-based services are an attractive
target to hackers.

m What is the disaster recovery/business continuity plan (DR/BCP)? Although you
might not know the physical location of your services, it is physically located some-
where. All physical locations face threats such as fire, storms, natural disasters, and
loss of power. In case of any of these events, how will the cloud provider respond,
and what guarantee of continued services does it promise?

Even when you end a contract, you must ask what happens to the information after your
contract with the cloud service provider ends.

NOTE Insufficient due diligence is one of the biggest issues when moving to the cloud.
Security professionals must verify that issues such as encryption, compliance, incident
response, and so forth are all worked out before a contract is signed.

Cloud Computing Attacks
Because cloud-based services are accessible via the Internet, they are open to any number of
attacks. As more companies move to cloud computing, look for hackers to follow. Some of
the potential attack vectors that criminals might attempt include the following:

m Denial of service (DoS): DoS and distributed denial-of-service attacks (DDoS) are
still threats nowadays. In Chapter 1, “Cybersecurity Fundamentals,” you learned how
adversaries have used many techniques including directed, reflected, and amplified
DoS and DDoS attacks to cause service disruption.

m Session hijacking: This type of attack occurs when the attacker can sniff traffic and
intercept traffic to take over a legitimate connection to a cloud service.

m DNS attacks: These are attacks against the DNS infrastructure, DNS poisoning
attacks, and DNS Zone Transfer attacks.

m Cross-site scripting (XSS): Adversaries have used this input validation attack to steal
user cookies that can be exploited to gain access as authenticated users to a cloud-
based service. Attackers also have used these vulnerabilities to redirect users to
malicious sites.



98 Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

Shared technology and multitenancy concerns: Cloud providers typically support a
large number of tenants (their customers) by leveraging a common and shared underly-
ing infrastructure. This requires a specific level of diligence with configuration man-
agement, patching, and auditing (especially with technologies such as virtual machine
hypervisors, container management, and orchestration).

Hypervisor attacks: If the hypervisor is compromised, all hosted virtual machines
could potentially be compromised as well. This type of attack could also compromise
systems and likely multiple cloud consumers (tenants).

Virtual machine (VM) attacks: Virtual machines are susceptible to several of the
same traditional security attacks as a physical server. However, if a virtual machine

is susceptible to a VM escape attack, this raises the possibility of attacks across

the virtual machines. A VM escape attack is a type of attack where the attacker can
manipulate the guest-level VM to attack its underlying hypervisor, other VMs, and/or
the physical host.

Cross-site request forgery (CSRF): This is another category of web application vul-
nerability and related attacks that have also been used to steal cookies and for user
redirection. CSRF, in particular, leverages the trust that the application has in the user.
For instance, if an attacker can leverage this type of vulnerability to manipulate an
administrator or a privileged user, this attack could be more severe than XSS.

SQL injection: This type of attack exploits vulnerable cloud-based applications that
allow attackers to pass SQL commands to a database for execution.

Session riding: Many organizations use this term to describe a cross-site request forg-

ery attack. Attackers use this technique to transmit unauthorized commands by riding

an active session using an email or malicious link to trick users while they are currently
logged in to a cloud service.

Distributed denial-of-service (DDoS) attacks: Some security professionals have
argued that the cloud is more vulnerable to DDoS attacks because it is shared by many
users and organizations, which also makes any DDoS attack much more damaging.

Man-in-the-middle cryptographic attacks: This type of attack is carried out when an
attacker places himself in the communications path between two users. Anytime the
attacker can do this, there is the possibility that he can intercept and modify commu-
nications.

Side-channel attacks: An attacker could attempt to compromise the cloud by placing a
malicious virtual machine in close proximity to a target cloud server and then launch-
ing a side-channel attack.

Authentication attacks (insufficient identity, credentials, and access management):
Authentication is a weak point in hosted and virtual services and is frequently target-
ed. There are many ways to authenticate users, such as based on what a person knows,
has, or is. The mechanisms used to secure the authentication process and the method
of authentication used are frequent targets of attackers.
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m API attacks: Often APIs are configured insecurely. An attacker can take advantage of
API misconfigurations to modify, delete, or append data in applications or systems in
cloud environments.

m Known exploits leveraging vulnerabilities against infrastructure components: As
you already know, no software or hardware is immune to vulnerabilities. Attackers can
leverage known vulnerabilities against virtualization environments, Kubernetes, con-
tainers, authentication methods, and so on.

TIP The Cloud Security Alliance has a working group tasked to define the top cloud
security threats. Details are available at https://cloudsecurityalliance.org/research/
working-groups/top-threats. “The Cloud Security Alliance Top Threats Deep Dive” white
paper is posted at the following GitHub Repository: https://github.com/The-Art-of-Hacking/
h4cker/blob/master/SCOR/top-threats-to-cloud-computing-deep-dive.pdf.

Additional best practices and cloud security research articles can be found at the following
site: https://cloudsecurityalliance.org/research/artifacts/.

Exam Preparation Tasks

Review All Key Topics

Review the most important topics in this chapter, noted with the Key Topic icon in the outer
margin of the page. Table 2-2 lists these key topics and the page numbers on which each is

found.

Table 2-2 Key Topics for Chapter 2

Topic @ Key Topic Element  Description Page Number
Paragraph NIST definition of public, private, community;, 85

and hybrid clouds

List Defining TaaS, PaaS, and SaaS 85
Section Cloud Security Responsibility Models 86
Section The Agile Methodology 89
Paragraph Understanding what DevOps is 90
Section CI/CD Pipelines 90
Paragraph Understanding what serverless computing is 92
List Security questions to ask cloud service providers | 95
List Common cloud security threats 97

Define Key Terms
Define the following key terms from this chapter and check your answers in the glossary:
VM escape attack, session hijacking, Kubernetes, Nomad, Apache Mesos, Docker Swarm,

Continuous Integration (CI), Continuous Delivery (CD), Infrastructure as a Service (IaaS),
Platform as a Service (PaaS), Software as a Service (SaaS)


https://cloudsecurityalliance.org/research/working-groups/top-threats
https://cloudsecurityalliance.org/research/working-groups/top-threats
https://github.com/The-Art-of-Hacking/h4cker/blob/master/SCOR/top-threats-to-cloud-computing-deep-dive.pdf
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Review Questions
The answers to these questions appear in Appendix A, “Answers to the ‘Do I Know This
Already?’ Quizzes and Review Questions.” For more practice with exam format questions,
use the exam engine on the website.

a rwbh==

10.

A PaaS cloud typically provides what infrastructure?

What is the disadvantage of the waterfall development methodology?
What is an element of the Scrum framework?

What are examples of the DevOps value stream?

What is a software development practice where programmers merge code changes in a
central repository multiple times a day?

What is a technology that bundles a program and its dependencies into a single artifact
under a root file system? These items are made up of a series of file system layers.
Each layer adds, removes, or modifies files from the preceding layer in the file system.
List container management and orchestration platforms.

What is a type of cloud deployment model where the cloud environment is shared
among different organizations?

What is a United States government program and certification that provides a
standardized approach to security assessment, authorization, and continuous
monitoring for cloud products and services?

What are examples of cloud security threats?
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Access Control Models

This chapter covers the following topics:
Information Security Principles
Subject and Object Definition
Access Control Fundamentals
Access Control Process
Information Security Roles and Responsibilities
Access Control Types
Access Control Models
Access Control Mechanisms

Identity and Access Control Implementation

One of the foundational topics of information security is access controls. Access controls
is a broad term used to define the administrative, physical, and technical controls that regu-
late the interaction between a subject and an object. More simply, access controls help with
defining and enforcing policy for who is authorized to access what and in which way.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 3-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Review Questions.”

Table 3-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Information Security Principles 1
Subject and Object Definition 2
Access Control Fundamentals 3-5
Access Control Process 6-7
Information Security Roles and Responsibilities 8
Access Control Types 9




Foundation Topics Section Questions

Access Control Models 10-13
Access Control Mechanisms 14
Identity and Access Control Implementation 15-19

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this chap-
ter. If you do not know the answer to a question or are only partially sure of the answer, you
should mark that question as wrong for purposes of the self-assessment. Giving yourself
credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security.

1. Which of the following ensures that only authorized users can modify the state of a
resource?

a. Integrity
b. Availability
c. Confidentiality
d. Non-repudiation
2. What entity requests access to a resource?

a. Object
b. Subject
c. File

d. Database

3. In which phase of access control does a user need to prove his or her identity?
a. Identification
b. Authentication
c. Authorization
d. Accounting

4. Which of the following authentication methods can be considered examples of
authentication by knowledge? (Select all that apply.)

a. Password
b. Token
c. PIN
d. Fingerprint
5. When a biometric authentication system rejects a valid user, which type of error is
generated?
a. True positive
b. False positive
c. False rejection
d

Crossover error
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6.

10.

11.

12.

In military and governmental organizations, what is the classification for an asset that,
if compromised, would cause severe damage to the organization?

a. Top Secret
b. Secret
c. Confidential
d. Unclassified
What is a common way to protect “data at rest”?
a. Encryption
b. Transport Layer Security
c. Fingerprint
d. [Psec
Who is ultimately responsible for security control of an asset?
a. Senior management
b. Data custodian
c. User
d. System administrator
Which types of access controls are used to protect an asset before a breach occurs?
(Select all that apply.)
a. Preventive
b. Deterrent
c. Corrective
Recovery
Which access control model uses environmental information to make an access
decision?
a. Discretionary access control
b. Attribute-based access control
c. Role-based access control
d. Mandatory access control

What is the main advantage of using a mandatory access control (MAC) model instead
of a discretionary access control (DAC) model?

a.

b.

c.
d.

MAC is more secure because the operating system ensures security policy
compliance.

MAC is more secure because the data owner can decide which user can get
access, thus providing more granular access.

MAC is more secure because permissions are assigned based on roles.
MAC is better because it is easier to implement.

Which of the following are part of a security label used in the mandatory access
control model? (Select all that apply.)

b.
c.
d.

Classification
Category
Role
Location
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13. Which access control model uses the function of a subject in an organization?
a. Discretionary access control
b. Attribute-based access control
c. Role-based access control
d. Mandatory access control
14. Which of the following is the easiest way to implement a DAC-based system?
a. Deploying an IPS
b. Deploying a DLP system
c. Deploying a cloud-access broker
d. An access control list

15. Which IDS system can detect attacks using encryption?
a. Network IDS deployed in inline mode
b. Network IDS deployed in promiscuous mode
c. Host-based IDS
d. Network IPS deployed in inline mode
16. Which of the following is not a disadvantage of host-based antimalware?
a. It requires updating multiple endpoints.
b. It does not have visibility into encrypted traffic.
c. It does not have visibility of all events happening in the network.
d. It may require working with different operating systems.
17. Which type of access list works better when implementing RBAC?
a. Layer 2 access list
b. MAC access list
c. VLAN map
d. Security group access control list
18. Which of the following is not a true statement about TACACS+?
a. It offers command-level authorization.
b. It is proprietary to Cisco.
c. It encrypts the TACACS+ header.
d. It works over TCP.
19. What is used in the Cisco TrustSec architecture to provide link-level encryption?

a. MAGCsec
b. IPsec

c. TLS

d. EAP

Foundation Topics

Information Security Principles

Before we delve into access control fundamentals, processes, and mechanisms, it is impor-
tant to revisit the concepts of confidentiality, integrity, and availability, which were explored
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in Chapter 1, “Cybersecurity Fundamentals,” and understand their relationship with access
controls:

m Confidentiality: Access controls are used to ensure that only authorized users can
access resources. An example of such control would be a process that ensures that
only authorized people in an engineering department are able to read the source code
of a product under development. Attacks to access controls that protect the confiden-
tiality of a resource would typically aim at stealing sensitive or confidential
information.

m Integrity: Access controls are used to ensure that only authorized users can modify
the state of a resource. An example of this control would be a process that allows
only authorized people in an engineering department to change the source code of a
product under development. Attacks to access controls that protect the integrity of a
resource would typically aim at changing information. In some cases, when the
changes are disruptive, the same attack would also have an impact on the availability
of the resource. For example, an attack that causes the deletion of a user from a data-
base would have an impact on the integrity but also a secondary impact on the avail-
ability because that user would not be able to access the system.

m Availability: Access controls would typically ensure that the resource is available to
users who are authorized to access it in a reasonable amount of time. Attacks that
would affect the availability typically aim at disabling access to a resource. Denial-
of-service (DoS) attacks are simple examples of attacks against the availability of a
resource.

Subject and Object Definition

As stated earlier, access controls is a broad term used to define the administrative, physical,
and technical controls that regulate the interaction between a subject and an object. A sub-
ject is defined as any active entity that requests access to a resource (also called an object).
The subject usually performs the request on behalf of a principal. An object is defined as the
passive entity that is, or contains, the information needed by the subject.

The role of the subject or object is purely determined on the entity that requests the access.
The same entity could be considered a subject or an object, depending on the situation. For
example, a web application could be considered a subject when a user, the principal, runs the
browser program (the subject requesting information). The web application, however, would
need to query an internal database before being able to provide the requested information. In
this latter case, the web application would be the subject, and the database would be consid-
ered the object in the transaction.

Access controls are any types of controls that regulate and make authorization decisions
based on the access rights assigned to a subject for a specific object. The goal of an access
control is to grant, prevent, or revoke access to a given object.

The following list highlights the key concepts about subject and object definition:

B A subject is the active entity that requests access to a resource.

B An objecr is the passive entity that is (or contains) the information needed by the sub-
ject and for which access is requested.
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m Access controls are used in the process of granting, preventing, or revoking access to
an object.

Figure 3-1 shows how the subject, object, and access control interact.

Confidentiality

@)
“ ey Sl Access Control s = g
-
-
User: Derek f Object
(Subject) Grants, Prevents,
or Revokes Access
Integrity Availability

Figure 3-1 [Inreraction Between a Subject, Object, and Access Control

Access Control Fundamentals

TIP Identity should not be considered secret.

Access controls help in defining and enforcing policies that regulate who can access a
resource and what can be done with that resource once accessed. Four building blocks or
processes characterize access controls: identification, authentication, authorization, and
accounting. Although these have similar definitions and applicability, each uniquely defines
a specific requirement of an access control system.

Identification
Identification is the process of providing the identity of a subject or user. This is the first
step in the authentication, authorization, and accounting process. Providing a username, a
passport, an IP address, or even pronouncing your name is a form of identification. A secure
identity should be unique in the sense that two users should be able to identify themselves
unequivocally. This is particularly important in the context of accounting and monitoring.
Duplication of identity is possible if the authentication systems are not connected. For
example, a user can use the same user ID for a corporate account and for a personal email
account. A secure identity should also be nondescriptive so that information about the
user’s identity cannot be inferred. For example, using “Administrator” as the user ID is gener-
ally not recommended. An identity should also be issued in a secure way. This includes all
processes and steps in requesting and approving an identity request. This property is usually
referred to as secure issuance.

TIP Identification and authentication are often performed together; however, it is impor-
tant to understand that they are two different operations. Identification is about establishing
who you are, whereas authentication is about proving you are the entity you claim to be.
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The following list highlights the key concepts of identification.

m Secure identities should be unique. Two users with the same identity should not be
allowed.

m Secure identities should be nondescriptive. It should not be possible to infer the role or
function of the user. For example, a user called admin or omar represents a descriptive
identity, whereas a user called c3214268 represents a nondescriptive identity.

m Secure identities should be securely issued. A secure process for issuing an identity to
a user needs to be established.

Authentication

Autbentication is the process of proving the identity of a subject or user. Once a subject
has identified itself in the identification step, the enforcer has to validate the identity—that
is, be sure that the subject (or user) is the one it is claiming to be. This is done by requesting
that the subject (or user) provide something that is unique to the requestor. This could be
something known only by the user, usually referred to as authentication by knowledge, or
owned only by the user, usually referred to as authentication by ownership, or it could be
something specific to the user, usually referred to as authentication by characteristic.

Authentication by Knowledge

In authentication by knowledge, the user provides a secret that is known only by him or her.
An example of authentication by knowledge would be a user providing a password, entering
a personal identification number (PIN) code, or answering security questions.

The disadvantage of using this method is that once the information is lost or stolen
(for example, if a user’s password is stolen), an attacker would be able to successfully
authenticate.

Authentication by Ownership

With authentication by ownership, the user is asked to provide proof that he or she owns
something specific—for example, a system might require an employee to use a badge to
access a facility. Another example of authentication by ownership is the use of a token or
smart card.

Similar to the previous method, if an attacker is able to steal the object used for authentica-
tion from the user, the attacker would be able to successfully access the system.

Authentication by Characteristic

A system that uses authentication by characteristic authenticates the user based on some
physical or behavioral characteristic, sometimes referred to as a biometric attribute. Here
are the most-used physical or physiological characteristics:

m Fingerprints
m Facial recognition
m Retina and iris

m Palm and hand geometry
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m Blood and vascular information

m Voice
Here are examples of behavioral characteristics:

m Signature dynamic

m Keystroke dynamic/pattern

The drawback of a system based on this type of authentication is that it’s prone to accuracy
errors. For example, a signature-dynamic-based system would authenticate a user by request-
ing the user to write his or her signature and then comparing the signature pattern to a
record in the system. Given that the way a person signs his or her name differs slightly every
time, the system should be designed so that the user can still authenticate even if the signa-
ture and pattern are not exactly the one in the system. However, the system should also not
be too loose and thus authenticate an unauthorized user attempting to mimic the pattern.

Two types of errors are associated with the accuracy of a biometric system:

m A Type I error, also called false rejection rate (FRR), happens when the system rejects
a valid user who should have been authenticated.

m A Type Il error, also called false acceptance rate (FAR), happens when the system
accepts a user who should have been rejected (for example, an attacker trying to
impersonate a valid user).

The crossover error rate (CER), also called the equal error rate (EER), is the point where
FFR and FAR are equal. This is generally accepted as an indicator of the accuracy (and hence
the quality) of a biometric system.

Table 3-2 lists the three authentication methods described in this section and provides a
short description and examples of each.

Table 3-2 Authentication Methods

Authentication Method Description Examples

Authentication by knowledge Something the user knows Password, PIN

Authentication by ownership Something the user owns Smart card, badge, token

Authentication by characteristic | Something the user is or does | Fingerprint, hand geometry;,
keystroke dynamic

Multifactor Authentication
An authentication system may use more than one of the methods outlined in Table 3-2
(for example, a password and a badge). The system is said to use one-, two-, or three-factor
authentication depending on how many authentication methods are requested. The higher
the number of factors, the stronger the authentication system is. An authentication system is
considered strong if it uses at least two different authentication methods.
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Authorization
Authorization is the process of granting a subject access to an object or resource. This typi-
cally happens after the subject has completed the authentication process. A policy or rule needs
to be established to describe in which cases a subject should be able to access the resource.

Additionally, when granting access, the authorization process would check the permissions
associated with the subject/object pair so that the correct access right is provided. The
object owner and management usually decide (or give input on) the permission and authori-
zation policy that governs the authorization process.

The authorization policy and rule should take various attributes into consideration, such

as the identity of the subject, the location from where the subject is requesting access, the
subject’s role within the organization, and so on. Access control models, which are described
in more detail later in this chapter, provide the framework for the authorization policy
implementation.

An authorization policy should implement two concepts:

m Implicit deny: If no rule is specified for the transaction of the subject/object, the
authorization policy should deny the transaction.

m Need to know: A subject should be granted access to an object only if the access is
needed to carry out the job of the subject.

The permission could be abstract, such as “open the door,” or more formal, such as read,
write, or execute a specific resource.

Accounting
Accounting is the process of auditing and monitoring what a user does once a specific
resource is accessed. This process is sometimes overlooked; however, as a security profes-
sional, you need to be aware of accounting and to advocate that it be implemented due to
the great help it provides during detection and investigation of cybersecurity breaches.

When accounting is implemented, an audit trail log is created and stored that details when
the user has accessed the resource, what the user did with that resource, and when the user
stopped using the resource. Given the potential sensitive information included in the audit-
ing logs, special care should be taken in protecting them from unauthorized access.

Access Control Fundamentals: Summary
The following example summarizes the four-step process described in this section. In this
example, a user wants to withdraw some money from an automated teller machine (ATM).

Step 1.  When the user approaches the machine and inserts her bank card, she is identi-
fying herself to the system.

Step 2.  Once the user is identified, the system will ask her to confirm her identity, usu-
ally requesting a PIN code. This is the authentication step, and it’s performed
by using authentication by knowledge.

Step 3.  Once the user is authenticated, she is allowed to withdraw money from her
account. She does not have the right, however, to withdraw more than $500.
This is controlled by the authorization process, which will not authorize trans-
actions larger than $500.
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Step 4.  After the user has withdrawn the money, the ATM system will log the infor-
mation about the transaction, which includes information about the user, the
location of the ATM and identification number, the user’s account number, the
amount withdrawn, the date and time, and so on.

Table 3-3 summarizes the four phases of access control and includes examples of each phase.

Key Table 3-3 Access Control Process Phases
Topic

Phase Questions It Answers Examples

Identification Who are you? User ID, IP address.

Authentication Can you prove you are who you Password, badge, fingerprint.
claim to be?

Authorization Can you access a resource? What User A can access Resource B in
can you do with that resource? read and write mode.

Accounting What have you done with that User A has modified Resource B
resource? on July 4, 2024.

The following list highlights the key concepts of identification, authentication, authorization,
and accounting;:

m Identification is the process of providing identity.
m Authentication is the process of proving the identity.

m Aurhorization is the process of providing access to a resource with specific access
rights.

B Accounting is the process of auditing and monitoring user operations on a resource.

Access Control Process

As described in the previous sections, the access control process governs the granting, pre-
venting, or revoking of access to a resource. The core of an access control process is the
establishment of an access control policy or rule that determines which type of access to
assign and when.

To determine an access control policy, the policy owner needs an evaluation of the asset or
data; that is, the owner needs to understand the importance of an organization’s asset so that
adequate controls can be established. Then, the asset should be properly marked so that its
classification is clear to everyone, and a disposal policy needs to be established for a time
when the access is not needed anymore.

The following list highlights the key terminology related to the access control process:
B Asser or data classification is the process of classifying data based on the risk for
Topic

the organization related to a breach on the confidentiality, integrity, and availability of
the data.
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Asset marking is the process of marking or labeling assets or data so that its classifi-
cation is clear to the user.

Access policy definition is the process of defining policies and rules to govern access
to an asset.

Data disposal is the process of disposing or eliminating an asset or data.

Asset Classification
To protect an asset, an organization first needs to understand how important that asset is.
For example, the unauthorized disclosure of the source code of a product might be more
impactful on an organization than the disclosure of a public configuration guide. The first
step in implementing an access control process is to classify assets or data based on the
potential damage a breach to the confidentiality, integrity, or availability of that asset or data
could cause.

This process is called asset or data classification, and there are several ways to classify assets.
For example, military and governmental organizations commonly use the following classifi-
cation definitions:

Top Secret: Unauthorized access to top-secret information would cause grave damage
to national security.

Secret: Unauthorized access to secret information would cause severe damage to
national security.

Confidential: Unauthorized access to confidential information would cause damage to
national security.

Unclassified: Unauthorized access to unclassified information would cause no damage
to national security.

The commercial sector has more variety in the way data classification is done—more spe-
cifically, to the label used in the classification. Here are some commonly used classification
labels in the commercial sector:

Confidential or Proprietary: Unauthorized access to confidential or proprietary
information could cause grave damage to the organization. Examples of information
or assets that could receive this type of classification include source code and trade
secrets.

Private: Unauthorized access to private information could cause severe damage to the
organization. Examples of information or assets that could receive this type of clas-
sification are human resource information (for example, employee salaries), medical
records, and so on.

Sensitive: Unauthorized access to sensitive information could cause some damage to
the organization. Examples of information or assets that could receive this type of
classification are internal team email, financial information, and so on.

Public: Unauthorized access to public information does not cause any significant
damage.
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Although the classification schema will differ from one company to another, it is important
that all departments within a company use the schema consistently. For each label there
should be a clear definition of when that label should be applied and what damage would
be caused by unauthorized access. Because the classification of data may also be related
to specific times or other contextual factors, the asset-classification process should include
information on how to change data classification.

Table 3-4 summarizes the typical classification schemas for the two types of organizations
discussed in this section.

Table 3-4 Classification Schema

Military/Government Commercial Classification Damage Degree
Classification

Top Secret Confidential Grave damage

Secret Private Severe damage
Confidential Sensitive Damage

Unclassified Public Nonsignificant damage

Asset Marking
Once an asset has been classified with a specific category, a mark or label needs to be
applied to the asset itself so that the classification level is clear to the user accessing the
asset. Putting a stamp on a document with the label “Top Secret” and watermarking a digital
document with the label “Confidential” are examples of the marking process.

Each asset should have a unique identifier. The most significant identifier is the device or
program name. Although you may assume that the name is obvious, you’ll often find that
different users, departments, and audiences refer to the same information, system, or device
differently. Best practices dictate that the organization chooses a naming convention for its
assets and apply the standard consistently. The naming convention may include the location,
vendor, instance, and date of service. For example, a Microsoft Exchange server located in
New York City and connected to the Internet may be named MS EX NYC 1. A SQL data-
base containing inventory records of women’s shoes might be named SQL_SHOES W. The
name should also be clearly labeled physically on the device. The key is to be consistent so
that the names themselves become pieces of information. This is, however, a double-edged
sword. We risk exposing asset information to the public if our devices are accessible or
advertise them in any way. We need to protect this information consistent with all other valu-
able information assets.

An asset description should indicate what the asset is used for. For example, devices may

be identified as computers, connectivity, or infrastructure. Categories can (and should) be
subdivided. Computers can be broken down into domain controllers, application servers,
database servers, web servers, proxy servers’ workstations, laptops, tablets, smartphones, and
smart devices. Connectivity equipment might include IDS/IPSs, firewalls, routers, satellites,
and switches. Infrastructure might include HVAC, utility, and physical security equipment.

For hardware devices, the manufacturer name, model number, part number, serial number,
and host name or alias can be recorded. The physical and logical addresses should also be
documented. The physical address refers to the geographic location of the device itself or
the device that houses the information.
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Software should be recorded by publisher or developer, version number, revision, the depart-
ment or business that purchased or paid for the asset number, and, if applicable, patch level.
Software vendors often assign a serial number or “software key,” which should be included
in the record.

Last but not least, the controlling entity should be recorded. The controlling entity is the
department or business that purchased or paid for the asset and/or is responsible for the
ongoing maintenance and upkeep expense. The controlling entity’s capital expenditures and
expenses are reflected in its budgets, balance sheets, and profit and loss statements.

There are many tools in the market that can accelerate and automate asset inventory. Some
of these tools and solutions can be cloud-based or installed on-premise. Asset management
software and solutions help you monitor the complete asset life cycle from procurement to
disposal. Some of these solutions support the automated discovery and management of all
hardware and software inventory deployed in your network. Some also allow you to catego-
rize and group your assets so that you can understand the context easily. These asset man-
agement solutions can also help you keep track of all your software assets and licenses so
you can remain compliant. The following are a few examples of asset management solutions:

m ServiceNOW
m SolarWinds Web Help Desk
m InvGate Assets

® ManageEngine AssetExplorer

Access Control Policy
The next step of an access control process is to establish the access control policy for each
asset or data. This is based on the label the asset received in the classification and marking
steps described in the preceding sections. The access control policy should include informa-
tion on who can access the asset or data, when, and in which mode. The access control pol-
icy also describes how the access should be protected, depending on its state, which could
be any of the following:

®m Data ar rest refers to data that resides in a storage device such as a hard drive, CD or
DVD, or magnetic drive. Data is in this state most of its lifetime. Data at rest is usually
protected by using strong access controls and encryption.

m Data in motion refers to data moving between two parties, meaning it is in transit.
When in this state, the data is subject to higher risk because it goes outside of the
security perimeter where the data owner might not have control. End-to-end encryp-
tion and VPN technologies are usually used to protect data in motion.

®m Data in use refers to data being processed by applications or programs and stored in a
temporary or volatile memory such as random-access memory (RAM), a CPU register,
and so on.

Data Disposal
An access control process should include information on how to dispose of an asset or data
when it is not needed anymore, as defined by the organization’s data retention policy.
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Data disposal may take several steps and use different technology. In fact, having a strong
process for disposing data is equally important as setting up a process to protect the data
when still in use. For example, one type of technique malicious actors use is called dumpster
diving. In simple terms, dumpster divers try to find useful information for an attack by look-
ing in the trash, hoping to find useful documents, network diagrams, and even passwords to
access systems.

Depending on the classification level, data may be subject to sanitization before it can be
disposed. Sanitization methods include the following:

m Clearing: This technique should ensure protection against simple and noninvasive data-
recovery techniques.

m Purging: This technique should ensure protection against recovery attempts using
state-of-the-art laboratory techniques.

m Destroying: This technique should ensure protection against recovery attempts
using state-of-the-art laboratory techniques and should also make the storage media
unusable.

Information Security Roles and Responsibilities

The previous section described the pillars of an access control process and emphasized
the importance of correctly classifying data and assets. Who decides whether a set of data
should be considered confidential? Who is ultimately responsible in the case of unauthor-
ized disclosure of such data?

Because data is handled by several people at different stages, it is important that an organi-
zation build a clear role and responsibility plan. By doing so, accountability and responsibil-
ity are maintained within the organization, reducing confusion and ensuring that security
requirements are balanced with the achievement of business objectives.

Regardless of the user’s role, one of the fundamental principles in security is that maintain-
ing the safekeeping of information is the responsibility of everyone.

The following list highlights the key concepts related to security roles and responsibilities:

m The definition of roles is needed to maintain clear responsibility and accountability:.

m Protecting the security of information and assets is everyone’s responsibility.

The following roles are commonly used within an organization, although they might be
called something different, depending on the organization. Additionally, depending on the
size of the organization, an individual might be assigned more than one role.

m Executives and senior management: They have the ultimate responsibility over the
security of data and asset. They should be involved in and approve access control
policies.

m Data owner: The data owner, also called the informarion owner, is usually part of the
management team and maintains ownership of and responsibility over a specific piece
or subset of data. Part of the responsibility of this role is to determine the appropriate
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classification of the information, ensure that the information is protected with con-
trols, to periodically review classification and access rights, and to understand the risk
associated with the information.

m Data custodian: The data custodian is the individual who performs day-to-day tasks
on behalf of the data owner. The main responsibility of this role is to ensure that
the information is available to the end user and that security policies, standards, and
guidelines are followed.

m System owner: The system owner is responsible for the security of the systems that
handle and process information owned by different data owners. The responsibility of
this role is to ensure that the data is secure while it is being processed by the system
that is owned. The system owner works closely with the data owner to determine the
appropriate controls to apply to data.

m Security administrator: The security administrator manages the process for granting
access rights to information. This includes assigning privileges, granting access, and
monitoring and maintaining records of access.

m End user: This role is for the final users of the information. They contribute to the
security of the information by adhering to the organization’s security policy.

Besides these roles, several others could be seen in larger organization, including the
following:

m Security officer: This role is in charge of the design, implementation, management,
and review of security policies and organizing and coordinating information security
activities.

m Information system security professional: This role is responsible for drafting poli-
cies, creating standards and guidelines related to information security, and providing
guidance on new and existing threats.

m Auditor: This role is responsible for determining whether owners, custodians, and sys-
tems are compliant with the organization’s security policies and providing independent
assurance to senior management.

TIP The National Institute of Standards and Technology (NIST) created a framework called
the NICE Cybersecurity Workforce Framework. The NICE Framework, originally docu-
mented in NIST Special Publication 800-181, is a national-focused resource that categorizes
and describes cybersecurity work. The NICE Framework is designed to provide guidance on
how to identify, recruit, develop, and retain cybersecurity talent. According to NIST, “it is

a resource from which organizations or sectors can develop additional publications or tools
that meet their needs to define or provide guidance on different aspects of workforce
development, planning, training, and education.” Details about the NICE Cybersecurity
Workforce Framework can be obtained at the NIST Special Publication 800-181, https://
nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-18 1.pdf, and at the NICE
Framework website at www.nist.gov/itl/applied-cybersecurity/nice.


http://vlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP
http://www.nist.gov/itl/applied-cybersecurity/nice

Key

Chapter 3: Access Control Models 117

Access Control Types

There are several types of access controls. For example, a policy that provides information
on who is authorized to access a resource and an access list implemented on a firewall to
limit access to a resource are two types of access controls. In this case, the policy would
be an administrative access control, whereas the access list would be a technical or logical
access control.

Controls can be classified into three main categories:

m Administrative controls: Sometimes called management controls, these include the
policies, procedures around the definition of access controls, definitions of informa-
tion classifications, roles and responsibilities, and in general anything that is needed to
manage access control from the administrative point of view. Administrative controls
are usually directly overseen by senior management. Administrative controls include
the following subcategories:

m Operational and security policies and procedures: These could include policies
about change control, vulnerability management, information classification, prod-
uct life cycle management, and so on.

m Policies around personnel or employee security: These could include the level of
clearance needed to access specific information, background checks on new hires,
and so on. Generally, this category includes policies on all the controls that need to
be in place before access is granted to a resource.

m Security education and training: This subcategory includes all the policies and
efforts needed to implement end-user training and education.

B Auditing and monitoring policies: These might include policy on how to perform
employee monitoring, system and compliance auditing, and so on.

m Physical controls: This type of control is aimed at protecting the physical boundaries
and ensuring employee safety. These types of controls are usually deployed in various
layers in accordance with the concept of defense in depth. Examples of these controls
are the fence at the entrance of the building, fire alarms, surveillance systems, and
security guards. Physical access controls are usually designed by defining security
zones (for example, data center) and implementing physical controls, depending on
the classification of the assets. For example, entering the data center area may require
additional privileges versus entering the building facilities.

m Technical controls: These controls, also called logical controls, are all the logical and
technological systems in place to implement and enforce the controls included in the
security policy and, in general, dictated by the administrative controls. A firewall, an
intrusion detection system, a remote-access server, an identity management system,
and encryption are all examples of technical controls.

Besides the administrative, physical, and technical classifications, access controls can also
be classified based on their purpose. Access controls can be categorized as having preven-
tive, detective, corrective, deterrent, recovery, and compensating capacities, as detailed in
the following list. Both classification approaches can work at the same time. For example,
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encrypting data when it is at rest is a technical control aimed at preventing unauthorized
access to the data itself.

B Preventive controls enforce security policy and should prevent incidents from hap-
pening. The only way to bypass a preventive control is to find a flaw in its implementa-
tion or logic. These controls are usually not optional. Examples of preventive controls
are access lists, passwords, and fences.

m Dererrent controls are similar to preventive controls in the sense that the primary
objective is to prevent an incident from occurring. Unlike preventive controls, however,
the rationale behind deterrent controls is to discourage an attacker from proceed-
ing just because a control is in place. For example, a system banner warning that any
unauthorized attempt to log in will be monitored and punished is a type of deterrent
control. In fact, it would probably discourage a casual user from attempting to access
the system; however, it might not block a determined attacker from trying to log in to
the system.

m Derective controls aim at monitoring and detecting any unauthorized behavior or haz-
ard. These types of controls are generally used to alert a failure in other types of con-
trols such as preventive, deterrent, and compensating controls. Detective controls are
very powerful while an attack is taking place, and they are useful in the postmortem
analysis to understand what has happened. Audit logs, intrusion detection systems,
motion detection, and security information and event management are examples of
detective controls.

m Corrective controls include all the controls used during an incident to correct the
problem. Quarantining an infected computer, sending a guard to block an intruder, and
terminating an employee for not having followed the security policy are all examples
of corrective controls.

B Recovery controls are used after the environment or system has been modified
because of an unauthorized access or due to other reasons; they’re aimed at restoring
the initial behavior. Performing a backup, implementing a redundant system, and creat-
ing a disaster recovery plan are all examples of recovery controls.

m Compensating controls complement or offer an alternative to the primary control.
These types of controls are generally used as temporary measures until the primary
control is implemented, or to increase the efficacy of the primary control. Overall, the
goal of compensating controls is to reduce the risk to an acceptable level. For example,
a security guard checking your badge because the badge reader is temporarily out of
order would be an example of a compensating control.

It is sometimes hard to properly classify a control. For example, an access list could be clas-
sified as preventive; however, it might also be a deterrent, because if you know that your
access is blocked, you would probably not attempt to access a resource. An access list could
also be used as a detective control if it is implemented in a way that permits traffic and logs
when someone has actually accessed a resource.
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Generally, it is important to get information about the context in which the control is used,
but you should also think of the main purpose of the control itself. For example, an access
list should probably be classified as preventive rather than as a deterrent.

Figure 3-2 shows how each type of control maps to the Cisco Attack Continuum. Preventive
and deterrent controls can be used before an attack occurs to harden and avoid an attack.
Detective and corrective controls are used during an attack to detect the attack and mitigate
its impact. Recovery controls are used after the attack to return to a normal situation. Com-
pensating controls span the attack continuum and can be used before, during, and after an
attack.

Cisco Attack Continuum

| Preventive | Detective Recovery
| Deterrent | | Corrective |
‘ Compensating ‘

Figure 3-2 Mapping Access Controls to the Cisco Attack Continuum

Access Control Models

An access control model is a conceptual framework that describes how the access control
should be designed (that is, how a subject interacts with an object). There are several access
control models; for example, access controls that authorize access to resources based on the
identity of the subject are called identiry-based access controls (IBACs).

However, any access controls can usually be categorized as discretionary access controls and
nondiscretionary access controls. The key differentiator between the two is based on the
entity that decides how to enforce a policy. With discretionary access controls, the object
owner has the right to decide who can access an object. Nondiscretionary access control is

a broad category that includes all types of access control models where the authorization is
decided by a central administrator, not by the object owner.

Access controls are configured and managed by users with administrative or elevated privi-
leges. Although this is necessary, the concentration of power can be dangerous. Mitigating
controls include segregation of duties and dual controls. Segregation of duties requires that
tasks be assigned to individuals in such a manner that no one individual can control a pro-
cess from start to finish. Dual control requires that two individuals must both complete their
half of a specific task.

Oversight of user and administrator access reflects best practices and, in many cases, a
regulatory requirement. At a minimum, three categories of user access should be logged
and analyzed: successful access, failed access, and privileged access. It is incumbent on the
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organization to institute a log review process as well as incident-responsive procedures for
at-risk or suspicious activity.

Access control management policies include Authentication Policy, Access Control Authori-
zation Policy, Network Segmentation Policy, Border Device Security Policy, Remote Access

Security Policy, Teleworking Policy, User Access Control and Authorization Policy, Adminis-
trative and Privileged Account Policy, and Monitoring System Access and Use Policy.

In this section, we discuss in detail the following access control models:

m Discretionary access control (DAC)
® Mandatory access control (MAC)
m Role-based access control (RBAC)

m Attribute-based access control (ABAC)

Table 3-5 provides an overview of the access control models described in this section.

Key Table 3-5 Overview of Access Control Models
Topic

Access Control Access Decision Reference
Model

Access decisions and permissions are | DoD — Trusted Computer System
decided by the object owner. Evaluation Criteria

MAC Access decisions are enforced by the | DoD - Trusted Computer System
access policy enforcer (for example, | Evaluation Criteria
the operating system). It uses
security labels.

RBAC Access decisions are based on the INCITS 359-2004
role or function of the subject.
ABAC Access decisions are based on the NIST SP 800-162

attributes or characteristics of the
subject, object, and environment.

Table 3-6 summarizes the pros and cons of each access control model.

Key Table 3-6 Pros and Cons of Access Control Models
Topic

Access Control Pros Cons
Model

Simpler than the other models Security policy can be bypassed.
No centralized control.

MAC Strict control over information flow | Complex administration.
RBAC Scalable and easy to manage Increase in role definition.
ABAC Flexible More complex compared to DAC

or RBAC.
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Discretionary Access Control
In a DAC model, each resource has a clearly identified owner. For example, a user creating
a file becomes the owner of that file. The owner of a resource can decide at his discretion
to allow other users or subjects access to that resource. The owner discretion is the main
characteristic of DAC. In fact, when assigning permission, the owner should comply with the
organization’s security policy; however, security policy compliance is not enforced by the
operating system. When the owner allows access to a different user, he would also set access
permission (for example, read, write, or execute) for the resource specific to the user.

TIP Discretionary access controls are defined by the owner of the object. Role-based
access controls (also called nondiscretionary) are access permissions based on a specific
role or function. In a rule-based access controls environment, access is based on criteria that
are independent of the user or group account, such as time of day or location.

In a DAC model, users can also be organized in groups. The owner can grant access to a
resource to the entire group instead of the individual user. Also, permission attributes are
assigned to a resource for the specific group. A simple way to implement the DAC model is
to use an access control list (ACL) that is associated with each object. Most of the commer-
cial operating systems in use today implement a form of the DAC model.

One of the drawbacks of using a DAC model is that the security policy is left to the discre-
tion of the data owner, and the security administrator has limited control over it. Addition-
ally, with the number of subjects (users, processes, programs, and so on) accessing a large
number of objects, maintaining permissions by respecting the need-to-know and least-
privileges concepts becomes a complex administrative task. Authorization creep or privi-
lege creep describes an issue that’s common in large organizations of privileges being
assigned to a user and never being revoked when the user does not need them anymore,
which goes against the need-to-know and least-privileges principles.

TIP Privilege creep, which happens more often in organizations using discretionary access
controls, is not specific to this control model and may very well happen in organizations
using nondiscretionary access controls. The best way to avoid privilege creep is to adopt
strong account life cycle and management practices. These are explored more in depth in
Chapter 7, “Introduction to Security Operations Management.”

The following list highlights the key concepts related to the DAC model:

m  With discretionary access controls, authorization is decided by the owner of
the object.

m In a DAC system, access permissions are associated with the object.

m Access control is usually enforced with access control lists.

Figure 3-3 shows an example of DAC implemented via an access control list associated
with a resource. In this example, the user Derek tries to both read and write the file named
file a.txt (the resource).
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Figure 3-3 DAC Implementation

file_a.txt

Mandatory Access Control
In a MAC model, the access authorization is provided by the operating system itself, and the
owner has no control over who can access the resource. Each resource receives a sensitivity or
security label that is determined during the classification steps outlined in the previous sections
and includes two components: the security classification of the object and the compartment or
category to which the object belongs. For example, a file can be given the security classification
“Top Secret” and be associated with the categories Engineering, ProjectA, and TopicB.

A label is also attached to each subject and indicates the clearance level of that subject.

As noted previously, examples of security classifications are Top Secret, Secret, Confidential,
and Unclassified for military and governmental environment, and Confidential, Private, Sensi-
tive, and Public for the commercial sector. Categories, on the other hand, can be anything that is
meaningful for the organization. These can be workgroups, projects, business units, and so on.

The system using a MAC model would authorize access to an object only if a subject has a
label that is equal to or, for hierarchical systems, superior to the label attached to the object.
In a hierarchical system, a label is superior if it has the same or higher classification and
includes all categories included in the object’s security label.

Systems based on a MAC model are considered more secure than systems based on a DAC
model because the policy is enforced at the operating system, thus reducing the risk of
mishandled permissions. The drawback of a MAC-based system, however, is that it does not
offer the same degree of flexibility offered by a DAC-based system.

Due to the issues of less flexibility and more complicated administration, MAC systems have
historically been used in environments where high security is needed, such as in a military envi-
ronment. Regardless, MAC-based systems are being used increasingly in the commercial sector.
SELinux is an example of an operating system that implements the MAC model. Enforcement
rules in SELinux and AppArmor mandatory access control frameworks restrict control over
what processes are started, spawned by other applications, or allowed to inject code into the
system. These implementations can control what programs can read and write to the file system.

TIP Additional information about the SELinux project and related tools can be found at
the SELinux Project GitHub repository at https://github.com/SELinuxProject.
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The following list highlights the key concepts related to the mandatory access control model:

Key m With mandatory access controls, the operating system or policy enforcer decides on
Topic whether to grant access.
m The owner does not have control and cannot decide to grant access to a resource.

m The security policy is enforced by using security labels.

Figure 3-4 shows an example of a MAC-based system. Security labels are associated with
the users Derek and Hannah and with file a.txt, which is the resource the users are attempt-
ing to access. In this example, Derek has the clearance level and category matching the clas-
sification and category of file a.txt, so access is granted. The second user (Hannah) does not
have the clearance necessary to access file a.txt, so access is denied.

User (Derek) Security Label

Derek Clearance Secret
O Category

. v

Access Control

O > @ file_a.txt Security Label

Engineering

>
>

file_a.txt

“ Clearance Secret
Hannah User (Hannah) Security Label Category Engineering
Clearance Confidential
Category Engineering

Figure 3-4 MAC Implementation

Role-Based Access Control
The RBAC model uses a subject role to make authorization decisions. Each subject needs to
be assigned to a role; however, the assignment is done by the system administrator. This is
called user assignment (UA). Each role is then assigned permission over an object. This is
called permission assignment (PA).

The RBAC model greatly improves scalability and simplifies administration because a
subject can just be assigned to a role without the permission over an object needing to be
changed. For example, when a user changes jobs or roles, that user is simply removed from
that role, instead of having permissions removed for all the objects that the user was interact-
ing with before the change.

A subject can be assigned to several roles, and a role can include multiple subjects. In the
same way, a role can have multiple permissions, and the same permissions can be assigned to
multiple roles. This creates a many-to-many relationship. The RBAC model supports the prin-
ciples of least privileges, separation of duties, and data abstraction.
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The least-privileges principle is provided by configuring the RBAC system to assign only
the privileges that are needed to execute a specific task to a role. Separation of duties is
obtained by configuring the system so that two roles that are mutually exclusive are needed
to finish a task. Data abstraction is achieved by using abstract permissions (for example,
open and close if the object is a lock instead of the typical read, write, and execute).

According to the RBAC standard proposed by NIST, the RBAC model has three components:

m Core RBAC: This is the fundamental component of the RBAC model, and it imple-
ments the basic authorization based on the user roles. A session in the context of
RBAC is the way a subject or user activates a subset of roles. For example, if a user is
assigned to two roles (guest and administrator), then using a session as guest will acti-
vate only the permission given to the guest role. Using a session as administrator will
give the user permission based on the administrator role.

m Hierarchical RBAC: This component introduces hierarchy within the RBAC model and
is added on top of the core RBAC. This component facilitates the mapping to an orga-
nization, which is usually structured in a hierarchical way. In simple terms, hierarchical
RBAC allows permission inheritance from one role to the other. For example, the head
of multiple business units may inherit all the permissions assigned to each business
unit, plus have the permission assigned to the “head of business units” role itself.

m Constraint RBAC: This component introduces the concept of separation of duties. The
main goal of this component is to avoid collusion and fraud by making sure that more
than one role is needed to complete a specific task. It comes in two subcomponents:

m Static Separation of Duty (SSoD): This subcomponent puts constraints on the
assignment of a user to a role. For example, the same user whose role is to imple-
ment the code of a product should not also be part of the auditor or assurance role.
If this component is built on top of a hierarchical RBAC, it will take permission
inheritance in consideration when the constraint is formulated.

® Dynamic Separation of Duty (DSoD): This subcomponent also limits the subject
or user access to certain permissions; however, it does so in a dynamic way during
a user session rather than forbidding a user/role relationship. That is, it uses a ses-
sion to regulate which permissions are available to a user. For example, a user could
be in the role of code implementer and the role of code auditor but will not be able
to get permission as code auditor for code that the user implemented herself.

Although the RBAC model offers higher scalability than a DAC-based system, in complex
organizations the RBAC model would lead to a great expansion of roles, which would increase
the administration and management burden. This is one of the drawbacks of this model.

The following list highlights the key concepts related to the role-based access control model:

m  With role-based access controls, the access decision is based on the role or function
of the subject.

m The role assignment is not discretionary, so users get assigned to a role based on the
organization’s policies.

®m Permissions are connected to the roles, not directly to the users.
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Figure 3-5 shows an example of an RBAC system. Users can map to multiple roles, and vice
versa. Each role has permissions assigned, which are sets of operations that can be executed
on resources (objects).

A, A, A O
ﬁl E %I __ Access Granted “
——| —

Derek
Engineering Servers and Applications (Engineer)

Access Denied!

Hannah
(Sales)

A
EI Access Granted “
) -

Sales Applications
Figure 3-5 RBAC Implementation

Attribute-Based Access Control
ABAC is a further evolution in access control models that takes into consideration factors
besides identity or role. These factors could include the location of access, time or temporal
constraints, the level of risk or threat, and so on.

With the ABAC model, the authorization decision is based on attributes assigned to subjects
and objects, environmental conditions, and a set of policies linked to these attributes and
condition. Attributes are defined as characteristics that belong to a subject (user), object
(resource), or environment. For example, a subject attribute could be name, nationality,
organization, role, ID, security clearance, and so on. Examples of object attributes are name,
owner, data creation, and so on.

Environment conditions are contextual information associated with the access request. Loca-
tion of the access, time of the access, and the threat level are all examples of environment
attributes. Every object should also be associated with at least one policy that regulates
which operations a subject with certain attributes, given some environmental constraints,
can perform on the object. For example, a policy could be formulated as “all Engineers who
work in the Security Business Unit and are assigned to the Next-Gen Firewall Project are
allowed to Read and Write all the Design Documents in the Next-Gen Firewall Project
folder when connecting from Building A.”

In this example, being an engineer, belonging to the security business unit, and being
assigned to the next-gen firewall project are all attributes that could be assigned to a subject.
Being a design document within the next-gen firewall project folder is an attribute that could
be assigned to the object (the document). Read and write are the operations allowed by the
subject over the object. Building A is an environment condition.

Because roles and identities could be considered attributes, RBAC and IBAC systems could
be considered instances of an ABAC system. One of the best-known standards that imple-
ment the ABAC model is the Extensible Access Control Markup Language (XACML).
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Another model that can be considered a special case of ABAC is called rule-based access
control. In reality, this is not a well-defined model and includes any access control model
that implements some sort of rule that governs the access to a resource. Usually, rule-based
access controls are used in the context of access list implementation to access network
resources, for example, where the rule is to provide access only to certain IP addresses or
only at certain hours of the day. In this case, the IP addresses are attributes of the subject
and object, and the time of day is part of the environment attribute evaluation.

The following list highlights the key concepts related to the ABAC model:

m With attribute-based access controls, the access decision is based on the attributes
associated with subjects, objects, or the environment.

m Attributes are characteristics that belong to a subject (user), object (resource), or envi-
ronment.

m User role, identity, and security classification can be considered attributes.

Figure 3-6 shows an example of ABAC. User A has several attributes, including a role, a busi-
ness unit, and assigned projects. File A also has several attributes, including the file category
and the project folder. An environmental attribute (the user location) is also considered in
this scenario.

All Engineers who work in the Security Business
Unit and are assigned to Next-Gen Firewall
Projects are allowed to Read and Write all the
Design Documents in the Next-Gen Firewall
Project folder when connecting from Building A.

o Access Control File B
| ¥ ]
. ’ , A
> » > -
Ve
Role Engineer Category Engineer
Business Unit | Security Engineering Project NG Firewall
Projects NG Firewall
NG IPS
VPN Client User Attribute

: o . Environmental Attributes
Location Building A S

Figure 3-6 ABAC Implementation

The access control rule is defined as follows:

All Engineers who work in the Security Business Unit and are assigned to the Nexr-Gen
Firewall Project are allowed to Read and Write all the Design Documents in the Next-
Gen Firewall Projecr folder when connecting from Building A.

In this example, the conditions are satisfied and access is granted. In Figure 3-7 and

Figure 3-8, however, access is denied because User B’s attributes and the environmental
condition, respectively, do not satisfy the access rule.
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All Engineers who work in the Security Business
Unit and are assigned to Next-Gen Firewall
Projects are allowed to Read and Write all the
Design Documents in the Next-Gen Firewall
Project folder when connecting from Building A.

User B

- Access Control File A
* @ ’ , Gl
N = > -
Role Sales Category Engineer
Business Unit| Security Sales Project NG Firewall
Projects NG Firewall Sales

Location Building A
User Attribute

Environmental Attributes
Resource Attribute

Figure 3-7 ABAC Implementation: Access Denied Due to User Attributes

All Engineers who work in the Security Business
Unit and are assigned to Next-Gen Firewall
Projects are allowed to Read and Write all the
Design Documents in the Next-Gen Firewall
Project folder when connecting from Building A.

User D

- Access Control File A
| ]
X —
Al -
Role Engineering Category Engineer
Business Unit | Security Engineering Project NG Firewall
Projects NG Firewall
NG IPS
VPN Client
. N User Attribute
Location Connecting from Environmental Attributes
Home Resource Attribute

Figure 3-8 ABAC Implementation: Access Denied Due to User Environmental Condition

Access Control Mechanisms

An access control mechanism is, in simple terms, a method for implementing various access
control models. A system may implement multiple access control mechanisms. In some mod-
ern systems, this notion of access control mechanism may be considered obsolete because
the complexity of the system calls for more advanced mechanisms. Nevertheless, here are
some of the best-known methods:

m Access control list: This is the simplest way to implement a DAC-based system. The
key characteristic of an access control list is that it is assigned to the object that it is



128 Cisco CyberOps Associate CBROPS 200-201 Official Cert Guide

protecting. An access control list, when applied to an object, will include all the sub-
jects that can access the object and their specific permissions. Figure 3-9 shows an
example of an ACL applied to a file.

N

File A ACL

User A Read

User B Read, Execute
User C Read, Write

Figure 3-9 ACL Applied to a File

m Capability table: This is a collection of objects that a subject can access, together with
the granted permissions. The key characteristic of a capability table is that it’s subject
centric instead of being object centric, like in the case of an access control list.

Figure 3-10 shows a user capability table.

O

Derek

User (Derek) Capability Table

File A Read
File B Read, Execute
File C Read, Write

Figure 3-10 User Capability Table

B Access control matrix (ACM): This is an access control mechanism that is usually
associated with a DAC-based system. An ACM includes three elements: the subject,
the object, and the set of permissions. Each row of an ACM is assigned to a subject,
while each column represents an object. The cell that identifies a subject/object pair
includes the permission that subject has on the object. An ACM could be seen as a
collection of access control lists or a collection of capabilities tables, depending on
how you want to read it. Figure 3-11 shows an example of access controls using
an ACM.

TIP A database view could also be considered a type of restricted interface because the
available information is restricted depending on the identity of the user.
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Figure 3-11 Access Conrtrols Using an ACM

B Restricted interface: This type of control limits the operations a subject can perform
on an object by not providing that option on the interface that the subject uses to
access the object. Typical examples of this type of control are menus, shells, physical
constraint interfaces, and so on. For example, a menu could offer more options if a
user is a system administrator and fewer options if the user is a guest.

m Content-dependent access control: This type of control uses the information (con-
tent) within a resource to make an authorization decision. This type of control is gen-
erally used in database access controls. A typical example is a database view.

m Context-dependent access control: This type of control uses contextual information
to make an access decision, together with other information such as the identity of the
subject. For example, a system implementing a context-dependent control may look at
events preceding an access request to make an authorization decision. A typical system
that uses this type of control is a stateful firewall, such as Cisco ASA or Cisco IOS
configured with the zone-based firewall feature, where a packet is allowed or denied
based on the information related to the session the packet belongs to.

Identity and Access Control Implementation
Several methods, technologies, and protocols can be used to implement identity and access
technical controls. This section explores some of the most common ones that are relevant to
the Understanding Cisco Cybersecurity Operations Fundamentals (200-201 CBROPS) exam.
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Authentication, Authorization, and Accounting Protocols
Several protocols are used to grant access to networks or systems, provide information about
access rights, and provide capabilities used to monitor, audit, and account for user actions
once authenticated and authorized. These protocols are called authentication, authorization,
and accounting (AAA) protocols.

The most well-known AAA protocols are RADIUS, TACACS+, and Diameter. The sections
that follow provide some background information about each.

RADIUS
The Remote Authentication Dial-In User Service (RADIUS) is an AAA protocol mainly used
to provide network access services. Due to its flexibility, it has been adopted in other sce-
narios as well. The authentication and authorization parts are specified in RFC 2865, while
the accounting part is specified in RFC 2866.

RADIUS is a client/server protocol. In the context of RADIUS, the client is the access server,
which is the entity to which a user sends the access request. The server is usually a machine
running RADIUS that provides authentication and authorization responses containing all the
information used by the access server to provide service to the user.

The RADIUS server can act as proxy for other RADIUS servers or other authentication sys-
tems. Also, RADIUS can support several types of authentication mechanisms, such as PPP
PAP, CHAP, and EAP. It also allows protocol extension via the attribute field. For example,
vendors can use the attribute “vendor-specific” (type 26) to pass vendor-specific information.

Figure 3-12 shows a typical deployment of a RADIUS server.

UDP Port 1645 for
Authentication and
Authorization, and Port
1646 for Accounting

G

ﬂ i ¢ R ﬁ
=

Jeannette <
Wireless Router
(RADIUS Client) RADIUS Server

Figure 3-12 RADIUS Server Implementation

RADIUS operates in most cases over UDP protocol port 1812 for authentication and autho-
rization, and port 1813 for accounting, which are the officially assigned ports for this ser-
vice. In earlier implementations, RADIUS operated over UDP port 1645 for authentication
and authorization, and port 1646 for accounting. The authentication and authorization phase
consists of two messages:

1. A wireless user (Jeannette) tries to join the wireless network. The wireless router
(RADIUS client) is configured with 802.1x.

2. The wireless router sends an ACCESS-REQUEST to the RADIUS server that includes
the user identity, the password, and other information about the requestor of the
access (for example, the IP address).
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3. The RADIUS server may reply with one of three different messages:

a. ACCESS-ACCEPT if the user is authenticated. This message will also include in
the Attribute field authorization information and specific vendor information used
by the access server to provide services.

ACCESS-REJECT if access for the user is rejected.

ACCESS-CHALLENGE if the RADIUS server needs to send an additional
challenge to the access server before authenticating the user. The ACCESS-
CHALLENGE will be followed by a new ACCESS-REQUEST message.

Figure 3-13 shows an example of a RADIUS exchange for authentication and authorization.

Packet Type-Access Request

>

Username, Password i
l Access-Accept/Access-Reject ﬁl
User Service, Framed Protocol —
Access RADIUS

Access Challenge (Optional)
Reply Message
Figure 3-13 RADIUS Exchange for Authentication/Authorization

Server Server
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The accounting exchange consists of two messages: ACCOUNTING-REQUEST and
ACCOUNTING-RESPONSE. Accounting can be used, for example, to specify how long a
user has been connected to the network (the start and stop of a session).

The RADIUS exchange is authenticated by using a shared secret key between the access
server and the RADIUS server. Only the user password information in the ACCESS-
REQUEST is encrypted; the rest of the packets are sent in plaintext.

TACACS+
Terminal Access Controller Access Control System Plus (TACACS+) is a proprietary proto-
col developed by Cisco. It also uses a client/server model, where the TACACS+ client is the
access server and the TACACS+ server is the machine providing TACACS+ services (that is,
authentication, authorization, and accounting).

Similar to RADIUS, TACACS+ also supports protocol extension by allowing vendor-specific
attributes and several types of authentication protocols. TACACS+ uses TCP as the trans-
port protocol, and the TACACS+ server listens on port 49. Using TCP ensures a more reliable
connection and fault tolerance.

TACACS+ has the authentication, authorization, and accounting processes as three separate
steps. This allows the user of a different protocol (for example, RADIUS) for authentication
or accounting. Additionally, the authorization and accounting capabilities are more granular
than in RADIUS (for example, allowing specific authorization of commands). This makes
TACACS+ the preferred protocol for authorization services for remote device administration.

The TACACS+ exchange requires several packets; however, mainly two types of packets with
different codes are exchanged:

m REQUEST packets, which are sent from the access server to the TACACS+ server

m RESPONSE packets, which are sent from the TACACS+ server to the access server
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The following is an example of an authentication exchange:

The access server sends a REQUEST packet, including the START statement.
The TACACS+ server sends an acknowledgment to the access server.

The access server sends a CONTINUE with the username.

e

The TACACS+ server sends a reply to acknowledge the message and ask for the
password.

5. The access server sends a CONTINUE with the password.
6. The TACACS+ server sends a reply with authentication response (pass or fail).

Figure 3-14 shows an example of a TACACS+ message exchange for authentication.

Client TACACS+
Server
START (authentication) - User trying to connect -
_ REPLY (authentication) to ask client to get username
<
CONTINUE (authentication) to give server username -
P REPLY (authentication) to ask client to get password
CONTINUE (authentication) to give server password =
P REPLY (authentication) to indicate pass/fail status -
- REQUEST (authorization) for service=shel R
P RESPONSE (authorization) to indicate pass/fail status

Time

REQUEST (accounting) for start-exec

Y

RESPONSE (accounting) that record was received

<

REQUEST (authorization) for command and command-argumth

RESPONSE (authorization) to indicate pass/fail status

REQUEST (accounting) for command N
P RESPONSE (accounting) that record was received
REQUEST (accounting) for stop-exec N
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Figure 3-14 TACACS+ Message Exchange for Authentication

TACACS+ offers better security protection compared to RADIUS. For example, the full
body of the packet may be encrypted.

Table 3-7 summarizes the main differences between RADIUS and TACACS+.
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RADIUS TACACS+
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Transport protocol | UDP. TCP.

Security Encrypts user password in ACCESS- Can optionally encrypt the
REQUEST packets. full payload.

AAA phases Authentication and authorization are Authentication, authorization,
performed with the same exchange. and accounting are performed
Accounting is done with a separate with separate exchanges.
exchange.

Command There is no support for granular Allows command

authorization command authorization. authorization.

Accounting Implements strong accounting Provides basic accounting
capabilities. capabilities.

Standard RFC 2865 (authentication and Cisco proprietary.
authorization) and RFC 2866
(accounting).

Diameter

RADIUS and TACACS+ were created with the aim of providing AAA services to network
access via dial-up protocols or terminal access. Due to their success and flexibility, they have
been used in several other scopes. To respond to newer access requirements and protocols,
the IETF introduced a new protocol called Diameter (defined in RFC 6733 and then updated
in RFC 7075 and RFC 8553).

Diameter has been built with the following functionality in mind:

m Failover: Diameter implements application-level acknowledgment and failover algorithms.

m Transmission-level security: Diameter protects the exchange of messages by using
TLS or DTLS.

m Reliable transport: Diameter uses TCP or STCP as the transport protocol.

m Agent support: Diameter specifies the roles of different agents such as proxy, relay,
redirect, and translation agents.

m Server-initiated messages: Diameter makes mandatory the implementation of server-
initiated messages. This enables capabilities such as on-demand reauthentication and
reauthorization.

m Transition support: Diameter allows compatibility with systems using RADIUS.

m Capability negotiation: Diameter includes capability negotiations such as error han-
dling as well as mandatory and nonmandatory attribute/value pairs (AVP).

m Peer discovery: Diameter enables dynamic peer discovery via DNS.

The main reason for the introduction of the Diameter protocol is the capability to work with

applications that enable protocol extension. The main Diameter application is called Diamerer
base, and it implements the core of the Diameter protocol. Other applications are Mobile IPv4
Application, Network Access Server Application, Diameter Credit-Control Application, and so
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on. Each application specifies the content of the information exchange in Diameter packets.
For example, to use Diameter as an AAA protocol for network access, the Diameter peers will
use the Diameter Base Application and the Diameter Network Access Server Application.

The Diameter header field Application ID indicates the ID of the application. Each applica-
tion, including the Diameter Base application, uses command code to identify specific appli-
cation actions. Diameter is a peer-to-peer protocol, and entities in a Diameter context are
called Diameter nodes. A Diameter node is defined as a host that implements the Diameter
protocol.

The protocol is based on two main messages: a REQUEST, which is identified by setting the R
bit in the header, and an ANSWER, which is identified by unsetting the R bit. Each message will
include a series of attribute/value pairs (AVPs) that include application-specific information.

In its basic protocol flow, after the transport layer connection is created, the Diameter initia-
tor peer sends a Capability-Exchange-Request (CER) to the other peer that will respond with
a Capability-Exchange-Answer (CEA). The CER can include several AVPs, depending on
whether the application is requesting a connection. Once the capabilities are exchanged, the
Diameter applications can start sending information.

Diameter also implements a keep-alive mechanism by using a Device-Watchdog-Request (DWR),
which needs to be acknowledged with a Device-Watchdog-Answer (DWA). The communication
is terminated by using a Disconnect-Peer-Request (DPR) and Disconnect-Peer-Answer (DPA).
Both the Device-Watchdog and Disconnect-Peer can be initiated by both parties.

Figure 3-15 shows an example of a Diameter capability exchange and communication

termination.
Diameter Node
e Diameter Node
H =il
i =0
CER -

Capabilities Exchange CEA
Diameter Applications P Messages Exchange via AVP
Messages ~ >
Diameter DPR >
Comr_nun_lcatlon DPA
Termination <

Figure 3-15 Diameter Capability Exchange/Communication Termination

The following is an example of protocol flows where Diameter is used to provide user
authentication service for network access (as defined in the Network Access Server Applica-
tion RFC 7155):

1. The initiator peer, the access server, sends a CER message with the Auth-Application-
Id AVP set to 1, meaning that it supports authentication capabilities.
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2. The Diameter server sends a CEA back to the access server with Auth-Application-1d
AVP set to 1.

3. The access server sends an AA-Request (AAR) to the Diameter server that includes
information about the user authentication, such as username and password.

4. The access server will reply with an AA-Answer (AAA) message including the authen-
tication results.

Figure 3-16 shows an example of a Diameter exchange for network access services.
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Figure 3-16 Diameter Exchange for Network Access Services

Diameter is a much more complex protocol and is used mainly in a mobile service provider
environment.

Port-Based Access Control

Port-based access controls are associated with a specific access port, such as an access layer
switch port, for example. The idea behind this type of control is to allow or deny a device
that is physically connected to a network port with access to a specific resource. In this sec-
tion, we discuss two types of port-based access control implemented in Cisco devices: port
security and 802.1x. Both types of access controls are based on the ABAC model (some-
times also described as identity-based or rule-based access control).

Port Security

Port security is a security feature present in most of Cisco routers and switches, and it is
used to provide access control by restricting the Media Access Control (MAC) addresses
that can be connected to a given port. This differs from a MAC access list because it works
only on the source MAC address without matching the MAC destination.
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TIP The Media Access Control (MAC) address should not be confused with the manda-
tory access control (MAC) model. The former is the address of the Ethernet card. The latter
is a type of access control model and is discussed in the “Mandatory Access Control” sec-
tion earlier in this chapter.

Port security works by defining a pool of MAC addresses that are allowed to transmit on

a device port. The pool can be statically defined or dynamically learned. Compared to a
MAC access control list, which would need to be implemented on each port and have static
entries, the dynamically learned method reduces the administrative overhead related to the
port access control implementation.

When a frame is received on the port, the port security feature checks the source MAC
address of the frame. If it matches an allowed MAC address, the frame will be forwarded;
otherwise, the frame will be dropped.

In addition to the drop frame coming from an unauthorized MAC address, port security will
raise a security violation. A security violation is raised under the following circumstances:

m If a MAC address that is configured or dynamically learned on one port is seen on
a different port in the same virtual local-area network (VLAN). This is referred as a
MAC move.

m If the maximum number of MAC addresses allowed for a port is reached and the
incoming MAC is different from the one already learned.

802.1x

802.1x is an IEEE standard that is used to implement port-based access control. In simple
terms, an 802.1x access device will allow traffic on the port only after the device has been
authenticated and authorized.

Figure 3-17 shows an example of traffic allowed before and after 802.1x authentication and
authorization.
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In an 802.1x-enabled network, three main roles are defined:

m Authentication server: This entity provides an authentication service to an authen-
ticator. The authentication server determines whether the supplicant is authorized to
access the service. This is sometimes referred as the Policy Decision Point (PdP). Cisco
ACS and Cisco ISE are examples of an authentication server.

m Supplicant: This entity seeks to be authenticated by an authenticator. For example,
this could be a client laptop connected to a switch port.

m Authenticator: This entity facilitates authentication of other entities attached to the
same LAN. This is sometimes referred as the Policy Enforcement Point (PeP). Cisco
switches and access points are example of authenticators.

Other components, such as an identity database or a PKI infrastructure, may be required for
a correct deployment.

Figure 3-18 shows an example of an authentication server, supplicant, and authenticator.
The supplicant is connected to the switch port via a wired connection.

Supplicant Authenticator Authentication Server
[ssc] / ——/ a—
...! - - . < »
iy Layer 2 Point-to-Point - Layer 3 Link L SN

Figure 3-18 Autbhentication Server, Supplicant, and Authenticator Topology

802.1x uses the following protocols:

m EAP over LAN (EAPoL): This encapsulation defined in 802.1X is used to encapsulate
EAP packets to be transmitted from the supplicant to the authentication server.

m Extensible Authentication Protocol (EAP): This authentication protocol is used
between the supplicant and the authentication server to transmit authentication infor-
mation.

® RADIUS or Diameter: This AAA protocol is used for communication between the
authenticator and authentication server.

The 802.1x port-based access control includes four phases (in this example, RADIUS is used
as the protocol and a Cisco switch as the authenticator):

1. Session initiation: The session can be initiated either by the authenticator with an
EAP-Request-Identity message or by the supplicant with an EAPoL-Start message.
Before the supplicant is authenticated and the session authorized, only EAPoL, Cisco
Discovery Protocol (CDP), and Spanning Tree Protocol (STP) traffic is allowed on the
port from the authenticator.

2. Session authentication: The authenticator extracts the EAP message from the EAPoL
frame and sends a RADIUS Access-Request to the authentication server, adding
the EAP information in the AV pair of the RADIUS request. The authenticator and
the supplicant will use EAP to agree on the authentication method (for example,
EAP-TLS).
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Depending on the authentication method negotiated, the supplicant may provide a
password, a certificate, a token, and so on.

3. Session authorization: If the authentication server can authenticate the supplicant, it will
send a RADIUS Access-Accept to the authenticator that includes additional authoriza-
tion information such as VLAN, downloadable access control list ({ACL), and so on.

The authenticator will send an EAP Success message to the supplicant, and the suppli-
cant can start sending traffic.

4. Session accounting: This represents the exchange of accounting RADIUS packets
between the authenticator and the authentication server.

Figure 3-19 shows an example of 802.1x port access control exchange.
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Figure 3-19 802.1x Port Access Control Exchange

In addition to these four phases, it is also important that the session is correctly terminated.
The supplicant sends an EAPoL-Logoff message when it terminates the connection.

Network Access Control List and Firewalling

The most basic implementation of an access control is an access control list . When an ACL
is applied to network traffic, it is called a nerwork ACL. Cisco networking devices such as
routers, switches, and firewalls include network ACL capabilities to control access to net-
work resources. As for port-based access controls, network ACLs and firewalling are usually
seen as special cases of the ABAC model and also sometimes classified as identify-based or
rule-based access control because they base the control decision on attributes such as IP or
MAC addresses or Layer 4 information. Security group ACLs, on the other hand, are access
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lists based on the role of the subject trying to access a resource, and they implement role-
based access control.

Network ACLs can be implemented at various levels of the OSI model:

m A Layer 2 ACL operates at the data link layer and implements filters based on Layer 2
information. An example of this type of access list is a MAC access list, which uses
information about the MAC address to create the filter.

m A Layer 3 ACL operates at the networking layer. Cisco devices usually allow Layer 3
ACLs for different Layer 3 protocols, including the most-used ones nowadays—IPv4
and IPv6. In addition to selecting the Layer 3 protocol, a Layer 3 ACL allows the con-
figuration of filtering for a protocol using raw IP, such as OSPF or ESP.

m A Layer 4 ACL operates at the transport layer. An example of a Layer 4 ACL is a TCP-
or UDP-based ACL. Typically, a Layer 4 ACL includes the source and destination. This
allows filtering of specific upper-layer packets.

VLAN Map

VLAN ACLs, also called VLAN maps, are not specifically Layer 2 ACLs; however, they are
used to limit the traffic within a specific VLAN. A VLAN map can apply a MAC access list,
a Layer 3 ACL, and a Layer 4 ACL to the inbound direction of a VLAN to provide access
control.

Security Group-Based ACL

A security group-based ACL (SGACL) is an ACL that implements access control based on
the security group assigned to a user (for example, based on that user’s role within the orga-
nization) and the destination resources. SGACLs are implemented as part of Cisco TrustSec
policy enforcement. Cisco TrustSec is described in a bit more detail in the sections that fol-
low. The enforced ACL may include both Layer 3 and Layer 4 access control entries (ACEs).

Figure 3-20 shows an example of SGACL.

I~ ~~| SGACL-A
Egress Policy : permit ip
Role Destination :
(Security Group) | Server X (111) 1
! -1 SGACL-B
User A (10) SGACL-A -1
[ 1 permit ip tcp src dst eq 80
%’ User B (20) SGACL-B -—— deny ip
@ | UserC (30) SGACL-C .
User D (30) 1

t--1 SGACL-C

permit tcp dst eq 1433
permit tcp src eq 1433
permit tcp dst eq 80
permit tcp dst eq 433
deny ip

Figure 3-20 SGACL Deployment
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Downloadable ACL
A downloadable ACL (dACL), also called a per-user ACL, is an ACL that can be applied
dynamically to a port. The term downloadable stems from the fact that these ACLs are
pushed from the authenticator server (for example, from a Cisco ISE) during the authoriza-
tion phase.

When a client authenticates to the port (for example, by using 802.1x), the authentication
server can send a dACL that will be applied to the port and that will limit the resources the
client can access over the network.

Firewalling
ACLs are stateless access controls because they do not maintain the state of a session or a
connection. A more advanced implementation of access control is provided by stateful fire-
walls, which are able to implement access control based on the state of a connection. Cisco
offers several firewalling solutions, including the Cisco Adaptive Security Appliance (ASA),
the Cisco Firepower Threat Defense (FTD), and the Cisco Zone-based Firewall that can be
deployed in Cisco routers.

Firewalls often implement inspection capabilities that enforce application layer protocol con-
formance and dynamic access control based on the state of the upper-layer protocol.

Next-generation firewalls go one step further and implement context-aware controls, where
not only the IP address or specific application information is taken into account, but also
other contextual information—such as the location, the type of device requesting access,
and the sequence of events—is taken into consideration when allowing or denying a packet.

Identity Management and Profiling
Cisco offers a number of management products that help security administrators implement
identity management and access control enforcement:

m Cisco Secure Access Control Server: Cisco Secure Access Control Server (ACS) is
AAA and policy enforcement software running on Cisco Secure Network Server or
as a virtual appliance. It offers RADIUS and TACACS+ services and can be integrated
with other back-end identity databases such as Microsoft Active Directory and RSA
SecurelD. It supports the most-used authentication protocols, both for wired and wire-
less access, and includes the ability to pass authorization policies such as download-
able ACLs or VLAN assignment to the enforcer device (for example, a Cisco switch).

m Cisco Identity Service Engine: Cisco Identity Service Engine (ISE) is a comprehensive
secure identity management solution designed to function as a policy decision point
for network access. It allows security administrators to collect real-time contextual
information from a network, its users, and devices. Cisco ISE is the central policy
management platform in the Cisco TrustSec solution. It supports a comprehensive set
of authentication, authorization, and accounting (AAA), posture, and network profiler
features in a single device. Cisco ISE is described in more detail in Chapter 1.

m Cisco Prime Access Registrar: Cisco Prime Access Registrar is software that provides
RADIUS- and Diameter-based AAA services for a wide range of network access imple-
mentation, including Wi-Fi (SP Wi-Fi), Vo-Wi-Fi, femtocell, Connected Grid, LTE,
DSL, Code Division Multiple Access (CDMA), General Packet Radio Service (GPRS),
Universal Mobile Telecommunications Service (UMTS), WLAN, and WiMAX.
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Network Segmentation
Network segmentation is a technique that is used in access controls design to separate
resources either physically or logically. Logical network segmentation can be implemented
in several ways. For example, a careful choice of IP addressing schema is one way to imple-
ment network segmentation. Network segmentation by itself does not provide access con-
trol functionality but does facilitate the enforcement of access control policy at the ingress/
egress points.

Network Segmentation Through VLAN
A VLAN is a Layer 2 broadcast domain. A careful plan of how ports or users are assigned to a
specific VLAN can allow network segmentation and facilitate the implementation of access pol-
icy (for example, via network ACLs for traffic that needs to be routed across VLAN segments).

VLAN ACLs, also called VLAN maps, are not specifically Layer 2 ACLs; however, they work
to limit traffic within a specific VLAN. VLAN maps can apply MAC access lists or Layer 3
and Layer 4 access lists to the inbound direction of a VLAN to provide access control.

A private VLAN can also be used to implement VLAN partitioning and control the commu-
nication among ports belonging to the same VLAN. A private VLAN includes three types
of ports:

m Promiscuous: Devices attached to a promiscuous port can communicate with all ports
within the switch, including isolated and community ports.

m Isolated: Devices attached to an isolated port can only communicate with the promis-
cuous port.

m Community: Devices attached to a community port can communicate with the pro-
miscuous port and with other devices in the same community.

Figure 3-21 shows how the communication happens between various types of ports.
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Figure 3-21 Communication Between Ports in a VLAN Environment
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Firewall DMZ
Firewalls can be configured to separate multiple network segments (or zones), usually called
demilitarized zones (DMZs). These zones provide security to the systems that reside within
them with different security levels and policies between them. DMZs can have several pur-
poses; for example, they can serve as segments on which a web server farm resides or as
extranet connections to a business partner. DMZs and firewalls are described in more detail
in Chapter 1.

Cisco TrustSec
Cisco TrustSec is a security architecture that allows network segmentation and enables
access controls primarily based on a role or attribute of the user requesting access to the
network. The Cisco TrustSec architecture includes three key concepts:

m Authenticated networking infrastructure: Each networking device in a TrustSec envi-
ronment is authenticated by its peers. This creates a trusted domain.

m Security group-based access control: The access control does not happen, as with a
normal ACL, based on the IP addresses of the source and destination, but based on
the role of the source and destination. This is done by assigning a security group tag
(SGT) to sources and destinations.

m Encrypted communication: Communication on each link is encrypted by using
802.1AE Media Access Control Security (MACSec).

Similar to 802.1x, Cisco TrustSec defines the roles of supplicant, authentication server, and
authenticator. Before a supplicant can send packets to the network, it needs to join the Trust-
Sec domain. This involves the following steps:

1. The supplicant authenticates by using 802.1x with the authentication server. In the
authentication phase, the authentication server authenticates both the supplicant and
authenticator. Both the supplicant device and user may need to be authenticated.

2. The authentication server sends authorization information to the authenticator and
supplicant. The information includes the SGT to be assigned to the supplicant traffic.

3. The security association is negotiated, and link encryption is established between the
supplicant and the authenticator (the rest of the domain already has link encryption
set up as part of the network device enrollment).

Figure 3-22 shows how an SGT is embedded within a Layer 2 frame.

ETHTYPE:Ox88ES Encrypted Field by MACsec
| DMAC |SMAC |802.1 AE Header|802.1Q
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Security
Group

Tag CMD EtherType Version Length SGT OptType SGT Value Other CMD Options

Cisco Metadata 16 Bit (64K Name Space)
Figure 3-22 Embedding an SGT Within a Layer 2 Frame
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The access control is provided by ingress tagging and egress enforcement. This means that a
packet is tagged based on its source once it enters the Cisco TrustSec domain, and the access
control happens at the egress point based on the destination. The access decision is based
on SGACL implemented at the egress point.

The following example, shown in Figure 3-23, explains the ingress tagging and egress
enforcement:

1. A host sends packets to a destination (the web server).

2. The TrustSec authenticator (the ingress switch to the TrustSec domain) modifies the
packet and adds an SGT—for example, Engineering (3).

3. The packet travels through the TrustSec domain and reaches the egress point. The
egress point will check the SGACL to see whether Engineering group (3) is authorized
to access the web server, which also receives an SGT (4).

4. If the packet is allowed to pass, the egress point will remove the SGT and transmit to
the destination.

SGACL Enforcement

A A
1 a0
A y A
Host Web
User PC Server

SGT Imposition
Figure 3-23 Ingress Tagging and Egress Enforcement

Adding the SGT requires the ingress point to have hardware enabled for TrustSec. Although
most of the latest Cisco devices are enabled for TrustSec, in legacy environments there may
be some issues with adopting TrustSec.

The SGT Exchange Protocol (SXP) allows software-enabled devices to still participate in the
TrustSec architecture and expand the applicability of Cisco TrustSec. It uses an IP-address-
to-SGT method to forward information about the SGT to the first Cisco TrustSec-enabled
hardware on the path to the destination. Once the packet reaches that point, the device will
tag the packet in “hardware,” which will then continue its trip to the destination.

Figure 3-24 shows how SXP can be used to exchange SGT between an access device with
only Cisco TrustSec capability in software and a device with Cisco TrustSec hardware
support.
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Figure 3-24 Use of SXP

Intrusion Detection and Prevention

Intrusion detection and intrusion prevention controls can be administrative, physical, or
technical. This section discusses the technical types of controls.

Intrusion detection systems (IDSs) and intrusion prevention systems (IPSs) implement detec-
tion and prevention capabilities for unauthorized access to the network or to an information
system. IDSs focus more on detection, whereas IPSs focus on threat or unauthorized access
prevention. The main difference between an IDS and IPS is the deployment mode. IDS usu-
ally works on a copy of the packet and is mainly used to detect an issue or anomaly and alert
the security analyst. This is called promiscuous mode. An IDS may also include capabilities
to enforce corrective action through other devices (for example, a firewall or a router that
works as an enforcement point).

For example, an IDS can communicate with a firewall device and ask the firewall to

reset a connection. Because the IDS does not intercept the real packet, the response time to
block a threat is lower than in an IPS system; thus, some malicious packets may enter

the network.

An IPS, on the other hand, is deployed inline, which means it has visibility of the packets or
threats as they flow through the device. Because of that, it is able to block a threat as soon
as it is detected—for example, by dropping a malicious packet. The drawback of having an
IPS inline is that it adds additional latency due to the packet processing, and it may drop
legitimate traffic in the case of a false positive.

Figure 3-25 and Figure 3-26 show examples of IDS and IPS deployment.
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Figure 3-26 IPS Deployment

Key The following lists summarize the key topics regarding intrusion detection and prevention
Topic systems:
IDS:

m Works on a copy of the packet (promiscuous mode).

m Does not introduce delay due to packet inspection.

Cannot stop a packet directly but can work with other devices, such as firewalls, to
drop malicious packets.

Some malicious packets may pass through even if they are flagged as malicious.
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IPS:

m Intercepts and processes real traffic (inline mode).
m Introduces delay due to packet processing and inspection.
m Can stop packets as they come through.

m Packets that are recognized to be malicious can be dropped right away.
Table 3-8 summarizes the differences between an IDS and IPS.

Table 3-8 IDS vs. IPS Comparison

Key
Works on a copy of the packet Intercepts and processes real traffic (inline
(promiscuous mode). mode).
No latency added. Adds latency due to packet processing.

Cannot stop malicious packets directly. Can | Can stop malicious packets.
work together with other devices.

Some malicious packets may pass through | Malicious packets can be always dropped.
(for example, the first packet).

The basic purpose of any intrusion detection or prevention system is to produce an event
based on something that is observed. When an event is triggered, the system is configured to
produce an action (for example, create an alert or drop a packet).

Different types of events can be generated by an IPS or IDS:

Key m False positive: Happens when the system raises an event against legitimate traffic
Topic that is not malicious. The IPS or IDS administrator’s goal is to minimize false positive
events because these types of the events can cause unneeded investigation.

m False negative: Happens when the system fails to recognize a malicious event. This
is usually very dangerous because it would allow malicious events to reach the target
unnoticed.

m True positive: Refers to the correct behavior of the system when an actual threat has
been detected.

m True negative: Refers to the correct behavior of the system when no event is triggered
for legitimate traffic.

Another relevant distinction is done based on where an IDS or IPS is deployed. They can be
installed on the network or on a host system.
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Network-Based Intrusion Detection and Protection System
Network IDSs and IPSs (NIDSs and NIPSs) are specialized networking devices deployed at
important network segments and have visibility on all traffic entering or exiting a segment.
Network-based IDSs and IPSs use several detection methodologies, such as the following:

Key m Pattern matching and stateful pattern-matching recognition
Topic

m Protocol analysis

Heuristic-based analysis

Anomaly-based analysis

Global threat correlation capabilities
NIDS and NIPS capabilities and detection methodologies are discussed in detail in Chapter 1.

Host-Based Intrusion Detection and Prevention
A host-based IDS (HIDS) or IPS (HIPS) is specialized software that interacts with the host
Topic operating system to provide access control and threat protection. In most cases, it also
includes network detection and protection capabilities on the host network interface cards.
Additionally, HIDS and HIPS are used for end-host security policy enforcement and for
compliance and audit control.

In its basic capabilities, an HIDS or HIPS usually inserts itself between the application and
the operating system kernel functionality and monitors the application calls to the kernel.
It adopts most of the detection techniques mentioned for an NIDS/NIPS, such as anomaly
based, heuristic based, and so on.

HIDS and HIPS are able to check for file integrity, registry monitoring, log analysis, and
malware detection. The main advantages of HIDS compared to NIDS are that it will have
visibility on all traffic on a specific host and can determine and alert on whether an attack
was successful. It also works on attacks that employ encryption or fragmentation to evade
network-based detection.

A disadvantage of a host-based system is that it has visibility only on traffic or attacks hit-
ting the host and ignores anything else that happens in the network. Many commercial prod-
ucts, however, offer management control facilities and integration to network-based intrusion
systems to overcome this limitation. Additionally, a host-based system adds latency on the
CPU and packet processing on the host where it is installed. Most of security architecture
will adopt both network-based and host-based solutions.

Table 3-9 summarizes the differences between a network-based solution and a host-based
solution.

Table 3-9 Network-Based vs. Host-Based Detection/Prevention Systems
Topic

NIDS/NIPS HIDS/HIPS

Software is deployed on a dedicated machine. |Software is installed on top of the host (end
user) operating system (OS). It may require
support for several OSs.

Easy to maintain and update. May require an update of several endpoints.
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NIDS/NIPS HIDS/HIPS

Have visibility on all network traffic; Have visibility only on traffic hitting the host.
therefore, can offer better event correlation.

Can introduce delay due to packet processing. | Can slow down the operating system of the

host.
Do not have visibility into whether an attack | Can verify whether an attack has been
was successful. successful on a host.

Do not have visibility into encrypted packets. | Have visibility after encryption and can block
an attack delivered via encrypted packets.

Can block an attack at the entry point. The attacker is able to reach the target before
being blocked.

Antivirus and Antimalware
The terms antivirus and antimalware are generally used interchangeably to indicate soft-
ware that can be used to detect and prevent the installation of computer malware and in
some cases quarantine affected computers or eradicate the malware and restore the opera-
tion of the system.

In its initial concept, antivirus was signature-based software that scanned a system or a
downloaded file looking for a match on the signature database. The signature usually resided
on the host itself, and the user was required to download new signatures to keep up the
protection. Most modern antimalware integrates the initial functionality of antivirus and
expands it to cope with most modern attack techniques and malware.

The signature-based functionality has been kept and expanded with cloud-based monitor-
ing, where the antimalware checks with a cloud-based system on the security reputation of

a given file. Most antimalware also includes heuristic-based and anomaly-based detection,
which are similar to the intrusion detection and prevention systems discussed in the previous
section.

Similar to IDS and IPS, antimalware technologies can be implemented in two modes: host
based and network based. Host-based and network-based antimalware share most of the
same benefits and limitations of HIDS and NIDS. For example, network-based antimalware
might not be able to determine whether malware actually reached an endpoint, whereas
host-based antimalware might be able to block the malware only on the system where it is
installed. In a well-planned security design, the two technologies are deployed together to
maximize protection and apply the concept of layered security.

Network-based antimalware can be integrated with other functional devices such as email
gateways, web proxies, or intrusion prevention systems. For example, Cisco ESA, Cisco
WSA, and Cisco FirePower Next-Gen IPS all include antimalware features.

Cisco Advanced Malware Protection (AMP) comes as host-based antimalware, known as
AMP for Endpoints, and network-based antimalware, known as AMP for Networks. Both
use cloud-based signature detection, heuristic-based detection, and machine-learning meth-
odologies to protect the host.
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An example of a network-based antivirus and antimalware solution that is integrated into
other devices is the antivirus scanning offered on the Cisco Email Security Appliance (ESA),
which integrates the antivirus engines from known antivirus vendors such as McAfee and
Sophos. In the context of an email gateway, the antivirus engine is used to scan the content
of email to prevent the delivery of a virus sent via email. Without this solution, the user
would have to rely on the host-based antivirus solution. Refer to Chapter 1 for additional
information about Cisco AMP and Cisco ESA.

Table 3-10 summarizes the differences between a network-based antimalware solution and a
host-based one.

Key Table 3-10 Network-Based vs. Host-Based Antivirus/Antimalware Systems
i Network-based Antivirus/Antimalware Host-based Antivirus/Antimalware

Software is deployed on a dedicated Software is installed on top of the host (end

machine. user) operating system (OS). It may require
support for several OSs.

Easier to maintain and update. May require updating of several endpoints.

Have visibility into all network traffic; Have visibility only into traffic hitting the host.

therefore, can offer better event correlation.

Can introduce delay due to packet Can slow down the operating system of the

processing. host.

Do not have visibility into whether an Can verify whether an attack has been

attack was successful. successful on a host.

Do not have visibility into encrypted Have visibility after encryption and can block an

packets. attack delivered via encrypted packets.

Can block an attack at the entry point. The attacker is able to reach the target before
being blocked.

Exam Preparation Tasks

Review All Key Topics

Review the most important topics in the chapter, noted with the Key Topic icon in the outer
margin of the page. Table 3-11 lists these key topics and the page numbers on which each

is found.

Table 3-11 Key Topics for Chapter 3

Topic B Key Topic Element  Description Page
List Differences and definitions of subject, object, and 106

access controls

List The key concepts of the identification process 108
Table 3-2 Authentication Methods 109
Paragraph Defining multifactor authentication 109
Table 3-3 Access Control Process Phases 111
List Access control process key concepts 111
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Key Topic Element Description Page
List Security roles and responsibilities 115
List Access control types based on purpose 117
List Access control types based on preventive, detective, 118
corrective, deterrent, recovery, and compensating
capacities
Table 3-5 Overview of Access Control Models 120
Table 3-6 Pros and Cons of Access Control Models 120
List The main characteristics of DAC 121
List The main characteristics of MAC 123
List The main characteristics of RBAC 124
List The main characteristics of ABAC 126
Table 3-7 RADIUS vs. TACACS+ Comparison 133
List The main characteristics of IPS/IDS 145
Table 3-8 The advantages and disadvantages between IPS and IDS | 146
List Categories of IPS/IDS events 146
List The main characteristics of network IDS/IPS 147
Paragraph The main characteristics of host-based IDS/IPS 147
Table 3-9 Network-Based vs. Host-Based Detection/Prevention 147
Systems
Table 3-10 Network-Based vs. Host-Based Antivirus/Antimalware 149
Systems

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

subject, object, access controls, identification, authentication, authorization, accounting,
asset classification, information or data owner, discretionary access control, mandatory

access control, role-based access control, attribute-based access control, network-based

intrusion prevention, host-based intrusion prevention, antivirus, and antimalware

Review Questions

The answers to these questions appear in Appendix A, “Answers to the ‘Do I Know This
Already?’ Quizzes and Review Questions.” For more practice with exam format questions,
use the exam engine on the website.

1. In which phase of access control is access granted to a resource with specific
privileges?

What are characteristics of a secure identity?

What authentication method is considered strong?

Who assigns a security classification to an asset?

a 0N

What technique ensures protection against simple and noninvasive data-recovery
techniques?
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11.
12.

13.
14.
15.
16.
17.

18.

19.

20.
21.
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What type of control includes security training?

What type of control best describes an IPS dropping a malicious packet?
What types of controls best describe a fence?

What is included in a capability table?

Where does the RADIUS exchange happen?

What AAA protocol allows for capabilities exchange?

What port access control technology allows dynamic authorization policy to be
downloaded from the authentication server?

Where is EAPoL traffic seen?
What is the SGT Exchange (SXP) protocol used for?

A host on an isolated port can communicate with

What is a disadvantage of using an IPS compared to an IDS?

What is an advantage of network-based antimalware compared to a host-based
solution?

According to the attribute-based access control (ABAC) model, what is the subject
location considered?

What access control models use security labels to make access decisions?
What is one of the advantages of the mandatory access control (MAC) model?
In a discretionary access control (DAC) model, who can authorize access to an object?



/CHAPTER 4

Types of Attacks and
Vulnerabilities

This chapter covers the following topics:
Types of Attacks
Types of Vulnerabilities

The sophistication of cybersecurity attacks is increasing every day. In addition, there are
numerous types of cybersecurity attacks and vulnerabilities. This chapter covers the most
common.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 4-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Review Questions.”

Table 4-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions
Types of Attacks 1-5
‘Types of Vulnerabilities ‘ 6-8 ‘

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving your-
self credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security:.

1. Which of the following are examples of vulnerability and port scanners? (Select all
that apply.)
a. SuperScan
b. nmap
c. Nexpose
d. Nessus



How do UDP scans work?

a.
b.
c.

d.

By establishing a three-way handshake.
By sending SYN packets to see what ports are open.

By relying on ICMP “port unreachable” messages to determine whether a port is
open. When the scanner sends a UDP packet and the port is not open on the vic-
tim’s system, that system will respond with an ICMP “port unreachable” message.

By sending ICMP “port unreachable” messages to the victim.

What is a phishing attack?

a. A phishing attack is the act of incorporating malicious ads on trusted websites,
which results in users’ browsers being inadvertently redirected to sites hosting
malware.

A phishing attack uses SQL injection vulnerabilities to execute malicious code.

c. Thisisa type of denial-of-service (DoS) attack where the attacker sends numerous
phishing requests to the victim.

d. Thisis a type of attack where the attacker sends an email and often presents a
link that looks like a valid, trusted resource to a user. After clicking it, the user is
prompted to disclose confidential information such as username and password.

What is a backdoor?

a. A backdoor is a social engineering attack to get access back to the victim.

b. A backdoor is a privilege escalation attack designed to get access from the victim.

c. A backdoor is an application or code used by an attacker either to allow future
access or to collect information to use in further attacks.

d. A backdoor is malware installed using man-in-the-middle attacks.

What is an amplification attack?

a. An amplification attack is a form of directed DDoS attack in which the attacker’s
packets are sent at a much faster rate than the victim’s packets.

b. An amplification attack is a form of reflected attack in which the response traffic
(sent by the unwitting participant) is made up of packets that are much larger than
those that were initially sent by the attacker (spoofing the victim).

c. Anamplification attack is a type of man-in-the-middle attack.

d. Anamplification attack is a type of data exfiltration attack.

What is a buffer overflow?

a. Ina buffer overflow, a program or software cannot write data in a buffer, causing
the application to crash.

b. In a buffer overflow, a program or software sends the contents of the buffer to an
attacker.

c. Ina buffer overflow, an attacker overflows a program with numerous packets to
cause a denial-of-service condition.

d. Ina buffer overflow, a program or software puts more data in a buffer than it can

hold, or a program tries to put data in a memory location past a buffer.
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7. What is a cross-site scripting (XSS) vulnerability?
a. A type of web application vulnerability where malicious scripts are injected into
legitimate and trusted websites

A type of cross-domain hijack vulnerability
c. A type of vulnerability that leverages the crossing of scripts in an application

d. A type of cross-site request forgery (CSRF) vulnerability that is used to steal
information from the network

8. What is a SQL injection vulnerability?

a. A type of vulnerability where an attacker can insert or “inject” a SQL query via
the input data from the client to the application or database

b. A type of vulnerability where an attacker can “inject” a new password to a SQL
server or the client

c. A type of DoS vulnerability that can cause a SQL server to crash
d. A type of privilege escalation vulnerability aimed at SQL servers

Foundation Topics

Types of Attacks

As you probably already know, most attackers do not want to be discovered, so they use a
variety of techniques to remain in the shadows when attempting to compromise a network.
The following sections describe the most common types of attacks carried out by threat
actors.

Reconnaissance Attacks

Reconnaissance attacks include the discovery process used to find information about the
network, users, and victims. They could include scans of the network to find out which IP
addresses respond and further scans to see which ports on the devices at these IP addresses
are open. This is usually the first step taken to discover what is on the network and to deter-
mine what vulnerabilities to exploit.

Reconnaissance can be passive or active. Passive reconnaissance can be carried out by an
attacker just researching information about the victim’s public records, social media sites, and
other technical information, such as DNS, whois, and sites such as Shodan (www.shodan.io).
The attacker can use tools such as Maltego, Recon-ng, TheHarvester, Spiderfoot, and many
others to accelerate this “research.”

For instance, the Shodan search engine is a powerful database of prescanned networked
devices connected to the Internet. It consists of scan results including banners collected from
port scans of public IP addresses, with fingerprints of services like Telnet, FTP, HTTP, and
other applications.

Shodan creates risk by providing both attackers and defenders a prescanned inventory
of devices connected to public IP addresses on the Internet. For example, when a new
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vulnerability is discovered and published, an attacker can quickly and easily search Shodan
for vulnerable devices and then launch an attack. Attackers can also search the Shodan data-
base for devices with poor configurations or other weaknesses, all without actively scanning.

Using Shodan search filters, a user can really narrow down search results, by country code
or CIDR netblock, for example. Shodan application programming interfaces (APIs) and
some basic scripting can enable many search queries and subsequent actions (for example,
a weekly query of newly discovered IPs scanned by Shodan on a CIDR netblock that runs
automatically and is emailed to the security team).

Remember that public IP addresses are constantly probed and scanned already. By using
Shodan, you are not scanning because Shodan has already scanned these IPs. Shodan is a
tool, and it can be used for good or evil. To mitigate risk, you can take tangible steps like
registering for a free Shodan account, searching for your organization’s public IPs, and
informing the right network and security people of the risks of your organization’s Shodan
exposure. You can learn more at www.shodan.io.

Figure 4-1 shows an example of a query performed at the Shodan website to search for all
known devices connected to the Internet with Telnet enabled.
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Figure 4-1 Shodan Search Engine Results Example
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TIP  Open-source intelligence (OSINT) gathering is a method of gathering publicly available
intelligence sources to collect and analyze information about a target. Open-source intel-
ligence is “open source” because collecting the information does not require any type of
covert method. Typically, the information can be found on the Internet. The larger the online
presence of the target, the more information that will be available. This type of collection
can often start with a simple Google search, which can reveal a significant amount of infor-
mation about a target. It will at least give you enough information to know what direction

to go with your information-gathering process. The following sections look at some of the
sources that can be used for OSINT gathering. Several examples of tools and methodologies
for OSINT and passive reconnaissance are included at my GitHub repository for your refer-
ence: https://github.com/The-Art-of-Hacking/h4cker/tree/master/osint.

Active reconnaissance is carried out by tools called scanners. The following are a few com-
mercial and open-source application, port, and vulnerability scanners:

AppScan by IBM

m Burp Suite Professional by PortSwigger

m Hailstorm by Cenzic

m N-Stalker by N-Stalker

m Nessus by Tenable Network Security

m NetSparker by Mavituna Security

m NeXpose by Rapid7

B nmap (open-source port scanner)

m nikto (open-source web application scanner)

m OWASP Zed Attack Proxy (open-source web application scanner, proxy, and attack
platform maintained by the Open Web Application Security Project [OWASP)])

m Qualys

m Retina Web Security Scanner by eEye Digital Security

m Sentinel by WhiteHat

m Veracode Web Application Security by Veracode

m VUPEN Web Application Security Scanner by VUPEN Security
m WebApp360 by nCircle
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TIP Be aware that attacks are launched not only from individuals outside your company;
they are also launched from people and devices inside your company, maliciously and
otherwise, who have current, legitimate user accounts. This vector is of particular concern
these days with the proliferation of organizations allowing employees to use their personal
devices—known as bring your own device (BYOD)—to seamlessly access data, applications,
and devices on the corporate networks. Perhaps the user is curious, or maybe a backdoor

is installed on the computer on which the user is logged in. In either case, it is important to
implement a security policy that takes nothing for granted and to be prepared to mitigate
risk at several levels.

There are different types of port- and network-scanning techniques. The following are the
most common:

Key m Basic port scan: This type of scan involves scanning a predetermined TCP/UDP port

Topic by sending a specifically configured packet that contains the port number of the port
that was selected. This is typically used to determine what ports are “open” or available
in a given system.

m TCP scan: This is a TCP-based scan of a series of ports on a machine to determine
port availability. If a port on the machine is listening, the TCP “connect” is successful
in reaching that specific port. Earlier, you learned that nmap is an open-source scan-
ner; nmap refers to TCP scans as “connect scans,” which is named after the UNIX
connect() system call. If the scanner finds that a port is open, the victim operating
system completes the TCP three-way handshake. In some cases, the port scanner will
close the connection to avoid a denial-of-service condition.

TCP SYN scan is one of the most common types of TCP scanning, and it is also
referred to as “half-open scanning” because it never actually opens a full TCP con-
nection. The scanner sends a SYN packet, and if the target responds with a SYN-ACK
packet, the scanner typically responds with an RST packet.

Another TCP scan type is TCP ACK. This type of scan does not exactly determine
whether the TCP port is open or closed; instead, it checks whether the port is filtered
or unfiltered. TCP ACK scans are typically used when trying to see if a firewall is
deployed and its rule sets. There are also TCP FIN packets that in some cases can
bypass legacy firewalls because closed ports may cause a system to reply to a FIN
packet with a corresponding RST packet due to the nature of TCP.

m UDP scan: Because UDP is a connectionless protocol and does not have a three-way
handshake like TCP, the UDP scans have to rely on ICMP “port unreachable” messages to
determine if the port is open. When the scanner sends a UDP packet and the port is not
open on the victim, the victim’s system will respond with an ICMP “port unreachable”
message. This type of scanning will be affected by firewalls and ICMP rate limiting.

m Strobe scan: Typically, attackers use this type of scan to find the ports that they
already know how to exploit. Strobe scans execute on a more confined level.

m Stealth scan: This type of scan is designed to go undetected by network auditing
tools.
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Example 4-1 shows a basic nmap scan against a Linux machine (172.18.104.139).

Example 4-1 Nmap Scanner Example

bash-3.2$ sudo nmap -sS 172.18.104.139
Password: khkhkkhkhkhkhkhkhkkhkhkkkk

Starting Nmap 7.12 ( https://nmap.org ) at 2016-09-06 11:13 EDT
Nmap scan report for 172.18.104.139
Host is up (0.024s latency).

Not shown: 995 closed ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

80/tcp open http

110/tcp open pop3

143/tcp open imap

Nmap done: 1 IP address (1 host up) scanned in 1.26 seconds

In Example 4-1, the host (172.18.104.139) is listening to TCP ports 22, 25, 80, 110, and 143.

Example 4-2 shows how to perform a “ping sweep” using nmap to see what systems are pres-
ent in a given subnet (in this example, 172.18.104.129/29).

Example 4-2 Nmap Ping Sweep Example

bash-3.2% nmap -sP 172.18.104.129/29
Starting Nmap 7.12 ( https://nmap.org ) at 2016-09-06 11:22 EDT
Nmap scan report for 172.18.104.129
Host is up (0.0071s latency) .

Nmap scan report for 172.18.104.130
Host is up (0.0076s latency) .

Nmap scan report for 172.18.104.132
Host is up (0.0076s latency) .

Nmap scan report for 172.18.104.133
Host is up (0.0079s latency) .

Nmap scan report for 172.18.104.134
Host is up (0.0074s latency) .

Nmap scan report for 172.18.104.135

Host is up (0.011ls latency) .

Nmap done: 8 IP addresses (6 hosts up) scanned in 3.75 seconds

The following are some of the more popular port-scanning techniques:

m TCP Full Connect scan: This type of scan is the most reliable although it is also the
most detectable. It is easily logged and detected because a full connection is estab-
lished. Open ports reply with a SYN/ACK, and closed ports respond with an RST/ACK.

m TCP SYN scan: This type of scan is known as half open because a full TCP three-way
connection is not established. This scan was originally developed to be stealthy and
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evade intrusion detection systems (IDSs) although most now detect it. Open ports
reply with a SYN/ACK, and closed ports respond with an RST/ACK.

TCP FIN scan: Forget trying to set up a connection; this technique jumps straight to
the shutdown. This type of scan sends a FIN packet to the target port. An open port
should return no response. Closed ports should send back an RST/ACK. This technique
is usually effective only on UNIX devices or those compliant to RFC 793.

TCP NULL scan: Sure, there should be some type of flag in the packet, but a NULL
scan sends a packet with no flags set. If the OS has implemented TCP per RFC 793,
open ports send no reply, whereas closed ports return an RST.

TCP ACK scan: This scan attempts to determine access control list (ACL) rule sets or
identify if a firewall or simply stateless inspection is being used. A stateful firewall
should return no response. If an ICMP destination is unreachable, and a “communica-
tion administratively prohibited” message is returned, the port is considered to be fil-
tered. If an RST is returned, no firewall is present.

TCP XMAS scan: Sorry, there are no Christmas presents here, just a port scan that
has toggled on the FIN, URG, and PSH flags. Open ports should provide no response.
Closed ports should return an RST. Systems must be designed per RFC 793 for this
scan to work, as is common for Linux. It does not work against Windows computers.

ACK scan: This scan sends an ACK probe with random sequence numbers. ICMP
type 3 code 13 responses may mean that stateless firewalls are being used, and an RST
can mean that the port is not filtered.

FTP Bounce scan: This type of scan uses an FTP server to bounce packets and make
the scan harder to trace.

RPC scan: This scan attempts to determine whether open ports are RPC ports.

Window scan: Similar to an ACK scan, this scan can sometimes determine open ports. It
does so by examining the TCP window size of returned RST packets. On some systems,
open ports return a positive window size, and closed ones return a zero window size.

UDP scan: UDP is unlike TCP. TCP is built on robust connections, but UDP is based
on speed. With TCP, the hacker can manipulate flags in an attempt to generate a TCP
response or an error message from ICMP. UDP does not have flags, nor does it typi-
cally issue responses. Some protocols use UDP, such as the Internet Key Exchange
(IKE) protocol and DNS, where a host may issue a response (UDP packet) back to the
originator. However, most other UDP implementations do not reply back with another
UDP message because UDP is a connectionless protocol. It’s a fire-and-forget proto-
col! The most you can hope for is a response from ICMP. If the port is closed, ICMP
attempts to send an “ICMP type 3 code 3 port unreachable” message to the source

of the UDP scan. But if the network is blocking ICMP, no error message is returned.
Therefore, the response to the scans might simply be no response. If you are planning
on doing UDP scans, plan for unreliable results.

ICMP scan: These scans are typically used for “ping sweeps” to discover what devices
may be in the network, as you saw in Example 4-2.
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TIP Additional examples and details about all the different nmap scanner options can be
obtained at my GitHub repository at http://h4cker.org/nmap.

Social Engineering

Social engineering attacks leverage the weakest link, which is the human user. If the attacker
can get the user to reveal information, it is much easier for the attacker to cause harm rather
than use some other method of reconnaissance. This could be done through email or misdi-
rection of web pages, which results in the user clicking something that leads to the attacker
gaining information. Social engineering can also be done in person by an insider or outside
entity or over the phone.

A primary example is attackers leveraging normal user behavior. Suppose you are a secu-
rity professional who is in charge of the network firewalls and other security infrastructure
equipment in your company. An attacker could post a job offer for a lucrative position and
make it very attractive to you, the victim. Say that the job description lists benefits and com-
pensation far beyond what you are already making at your company. You decide to apply
for the position. The criminal (attacker) then schedules an interview with you. Because you
are likely to show off your skills and work, the attacker may ask you how you configured
the firewalls and other network infrastructure devices for your company. You might dis-
close information about the firewalls used in your network, how you configured them, how
they were designed, and so on. This disclosure gives the attacker a lot of knowledge about
the organization without even performing any type of scanning or reconnaissance on the
network.

Other social engineering techniques include the following:

m Phishing: The attacker presents a link that looks like a valid, trusted resource to a user.
When the user clicks it, he or she is prompted to disclose confidential information
such as username and password.

B Spear phishing: This is a special class of phishing. It is a phishing attack that is con-
structed in a specific way and directly targeted at specific individuals or companies.
The attacker studies a victim and the victim’s organization to be able to make emails
look legitimate and perhaps make them appear to come from trusted users within the
corporation.

m Pharming: Pharming is the term used to describe a threat actor redirecting a victim
from a valid website or resource to a malicious one that could be made to appear
as the valid site to the user. From there, an attempt is made to extract confidential
information from the user or to install malware in the victim’s system. Pharming can
be done by altering the host file on a victim’s system, through DNS poisoning, or by
exploiting a vulnerability in a DNS server.

m Malvertising: This is the act of incorporating malicious ads on trusted websites, which
results in users’ browsers being inadvertently redirected to sites hosting malware.

m SMS phishing: Because phishing has been an effective tactic for threat actors, they
have found ways other than using email to fool their victims into following malicious
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links or activating malware from emails. A number of phishing campaigns have used
Short Message Service (SMS) to send malware or malicious links to mobile devices.
One example of SMS phishing is the bitcoin-related SMS scams that have surfaced in
recent years. Numerous victims have received messages instructing them to click links
to confirm their accounts and claim bitcoins. When users click such a link, they might
be fooled into entering sensitive information on that attacker’s site.

Voice phishing (or vishing): Vishing is the name for a social engineering attack carried
out over a phone conversation. The attacker persuades users to reveal private, personal,
and financial information or information about another person or a company. Voice
phishing is typically used to steal credit card numbers or other information used in
identity theft schemes. Attackers might impersonate and spoof caller ID to obfuscate
themselves when performing voice phishing attacks.

Whaling: Whaling is similar to phishing and spear phishing; however, with whaling,
the attack is targeted at high-profile business executives and key individuals in a cor-
poration. So, what is the difference between whaling and spear phishing? Like threat
actors conducting spear phishing attacks, threat actors conducting whaling attacks also
create emails and web pages to serve malware or collect sensitive information; how-
ever, the whaling attackers’ emails and pages have a more official or serious look and
feel. Whaling emails are designed to look like critical business emails or something
from someone who has legitimate authority, either externally or even internally in the
company itself. In whaling attacks, web pages are designed to specifically address
high-profile victims. In a regular phishing attack, the email might be a faked warning
from a bank or service provider. In whaling attacks, the email or a web page would be
created with a more serious executive-level form. The content is created to target an
upper manager, such as the CEO, or an individual who might have credentials for valu-
able accounts within the organization. In summary, a whaling attack takes additional
steps to target and entice higher-profile victims. The main goal in whaling attacks is

to steal sensitive information or compromise the victim’s system and then target other
key high-profile victims.

Elicitation, interrogation, and impersonation (Pretexting): How someone influences,
interrogates, and impersonates others are key components of social engineering. In
short, elicitation is the act of gaining knowledge or information from people. In most
cases, an attacker gets information from the victim without directly asking for that
particular information. How an attacker interrogates and interacts with a victim is cru-
cial for the success of the social engineering campaign. An interrogator can ask good
open-ended questions to learn about an individual’s viewpoints, values, and goals. The
interrogator can then use any information revealed to continue to gather additional
information or to obtain information from another victim. It is also possible for an
interrogator to use closed-ended questions to get more control of the conversation,
to lead the conversation, or to stop the conversation. Asking too many questions can
cause the victim to shut down the interaction, and asking too few questions might
seem awkward. Successful social engineering interrogators use a narrowing approach
in their questioning to gain the most information from the victim. With pretexting
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(or impersonation) an attacker presents as someone else to gain access to information.
In some cases, it can be very simple, such as quickly pretending to be someone else
within an organization; in other cases, it can involve creating a whole new identity
and then using that identity to manipulate the receipt of information. Social engineers
might use pretexting to impersonate individuals in certain jobs and roles, even if they
do not have experience in those jobs or roles.

A security-aware culture must include ongoing training that consistently informs employees
about the latest security threats, as well as policies and procedures that reflect the over-

all vision and mission of corporate information security. This emphasis on security helps
employees understand the potential risk of social engineering threats, how they can prevent
successful attacks, and why their role within the security culture is vital to corporate health.
Security-aware employees are better prepared to recognize and avoid rapidly changing and
increasingly sophisticated social engineering attacks and are more willing to take ownership
of security responsibilities.

Official security policies and procedures take the guesswork out of operations and help
employees make the right security decisions. Such policies include the following:

Password management: Guidelines such as the number and type of characters that
each password must include, how often a password must be changed, and even a sim-
ple declaration that employees should not disclose passwords to anyone (even if they
believe they are speaking with someone at the corporate help desk) will help secure
information assets.

Multifactor authentication (MFA): Authentication for high-risk network services such
as critical systems, web applications, and VPNs should use multifactor authentication
rather than fixed passwords.

Antimalware defenses: Multiple layers of antivirus defenses, such as at mail gateways
and end-user desktops, can minimize the threat of phishing and other social engineer-
ing attacks.

Change management: A documented change management process is more secure than
an ad hoc process, which is more easily exploited by an attacker who claims to be in a
crisis.

Information classification: A classification policy should clearly describe what infor-
mation is considered sensitive and how to label and handle it.

Document handling and destruction: Sensitive documents and media must be secure-
ly disposed of and not simply thrown out with the regular office trash.

Physical security: The organization should have effective physical security controls
such as visitor logs, escort requirements, and background checks.

7V Privilege Escalation Attacks
Topic

Privilege escalation is a type of attack and also a type of vulnerability. Privilege escalation is
the process of taking some level of access (whether authorized or not) and achieving an even
greater level of access (elevating the user’s privileges). An example is an attacker who gains
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user-mode access to a firewall, router, or server and then uses a brute-force attack against the
system that provides administrative access. Privilege escalation can occur because a bug,
misconfiguration, or vulnerability in an application or operating system enables a hacker to
gain access to resources that normally would have been protected from an average user. The
end result of privilege escalation is that the application performs actions that are running
within a higher security context than intended by the designer, and the hacker is granted full
access and control.

Backdoors

Topic When threat actors gain access to a system, they usually want future access as well, and they
want it to be easy. The attackers can install a backdoor application to either allow future
access or collect information to use in further attacks.

Many backdoors are installed by users clicking something without realizing that the link
they clicked or the file they opened is a threat. Backdoors can also be implemented as a
result of a virus, worm, or malware.

72 Buffer Overflows and Code Execution
Topic

When threat actors gain access to a system, they also might be able to take several actions.
The type of action depends on the level of access the threat actor has, or can achieve, and is
based on permissions granted to the account compromised by the attacker. One of the most
devastating actions available to an attacker is the ability to execute code within a device.
Code execution could result in an adverse impact to the confidentiality, integrity, and avail-
ability of the system or network. Remote code execution (RCE) allows attackers to fully
compromise the confidentiality, integrity, and availability of a system remotely (network
hops away from the victim).

Buffer overflows can lead to code execution. Buffer overflows are categorized into two
types: heap and stack. A heap is a memory space that is dynamically allocated. A buffer is a
temporary data storage area whose length is defined in the program that creates it or by the
operating system. Heap-based buffer overflows are different from stack-based buffer over-
flows in that the stack-based buffer overflow depends on overflowing a fixed-length buffer.
A heap overflow is a type of buffer overflow that occurs in the heap data area and attempts
to overwrite internal structures such as linked list pointers.

Buffers have a finite amount of space allocated for any one task. For example, if you allocate
a 14-character buffer and then attempt to stuff 32 characters into it, youre going to have a
real problem. Ideally, programs should be written to check that you cannot stuff more than
14 characters into the buffer; however, this type of error checking does not always occur.
Error checking is really nothing more than making sure that buffers receive the type and
amount of information required.

A buffer overflow vulnerability typically involves many memory manipulation functions in
languages such as C and C++, where the program does not perform bounds checking and
can easily overwrite the allocated bounds of such buffers. A perfect example is a strncpy()
function, which can cause vulnerabilities when used incorrectly.

Let’s look at Figure 4-2, where the sample code shows a buffer that includes a small chunk of
data (HELLO WORLD).
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struct my_struct {
char my_buffer[14];
struct my_struct*next_struct;

my_buffer next_struct

}

|

HIE|L|L|O W|O|R|L|D

Figure 4-2 A Buffer Example

An attacker can take advantage of this vulnerability and send data that can put data in a
memory location past that buffer, as shown in Figure 4-3.

struct my_struct{
char my_buffer[14];
struct my_struct*next_struct;

I3
my_buffer next_struct
J( E V E R Y W O \L R L D \0
HIE|L|L|O W|[O|R|L|D/|\0|\O|\O |ox00|Oxff|Oxf4[0x90!

Figure 4-3 A Buffer Overflow

In Figure 4-3, the attacker sent data (EVERY WORLD) that was more than the buffer could
hold, causing it to subsequently write to the adjacent memory location. This simplistic exam-
ple represents how an attacker could then write instructions to the system and potentially
cause a local or remote code execution. In several of these attacks, the attacker writes
“shellcode” to invoke instructions and manipulate the system.

The easiest way to prevent buffer overflows is to stop accepting data when the buffer is
filled. This task can be accomplished by adding boundary protection. C programs are espe-
cially susceptible to buffer overflow attacks because C has many functions that do not prop-
erly check for boundaries.

A “return-to-libc” (or ret2libc) attack typically starts with a buffer overflow. In this type of
attack, a subroutine return address on a call stack is replaced by an address of a subroutine
that is already present in the executable memory of the process. This is done to potentially
bypass the no-execute (NX) bit feature and allow attackers to inject their own code.

Operating systems that support nonexecutable stack help protect against code execution
after a buffer overflow vulnerability is exploited. On the other hand, a nonexecutable stack
cannot prevent a ret2libc attack because in this attack only existing executable code is used.
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Another technique, called stack-smashing protection, can prevent or obstruct code execu-
tion exploitation because it can detect the corruption of the stack and can potentially flush
out the compromised segment.

A technique called ASCII armoring can be used to mitigate ret2libc attacks. When you
implement ASCII armoring, the address of every system library (such as libc) contains a
NULL byte (0x00) that you insert in the first 0x01010101 bytes of memory. This is typically
a few pages more than 16 MB and is called the ASCII armor region because every address
up to (but not including) this value contains at least one NULL byte. When this methodol-
ogy is implemented, an attacker cannot place code containing those addresses using string
manipulation functions such as strcpy().

Of course, this technique doesn’t protect the system if the attacker finds a way to overflow
NULL bytes into the stack. A better approach is to use the address space layout randomiza-
tion (ASLR) technique, which mitigates the attack on 64-bit systems. When you implement
ASLR, the memory locations of functions are random. ASLR is not very effective in 32-bit
systems, though, because only 16 bits are available for randomization, and an attacker can
defeat such a system by using brute-force attacks.

& Man-in-the Middle Attacks

Topic A man-in-the-middle attack results when attackers place themselves in line between two
devices that are communicating, with the intent of performing reconnaissance or manipulat-
ing the data as it moves between the devices. This can happen at Layer 2 or Layer 3. The
main purpose is eavesdropping, so an attacker can see all the traffic.

If this happens at Layer 2, the attacker spoofs Layer 2 MAC addresses to make the devices
on a LAN believe that the Layer 2 address of the attacker is the Layer 2 address of its default
gateway. This is called ARP poisoning. Frames that are supposed to go to the default gate-
way are forwarded by the switch to the Layer 2 address of the attacker on the same network.
As a courtesy, the attacker can forward the frames to the correct destination so that the
client will have the connectivity needed, and the attacker now sees all the data between

the two devices. To mitigate this risk, you could use techniques such as dynamic Address
Resolution Protocol (ARP) inspection (DAI) on switches to prevent spoofing of the Layer 2
addresses.

The attacker could also implement the attack by placing a switch into the network and
manipulating the Spanning Tree Protocol (STP) to become the root switch (and thus gain the
ability to see any traffic that needs to be sent through the root switch).

A man-in-the-middle attack can occur at Layer 3 by placing a rogue router on the network
and then tricking the other routers into believing that this new router has a better path. This
could cause network traffic to flow through the rogue router and again allow the attacker to
steal network data. You can mitigate attacks such as these in various ways, including using
routing authentication protocols and filtering information from being advertised or learned
on specific interfaces.

A man-in-the-middle attack can occur by compromising the victim’s machine and installing
malware that can intercept the packets sent by the victim and sending them to the attacker.
This type of malware can capture packets before they are encrypted if the victim is using
SSL/TLS/HTTPS or any other mechanism.
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To safeguard data in motion, one of the best things you can do is to use encryption for the
confidentiality of the data in transit. If you use plaintext protocols for management, such
as Telnet or HTTP, an attacker who has implemented a man-in-the-middle attack can see the
contents of your cleartext data packets and, as a result, will see everything that goes across
his or her device, including usernames and passwords that are used. Using management pro-
tocols that have encryption built in, such as Secure Shell (SSH) and Hypertext Transfer Pro-
tocol Secure (HTTPS), is considered a best practice, and using VPN protection for cleartext
sensitive data is also considered a best practice.

Denial-of-Service Attacks

Denial-of-service (DoS) and distributed DoS (DDoS) attacks have been around for quite some
time now, but there has been heightened awareness of them over the past few years.

DDosS attacks can generally be divided into the following three categories:

m Direct DDoS attacks
Topic m Reflected

m Amplification DDoS attacks

Direct DDoS

Direct DDoS attacks occur when the source of the attack generates the packets, regardless
of protocol, application, and so on, that are sent directly to the victim of the attack.

Figure 4-4 illustrates a direct DDoS attack.

Numerous TCP SYN
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Figure 4-4 Direct DDoS Attack

In Figure 4-4, the attacker launches a direct DoS to a web server (the victim) by sending
numerous TCP SYN packets. This type of attack is aimed at flooding the victim with an
overwhelming number of packets, oversaturating its connection bandwidth or depleting the
target’s system resources. This type of attack is also known as a SYN flood attack.

Cyber criminals also can use DDoS attacks to produce added costs to the victim when the
victim is using cloud services. In most cases, when you use a cloud service such as Amazon
Web Services (AWS), you pay per usage. Attackers can launch DDoS to cause you to pay
more for usage and resources.

Another type of DoS is caused by exploiting vulnerabilities such as buffer overflows to
cause a server or even network infrastructure device to crash, subsequently causing a denial-
of-service condition.
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Botnets Participating in DDoS Attacks
Ke Many attackers use botnets to launch DDoS attacks. A borner is a collection of compromised
Y. . .
Topic machines that the attacker can manipulate from a command and control (C2 or CnC) system
to participate in a DDoS, send spam emails, and perform other illicit activities. Figure 4-5
shows how an attacker uses a botnet to launch a DDoS attack.

In Figure 4-5, the attacker sends instructions to the command and control server; subse-
quently, the command and control server sends instructions to the bots within the botnet to
launch the DDoS attack against the victim.
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Figure 4-5 Botnets and a DDoS Attack

Reflected DDoS Attacks

Figure 4-6 illustrates what a reflected DDoS attack is. Reflected DDoS attacks occur when
the sources of the attack are sent spoofed packets that appear to be from the victim, and
then the “sources” of the attack become unwitting participants in the DDoS attacks by
sending the response traffic back to the intended victim (in this example the “source” is the
laptop illustrated in Figure 4-6). UDP is often used as the transport mechanism because it is
more easily spoofed due to the lack of a three-way handshake. For example, if the attacker
(A) decides to attack a victim (V), the attacker will send packets (for example, Network Time
Protocol [NTP] requests) to a source (S) that thinks these packets are legitimate. The source
then responds to the NTP requests by sending the responses to the victim, who was never
expecting these NTP packets from the source (see Figure 4-6).
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Figure 4-6 Reflected DDoS Attacks

An amplification attack is a form of reflected attack in which the response traffic (sent by

Topic the unwitting participant) is made up of packets that are much larger than those that were
initially sent by the attacker (spoofing the victim). An example occurs when DNS queries are
sent and the DNS responses are much larger in packet size than the initial query packets. The
end result is that the victim’s machine gets flooded by large packets for which it never actu-
ally issued queries.

Attack Methods for Data Exfiltration

Topic There are many different attack methods for data exfiltration. One of the most popular is to
use DNS tunneling. Cisco is seeing this method used more and more for malware-based data
exfiltration out of enterprise networks.

Attackers can encapsulate chunks of data into DNS packets to steal sensitive information
such as personal identifiable information (PII), credit card numbers, and much more. The fol-
lowing are examples of DNS tunneling tools used by attackers to exfiltrate data:

DNS2TCP: Uses the KEY, TXT DNS record types. More information can be found at
www.aldeid.com/wiki/Dns2tcp.

DNScat-P: Uses the A and CNAME DNS record types. More information can be
found at http://tadek.pietraszek.org/projects/DNScat/.

Iodine Protocol v5.00: Uses the NULL DNS record type. More information can be
found at http://code.kryo.se/iodine/.

Iodine Protocol v5.02: Uses the A, CNAME, MX, NULL, SRV, and TXT DNS record
types. More information can be found at http://code.kryo.se/iodine/.

OzymanDNS: Uses the A and TXT DNS record types. More information can be
found at http://dankaminsky.com/2004/07/29/51/.

SplitBrain: Uses the A and TXT DNS record types. More information can be found at
www.splitbrain.org/blog/2008-11/02-dns_tunneling made_simple.


http://www.aldeid.com/wiki/Dns2tcp
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Chapter 4: Types of Attacks and Vulnerabilities 169

m TCP-Over-DNS: Uses the CNAME and TXT DNS record types. More information
can be found at www.sans.org/reading-room/whitepapers/dns/detecting-dns-
tunneling-34152.

m YourFreedom: Uses the NULL DNS record type. More information can be found at
http://your-freedom.net/.

There are many other tools and DNS tunneling techniques. The following reference includes
many additional types of tools and DNS exfiltration attacks: www.sans.org/reading-room/
whitepapers/dns/detecting-dns-tunneling-34152.

DNS tunneling may be detected by analyzing the DNS packet payload or by using traffic
analysis such as byte count and frequency of the DNS requests.

ARP Cache Poisoning
Key Threat actors can attack hosts, switches, and routers connected to your Layer 2 network by
Topic poisoning the ARP caches of systems connected to the subnet and by intercepting traffic
intended for other hosts on the subnet. Cisco switches support a feature called dynamic
ARP inspection that validates ARP packets and intercepts, logs, and discards ARP packets
with invalid IP-to-MAC address bindings. This feature also protects the network from certain
man-in-the-middle attacks. The dynamic ARP inspection feature ensures that only valid ARP
requests and responses are relayed by performing the following:

m Intercepting all ARP requests and responses on untrusted ports.

m Verifying that each of the intercepted packets has a valid IP-to-MAC address binding
before updating the local ARP cache or before forwarding the packet to the respective
destination host.

m Dropping invalid ARP packets.

m Determining if an ARP packet is valid based on IP-to-MAC address bindings stored in
a trusted database. This database is called the DHCP snooping binding database.

On Cisco switches, you can enable dynamic ARP inspection on a per-VLAN basis with the

ip arp inspection vlan vlan-range global configuration command. In environments without
DHCP configured, dynamic ARP inspection can validate ARP packets against user-configured
ARP access control lists for hosts with statically configured IP addresses. You can use the arp
access-list acl-name global configuration command to define the ACL.

The following are some additional Layer 2 security best practices for securing your
infrastructure:

m Select an unused VLAN (other than VLAN 1) and use that for the native VLAN for all
your trunks. Do not use this native VLAN for any of your enabled access ports.

® Avoid using VLAN 1 anywhere because it is the default.

® Administratively configure switch ports as access ports so that users cannot negotiate
a trunk and disable the negotiation of trunking (no Dynamic Trunking Protocol [DTP]).

m Limit the number of MAC addresses learned on a given port with the port security
feature.
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Control spanning tree to stop users or unknown devices from manipulating it. You can
do so by using the BPDU Guard and Root Guard features.

Turn off Cisco Discovery Protocol (CDP) on ports facing untrusted or unknown net-
works that do not require CDP for anything positive. (CDP operates at Layer 2 and
may provide attackers information you would rather not disclose.)

On a new switch, shut down all ports and assign them to a VLAN that is not used for
anything other than a parking lot. Then bring up the ports and assign correct VLANs
as the ports are allocated and needed.

Several other Layer 2 security features can be used to protect your infrastructure:

Port Security: This feature limits the number of MAC addresses to be learned on
access switch posts.

BPDU Guard: If BPDUs show up where they should not, the switch will protect itself.

Root Guard: This feature controls which ports are not allowed to become root ports
to remote switches.

Dynamic ARP inspection: This feature was covered earlier in this section.
IP Source Guard: This feature prevents spoofing of Layer 3 information by hosts.

802.1X: This feature authenticates and authorizes users before allowing them to com-
municate to the rest of the network.

DHCP snooping: This feature prevents rogue DHCP servers from impacting the net-
work.

Storm control: This feature limits the amount of broadcast or multicast traffic flowing
through the switch.

Access control lists: This feature provides Layer 3 and Layer 2 ACLs for traffic control
and policy enforcement.

Spoofing Attacks
In a spoofing attack an attacker impersonates another device to execute an attack. The fol-
lowing are a few examples of spoofing attacks:

IP address spoofing attack: The attacker sends IP packets from a fake (or spoofed)
source address to disguise itself. DDoS attacks typically use IP spoofing to make the
packets appear to be from legitimate source IP addresses.

ARP spoofing attack: The attacker sends spoofed ARP packets across the Layer 2 net-
work to link the attacker’s MAC address with the IP address of a legitimate host. The
best practices covered in the previous section help mitigate ARP spoofing attacks.

DNS server spoofing attack: The attacker modifies the DNS server to reroute a spe-
cific domain name to a different IP address. DNS server spoofing attacks are typically
used to spread malware.
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Route Manipulation Attacks

There are different route manipulation attacks, but one of the most common is the BGP

Topic hijacking attack. Border Gateway Protocol (BGP) is a dynamic routing protocol used to route
Internet traffic. The BGP hijacking attack can be launched by an attacker by configuring or
compromising an edge router to announce prefixes that have not been assigned to his or her
organization. If the malicious announcement contains a route that is more specific than the
legitimate advertisement or presents a shorter path, the victim’s traffic may be redirected to
the attacker. In the past, threat actors have leveraged unused prefixes for BGP hijacking to
avoid attention from the legitimate user or organization.

Password Attacks
The following are a few examples of the most common password attacks:

m Password-guessing attack: This is the most common type of password attack, but

Topic some of these techniques may be very inefficient. Threat actors can guess passwords
locally or remotely using either a manual or automated approach. Tools like Hydra
(www.thc.org) can automate the process of password guessing. Automated password
attack tools and crackers leverage different techniques. Some use a method called a
brute-force artack, where the attacker tries every possible combination of characters
for a password. Another technique is a password-guessing attack called a dictionary
artack. Because most passwords consist of whole words, dates, and numbers, these
tools use a dictionary of words, phrases, and even the most commonly used passwords
(such as qwerty, passwordl, and so on). Other tools such as John the Ripper (www.
openwall.com/john) and Cain & Abel (www.oxid.it) can take a hybrid approach from
brute-force and dictionary attacks.

m Password-resetting attack: In many cases, it is easier to reset passwords than to use
tools to guess them. Several cracking tools just attempt to reset passwords. In most
cases, the attacker boots from a USB device to get around the typical Windows pro-
tections. Most password resetters contain a bootable version of Linux that can mount
NTFS volumes and help the attacker locate and reset the administrator’s password.

m Password cracking: These attacks work by taking a password hash and converting
it to its plaintext original. In this case, the attacker needs tools such as extractors for
hash guessing, rainbow tables for looking up plaintext passwords, and password sniff-
ers to extract authentication information. The concept of rainbow tables is that the
attacker computes possible passwords and their hashes in a given system and puts the
results into a lookup table called a rainbow table. This allows an attacker to get a hash
from the victim system and then just search for that hash in the rainbow table to get
the plaintext password. To mitigate rainbow table attacks, you can disable LM hashes
and use long and complex passwords.

m Password sniffing: The threat actor just sniffs authentication packets between a cli-
ent and server and extracts password hashes or enough authentication information to
begin the cracking process.

m Password capturing: This is typically done by using key loggers or Trojan horses.
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Wireless Attacks
The following are a few examples of wireless-specific attacks:

Installing a rogue access point: The attacker basically installs an access point and can
create a backdoor and obtain access to the network and its systems.

Jamming wireless signals and causing interference: The purpose of this attack is to
cause a full or partial denial-of-service condition in the wireless network.

War driving: Attackers use this methodology to find wireless access points wherever
they may be. The term war driving is used because the attacker can just drive around
and get a huge amount of information over a very short period of time.

Bluejacking: In this type of attack, the attacker sends unsolicited messages to another
device via Bluetooth.

Evil twin attack: This is done when the attacker is trying to create rogue access points
to gain access to the network or steal information. Basically, the attacker purchases a
wireless access point, plugs it into the network, and configures it exactly the same as
the existing network.

IV attack: The attacker can cause some modification on the initialization vector (IV)
of a wireless packet that is encrypted during transmission. The goal of the attacker
is to obtain a lot of information about the plaintext of a single packet and generate
another encryption key that then can be used to decrypt other packets using the
same IV.

WEP/ attack: WEP and several versions of WPA are susceptible to different vulner-
abilities and are considered weak. WEP should never be used. At the time of writing,
WPA Version 3 is the latest version of WPA offering several fixes to known vulnerabil-
ities in WPA Version 1 and Version 2 (such as the KRACK attacks [krackattacks.com]).

WPS attack: This attack is carried out with WPS password-guessing tools to obtain
the WPS passwords and use them to gain access to the network and its data.

Types of Vulnerabilities

Understanding the weaknesses and vulnerabilities in a system or network is a huge step
toward correcting these vulnerabilities or putting in appropriate countermeasures to mitigate
threats against them. Potential network vulnerabilities abound, with many resulting from one
or more of the following:

Policy flaws

Design errors

Protocol weaknesses
Misconfiguration
Software vulnerabilities

Human factors
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m Malicious software
m Hardware vulnerabilities

m Physical access to network resources

Cisco and others have created databases that categorize threats in the public domain. The
Common Vulnerabilities and Exposures (CVE) is a dictionary of publicly known security
vulnerabilities and exposures. A quick search using your favorite search engine will lead you
to the website. Also, the National Vulnerability Database (NVD) is a repository of standards-
based vulnerability information; you can do a quick search for it too. (URLs change over
time, so it is better to advise you to just do a quick search and click any links that interest
you.)

The following are examples of the most common types of vulnerabilities:

Key m API-based vulnerabilities: These vulnerabilities are aimed to attack flaws in applica-
tion programming interfaces (APIs).

m Authentication and authorization bypass vulnerabilities: These vulnerabilities are
used to bypass authentication and authorization mechanisms of systems within a
network.

m Buffer overflow: Earlier in this chapter you learned that a buffer overflow occurs
when a program or software puts more data in a buffer than it can hold or when a
program tries to put data in a memory location past a buffer. This is done so data out-
side the bounds of a block of allocated memory can corrupt other data or crash the
program or operating system. In a worst-case scenario, this could lead to the execution
of malicious code. Buffer overflows can occur in a variety of ways and, unfortunately,
many error-prone techniques often are used to prevent them.

m Cross-site scripting (XSS) vulnerability: In this type of web application vulnerability,
malicious scripts are injected into legitimate and trusted websites. An attacker can
launch an attack against an XSS vulnerability using a web application to send mali-
cious code (typically in the form of a browser-side script) to a different end user. XSS
vulnerabilities are quite widespread and occur anywhere a web application uses input
from a user within the output it generates without validating or encoding it. There
are several types of XSS vulnerabilities (reflected, stored, and DOM-based XSS).
Successful exploitation could result in installation or execution of malicious code,
account compromise, session cookie hijacking, revelation or modification of local
files, or site redirection. You typically find XSS vulnerabilities in search fields that
echo a search string back to the user, HTTP headers, input fields that echo user data,
hidden form fields, and error messages that return user-supplied text.

m Cross-site request forgery (CSRF) vulnerability: This type of vulnerability forces an
end user to execute malicious steps on a web application. This is typically done after
the user is authenticated to such an application. CSRF attacks generally target state-
changing requests, and attackers cannot steal data because they have no way to see the
response to the forged request. CSRF attacks are carried out by being combined with
social engineering.
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Cryptographic vulnerability: This is a vulnerability or flaw in a cryptographic proto-
col or its implementation.

Deserialization of untrusted data vulnerability: This type of vulnerability uses or
causes malformed data or unexpected data to abuse application logic, cause a DoS
attack, or execute arbitrary code.

Double free: This vulnerability typically in C, C++, and similar languages occurs when
free() is called more than once with the same memory address as an argument.

Insufficient entropy: In this vulnerability a cryptographic application does not have
proper entropy. For example, pseudo-random number generators (PRNGs) can be sus-
ceptible to insufficient entropy vulnerabilities and attacks when they are initialized.

SQL injection vulnerability: In this type of vulnerability, attackers can insert or
inject a SQL query via the input data from the client to the application or database.
Attackers can exploit SQL injector vulnerabilities to read sensitive data from the
database, modify or delete database data, execute administration operations on the
database, and even issue commands to the operating system.

Key There are many more types of vulnerabilities. The Open Web Application Security Project

(OWASP) provides good references to different types of vulnerabilities and how to mitigate
them. OWASP is an international organization dedicated to educating industry professionals,
creating tools, and evangelizing best practices for securing web applications and underlying
systems. There are dozens of OWASP chapters around the world. It is recommended that you
become familiar with OWASP’s website (www.owasp.org) and guidance.

Ke

Togic Tip The GitHub repository at my website (see https://h4cker.org/github) includes numer-

ous other resources and links to other tools and intentionally vulnerable systems that you
can deploy in your lab. I also created a learning environment called WebSploit for different
cybersecurity and ethical hacking (penetration testing) training sessions, books, and video
courses. WebSploit includes several vulnerable applications running in Docker containers and
the tools that come in Kali Linux (as well as a few additional tools). Penetration testing skills
are not required for the Cyber Ops Associates certification. However, practicing some of the
attacks covered in this chapter may allow you to gain additional knowledge about the under-
lying vulnerabilities and methodologies to exploit such vulnerabilities. You can get more
information and download WebSploit from https://websploit.org.

Exam Preparation Tasks

Review All Key Topics
Review the most important topics in the chapter, noted with the Key Topic icon in the outer
margin of the page. Table 4-2 lists these key topics and the page numbers on which each is
found.
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Table 4-2 Key Topics for Chapter 4
Topic @ Key Topic Element  Description Page
Paragraph Understanding passive vs. active reconnaissance 154
Tip Understanding Open-Source Intelligence (OSINT) 156
List Different types of port- and network-scanning techniques | 157
List What are phishing, pharming, and malvertising? 160
Section Privilege Escalation Attacks 162
Section Backdoors 163
Section Buffer Overflows and Code Execution 163
Section Man-in-the-Middle Attacks 165
List Identifying the different types of DDoS attacks 166
Paragraph What are botnets? 167
Paragraph Reflected DDoS attacks 167
Paragraph What are amplification attacks? 168
Section Attack Methods for Data Exfiltration 168
Paragraph ARP cache poisoning 169
Paragraph Route manipulation attacks 171
List Different types of password attacks 171
List The most common attacks against wireless networks 172
List Defining and understanding different types of security 173
vulnerabilities
Paragraph The Open Web Application Security Project (OWASP) 174
Tip Accessing Omar’s GitHub repository and WebSploit labs 174

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

SQL injection, CSRE, XSS, buffer overflow, war driving, rainbow tables, DNS tunneling,
botnet, backdoors

Review Questions
The answers to these questions appear in Appendix A, “Answers to the ‘Do I Know This
Already?’ Quizzes and Review Questions.” For more practice with exam format questions,
use the exam engine on the website.

1. What describes the use of a rainbow table?

2. What is the name given to a methodology used by attackers to find wireless access
points wherever they may be?

3. What is a common web application vulnerability where malicious scripts are injected
into legitimate and trusted websites?

4. What is a type of vulnerability that attackers can exploit to read sensitive data from
the database, modify or delete database data, execute administration operations on
the database, and even issue commands to the operating system?
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5.

10.

What attack results when attackers place themselves in line between two devices that
are communicating, with the intent of performing reconnaissance or manipulating the
data as it moves between the devices?

What is a type of vulnerability where an attacker can use or cause malformed data or
unexpected data to abuse an application’s logic, cause a DoS attack, or execute arbi-
trary code?

What is a type of vulnerability that describes when a program or software puts more
data in a buffer than it can hold or when a program tries to put data in a memory
location past a buffer?

What type of attack is done when the attacker tries to create rogue access points to
gain access to the network or steal information?

What is an attack where threat actors can attack hosts, switches, and routers con-
nected to your Layer 2 network by poisoning the ARP caches of systems connected to
the subnet and by intercepting traffic intended for other hosts on the subnet?

Cisco switches support a feature that validates ARP packets and intercepts, logs, and
discards ARP packets with invalid IP-to-MAC address bindings. What is this feature
called?
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/CHAPTER 5

Fundamentals of Cryptography
and Public Key Infrastructure (PKI)

This chapter covers the following topics:
Cryptography
Block and Stream Ciphers
Symmetric and Asymmetric Algorithms
Hashes
Digital Signatures
Next-Generation Encryption Protocols
IPsec and SSL/TLS
Fundamentals of PKI
Root and Identity Certificates
Revoking Digital Certificates

Using Digital Certificates

This chapter discusses the fundamental components of cryptography, including algorithms
for hashing, encryption, and key management, which may be used by virtual private net-
works, secure web connections, and many other applications.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 5-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Review Questions.”



Table 5-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

Cryptography
Block and Stream Ciphers

Symmetric and Asymmetric Algorithms
Hashes
Digital Signatures

Next-Generation Encryption Protocols
IPsec and SSL/TLS

Fundamentals of PKI

Root and Identity Certificates

O [0 ([N | |Ut b [W N =

—
(e

Revoking Digital Certificates
Using Digital Certificates 11-14

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving your-
self credit for an answer you incorrectly guess skews your self-assessment results and might
provide you with a false sense of security.

1. Which of the following are examples of common methods used by ciphers? (Select all
that apply.)
a. Transposition
b. Substitution
c. Polyalphabetic
d. Polynomial

2. Which of the following are examples of symmetric block cipher algorithms? (Select all
that apply).

a. Advanced Encryption Standard (AES)

b. Triple Digital Encryption Standard (3DES)
c. DSA

d. Blowfish

e. ElGamal

3. Which of the following is a type of encryption algorithm that uses the same key to
encrypt and decrypt data?

a. Symmetric
b. Asymmetric

c. PKI

d. Digital signatures
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4.

Which of the following are examples of hashing algorithms? (Select all that apply.)
a. DES

b. SHA-1
c. SHA-2
d. MD5

Which of the following are benefits of digital signatures? (Select all that apply.)
a. Authentication

b. Nonrepudiation

c. Masking

d. Encoding

Which of the following cryptographic protocols are considered next-generation
protocols? (Select all that apply.)

a. AES-GCM mode
b. AES-CBC mode
c. SHA-512

d. SHA-2

Which of the following is a key management algorithm used in IPsec site-to-site and
remote-access VPN implementations?

a. Diffie-Hellman (DH)

b. AES
c. SHA
d. ESP

Which of the following statements about public and private key pairs are true? (Select
all that apply.)

a. A key pair is a set of two keys that work in combination with each other as a
team.

A key pair is a set of two keys that work in isolation.

c. If you use the public key to encrypt data using an asymmetric encryption
algorithm, the corresponding private key is used to decrypt the data.

d. If you use the public key to encrypt data using an asymmetric encryption
algorithm, the peer decrypts the data with that public key.

Which of the following entities can be found inside a digital certificate? (Select all
that apply.)

a. Serial number

b. DNS server IP address

c. Default gateway

d. DPublic key
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Which of the following is true about root certificates?

a. A root certificate contains information about the user.

b. A root certificate contains information about the network security device (such as
a firewall or intrusion prevention system).

c. Aroot certificate contains the public key of the root certificate authority.

d. Root certificates never expire.

Which of the following are public key standards that specify the format and

implementation of digital certificates? (Select all that apply.)

a. [Psec

b. PKCS #10
c. PKCS#12
d. 1SO33012
e. AES

You are you using your web browser to connect to a web application that is using
transport layer security (TLS) and digital certificates. It is very important that your
web browser check the validity of the certificate and to make sure that it has not been
revoked. Your browser (the client) simply sends a request to find the status of a cer-
tificate and gets a response without having to know the complete list of revoked cer-
tificates. What protocol is used by your browser to check whether the certificate has
been revoked or is still valid?

a. AES

b. OCSP

c. PKCS#12
d. PKCS#10

Which of the following statements about subordinate certificate authorities is true?
a. For a client to verify the chain of authority, a client needs only the root certificate.

b. For a client to verify the chain of authority, a client needs only the subordinate
CA’s certificate.

c. For a client to verify the chain of authority, a client needs both the subordinate
CA’s certificate and the root certificate.

d. For a client to verify the chain of authority, a client needs the subordinate CA’s
certificate, the CRL, the private key, and the root certificate.

What is a PKI topology or implementation where a CA has a horizontal trust
relationship over to a second CA so that clients of either CA can trust the signatures
of the other CA?

a. Cross-certifying CAs
b. CRL

c. OCSpP

d. None of these answers are correct.
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Foundation Topics
Cryptography

The words cryptography and cryprology come from the Greek word krypros, which means
a secret. Cryptography is the study of the techniques used for encryption and secure com-
munications. Cryptographers are the people who study and analyze cryptography. Cryptog-
raphers are always constructing and analyzing protocols for preventing unauthorized users
from reading private messages as well as the following areas of information security:

m Data confidentiality
m Data integrity
® Authentication

m Nonrepudiation

Cryptography is a combination of disciplines, including mathematics and computer science.
Examples of the use of cryptography include virtual private networks (VPNs), e-commerce,
secure email transfer, and credit card chips. You may also often hear the term cryptanalysis,
which is the study of how to crack encryption algorithms or their implementations.

Key Ciphers and Keys
Topic Understanding the terminology is a large part of understanding any technology, so let’s begin
with some fundamentals.

Ciphers
A cipher is a set of rules, which can also be called an algorithm, about how to perform
encryption or decryption. Literally hundreds of encryption algorithms are available, and
there are likely many more that are proprietary and used for special purposes, such as for
governmental use and national security.

Common methods that ciphers use include the following:

m Substitution: This type of cipher substitutes one character for another.

m Polyalphabetic: This is similar to substitution, but instead of using a single alphabet, it
can use multiple alphabets and switch between them by some trigger character in the
encoded message.

m Transposition: This method uses many different options, including the rearrangement
of letters. For example, if you have the message “This is secret,” you could write it out
(top to bottom, left to right) as shown in Example 5-1.

Example 5-1 Transposition Example

TS SR
HIETE
IsCT

You then encrypt it as RETCSIHTSSEI, which involves starting at the top right and going
around like a clock, spiraling inward. For someone to know how to encrypt or decrypt this
correctly, the correct key is needed.
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Keys
The key in Example 5-1 refers to the instructions for how to reassemble the characters. In
this case, it begins at the top-right corner and moves clockwise and spirals inward.

A one-time pad (OTP) is a good example of a key that is used only once. Using this method,
if you want to encrypt a 32-bit message, you use a 32-bit key, also called the pad, which is
used one time only. Each bit from the pad is mathematically computed with a correspond-
ing bit from the message, and the results are the cipher text, or encrypted content. The key
in this case is the one-time use pad. The pad must also be known by the receiver if he or she
wants to decrypt the message.

Key Management
Key management deals with the relationship between users and keys; it’s important to man-
age the generation, exchange, storage, and usage of those keys. It is crucial technically and
organizationally because issues can present themselves due to poorly designed key systems
and poor management. Keys must be chosen and stored securely. The generation of strong
keys is probably the most important concept. Some algorithms have weak keys that make
cryptanalysis easy. For example, Digital Encryption Standard (DES) uses a considerably
weaker key than Advanced Encryption Standard (AES); the stronger the key, the stronger the
key management.

You learn several methods for the exchange of keys later in this chapter, including encapsu-
lating one key within another, using key indicators, and exchanging symmetric session keys
with an asymmetric key algorithm—in effect, ciphering the cipher. Secure storage of keys
often depends on users and passwords, or other authentication schemes. Proper storage of
keys allows for availability, part of the CIA triad. Finally, keys should be replaced frequently.
If a particular user uses a key for too long, it increases the chances of the key being cracked.
Keys, like passwords, should be changed and/or recycled often (for example, every six
months or every year).

Key management is huge in the world of cryptography. Symmetric keys can be used with
symmetric algorithms for hashing and encryption. Asymmetric keys, such as public-private
key pairs, can be used with asymmetric algorithms such as digital signatures, among other
things. You could say that the key to security with all these algorithms described so far is
the keys themselves.

Key management deals with generating keys, verifying keys, exchanging keys, storing keys,
and, at the end of their lifetime, destroying keys. This is critical when two devices that want
to establish a VPN session send their encryption keys over at the beginning of their session
in plaintext. If that happens, an eavesdropper who sees the keys could use them to change
ciphertext into understandable data, which would result in a lack of confidentiality within
the VPN.

Keyspace refers to all the possible values for a key. The bigger the key, the more secure the
algorithm will be. The only negative of having an extremely long key is that the longer the
key, the more the CPU is used for the decryption and encryption of data.

728 Block and Stream Ciphers
Topic

Encryption algorithms can operate on blocks of data at a time, or bits and bytes of data,
based on the type of cipher. Let’s compare the two methods.

183
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Block Ciphers
A block cipber is a symmetric key cipher (meaning the same key is used to encrypt and
decrypt) that operates on a group of bits called a block. A block cipher encryption algo-
rithm may take a 64-bit block of plaintext and generate a 64-bit block of ciphertext. With
this type of encryption, the key to encrypt is also used to decrypt. Examples of symmetric
block cipher algorithms include the following:

® Advanced Encryption Standard (AES)

Triple Digital Encryption Standard (3DES)

Blowfish

Digital Encryption Standard (DES)

m International Data Encryption Algorithm (IDEA)

Block ciphers may add padding in cases where there is not enough data to encrypt to make
a full block size. This might result in a very small amount of wasted overhead because the
small padding would be processed by the cipher along with the real data.

TIP Additional information about encryption and hashing algorithms is available for your
reference in the following GitHub repository: https://github.com/The-Art-of-Hacking/
h4cker/tree/master/crypto.

Stream Ciphers
A stream cipber is a symmetric key cipher (meaning the same key is used to encrypt and
decrypt), where the plaintext data to be encrypted is done a bit at a time against the bits of
the key stream, also called a cipher digit stream. The resulting output is a ciphertext stream.
Because a cipher stream does not have to fit in a given block size, there may be slightly less
overhead than with a block cipher that requires padding to complete a block size.

2= Symmetric and Asymmetric Algorithms
Topic As you build your vocabulary, the words symmerric and asymmetric are important ones
to differentiate. Let’s look at the options of each and identify which of these requires more

CPU overhead and which one is used for bulk data encryption.

Symmetric Algorithms
As mentioned previously, a symmetric encryption algorithm, also known as a symmetric
cipber, uses the same key to encrypt the data and decrypt the data. Two devices connected
via a virtual private network (VPN) both need the key (or keys) to successfully encrypt and
decrypt the data protected using a symmetric encryption algorithm. Common examples of
symmetric encryption algorithms include the following:

m DES
m 3DES
m AES


https://github.com/The-Art-of-Hacking/h4cker/tree/master/crypto
https://github.com/The-Art-of-Hacking/h4cker/tree/master/crypto

Chapter 5: Fundamentals of Cryptography and Public Key Infrastructure (PKI) 185

m IDEA
m RC2, RC4, RC5, RC6
m Blowfish

Symmetric encryption algorithms are used for most of the data protected in VPNs today
because they are much faster to use and take less CPU than asymmetric algorithms. As with
all encryption, the more difficult the key, the more difficult it is for someone who does not
have the key to intercept and understand the data. Usually, you refer to keys with VPNs by
their length. A longer key means better security. A typical key length is 112 bits to 256 bits.
The minimum key length should be at least 128 bits for symmetric encryption algorithms to
be considered fairly safe. Again, bigger is better.

Asymmetric Algorithms
An example of an asymmetric algorithm is a public key algorithm. There is something
magical about asymmetric algorithms because instead of using the same key for encrypt-
ing and decrypting, they use two different keys that mathematically work together as a pair.
Let’s call these keys the public key and the private key. Together they make a key pair. Let’s
put these keys to use with an analogy.

Imagine a huge shipping container that has a special lock with two keyholes (one large key-
hole and one smaller keyhole). With this magical shipping container, if you use the small
keyhole with its respective key to lock the container, the only way to unlock it is to use the
big keyhole with its larger key. Another option is to initially lock the container using the big
key in the big keyhole, and then the only way to unlock it is to use the small key in the small
keyhole. (I told you it was magic.) This analogy explains the interrelationship between the
public key and its corresponding private key. (You can decide which one you want to call the
big key and which one you want to call the little key.) There is a very high CPU cost when
using key pairs to lock and unlock data. For that reason, you use asymmetric algorithms
sparingly. Instead of using them to encrypt bulk data, you use asymmetric algorithms for
things such as authenticating a VPN peer or generating keying material that you can use for
symmetric algorithms. Both of these tasks are infrequent compared to encrypting all the
user packets (which happens consistently).

With public key cryptography, one of the keys in the key pair is published and available to
anyone who wants to use it (the public key). The other key in the key pair is the private key,
which is known only to the device that owns the public-private key pair. A public-private
key pair is used, for example, when visiting a secure website. In the background, the public-
private key pair of the server is used for the security of the session. Your PC has access to
the public key, and the server is the only one that knows its private key.

Here are some examples of asymmetric algorithms:

m RSA: This algorithm is named after Rivest, Shamir, and Adleman, who created it. The
primary use of this asymmetric algorithm today is for authentication. It is also known
as Public-Key Cryptography Standard (PKCS) #1. The key length may be from 512 to
2048, and a minimum size for good security is at least 1024. As long as the proper size
keys are used, it is considered to be a secure protocol and is used in many e-commerce
scenarios. It is slower than symmetric key algorithms but has advantages of being
suitable for signing and for encryption. It works well with credit card security and
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TLS/SSL. Key lengths for RSA are much longer than in symmetric cryptosystems.
Regarding security, the larger the key size, the better. For example, 512-bit RSA keys
were proven to be breakable over a decade ago; however, 1024-bit keys are currently
considered unbreakable by most known technologies, but RSA still recommends using
the longer 2048-bit key, which should deter even the most powerful super hackers. It
is important to note that asymmetric algorithm keys need to be much larger than their
symmetric key counterparts to be as effective. For example, a 128-bit symmetric key
is essentially equal to a 2304-bit asymmetric key in strength. The RSA algorithm uses
what is known as integer factorization cryptrography. It works by first multiplying
two distinct prime numbers that cannot be factored. Then it moves on to some more
advanced math to derive a set of two numbers. Finally, from these two numbers, it cre-
ates a private and public key pair.

m DH: The Diffie-Hellman key exchange protocol is an asymmetric algorithm that allows
two devices to negotiate and establish shared secret keying material (keys) over an
untrusted network. The interesting thing about DH is that although the algorithm itself
is asymmetric, the keys generated by the exchange are symmetric keys that can then
be used with symmetric algorithms such as 3DES and AES.

m ElGamal: This asymmetric encryption system is based on the DH exchange.

m DSA: The Digital Signature Algorithm was developed by the U.S. National Security
Agency.

m ECC: Elliptic curve cryptography is a public-key cryptography based on the algebraic
structure of elliptic curves over finite fields.

Asymmetric algorithms require more CPU processing power than symmetric algorithms.
Asymmetric algorithms, however, are more secure. A typical key length used in asymmetric
algorithms can be anywhere between 2048 and 4096. A key length that is shorter than 2048
is considered unreliable or not as secure as a longer key.

A commonly asymmetric algorithm used for authentication is RSA (as in RSA digital
signatures).

Elliptic Curve
Elliptic curve cryptography (ECC) is a type of public key cryptography based on the struc-
ture of an elliptic curve. It uses logarithms calculated against a finite field and is based on
the difficulty of certain mathematical problems. It uses smaller keys than most other encryp-
tion methods. Keys are created by graphing specific points on the curve, which were gener-
ated mathematically. All parties involved must agree on the elements that define the curve.
This asymmetric algorithm has a compact design, leading to reduced computational power
compared to other asymmetric algorithms, yet it creates keys that are difficult to crack.

Other algorithms have been adapted to work with elliptic curves, including Diffie-Hellman
and the DSA. The Diffie-Hellman version (known as Elliptic Curve Diffie-Hellman, or
ECDH) uses elliptic curve public-private key pairs to establish the secret key. Another vari-
ant, Elliptic Curve Diffie-Hellman Ephemeral (ECDHE), runs in ephemeral mode, which
makes sure that a compromised message won't start a chain reaction and that other messages
maintain their integrity. By its very design, the elliptic curve solves the problem of the extra
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computational power required by DHE. DSA is a U.S. federal government standard public
key encryption algorithm used in digital signatures. The elliptic version is known as ECDSA.
In general, the size of the public key in an elliptic curve—based algorithm can be 1/6 the

size of the nonelliptic curve version. For example, ECDSA has a public key that is 160 bits,
but regular DSA uses a public key that is 1024 bits. This is part of the reasoning behind the
reduced amount of CPU power needed.

ECC is used with smart cards, wireless security, and other communications such as VoIP

and IPsec (with DSA). It can be susceptible to side-channel attacks (SCAs), which are attacks
based on leaked information gained from the physical implementation (number and type of
curves) of the cryptosystem, and fault attacks (a type of SCA); plus there are concerns about
backdoors into the algorithm’s random generator. Elliptic curve cryptography (as well as RSA
and other algorithms) is also theoretically vulnerable to quantum cryptanalysis—based com-
puting attacks.

Quantum Cryptography
The quantum computer (as of the writing of this book) is highly theoretical, but quantum
encryption is more of a reality. More accurately known as quanrum cryptography, it builds
on quantum mechanics, and in particular, quantum communications.

In the standard digital encryption scenario, the key is established between two parties: one
person encodes bits of information, and the other decodes them. Standard bits of informa-
tion are used (1s and 0s). But in a quantum encryption scenario, the bits of the key can be
encoded as quantum data (in which bits can exist in multiple states). This allows information
to be encoded in such a way that would otherwise be impossible in classical digital encryp-
tion schemes.

Currently, quantum cryptography is a reality only in the form of quantum key distribution
(QKD), which does have various protocols based on it. It commonly uses a fiber channel
(fiber-optic matrix) to transmit quantum information, which can be very costly. In fact, the
entire procedure is quite expensive and difficult to undertake, making it uncommon. But it
is known to have flaws. Let’s remember one general rule about security: there is no perfect,
utopian, secure solution. Given time, every encryption technique is exploited and its vulner-
abilities are exposed. It would follow that quantum encryption is no exception.

More Encryption Types
There are a couple more encryption types to address. They don’t quite fit into the other sec-
tions. The first is the one-time pad, and the second is the Pretty Good Privacy (PGP) applica-
tion and encryption method.

One-Time Pad
A one-time pad (also known as the Vernam cipber, named after the engineer Gilbert Ver-
nam) is a stream cipher that encrypts plaintext with a secret random key that is the same
length as the plaintext. It uses a string of bits that is generated at random (known as a key-
stream). Encryption is accomplished by combining the keystream with the plaintext mes-
sage using the bitwise XOR operator to produce the ciphertext. Because the keystream is
randomized, even an attacker with a plethora of computational resources on hand can only
guess the plaintext if the attacker sees the ciphertext.
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Unlike other encryption types, the one-time pad can be computed by hand with a pencil
and paper (thus the word pad in the name), although today computers are used to create a
one-time pad algorithm for use with technology. It has been proven as impossible to crack if
used correctly and is known as being “information-theoretically secure”; it is the only cryp-
tosystem with theoretically perfect secrecy. This means that it provides no information about
the original message to a person trying to decrypt it illegitimately. However, issues with this
type of encryption have stopped it from being widely used.

One of the issues with a one-time pad is that it requires perfect randomness. The problem
with computer-based random number generators is that they usually aren’t truly random
because high-quality random numbers are difficult to generate; instead, they are pseudoran-
dom number generators (PRNGs), discussed later. Another issue is that the exchange of the
one-time pad data must be equal to the length of the message. It also requires proper dis-
posal, which is difficult due to data remanence.

Regardless of these issues, the one-time pad can be useful in scenarios in which two users

in a secure environment are required to also communicate with each other from two other
separate secure environments. The one-time pad is also used in superencryption (or multiple
encryption), which is encrypting an already encrypted message. In addition, it is commonly
used in quantum cryptography, which uses quantum mechanics to guarantee secure commu-
nications. These last two concepts are far beyond the CyberOps Associate certification, but
they show the actual purpose for this encryption type.

PGP
Pretty Good Privacy (PGP) is an encryption program used primarily for signing, encrypting,
and decrypting emails in an attempt to increase the security of email communications. PGP
uses (actually wrote) the encryption specifications as shown in the OpenPGP standard; other
similar programs use this as well. Today, PGP has an entire suite of tools that can encrypt
email, enable whole disk encryption, and encrypt zip files and instant messages. PGP uses
a symmetric session key (also referred to as a preshared key, or PSK), and as such, you
might hear PGP referred to as a program that uses symmetric encryption, but it also uses
asymmetric RSA for digital signatures and for sending the session key. Because of this, it is
known as a hybrid cryprosystem, combining the best of conventional systems and public

key cryptography.

When encrypting data, PGP uses key sizes of at least 128 bits. Newer versions allow for RSA
or DSA key sizes ranging from 512 bits to 2048 bits. The larger the key, the more secure the
encryption is, but the longer it takes to generate the keys; however, keep in mind, this is done
only once when establishing a connection with another user. The program uses a combina-
tion of hashing, data compression, symmetric key cryptography, and public key cryptogra-
phy. New versions of the program are not fully compatible with older versions because the
older versions cannot decrypt the data that was generated by a newer version. This is one of
the issues when using PGP; users must be sure to work with the same version. Newer ver-
sions of PGP support OpenPGP and S/MIME, which allows for secure communications with
just about everyone.

Because it works with RSA, the security of PGP is based on the key size. It is considered
secure and uncrackable as long as a sufficient key size is used. As an example, 2048-bit keys
are mostly used nowadays and should be safe against the strongest of well-funded adversar-
ies with knowledgeable people; however, 3072-bit keys are recommended (as the strongest
key alternative). You should avoid 1024-bit or lower key lengths, as they are considered weak
implementations.
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Around the turn of the millennium, the creator of PGP, and many other security-minded
people that used PGP, sensed that an open-source alternative would be beneficial to the
cryptographic community. This was presented to, and accepted by, the Internet Engineer-
ing Task Force (IETF), and a new standard called OpenPGP was developed. With this open-
source code, others could write software that could easily integrate with PGP (or replace it).
One example of this is the GNU Privacy Guard (GPG, or GNuPG), which is compliant with
the OpenPGP standard. Over time this has been developed for several platforms including
various Linux GUIs, macOS/Mac OS X, and Windows. GPG is a combination of symmetric
key encryption and public key encryption.

Many businesses and individuals worldwide use PGP and its derivatives so that files can

be easily encrypted before transit. The original PGP (developed by Philip Zimmerman) has
changed hands several times and, as of this writing, is owned by Symantec, which offers it

as part of its products (for a fee). Several versions of PGP, as well as GNuPG, are available for
download for free. A good starting point is the following link: http://openpgp.org. There are
several public PGP/GPG repositories such as MIT’s Public Key Server (https://pgp.mit.edu),
Ubuntu’s Key Server (https://keyserver.ubuntu.com), Keybase (https://keybase.io), and many
others. For example, you can obtain my public PGP/GPG key in Keybase at https://keybase.io/
santosomar.

Pseudorandom Number Generators
Pseudorandom number generarors (PRNGs) are used by cryptographic applications that
require unpredictable output. They are primarily coded in C or Java and are developed within
a cryptography application such as a key generator program. Within that program there is a
specific utility—for example, SHA2PRNG—that is used to create the PRNG. (Remember to
use SHA-256 or higher.) For additional “randomness,” a programmer will increase entropy;,
often by collecting system noise. One of the threats to PRNGs is the random number genera-
tor attack, which exploits weaknesses in the code. This can be prevented by implementing
randomness, using AES, using newer versions of SHA, and maintaining physical control of
the system where the PRNG is developed and stored.

Hashes

Hashing is a method used to verify data integrity. For example, you can verify the integrity
of a downloaded software image file from Cisco and then verify its integrity using a tool
such as the verify md5 command in a Cisco IOS or Cisco IOS-XE device or a checksum
verification in an operating system such as Microsoft Windows, Linux, or macOS.

SHA-512 checksum (512 bits) output is represented by 128 characters in hex format, whereas
Message Digest 5 (MD5) produces a 128-bit (16-byte) hash value, typically expressed in text
format as a 32-digit hexadecimal number. Example 5-2 provides a comparison of the output
of an SHA-512 checksum with an MD5 checksum for a Cisco ASA software image (asa941-
smp-k8.bin).

Example 5-2 Hash Verification of a Cisco ASA Software Image

SHA512 checksum
1b6d41e893868aab9e06e78a9902b925227¢c82d8e31978ff2c412¢c18ac99f49f7035471544
1385e0b96e4bd3e861d18fb30433d52e12b15b501fa790£36d0eal

MD5 checksum

6ddc5129d43a22490a3c42d93f058ffe
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NOTE You can find a blog post explaining hash verification of Cisco software at
http://blogs.cisco.com/security/sha512-checksums-for-all-cisco-software.

A cryptographic hash function is a process that takes a block of data and creates a small
fixed-sized hash value. It is a one-way function, meaning that if two different computers take
the same data and run the same hash function, they should get the same fixed-sized hash
value (for example, a 12-bit long hash). MD5 algorithm is an example of a cryptographic
hash function. It is not possible (at least not realistically) to generate the same hash from a
different block of data. This is referred to as collision resistance. The result of the hash is a
fixed-length small string of data and is sometimes referred to as the digest, message digest,
or simply the hash.

An example of using a hash to verify integrity is the sender running a hash algorithm on

a packet and attaching that hash to it. The receiver runs the same hash against the packet
and compares results against the results the sender had (which are attached to the packet as
well). If the hash generated matches the hash that was sent, they know that the entire packet
is intact. If a single bit of the hashed portion of the packet is modified, the hash calculated
by the receiver will not match, and the receiver will know that the packet had a problem—
specifically with the integrity of the packet.

Example 5-3 verifies the integrity of three files and compares the contents of each one. In
Example 5-3, three files are shown (file 1.txt, file 2.txt, and file 3.txt). The shasum Linux
command is used to display the hashes of all three files. Files file 1.txt and file 3.txt have
exactly the same contents; that’s why you see the same SHA-512 hash.

Example 5-3 File Hash Verification

bash-3.2$ 1s -1

-rw-r--r-- 1 omar staff 32 Dec 7 12:30 file 1.txt
-rw-r--r-- 1 omar staff 288 Dec 7 12:31 file 2.txt
-rw-r--r-- 1 omar staff 32 Dec 7 12:30 file 3.txt

bash-3.2$ shasum -a 512 *

815elcbe6556ba31d448c3e30d£f3£1942d2f05a85ce2dd9512604bfbc9336£chb8ad0ea688597003b1806
cf98ce7699bd58c48576ccd1010451154afa37814114 file 1.txt

72f£6c32b9d2b0££288382f8£07a8556fal6ccb3ef4672c6l2alec4a%®al397b195b4ac993dca710dbebbd
72b7£72da3364da444d7d64580£035db405109b6f6el file 2.txt

815elcbe6556ba31d448c3e30df3£f1942d2f05a85¢ce2dd9512604bfbc9336£fcb8ad0ea688597003b1806
cf98ce7699bd58c48576ccdl010451154afa37814114 file 3.txt

Hashes are also used when security experts are analyzing, searching, and comparing mal-
ware. A hash of the piece of malware is typically exchanged instead of the actual file, to

avoid infection and collateral damage. For example, Cisco Advanced Malware Protection
(AMP) uses malware hashes in many of its different functions and capabilities.


http://blogs.cisco.com/security/sha512-checksums-for-all-cisco-software
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The three most popular types of hashes are as follows:

m Message Digest 5 (MD5): This hash creates a 128-bit digest.
m Secure Hash Algorithm 1 (SHA-1): This hash creates a 160-bit digest.

m Secure Hash Algorithm 2 (SHA-2): Options include a digest between 224 bits and
512 bits.

With encryption and cryptography, and now hashing, bigger is better, and more bits equals

better security. There are several vulnerabilities in the MD5 hashing protocol, including col-
lision and pre-image vulnerabilities. Attackers use collision attacks to find two input strings

of a hash function that produce the same hash result. The reason is that hash functions have
infinite input length and a predefined output length. Subsequently, there is the possibility of
two different inputs producing the same output hash.

There are also several vulnerabilities and attacks against SHA-1. Subsequently, it is recom-
mended that SHA-2 with 512 bits be used when possible.

TIP In the past few years there has been a lot of discussion on quantum computers and
their potential impact on current cryptography standards. This is an area of active research
and growing interest. The industry is trying to label what are the post-quantum ready and
next-generation cryptographic algorithms. AES-256, SHA-384, and SHA-512 are believed to
have post-quantum security. Other public key algorithms are believed to also be resistant to
post-quantum security attacks; however, not many standards support them.

Cisco provides a great resource that explains the next-generation encryption protocols
and hashing protocols at www.cisco.com/c/en/us/about/security-center/next-generation-
cryptography.html.

Hashed Message Authentication Code
Hashed Message Authentication Code (HMAC) uses the mechanism of hashing but kicks it
up a notch. Instead of using a hash that anyone can calculate, HMAC includes in its calcula-
tion a secret key of some type. Thus, only the other party who also knows the secret key
and can calculate the resulting hash can correctly verify the hash. When this mechanism is
used, an attacker who is eavesdropping and intercepting packets cannot inject or remove data
from those packets without being noticed because that attacker cannot recalculate the cor-
rect hash for the modified packet because he or she does not have the key or keys used for
the calculation.

Once again, MD5 is a hash function that is insecure and should be avoided. SHA-1 is a leg-
acy algorithm and therefore is adequately secure. SHA-256 provides adequate protection for
sensitive information. On the other hand, SHA-384 is required to protect classified informa-
tion of higher importance.


http://www.cisco.com/c/en/us/about/security-center/next-generation-cryptography.html
http://www.cisco.com/c/en/us/about/security-center/next-generation-cryptography.html
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72 Digital Signatures
Topic Signing something often represents a commitment to follow through, or at least proves that
you are who you say you are. In the world of cryptography, a digital signature provides three

core benefits:

m Authentication
m Data integrity

m Nonrepudiation

Digital Signatures in Action

Topic One of the best ways to understand how a digital signature operates is to remember what
you learned in previous sections about public and private key pairs, hashing, and encryption.
Digital signatures involve each of these elements.

In most security books, three fictional characters are used to explain encryption and PKI:
Bob, Alice, and Eve. Bob and Alice typically are the two entities that exchange a secured
message over a public or untrusted network, and Eve is the person who tries to “eavesdrop”
and steal the information being exchanged. In this book, let’s make it more entertaining and
use Batman, Robin, and the Joker. In Figure 5-1, all three entities are illustrated. Batman
wants to send an encrypted message to Robin without the Joker being able to read it.

T :
Batman Robin
Joker

Figure 5-1 Fundamentals of Encrypted Communications

Batman and Robin are two people who want to establish a VPN connection to each other,
and to do so they want to use digital signatures to verify each other to make sure they are
talking to the right entity. This concept is illustrated in Figure 5-2.

Both Batman and Robin want to verify each other, but for simplicity let’s focus on one
entity: Batman wanting to prove its identity to the other device, Robin. (This could also be
phrased as Robin asking Batman to prove Batman’s identity.)

As a little setup beforehand, you should know that both Batman and Robin have generated
public-private key pairs, and they both have been given digital certificates from a common
certificate authority (CA). A CA is a trusted entity that hands out digital certificates. This
concept is illustrated in Figure 5-3.



Chapter 5: Fundamentals of Cryptography and Public Key Infrastructure (PKI) 193

Y

Digital Signature

(Public Key)
Batman Robin

A

Digital Signature
(Public Key)

Figure 5-2 Digiral Signarure Verification

Certificate Enrollment Request

i &

Batman

Digital Certificate
Figure 5-3 Digiral Certificate Enrollment with a CA

In Figure 5-3, Batman requests a digital certification from (enrolls with) a CA, and the CA
assigns one to Batman. If you were to open the digital certificate, you would find the name
of the entity (in this case, Batman). You would also find Batman’s public key (which Batman
gave to the CA when applying for the digital certificate). Figure 5-4 shows an example of a
digital certificate. In this case, Cisco’s website (www.cisco.com) digital certificate is shown.
Also, the digital signature of the CA is shown.

NOTE To learn more about CAs and the certificate enrollment process, see the “Certificate
Authorities” section later in this chapter.

Both Batman and Robin trust the CA and have received their certificates.

Batman takes a packet and generates a hash. Batman then takes this small hash and encrypts
it using Batman’s private key. (Think of this as a shipping container, and Batman is using the
small key in the small keyhole to lock the data.) Batman attaches this encrypted hash to the
packet and sends it to Robin. The fancy name for this encrypted hash is digiral signarure.


http://www.cisco.com
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Figure 5-4 Digiral Certificate Envollment with a CA

When Robin receives this packet, it looks at the encrypted hash that was sent and decrypts
it using Batman’s public key. (Think of this as a big keyhole and the big key being used to
unlock the data.) Robin then sets the decrypted hash off to the side for one moment and
runs the same hash algorithm on the packet it just received. If the hash Robin just calculated
matches the hash just received (after Robin decrypted it using the sender’s public key), then
Robin knows two things: that the only person who could have encrypted it was Batman with
Batman’s private key, and that the data integrity on the packet is solid, because if one bit had
been changed, the hashes would not have matched. This process is called aurbentication,
using digital signatures, and it normally happens in both directions with an IPsec VPN tun-
nel if the peers are using digital signatures for authentication (referred to as rsa-signarures
in the configuration).

At this point you might be wondering how Robin got Batman’s key (Batman’s public key)
to begin with. The answer is that Batman and Robin also exchanged digital certificates that
contained each other’s public keys. Batman and Robin do not trust just any certificates, but
they do trust certificates that are digitally signed by a CA they trust. This also implies that
to verify digital signatures from the CA, both Batman and Robin also need the CA’s public
key. Most browsers and operating systems today have the built-in certificates and public
keys for the mainstream CAs on the Internet. Figure 5-5 shows the System Roots keychain
on Mac OS X.
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Figure 5-5 Mac OS X System Roots

Next-Generation Encryption Protocols

Key The industry is always looking for new algorithms for encryption, authentication, digital

Topic signatures, and key exchange to meet escalating security and performance requirements. The
U.S. government selected and recommended a set of cryptographic standards called Suite B
because it provides a complete suite of algorithms designed to meet future security needs.
Suite B has been approved for protecting classified information at both the secret and top-
secret levels. Cisco participated in the development of some of these standards. The Suite B
next-generation encryption (NGE) includes algorithms for authenticated encryption, digital
signatures, key establishment, and cryptographic hashing, as listed here:

m Elliptic curve cryptography replaces RSA signatures with the ECDSA algorithm and
replaces the DH key exchange with ECDH. ECDSA is an elliptic curve variant of the
DSA algorithm, which has been a standard since 1994. The new key exchange uses DH
with P-256 and P-384 curves.

m AES in the GaRobin/Counter Mode (GCM) of operation.
m ECC digital signature algorithm.
m SHA-256, SHA-384, and SHA-512.
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Key

IPsec and SSL/TLS

IPsec is a suite of protocols used to protect IP packets and has been around for decades.

It is in use today for both remote-access VPNs and site-to-site VPNs. SSL/TLS is typically
used for remote-access VPNs and for secure communications with web services. Let’s take a
closer look at both of these widely implemented suites of protocols.

IPsec

IPsec is a collection of protocols and algorithms used to protect IP packets at Layer 3, hence
the name IP Security (IPsec). IPsec provides the core benefits of confidentiality through
encryption, data integrity through hashing and HMAC, and authentication using digital
signatures or using a preshared key (PSK) that is just for the authentication, similar to a
password. IPsec also provides anti-replay support. The following is a high-level explanation
of IPsec components (protocols, algorithms, and so on):

m ESP and AH: These are the two primary methods for implementing IPsec. ESP stands
for Encapsulating Security Payload, which can perform all the features of IPsec,
and AH stands for Authentication Header, which can do many parts of the IPsec
objectives, except for the important one (the encryption of the data). For that reason,
AH is not used frequently.

m Encryption algorithms for confidentiality: DES, 3DES, and AES.
m Hashing algorithms for integrity: MD5 and SHA.
m Authentication algorithms: Preshared keys and RSA digital signatures.

m Key management: Examples of key management include Diffie-Hellman (DH),
which can be used to dynamically generate symmetric keys to be used by symmetric
algorithms; PKI, which supports the function of digital certificates issued by trusted
CAs; and Internet Key Exchange (IKE), which does a lot of the negotiating and man-
agement needed for IPsec to operate.

Secure Sockets Layer and Transport Layer Security

Secure Sockets Layer (SSL) and its successor Transport Layer Security (TLS) are cryptographic
protocols that provide secure Internet communications such as web browsing, instant messag-
ing, email, and VoIP. These protocols rely on a PKI for obtaining and validating certificates.

Many people refer to the secure connections they make to websites as SSL, but actually
some of these are TLS. The last version of SSL, Version 3, was released in 1996. TLS is a
more secure solution; Version 1 of TLS supersedes SSLv3. As of the writing of this book, the
latest version of TLS is 1.3. TLS and SSL work in much the same manner. Two types of keys
are required when any two computers attempt to communicate with the SSL or TLS proto-
cols: a public key and a session key. Asymmetric encryption is used to encrypt and share
session keys, and symmetric encryption is used to encrypt the session data. Session keys
used by protocols such as TLS are used only once; that is, a separate session key is utilized
for every connection. A recovery key will be necessary if any data is lost in an SSL/TLS ses-
sion. SSL and TLS encrypt segments of network connections that start at the transport layer
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of the OSI model. The actual encryption occurs at the session layer. In general, SSL and TLS
are known as application layer protocols.

If a server running SSL/TLS requires additional processing, consider an SSL/TLS accelerator.
This can be another computer, or more commonly, an add-on card that solely works on the
CPU-intensive public-key encryption, namely the SSL/TLS handshake process. Your orga-
nization might have a policy stating that SSL/TLS-encrypted data needs to be decrypted
when it reaches the internal network and then analyzed for malware and potential attacks.

It is often then re-encrypted and sent to its final destination. This process is also very CPU
intensive, and an SSL/TLS accelerator can provide the additional power required. SSL/TLS
decryption and re-encryption can be a security risk and a privacy issue (especially for users
bringing their own devices to the corporate network [BYOD users]). Careful consideration
is required regarding where the decryption/re-encryption will take place, how it is imple-
mented, and how people are notified about this policy.

HTTPS, which stands for Hypertext Transfer Protocol Secure, is a combination of HTTP and
TLS. Web servers that enable HTTPS inbound connections must have inbound port 443
open (although web services using TLS can be configured in any TCP port). Numerous web-
sites nowadays use HTTPS using TLS. If you connect to an online shopping portal such as
Amazon, your credit card transactions should be protected by HTTPS, and you should see
the protocol within the address bar of your browser when you enter a secure area of the
website. If you connect to social network sites such as Facebook and Twitter, you should
also see HTTPS/TLS used.

NOTE HTTPS should not be confused with Secure HTTP (SHTTP). SHTTP is an alterna-
tive to HTTPS that works in much the same way. Because SHTTP was neglected by Micro-
soft, Netscape, and others in the 1990s, and because SHTTP encrypts only application layer
messages, HTTPS became the widely used standard. HTTPS can encrypt all data passed
between the client and the server, including data passing through Layer 3.

Email protocols can use SSL/TLS as well. For example, there is SSL/TLS-encrypted POP
(which uses port 995), SSL/TLS SMTP (uses port 465), and SSL/TLS IMAP (uses port 993).

TIP  One attack to watch for is the downgrade attack—when a protocol is downgraded
from a high-quality mode or higher version to a low-quality mode or lower version. Many
types of encryption protocols can be downgraded, but perhaps the most commonly targeted
protocols are SSL and TLS. This is accomplished when backward compatibility is enabled on
a system and is often implemented as part of a man-in-the-middle (MITM) attack. Obviously,
the removal of backward compatibility can help prevent the attack on the server side and on
the client side, but also preventive measures against MITM and similar enveloping attacks
can be beneficial. For example, using an IDS/IPS solution within the company network and
utilizing encrypted VPN tunnels for data sessions are preventive measures that can be used
against downgrade attacks.
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To use SSL, the user connects to an SSL server (that is, a web server that supports SSL) by
using HTTPS rather than HTTP. To the end user, it represents a secure connection to the
server, and to the correct server.

Even if the user does not type in HTTPS, the website can redirect him or her behind the
scenes to the correct URL. Once there, the browser requests that the web server identify
itself. (Be aware that everything that is about to happen is occurring in the background and
does not require user intervention.) The server sends the browser a copy of its digital certifi-
cate, which may also be called an SSL certificate. When the browser receives the certificate,
it checks whether it trusts the certificate. Using the method for verifying a digital signature
discussed earlier, the browser determines whether the certificate is valid based on the sig-
nature of the CA. Assuming the certificate is trusted, the browser now has access to the
server’s public key contained in the certificate.

NOTE If the signature is not valid, or at least if the browser does not think the certificate
is valid, a pop-up is usually presented to the user asking whether he or she wants to proceed.
This is where user training is important. Users should be trained never to accept a certificate
that the browser does not trust.

Most of the time, the server does not require the browser to prove who it is. Instead, the web
server uses some type of user authentication, such as a username and password, as required,
to verify who the user is.

After the authentication has been done, several additional exchanges occur between the
browser and the server as they establish the encryption algorithm they will use as well as the
keys they will use to encrypt and decrypt the data. You learn more about that exact process
later in this chapter in the section titled “Fundamentals of PKL.”

SSH

Secure Shell (SSH) is a protocol that can create a secure channel between two computers or
network devices, enabling one computer or device to remotely control the other. Designed
as a replacement for Telnet, it is commonly used on Linux and UNIX systems, and nowadays
also has widespread use on Windows clients. It depends on public key cryptography to
authenticate remote computers. One computer (the one to be controlled) runs the SSH dae-
mon, while the other computer runs the SSH client and makes secure connections to the first
computer (which is known as a server), as long as a certificate can be obtained and validated.

Computers that run the SSH daemon have inbound port 22 open. If a proper SSH connec-
tion is made, files can also be transferred securely using Secure File Transfer Protocol (SFTP)
or Secure Copy Protocol (SCP). Tunneling is also supported.

As mentioned previously, understanding the terminology is important for you in mastering
encryption and secure communication technologies. Figure 5-6 explains the key components
and their functions as well as provides examples of their implementation.
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Figure 5-6 Fundamental Encryption Components
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Fundamentals of PKI

Public key infrastructure (PKI) is a set of identities, roles, policies, and actions for the
creation, use, management, distribution, and revocation of digital certificates. The reason
that PKI exists is to enable the secure electronic transfer of information for many different
purposes. You probably know that using simple passwords is an inadequate authentication
method. PKI provides a more rigorous method to confirm the identity of the parties involved
in the communication and to validate the information being transferred.

PKI binds public keys with the identities of people, applications, and organizations. This
“binding” is maintained by the issuance and management of digital certificates by a certifi-
cate authority.

J7&7 Public and Private Key Pairs
Topic

A key pair is a set of two keys that work in combination with each other as a team. In a typi-
cal key pair, you have one public key and one private key. The public key may be shared with
everyone, and the private key is not shared with anyone. For example, the private key for a
web server is known only to that specific web server. If you use the public key to encrypt
data using an asymmetric encryption algorithm, the corresponding private key is used to
decrypt the data. The inverse is also true. If you encrypt with the private key, you then
decrypt with the corresponding public key. Another name for this asymmetric encryption is
public key cryprography or asymmetric key cryptography. The uses for asymmetric algo-
rithms are not just limited to authentication, as in the case of digital signatures discussed in
the previous sections, but that is one example of an asymmetric algorithm.

Keys are the secrets that allow cryptography to provide confidentiality. Let’s take a closer
look at the keys involved with RSA and how they are used.

RSA Algorithm, the Keys, and Digital Certificates
Topic

199
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With RSA digital signatures, each party has a public-private key pair because both parties
intend on authenticating the other side. Going back to the analogy in the previous sections,
let’s use two users named Batman and Robin. As you saw in Figures 5-2 and 5-3, they both
generated their own public-private key pair, and they both enrolled with a certificate author-
ity. That CA took each of their public keys as well as their names and IP addresses and cre-
ated individual digital certificates, and the CA issued these certificates back to Batman and
Robin, respectively. The CA also digitally signed each certificate.

When Batman and Robin want to authenticate each other, they send each other their digital
certificates (or at least a copy of them). Upon receiving the other party’s digital certificate,
they both verify the authenticity of the certificate by checking the signature of a CA they
currently trust. (When you rrusr a certificate authority, it means that you know who the CA
is and can verify that CA’s digital signature by knowing the public key of that CA.)

Now that Batman and Robin have each other’s public keys, they can authenticate each other.
This normally happens inside of a VPN tunnel in both directions (when RSA signatures are
used for authentication). For the purpose of clarity, we focus on just one of these parties (for
example, the computer Batman) and proving its identity to the other computer (in this case,
Robin).

Batman takes some data, generates a hash, and then encrypts the hash with Batman’s private
key. (Note that the private key is not shared with anyone else—not even Batman’s clos-

est friends have it.) This encrypted hash is inserted into the packet and sent to Robin. This
encrypted hash is Batman’s digital signature.

Robin, having received the packet with the digital signature attached, first decodes or
decrypts the encrypted hash using Batman’s public key. It then sets the decrypted hash to
the side for a moment and runs a hash against the same data that Batman did previously. If
the hash that Robin generates matches the decrypted hash, which was sent as a digital signa-
ture from Batman, then Robin has just authenticated Batman—because only Batman has the
private key used for the creation of Batman’s digital signature.

Certificate Authorities

A certificate authority is a computer or entity that creates and issues digital certificates.
Inside of a digital certificate is information about the identity of a device, such as its IP
address, fully qualified domain name (FQDN), and the public key of that device. The CA
takes requests from devices that supply all of that information (including the public key gen-
erated by the computer making the request) and generates a digital certificate, which the CA
assigns a serial number to. The CA then signs the certificate with its own digital signature.
Also included in the final certificate is a URL that other devices can check to see whether
this certificate has been revoked and the certificate’s validity dates (the time window during
which the certificate is considered valid). Also in the certificate is the information about the
CA that issued the certificate and several other parameters used by PKI. This is illustrated in
Figure 5-7, which shows the certificate for the website h4cker.org.
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Figure 5-7 h4cker.org Certificate

In Figure 5-7, you can see the Certificate Practice Statement (CPS) URL and the Online Cer-
tificate Status Protocol (OCSP) URLs.
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NOTE The CPS is a document from a CA or a member of a web of trust that describes
their practice for issuing and managing digital certificates. The OCSP is a protocol used to
obtain the revocation status of a digital certificate and is defined in RFC 6960. OCSP was
created as an alternative to a certificate revocation list (CRL), which is a list of the serial
numbers of revoked certificates.

Now let’s go back to our scenario. Batman and Robin’s computers can receive and verify
identity certificates from each other (and thousands of others) by using a third-party trusted
certificate authority, as long as the certificates are signed by a CA that is trusted by Bat-
man and Robin. Commercial CAs charge a fee to issue and maintain digital certificates. One
benefit of using a commercial CA server to obtain digital certificates for your devices is that
most web browsers maintain a list of the more common trusted public CA servers, and as a
result anyone using a browser can verify the identity of your web server by default without
having to modify their web browser at all. If a company wants to set up its own internal CA
and then configure each of the end devices to trust the certificates issued by this internal
CA, no commercial certificate authority is required, but the scope of that CA is limited to
the company and its managed devices, because any devices outside of the company would
not trust the company’s internal CA by default.

Root and Identity Certificates

A digital certificate can be thought of as an electronic document that identifies a device or
person. It includes information such as the name of the person or organization, address, and
public key of that person or device. There are different types of certificates, including root
certificates (which identify the CA), and identity certificates, which identify devices such as
servers and other devices that want to participate in PKI.

Root Certificate

A root certificate contains the public key of the CA server and the other details about the
CA server. Figure 5-8 shows an example of one.

The output in Figure 5-8 can be seen on most browsers, although the location of the
information might differ a bit depending on the browser vendor and version.

Here are the relevant parts of the certificate:

m Serial number: This is the number issued and tracked by the CA that issued the
certificate.

m Issuer: This is the CA that issued this certificate. (Even root certificates need to have
their certificates issued from someone, perhaps even themselves.)

m Validity dates: These dates indicate the time window during which the certificate is
considered valid. If a local computer believes the date to be off by a few years, that
same PC may consider the certificate invalid due to its own error about the time.
Using the Network Time Protocol (NTP) is a good idea to avoid this problem.
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Figure 5-8 A Root Certificate Example

m Subject of the certificate: This includes the organizational unit (OU), organization (O),
country (C), and other details commonly found in an X.500 structured directory (more
on that later in the chapter, in the “Public Key Cryptography Standards” section). The
subject of the root certificate is the CA itself. The subject for a client’s identity certifi-
cate is the client.
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m Public key: The contents of the public key and the length of the key are often both
shown. After all, the public key is public.

® Thumbprint algorithm and thumbprint: This is the hash for the certificate. On a new
root certificate, you could use a phone to call and ask for the hash value and compare
it to the hash value you see on the certificate. If it matches, you have just performed
out-of-band verification (using the telephone) of the digital certificate.

Identity Certificates

An identity certificate describes the client and contains the public key of an individual host
(the client). Identity certificates are used by web servers, APIs, VPN clients, and web brows-
ers (in some cases).

For instance, a web application using the TLS protocol for encryption over HTTPS is
assigned an identity certificate. The certificate you see in your browser for that web appli-
cation (or website) includes the public key for the server. Any device that wants to verify a
digital signature must have the public key of the sender. Your browser verifies the CA’s sig-
nature on the digital certificate of the web application also using the public key of the root
certificate authority (CA) that issued the certificate. In practice, this public key for the root
CA is built in to most browsers.

X.500 and X.509v3

X.500 is a series of standards focused on directory services and how those directories are
organized. Many popular network operating systems have been based on X.500, includ-
ing Microsoft Active Directory. This X.500 structure is the foundation from which you

see common directory elements such as CN=Batman (CN stands for common name),
OU=engineering (OU stands for organizational unit), O=cisco.com (O stands for organiza-
tion), and so on, all structured in an “org chart” way (that is, shaped like a pyramid). X.509
Version 3 is a standard for digital certificates that is widely accepted and incorporates many
of the same directory and naming standards. A common protocol used to perform lookups
from a directory is the Lightweight Directory Access Protocol (LDAP). A common use for
this protocol is having a digital certificate that’s used for authentication, and then based on
the details of that certificate (for example, OU=sales in the certificate itself), the user can
be dynamically assigned the access rights associated with that group in Active Directory or
some other LDAP-accessible database. The concept is to define the rights in one place and
then leverage them over and over again. An example is setting up Active Directory for the
network and then using that to control what access is provided to each user after he or she
authenticates.

As a review, most digital certificates contain the following information:

m Serial number: The number assigned by the CA and used to uniquely identify the
certificate

m Subject: The person or entity that is being identified
m Signature algorithm: The specific algorithm used for signing the digital certificate

m Signature: The digital signature from the certificate authority, which is used by
devices that want to verify the authenticity of the certificate issued by that CA
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m Issuer: The entity or CA that created and issued the digital certificate

m Valid from: The date the certificate became valid

m Valid to: The expiration date of the certificate

m Key usage: The functions for which the public key in the certificate may be used

m Public key: The public portion of the public and private key pair generated by the host
whose certificate is being looked at

® Thumbprint algorithm: The hash algorithm used for data integrity
® Thumbprint: The actual hash
m Certificate revocation list location: The URL that can be checked to see whether the

serial number of any certificates issued by the CA have been revoked

Authenticating and Enrolling with the CA
Using a new CA as a trusted entity, as well as requesting and receiving your own identity
certificate from this CA, is really a two-step process, as demonstrated in Figure 5-9.

Authenticate -
- —™| Get Root CA Certificate mms
= =
] =
Client Identity Certificate Request (Enroliment) CA

®

- —;/' Get ID Certificate

Figure 5-9 Aurbenticating and Enrolling with the CA

The following steps are illustrated in Figure 5-9:

Step 1.  The first step is to authenticate the CA server (in other words, to frust the CA
server). Unfortunately, if you do not have the public key for a CA server, you
cannot verify the digital signature of that CA server. This is sort of like the
chicken and the egg story because you need the public key, which can be found
in the root’s CA certificate, but you cannot verify the signature on a certificate
until you have the public key.

To start, you could download the root certificate and then use an out-of-band
method, such as making a telephone call, to validate the root certificate. This
can be done after downloading the root certificate and looking at the hash
value by calling the administrators for the root CA and asking them to verbally
tell you what the hash is. If the hash that they tell you over the phone matches
the hash you see on the digital certificate (and assuming that you called the
right phone number and talked with the right people), you know that the cer-
tificate is valid, and you can then use the public key contained in a certificate to
verify future certificates signed by that CA.
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Step 2.  After you have authenticated the root CA and have a known-good root cer-
tificate for that CA, you can then request your own identity certificate. This
involves generating a public-private key pair and including the public key por-
tion in any requests for your own identity certificate. An identity certificate
could be for a device or person. Once you make this request, the CA can take
all of your information and generate an identity certificate for you, which
includes your public key, and then send this certificate back to you. If this is
done electronically, how do you verify the identity certificate you got is really
from the CA server that you trust? The answer is simple, because the CA has
not only issued the certificate but has also signed the certificate. Because you
authenticated the CA server earlier and you have a copy of its digital certificate
with its public key, you can now verify the digital signature it has put on your
own identity certificate. If the signature from the CA is valid, you also know
that your certificate is valid so you can install it and use it.

Public Key Cryptography Standards

Many standards are in use for the PKI. Many of them have Public-Key Cryptography Stan-
dards (PKCS) numbers. Some of these standards control the format and use of certificates,
including requests to a CA for new certificates, the format for a file that is going to be the
new identity certificate, and the file format and usage access for certificates. Having the
standards in place helps with interoperability between different CA servers and many differ-
ent CA clients.

Here are a few standards you should become familiar with; these include protocols by
themselves and protocols used for working with digital certificates:

m PKCS #1: The RSA cryptography standard.
m PKCS #3: The Diffie-Hellman key exchange.

m PKCS #7: A format that can be used by a CA as a response to a PKCS #10 request.
The response itself will very likely be the identity certificate (or certificates) that had
been previously requested.

m PKCS #10: A format of a certificate request sent to a CA that wants to receive its
identity certificate. This type of request would include the public key for the entity
desiring a certificate.

m PKCS #12: A format for storing both public and private keys using a symmetric
password-based key to “unlock” the data whenever the key needs to be used or
accessed.

Simple Certificate Enroliment Protocol

The process of authenticating a CA server, generating a public-private key pair, requesting an
identity certificate, and then verifying and implementing the identity certificate can take sev-
eral steps. Cisco, in association with a few other vendors, developed the Simple Certificate
Enrollment Protocol (SCEP), which can automate most of the process for requesting and
installing an identity certificate. Although it is not an open standard, it is supported by most
Cisco devices and makes getting and installing both root and identity certificates convenient.
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Revoking Digital Certificates

If you decommission a device that has been assigned an identity certificate, or if the device
assigned a digital certificate has been compromised and you believe that the private key
information is no longer “private,” you could request from the CA that the previously issued
certificate be revoked. This poses a unique problem. Normally, when two devices authenti-
cate with each other, they do not need to contact a CA to verify the identity of the other
party. The reason is that the two devices already have the public key of the CA and can
validate the signature on a peer’s certificate without direct contact with the CA. So here’s
the challenge: If a certificate has been revoked by the CA, and the peers are not checking
with the CA each time they try to authenticate the peers, how does a peer know whether the
certificate it just received has been revoked? The answer is simple: It has to check and see. A
digital certificate contains information on where an updated list of revoked certificates can
be obtained. This URL could point to the CA server itself or to some other publicly available
resource on the Internet. The revoked certificates are listed based on the serial number of
the certificates, and if a peer has been configured to check for revoked certificates, it adds
this check before completing the authentication with a peer.

If a certificate revocation list (CRL) is checked, and the certificate from the peer is on that
list, the authentication stops at that moment. The three basic ways to check whether certifi-
cates have been revoked are as follows, in order of popularity:

m Certificate revocation list (CRL): This is a list of certificates, based on their serial
Topic numbers, that had initially been issued by a CA but have since been revoked and as
a result should not be trusted. A CRL could be very large, and the client would have
to process the entire list to verify a particular certificate is not on the list. A CRL can
be thought of as the naughty list. This is the primary protocol used for this purpose,
compared to OSCP and AAA. A CRL can be accessed by several protocols, including
LDAP and HTTP. A CRL can also be obtained via SCEP.

m Online Certificate Status Protocol (OCSP): This is an alternative to CRLs. Using this
method, a client simply sends a request to find the status of a certificate and gets a
response without having to know the complete list of revoked certificates.

m Authentication, Authorization, and Accounting (AAA): Cisco AAA services also
provide support for validating digital certificates, including a check to see whether a
certificate has been revoked. Because this is a proprietary solution, it is not often used
in PKI.

Using Digital Certificates

Digital certificates aren’t just for breakfast anymore. They can be used for clients who want
to authenticate a web server to verify they are connected to the correct server using HTTP
Secure, Transport Layer Security, or Secure Sockets Layer. For the average user who does
not have to write these protocols but simply benefits from using them, they are all effec-
tively the same, which is HTTP combined with TLS/SSL for the security benefits. This means
that digital certificates can be used when you do online banking from your PC to the bank’s
website. It also means that if you use SSL technology for your remote-access VPNs, you can
use digital certificates for authenticating the peers (at each end) of the VPN.
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You can also use digital certificates with the protocol family of IPsec, which can also use
digital certificates for the authentication portion.

In addition, digital certificates can be used with protocols such as 802.1X, which involves
authentication at the edge of the network before allowing the user’s packets and frames
to progress through it. An example is a wireless network, controlling access and requiring
authentication, using digital certificates for the PCs/users, before allowing them in on the
network.

PKI Topologies
There is no one-size-fits-all solution for PKI. In small networks, a single CA server may be
enough, but in a network with 30,000 devices, a single server might not provide the availabil-
ity and fault tolerance required. To address these issues, let’s investigate the options available
for implementation of the PKI, using various topologies, including single and hierarchical.
Let’s start with the single CA and expand from there.

Single Root CA
If you have one trusted CA, and you have tens of thousands of customers who want to
authenticate that CA and request their own identity certificates, there might be too large of
a demand on a single server, even though a single CA does not have to be directly involved in
the day-to-day authentication that happens between peers. To offload some of the workload
from a single server, you could publish CRLs on other servers. At the end of the day;, it still
makes sense to have at least some fault tolerance for your PKI, which means more than just a
single root CA server.

Hierarchical CA with Subordinate CAs
One option for supporting fault tolerance and increased capacity is to use intermediate or
subordinate CAs to assist the root CA. The root CA is the king of the hill. The root CA
delegates the authority (to the subordinate CAs) to create and assign identity certificates to
clients. This is called a bierarchical PKI topology. The root CA signs the digital certificates
of its subordinate or intermediate CAs, and the subordinate CAs are the ones to issue cer-
tificates to clients. Figure 5-10 shows a hierarchical CA deployment with a root and three
subordinate CAs.

For a client to verify the “chain” of authority, a client needs both the subordinate CA’s certif-
icate and the root certificate. The root certificate (and its public key) is required to verify the
digital signature of the subordinate CA, and the subordinate CA’s certificate (and its public
key) is required to verify the signature of the subordinate CA. If there are multiple levels of
subordinate CAs, a client needs the certificates of all the devices in the chain, from the root
all the way to the CA that issued the client’s certificate.

Cross-Certifying CAs
Another approach to hierarchical PKIs is called cross-certification. With cross-certification,
you would have a CA with a horizontal trust relationship over to a second CA so that clients
of either CA can trust the signatures of the other CA.
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Figure 5-10 Hierarchical CA Deployment with Subordinate CAs

Exam Preparation Tasks

Review All Key Topics
Review the most important topics in the chapter, noted with the Key Topic icon in the outer
margin of the page. Table 5-2 lists a reference of these key topics and the page numbers on
which each is found.

Table 5-2 Key Topics for Chapter 5

Topic § Key Topic Element Description Page
Section Ciphers and Keys 182
Section Block and Stream Ciphers 183
Section Symmetric and Asymmetric Algorithms 184
Section Hashes 189
List The three most popular types of hashes 191
Section Hashed Message Authentication Code 191
Section Digital Signatures 192
Section Digital Signatures in Action 192
Paragraph Description of next-generation encryption protocols 195
Paragraph Description of IPsec and SSL 196
Section Public and Private Key Pairs 199
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Key Topic Element Description Page
Section RSA Algorithm, the Keys, and Digital Certificates 199
Paragraph Description of certificate authorities 200
Section Root Certificate 202
Section Identity Certificates 204
List Public key cryptography standards 206
Paragraph Description of SCEP 206
List Methods to check if certificates have been revoked 207

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

block ciphers, symmetric algorithms, asymmetric algorithms, hashing algorithms, digital
certificates, certificate authority, AES, OCSP

Review Questions
The answers to these questions appear in Appendix A, “Answers to the ‘Do I Know This
Already?’ Quizzes and Review Questions.” For more practice with exam format questions,
use the exam engine on the website.

1.

Which of the following files have the same contents based on their SHA checksum?
bash-3.2$ shasum *

b0f8ff8d3c376f802dd615e8a583d4df7306d02b cat.txt
88e513e¢9186d5f71453115ce8ae3¢16057c827d8 chair.txt
b0f8ff8d3c376f802dd615e¢8a583d4df7306d02b chicken.txt
1f95e28fclaaef50f1987237a73c8b5f1429d375 dog.txt
09bf76d43e¢9e04ab55884bf01740ea88fal5f4da table.txt

What is the problem of collision attacks?

Among MD5, SHA-1, and SHA-2, which is the most secure?

Certificate authorities can be deployed in a hierarchical way. Root CAs can delegate
their authority to what type of CA to create and assign identity certificates to clients?

What is a certificate revocation list (CRL)?

What is a format for storing both public and private keys using a symmetric password-
based key to “unlock” the data whenever the key needs to be used or accessed?

What is a format of a certificate request sent to a CA that wants to receive its identity
certificate? This type of request would include the public key for the entity desiring a
certificate.

What are examples of symmetric encryption algorithms?
Provide examples of asymmetric encryption algorithms.

Provide examples of hashing algorithms.
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/CHAPTER 6

Introduction to Virtual Private
Networks (VPNSs)

This chapter covers the following topics:
What Are VPNs?
Site-to-site vs. Remote-Access VPNs
An Overview of IPsec

SSL VPNs

In Chapter 5, “Fundamentals of Cryptography and Public Key Infrastructure (PKI),” you
learned the fundamentals of cryptography, public key infrastructure (PKI), encryption and
hashing algorithms, and what they apply to. This chapter covers virtual private networks and
their related technologies.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz allows you to assess whether you should read this
entire chapter thoroughly or jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own assessment of your knowledge
of the topics, read the entire chapter. Table 6-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz questions. You can find the answers in
Appendix A, “Answers to the ‘Do I Know This Already?’ Quizzes and Review Questions.”

Table 6-1 “Do | Know This Already?” Foundation Topics Section-to-Question Mapping

Foundation Topics Section Questions

What Are VPNs? 1-2
Site-to-Site vs. Remote-Access VPNs 3-4
An Overview of IPsec 5-8
SSL VPNs 9-10

CAUTION The goal of self-assessment is to gauge your mastery of the topics in this
chapter. If you do not know the answer to a question or are only partially sure of the answer,
you should mark that question as wrong for purposes of the self-assessment. Giving your-
self credit for an answer you correctly guess skews your self-assessment results and might
provide you with a false sense of security:



Which of the following are examples of protocols used for remote-access VPN imple-
mentations? (Select all that apply.)

Generic Router Encapsulation (GRE)

Secure Sockets Layer (SSL)/Transport Layer Security (TLS)
Tor

Multiprotocol Label Switching (MPLS)

Internet Protocol Security (IPsec)

LI

\X/hlch of the following VPN protocols do not provide data integrity, authentication,
and data encryption? (Select all that apply.)

a. L2TP

b. GRE

c. SSL/TLS
d. [IPsec

e. MPLS

VPN implementations are categorized into which of the following two general groups?
a. Encrypted VPNs

b. Nonencrypted VPNs

c. Site-to-site (LAN-to-LAN) VPNs

d. Remote-access VPNs

Which of the following is an example of a remote-access VPN client?
a. Cisco Encrypted Tunnel Client

b. Cisco AnyConnect Secure Mobility Client

c. Cisco ASA Client

d. Cisco Firepower Client

Which of the following attributes are exchanged in IKEv1 Phase 1?
Encryption algorithms

Hashing algorithms

Diffie-Hellman groups

Vendor-specific attributes

® oo oD

All of these answers are correct.

Which of the following hashing algorithms are used in IPsec? (Select all that apply.)
a. AES 192

b. AES 256

c. Secure Hash Algorithm (SHA)

d. Message Digest Algorithm 5 (MD5)

In IKEv1 Phase 2, each security association (SA) is assigned which of the following?
a. A security parameter index (SPI) value

b. AnIP address

c. The DNS server IP address

d. A public key
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8. Which of the following is a standards-based IKEv2 site-to-site IPsec VPN implementa-
tion that provides multivendor support and supports point-to-point, hub-and-spoke,
and remote-access VPN topologies?

a. FlexVPN
b. GETVPN
c. MPLS

d. L2TP

9. Which of the following statements is true about clientless SSL. VPN?
a. The client must use a digital certificate to authenticate.

b. The remote client needs only an SSL-enabled web browser to access resources on
the private network of the VPN head-end device.

c. Clientless SSL VPNs do not provide the same level of encryption as client-based
SSL VPNs.

d. Clientless SSL VPN sessions expire every two hours.
10. Which of the following are commonly used remote-access SSL VPN implementations?
a. Tor browser
b. Reverse proxy technology
c. Port-forwarding technology and smart tunnels
d. Agents (clients) such as the AnyConnect Secure Mobility Client

Foundation Topics
What Are VPNs?

Individuals and organizations deploy virtual private networks to provide data integrity,
authentication, and data encryption to ensure confidentiality of the packets sent over an
unprotected network or the Internet. VPNs are designed to avoid the cost of unnecessary
leased lines. Individuals also use VPNs to remain anonymous online. Even threat actors use
VPN technologies to encrypt data from compromised sites and command and control com-
munications, and to maintain anonymity for the purposes of malfeasance in underground
sites and darknet marketplaces.

Many different protocols are used for VPN implementations, including the following:

m Point-to-Point Tunneling Protocol (PPTP)
Topic m Layer 2 Forwarding (L2F) protocol

m Layer 2 Tunneling Protocol (L2TP)

m Generic Routing Encapsulation (GRE)
m Multiprotocol Label Switching (MPLS)
m Internet Protocol Security (IPsec)

m Secure Sockets Layer (SSL)/Transport Layer Security (TLS)
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NOTE L2F, L2TP, GRE, and MPLS VPNs do not provide data integrity, authentication, and
data encryption. On the other hand, you can combine L2TP, GRE, and MPLS with IPsec to
provide these benefits. Many organizations use IPsec or SSL VPNs as their preferred proto-
cols because they support all three of these features.

Enterprises use VPNs to allow users and other networks to connect to network resources in
a secure manner. On the other hand, individuals also use VPN services to maintain confiden-
tiality when browsing the Internet and in combination with The Onion Router (Tor) to main-
tain anonymity. Tor was initially a worldwide network of servers developed with the United
States Navy. It enables people to browse the Internet anonymously. Nowadays, Tor is main-
tained by a nonprofit organization dedicated to the development of online privacy tools. The
Tor network masks your identity by “routing” your traffic across different Tor servers and
then encrypting that traffic so it isn’t traced back to you. It is important to know that Tor is
not really a VPN.

Site-to-Site vs. Remote-Access VPNs

Typically, VPN implementations are categorized into two general groups:

more network infrastructure devices in different sites so that they can communicate
over a shared medium such as the Internet. Many organizations use IPsec, GRE, and
MPLS VPNss as site-to-site VPN protocols.

m Site-to-site VPNs: Enable organizations to establish VPN tunnels between two or
Topic

m Remote-access VPNs: Enable users to work from remote locations such as their
homes, hotels, and other premises as if they were directly connected to their corporate
network.

In most cases, site-to-site VPN tunnels are terminated between two or more network infra-
structure devices, whereas remote-access VPN tunnels are formed between a VPN head-end
device and an end-user workstation or hardware VPN client.

Figure 6-1 illustrates a site-to-site IPsec tunnel between two sites: a site in New York (corpo-
rate headquarters) and a branch office in Raleigh, North Carolina.

Raleigh, North Carolina

aflha
e S

Figure 6-1 Sire-ro-site VPN Example
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In Figure 6-1 a Cisco router (R1) terminates an IPsec tunnel from the Cisco Firepower Threat
Defense (FTD) next-generation firewall in the Raleigh office. Figure 6-2 shows an example of
a remote-access VPN.

Raleigh, NC

7

Figure 6-2 Remote-Access VPN Example

Client 2

Two clients are connecting to the Cisco FTD in the Raleigh office in Figure 6-2. Client 1 is
connecting using an SSL (TLS) VPN, and client 2 is connecting using IPsec.

NOTE Even though SSL VPN implementations nowadays use TLS instead of SSL, most peo-
ple still refer to them as SSL VPNs. For the rest of the book, we refer to them as SSL VPNG.

There are two main categories of remote-access VPNs:

m Clientless: The user connects without a client, typically using a web browser. The
major benefit of clientless SSL VPN is that you do not need a client to be installed on
your PC. One of the disadvantages is that only TCP-based applications are supported.
Applications using other protocols (such as UDP) cannot traverse Clientless SSL VPN
connections. Clientless SSL VPNs are typically used in kiosks, shared workstations,
mobile devices, and when users just want to encrypt web traffic.

m Client based: The user connects to the VPN terminating device (router, firewall, and
so on) using a client. An example of a VPN client is the Cisco AnyConnect Secure
Mobility Client.

An Overview of IPsec

IPsec uses the Internet Key Exchange (IKE) protocol to negotiate and establish secured site-
to-site or remote-access VPN tunnels. IKE is a framework provided by the Internet Security
Association and Key Management Protocol (ISAKMP) and parts of two other key manage-
ment protocols—namely, Oakley and Secure Key Exchange Mechanism (SKEME).

IKE is defined in RFC 2409, “The Internet Key Exchange (IKE).” IKE Version 2 (IKEv2) is
defined in RFC 5996, “Internet Key Exchange Protocol Version 2 (IKEv2).”

IKE has two phases. Phase 1 is used to create a secure bidirectional communication channel
between the IPsec peers. This channel is known as the ISAKMP security association (SA).
Phase 2 is used to negotiate the IPsec SAs.
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IKEv1 Phase 1

Within Phase 1 negotiation, several attributes are exchanged:

m Encryption algorithms
Topic m Hashing algorithms
m Diffie-Hellman groups

m Authentication method

m Vendor-specific attributes

In Chapter 5, you learned the fundamentals of cryptography and the different encryption
algorithms. The following are the typical encryption algorithms used in IPsec:

m Data Encryption Standard (DES): 64 bits long

m Triple DES (3DES): 168 bits long

m Advanced Encryption Standard (AES): 128 bits long
m AES 192: 192 bits long

m AES 256: 256 bits long

TIP AES-GCM (supported only in IKEv2 implementations) stands for Advanced Encryp-
tion Standard (AES) in Galois/Counter Mode (GCM). AES-GCM is a block cipher that
provides confidentiality, data-origin authentication, and greater security than traditional
AES. AES-GCM supports three different key strengths: 128-, 192-, and 256-bit keys. The
longer the key length, the more secure the implementation is; however, this increases the
compute resources it needs for its mathematical crypto calculations. GCM is a mode of
AES that is required to support the National Security Agency (NSA) Suite B. NSA Suite B
is a set of cryptographic algorithms that devices must support to meet federal standards
for cryptographic strength. AES-GMAC (supported only in IKEv2 IPsec proposals) stands
for Advanced Encryption Standard Galois Message Authentication Code, and it is a block
cipher mode that only provides data-origin authentication. It is a variant of AES-GCM that
allows data authentication without encrypting the data. AES-GMAC also offers the three
different key strengths provided by AES-GCM (128-, 192-, and 256-bit keys).

The hashing algorithms used in IPsec include the following:

Key m Secure Hash Algorithm (SHA)

Topic m Message Digest Algorithm 5 (MD5)

TIP Cisco has an excellent resource that provides an overview of all cryptographic algo-
rithms. The same document outlines the algorithms that should be avoided and the ones that
are recommended (at press time). The document can be accessed at https://tools.cisco.com/
security/center/resources/next_generation cryptography.
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The common authentication methods are preshared keys (where peers use a shared
secret to authenticate each other) and digital certificates with the use of public key
infrastructure (PKI).

Small- and medium-sized organizations use preshared keys as their authentication
mechanism. Many large organizations use digital certificates for scalability, centralized
management, and additional security mechanisms.

You can establish a Phase 1 SA in main mode or aggressive mode. In main mode, the IPsec
peers complete a six-packet exchange in three round trips to negotiate the ISAKMP SA,
whereas aggressive mode completes the SA negotiation in three packet exchanges. Main
mode provides identity protection if preshared keys are used. Aggressive mode offers
identity protection only if digital certificates are employed.

NOTE Cisco products that support IPsec typically use main mode for site-to-site tunnels
and use aggressive mode for remote-access VPN tunnels. This is the default behavior when
preshared keys are employed as the authentication method.

Figure 6-3 illustrates the six-packet exchange in main mode negotiation.
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In Figure 6-3, two Cisco FTD devices are configured to terminate a site-to-site VPN tunnel
between them. The Cisco FTD labeled as FTD-1 is the initiator, and FTD-2 is the responder.
The following steps are illustrated in Figure 6-3:

1. FTD-1 (the initiator) has two ISAKMP proposals configured. In the first packet, FTD-1
sends its configured proposals to FTD-2.

2. FTD-2 evaluates the received proposal. Because it has a proposal that matches the
offer of the initiator, FTD-2 sends the accepted proposal back to FTD-1 in the second
packet.

3. The Diffie-Hellman exchange and calculation process is started. Diffie-Hellman is a
key agreement protocol that enables two users or devices to authenticate each other’s
preshared keys without actually sending the keys over the unsecured medium. FTD-1
sends the Key Exchange (KE) payload and a randomly generated value called a nonce.

4. FTD-2 receives the information and reverses the equation, using the proposed Diffie-
Hellman group/exchange to generate the SKEYID. The SKEYID is a string derived
from secret material that is known only to the active participants in the exchange.

5. FTD-1 sends its identity information. The fifth packet is encrypted with the keying
material derived from the SKEYID. The asterisk in Figure 6-3 is used to illustrate that
this packet is encrypted.

6. FTD-2 validates the identity of FTD-1, and FTD-2 sends its own identity information
to FTD-1. This packet is also encrypted.

TIP IKE uses UDP port 500 for communication. UDP port 500 is employed to send all the
packets described in the previous steps.

For IKEv2, you can configure multiple groups. The system orders the settings from the most
secure to the least secure and negotiates with the peer using that order. For IKEv1, you can
select a single option only.

m Diffie-Hellman Group 1: 768-bit modulus. DH group 1 is considered insecure, so
please do not use it.

m Diffie-Hellman Group 2: 1024-bit modulus. This option is no longer considered good
protection.

m Diffie-Hellman Group 5: 1536-bit modulus. Although this option was formerly
considered good protection for 128-bit keys, it is no longer considered good
protection.

m Diffie-Hellman Group 14: 2048-bit modulus. This group is considered good
protection for 192-bit keys.

m Diffie-Hellman Group 19: 256-bit elliptic curve.
m Diffie-Hellman Group 20: 384-bit elliptic curve.
m Diffie-Hellman Group 21: 521-bit elliptic curve.

m Diffie-Hellman Group 24: 2048-bit modulus and 256-bit prime order subgroup. This
option is no longer recommended.
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Key

Key

IKEv1 Phase 2

Phase 2 is used to negotiate the IPsec SAs. This phase is also known as quick mode. The
ISAKMP SA protects the IPsec SAs because all payloads are encrypted except the ISAKMP
header.

A single IPsec SA negotiation always creates two security associations: one inbound and one
outbound. Each SA is assigned a unique security parameter index (SPI) value: one by the ini-
tiator and the other by the responder.

TIP The security protocols (AH and ESP) are Layer 3 protocols and do not have Layer 4
port information. If an IPsec peer is behind a PAT device, the ESP or AH packets are typi-
cally dropped because there is no Layer 4 port to be used for translation. To work around
this, many vendors, including Cisco Systems, use a feature called IPsec pass-through. The
PAT device that is capable of IPsec pass-through builds the Layer 4 translation table by
looking at the SPI values on the packets. Many industry vendors, including