See discussions, stats, and author profiles for this publication at: https://www.researchgate.net/publication/299350086

Investigation of peer-to-peer Botnet using TCP control packets and data mining

techniques

Conference Paper - December 2013

CITATIONS
0

4 authors, including:
Mohammad Alauthman
Petra University
42 PUBLICATIONS 546 CITATIONS

SEE PROFILE

READS
421

Mohammed Alamgir Hossain
Anglia Ruskin University
156 PUBLICATIONS 2,516 CITATIONS

SEE PROFILE

ResearchGate

Rafe Alasem
;  University of Bradford

8 PUBLICATIONS 162 CITATIONS

SEE PROFILE

Some of the authors of this publication are also working on these related projects:

ot Special journal issues from the ICCIT Conference View project

et INternet of Things View project

All content following this page was uploaded by Mohammad Alauthman on 03 May 2017.

The user has requested enhancement of the downloaded file.


https://www.researchgate.net/publication/299350086_Investigation_of_peer-to-peer_Botnet_using_TCP_control_packets_and_data_mining_techniques?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/299350086_Investigation_of_peer-to-peer_Botnet_using_TCP_control_packets_and_data_mining_techniques?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/project/Special-journal-issues-from-the-ICCIT-Conference?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/project/Internet-of-Things-208?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mohammad-Alauthman?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mohammad-Alauthman?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Petra-University?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mohammad-Alauthman?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mohammed-Hossain-8?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mohammed-Hossain-8?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Anglia_Ruskin_University?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mohammed-Hossain-8?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Rafe-Alasem?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Rafe-Alasem?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/University_of_Bradford?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Rafe-Alasem?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Mohammad-Alauthman?enrichId=rgreq-b87291e76eebc7be708c14cfd99deb81-XXX&enrichSource=Y292ZXJQYWdlOzI5OTM1MDA4NjtBUzo0OTAwMzYyNDk1MzQ0NjRAMTQ5Mzg0NTE1NDQxMA%3D%3D&el=1_x_10&_esc=publicationCoverPdf

Int. Conference on Software, Knowledge, Information Management and Applications 1

Investigation of peer-to-peer botnet using TCP
control packets and data mining techniques

Mohammad Alauthaman*, Nauman Aslam,
and M.A. Hossain

Department of Computer Science and Digital Technologies,
Faculty of Engineering and Environment,

Northumbria University,

Newcastle upon Tyne, NE1-8ST, UK

Email: mohammad.alauthaman@northumbria.ac.uk

Email: nauman.aslam@northumbria.ac.uk

Email: alamgir.hossain@northumbria.ac.uk
*Corresponding author

Rafe Alasem

Department of Electrical Engineering,

Faculty of Engineering,

Imam Mohammad Ibn Saud Islamic University,
Riyadh, Saudi Arabia

Email: rkasem@imamu.edu.sa

Abstract: Nowadays botnets are commonly used in cyber-attacks and
malicious activities. A botnet is the main way to carry and spread many
malicious codes in internet that are responsible for many malicious activities
including spam mail, distributed denial of service attack and click fraud. In this
paper, we propose an approach to detect botnet’s malicious behavior by using
data mining classification techniques based on the features of TCP control
packet. We study the performance and accuracy of popular classification
techniques on existing datasets. Experiment shows that the proposed approach
is able to identify botnets with high accuracy rate and high performance in a
short time. The evaluation results show that the proposed solution can detect
bot hosts with more than 99% accuracy, whereas the average of false positive
rate is lower than 2%.

Keywords: P2P botnet; data mining; C4.5 algorithm; TCP protocol; command
and control; C&C.

1 Introduction

Internet services are increasing in popularity; many online services and activities appear
daily. These online services cause a massive volume of online financial transactions and
sensitive information to be exchanged via internet converting the attacker’s interest from
curiosity to financial benefit. Attackers use different malwares to achieve their goals.

Copyright © 200x Inderscience Enterprises Ltd.
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Among the various forms of malware, botnet is considered as the most serious mean for
conducting online crimes (Silva et al., 2013).

A botnet is a network of compromised computers (bots) remotely managed by an
attacker (Botmaster). To effectively administer a botnet, the Botmaster constructs an
infrastructure of the communication channel to send a command to the bots, and to
receive the result from them (Lu et al., 2011). This communication channel is known as
command and control (C&C) channel. The main difference between a botnet and other
malware is the infrastructure used in the C&C (Zeidanloo et al., 2010). In contrast
with other malware which performs malicious behavior individually, a botnet works as
a group of infected host based on C&C communication channel. botnets can be
classified into two main categories based on C&C infrastructure: centralized C&C and
decentralized C&C (Han and Im, 2012). In centralized botnets, the Botmaster usually
uses the C&C server to send a command to the bots as shown in Figure 1.

Figure 1  Structures of the botnet, (a) centralized structure (b) decentralized structure
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Due to its simplicity and fast connection approach command, centralized botnets are
widely used. The IRC and HTTP botnet are among the most famous approaches.
However, despite their simplicity, the main limitation of a centralized botnet is a single
point of failure of the C&C server. In order to avoid the weakness of a single point of
failure in centralized botnets, the attackers have recently started to build botnets based on
decentralized C&C infrastructure such as P2P botnet (Felix et al., 2012).

Peer-to-peer (P2P) botnet is a new class of botnet which has replaced the old
centralized IRC/HTTP based botnet to avoid a single point of failure and avoid detection
in C&C connection. In its architecture as shown in Figure 1 there is no central point for
C&C server, so that any host in the network can work as a client and a server at the same
time. Thus, if a single client is taken offline, the gaps in the network will be closed
automatically and the network shall continue to work (Grizzard et al., 2007). Therefore,
attackers are aware of the strengths of P2P botnets without single point failure and
increase the creation of botnet based on P2P structure such as Storm bot, Conficker bot
and Waledac bot (Davis et al., 2009). Many existing botnets detection systems focus on
the following strategies:

1 detect bot during the attack phase

2 require deep packet inspection for signature matching
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3 analyzing whole network traffic
4 rely on group botnets activities.

In this work, we divided the TCP flow into control packets and payload packets. Then we
extract features from the header of control packets, and it will be used to classify
connection as either malicious or normal based on data mining classification techniques.
Practically speaking, we estimate the accuracy of the C4.5 algorithm.

The rest of this paper is organized as follows: Section 2 briefly review some related
work to P2P botnet detection approach. A proposed approach described in Section 3.
Section 4 presents the experimental results. Finally, the conclusion and future work
present in Section 5.

2 Related work

In recent years, the research on botnet detection has become an important issue.
Nevertheless, the detection of P2P botnet has only recently emerged. The work in Han
and Im (2012) classify P2P botnet detection system into three general types, data mining,
machine learning and network behavior and traffic analysis. Feily et al. (2009) classify
botnet detection system into four general categories; signature-based detection,
anomaly-based detection, DNS-based detection and mining-based detection. Our focus
will be on data mining, network behavior and traffic analysis. The authors in Wen-Hwa
and Chia-Ching (2010) use a methodology based on packet sizes to distinguish between
P2P botnet traffic and legitimate P2P traffic. They present the following observations.
Firstly, P2P Bot tries to update information for other bots more than stay idle. Secondly,
Bot transmits data at the minimum level of communication. Also they use WEKA
analysis tools to analyze network traffic. It was found that P2P botnet packets size is
smaller than any other P2P applications. Zhao et al. (2012) introduced P2P botnet
detection system using machine learning techniques based on flow interval of network
traffic. They applied Bayesian network and decision tree as a classification method to
investigate online P2P bot detection. The main drawback of this technique is its
sensitivity to evasion methods such as random connection interval.

Our approach is similar to the method expressed in Wen-Hwa and Chia-Ching
(2010), and Tarng et al. (2012). We increase detection accuracy and performance by
reducing the amount of input packets. The proposed approach presents features based on
control packet only and utilizes data mining techniques.

3 Proposed approach

As illustrated in Figure 2 our proposed detection approach can be divided into four
phases. Firstly, the system captures network traffic and filters all TCP control packets.
Secondly, we generate connection information between hosts based on time interval.
Thirdly, we extract knowledge from connections important to detect botnet. Finally, we
utilize data mining classification techniques to classify connections status as normal
connections or botnet connections. Each phase is explained in detail in the following
subsections.
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3.1 Filtering

We filter only TCP control packets to reduce the volume of network traffic as well as to
increase the performance of proposed approach. In the filtering phase, we split the
operation into two steps. First, all TCP traffic is filtered. Second, TCP control packets are
extracted.

3.2 Feature extraction

In features extraction phase, we extract features important to detect botnet’s malicious
behavior; and gather features in 8-tuple attribute every time interval to pass to
classification algorithm. We chose features that are commonly used in previous methods
(Zhao et al., 2012; Wen-Hwa and Chia-Ching, 2010; Junjie et al., 2011) to detect botnet
as shown in Table 1. These features were extracted based on the definition of connection
as group of packets exchanged between two different hosts, which are identified by the
4-tuple (source IP address, destination IP address, source port and destination port).

Figure 2 Proposed approach

Dataset (collection Botnet and
MNormal traffic)

Testing dataset Training dataset
Filtering Filtering
TCP control packet TCP control packet
‘ !
Extract Features Extract Features
of flow of flow
connections connections
w h 4

Le..arnec'! Classification Data_ |:n|n|'ng
classification [~— - classification
Model .
model techniques

v

evalutions

Classification result

In our proposed method, all features are extracted directly from control packets header. In
comparison with previous approach like Lu et al. (2011), where they used a deep
inspection payload packet content. As a consequence, it increases the performance of
detection, and it reduces the use of system resource such as memory computations in the
processor. To estimate the importance of each feature for successful detection, we
evaluate the normalized value for each vector of feature by using Min-Max normalization
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(Al Shalabi and Shaaban, 2006). Figure 3 shows the average distribution of normalization
value for each feature. We found different distributions between botnet traffic and normal
traffic. The average length of TCP control packets and the average received of length
TCP control packets are a highly significant feature to detect botnet flow connections.
The features F6, F7 and F8 are of high importance. For the remaining other features, F5
and F2 have a low significant to differentiate between network traffic.

Table 1 List of connections features based control packet
Features number Features description
F1 Total number of sent control TCP packets per connections
F2 Total number of received TCP control packets
F3 Total number of TCP control packets
Fa Total length of sent TCP control packets
F5 Total length of received TCP control packets
F6 Average length of sent TCP control packets
F7 Average length of received TCP control packets
F8 Average length of TCP control packets

Figure 3  Normalized features comparison

0.8 -
0.6 -

O Botnet

B Normal
04 +
0.2 -

O o i I .; B = i

F1 F2 F3 F4 F5 F6 F7 F8
Features

Average normalized value

3.3 Data mining classification algorithm

In a classification approach, the classifier tries to learn several features as an input to
predict an output. In the case of botnet detection, the classifier tries to classify the
behavior of TCP traffic as botnet malicious or legitimate by learning features and
knowledge extracted for TCP traffic. We selected popular data mining classification
techniques for evaluation based on TCP control packet features, decision tree
classification C4.5. The C4.5 algorithm is a popular approach for classification and
prediction of decision trees. In constructing a decision tree, a target record will enter the
root node, and a branch for each possible value for the targets is built. The same process
is applied repeatedly until all the records in a node end up with the same class or the tree
cannot be split any further (Quinlan, 1979).
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It’s worth mentioning that there are several reasons encouraged us to choose the C4.5
classifier. The first reason is that the C4.5 algorithm achieves good accuracy result with
minimum computational time. Second, it is simple and easy to implement. Third, more
complex data mining algorithm needs longer training and classifying time.

4 Experiment and evaluations

4.1 Dataset

We obtained two datasets that contain malicious and non-malicious traffic used in
evaluating our proposed system. The source of datasets is provided as follows: first,
IOST dataset (Saad et al., 2011) that contains malicious traffic from French chapter of
honeynet project involving Waledac botnet and Storm botnet. It also contains
non-malicious labeled traffic collected from the Traffic Lab at Ericsson Research in
Hungary and from Lawrence Berkeley National Lab (LBNL). Second, ISCX dataset
(Shiravi et al., 2012) that involves a normal activity and non-malicious traffic. We
merged all dataset packets in one file. In order to evaluate our approach, we split traffic
into 10, 30 and 60 second time interval. After monitoring traffic for each time interval,
we passed packets to generate connection and to extract features and then save the result
into “.arff’ file format and then passed the “.arff’ file to WEKA.

4.2 Evaluation result

In our work, we used WEKA for data mining purpose. It includes tools for data
preprocessing, classification, regression, clustering, association rules, and visualization
(Hall et al., 2009). Our implemented program is used to extract features from a PCAP file
needed in classification techniques. In order to evaluate the accuracy of detection, we
used a ten-fold cross-validation to estimate the error rate for classifiers. The true positive
rate (TPR), false positive rate (FPR) and accuracy rates of the C4.5 algorithm are listed in
Table 2.

Table 2 Classification result

Time interval Average TPR Average FPR Average accuracy rate
10 second 97.3 6.2 98.1
30 second 99.6 14 99.4
60 second 99.6 2.9 99.2

We use three different scales of time interval 10, 30 and 60 seconds. The average
performance of each time interval is shown in Table 2. The results show that the
30 seconds time interval has high accuracy rate 99.4% and low FPR of 1.4%.
Additionally, we estimate the importance of features by measuring the gain ratio with
respect to the class. Figure 4 shows the WEKA result of average importance rank based
on C4.5 decision tree classification.

To test the efficiency our proposed approach in detecting botnets, we plot the receiver
operating characteristic (ROC) curve to show the trade-off between TPR and FPR. A
perfect classifier would have an area under curve (AUC) close to 1.0. The x-axis
represents a FPR and y-axis represents a TPR. As shown in Figure 5, the AUC is 0.993.
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We find that the proposed approach performs well on classifying botnet connection
traffic based on TCP control packets in 30 seconds time interval.

Figure 4 Evaluation features rank
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Figure 5 ROC curves 30-second time interval
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Table 3 Result comparison
Wen-Hwa and
Approach Chia-Ching (2010) Tarng et al. (2012) Proposed approach
Core C4.5 tree, Naive Bayes Bayes classifier and C4.5 tree
technique and Bayesian network neural network
classifiers
Accuracy rate C4.5: 98% BayesNet: 95.7% Average accuracy: 99.4%
Naive Bayes: 89% Neural network: 98.7%
BayesNet: 87%
Traffic N/A N/A More than 50%

filtration rate

Comparing with other approaches, the proposed approach reduces the amount of
processing to increase the performance. It is not easy to compare among different botnet
detection approaches because each uses different dataset and botnet samples in the
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experiments. Therefore, we compare the proposed approach with another detection
approach based on the accuracy of detection and traffic filtering rate. Table 3 shows a
comparison of two previous data mining botnet detection approaches. The table also
shows that the detection accuracy of the proposed approach is better than the previous
solutions. In addition, Table 3 shows a comparison of traffic filtering rate with other data
mining approaches. We observe that the proposed approach is not only efficient and
robust but also lightweight in memory and computational costs.

5 Conclusions

In this work, we investigated the use of TCP control packets to detect P2P botnet
malicious behaviour. In this regard, our approach first filtered TCP control packets and
translated packets to flow connections. In the next step, important features were extracted
from connections to help detect botnets. Finally, we utilized data mining classification
techniques to identify P2P botnet malicious connections. We implemented the approach
and evaluated the detection accuracy. The experiment results confirm the fact that TCP
control packets could be used to detect P2P bots with high detection accuracy and low
FPR. In the future, we plan to extend our approach by adding unsupervised learning
approach to select relevant features that would further increase the accuracy and
performance.
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