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❖Introduction:-
In an era where the digital landscape is rapidly expanding, the importance of cybersecurity
expertise has reached unprecedented levels. With organizations committed to protecting their
online assets, the demand for proficient ethical hackers, penetration testers, and bug bounty
hunters has skyrocketed. If you're intrigued by the idea of using your technical skills for the greater
good, you've come to the right place. Welcome to the all-encompassing Udemy course, "Ethical
Hacking / Penetration Testing & Bug Bounty Hunting." This article will delve into the intriguing
aspects of this course, highlighting the diverse range of topics covered to equip you with the
necessary skills to navigate the intricate world of cybersecurity.

❖ Understanding OWASP 2021: A Deep Dive into Broken Access Control

Introduction

In the ever-evolving digital landscape, the significance of robust web security cannot be overstated.
As we celebrate the 1-year anniversary of Open Web Application Security Project (OWASP) 2021,
it's crucial to shed light on one of its key focal points Broken Access Control. This article aims to
provide an in-depth exploration of OWASP 2021 and delve into the intricacies of Broken Access
Control, a vulnerability that poses a substantial threat to web applications.



OWASP 2021 Overview
The Open Web Application Security Project (OWASP) has been a stalwart in promoting awareness
about web application security. The OWASP Top Ten is a widely recognized document that highlights
the most critical security risks to web applications. In its 2021 edition, OWASP continued its
commitment to improving the security of software by providing a comprehensive guide to the
community.

The OWASP 2021 Top Ten list encompasses a range of vulnerabilities, including injection, broken
authentication, sensitive data exposure, and more. Each of these vulnerabilities presents unique
challenges, and collectively they underline the importance of a holistic approach to web application
security.



Broken Access Control Unveiled
Among the vulnerabilities outlined by OWASP 2021, Broken Access Control stands out as a
particularly pervasive and dangerous issue. Access control is the foundation of any secure
application, determining who can access what parts of the system. When this mechanism fails,
unauthorized users may gain access to sensitive information, leading to data breaches, loss of
confidentiality, and compromised system integrity.

Broken Access Control manifests when restrictions on what authenticated users can do are not
properly enforced. This vulnerability can arise due to inadequate session management, insecure
direct object references, misconfigurations, or insu�cient authentication mechanisms. The
consequences of a broken access control can be severe, as it essentially allows attackers to bypass
the intended restrictions and gain unauthorized access to privileged information or functionalities.

Introduction to Insecure Direct Object References (IDOR) in Human Terms



In the vast world of the internet, where we shop, connect, and manage various aspects of our lives,
we often encounter websites and applications that hold personal and sensitive information. These
platforms rely on secure systems to ensure that only authorized users can access specific data or
perform certain actions. However, there's a sneaky vulnerability known as Insecure Direct Object
References, or IDOR for short, that can jeopardize this security.

Understanding Portswigger lab of IDOR
Here is the overview of the Portswigger lab.

Figure:- The above figure shows the overview of the lab.

Click on the live chat button over there



Figure:- The above figure shows the interface of the lab

In the live chat service write the test and see the response

Figure:- The above figure shows the communication between client and the server through live chat.

When you intercept the request of view transaction there is one file named as 3.txt and it contains
the communication



Figure:- The above figure shows the intercepted request of the live chat
Edit that request from 3.txt to 1.txt to get the password

Figure:- The above figure shows that changing text file 3.txt to 1.txt in the request shows the
password in the response.

Successfully logged in using the stolen Credentials in the Carlos Account.



Figure:- The above figure shows that we have successfully logged in to the carlos account and
solved the lab.
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