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Exam Content Outline

Understand audit
process,
Understand privacy methodologies, and

Articulate legal
requirements and
unique risks within

the cloud
environment

issues required
adaptations for a
cloud environment




Exam Content Outline

Understand implications of cloud Understand outsourcing and

to enterprise risk management cloud contract design




Key Points

—
Follow the law you are Risk management is The greatest level of
closest to globally, combinatory of assurance of cloud
regionally, and locally multiple business controls is audit

factors



| egal and Regulatory Regquirements

Global standards
Regional standards
Local Standards

Regulatory mandates




Cloud Risk Management

Delineation of risk taxonomy
Risk management frameworks

Quantitative and qualitative analysis

Risk treatment



Audit and Cloud Selection Criteria

Attestations and certifications Cloud provider registries

Provider testing rules of
engagement

ISO/IEC 27017 and 27018




Next Steps

Do the self-assessment questions

Think about why one answer may be better than another

Review the references, important terminology and exam essentials
provided in the Study Guide

Proceed to necessary area of focus in six domains



