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CISSP/CCSP/SSCP/CRISC/CISM/CCSK

Cloud Audit and Assurance 



Overview Enumerate elements of attestations and 
certifications

Integrate audit of controls specific to cloud 
adaptation

Review published audit results of a CSP



Past

The client maintained a direct 
path of trust

Provider Trust Then and Now

Present

Pass-though trust through 
audit



Pass-through Trust from Audit

Top tier providers trust top tier audit firms

Audit firm maintains residence at client

Audit firm follows industry standards to 
maintain trust



CertificationAttestation

Primary Assurance and Trust Practices



Attestation for Technical and Financial 
Reporting Controls



Annual calendarConsumer focus

SOC3-SummarySOC2-TechnicalSOC1-Financial

Service Organization Control Reports



Type IIType I

ICOFRFinancial statements

SOC 1



Type IIType I

Broad range of needsTrust Services Principles

SOC 2



Significant 
assurance

Auditor’s opinionSummary of SOC2

SOC 3



SOC for Cybersecurity

Entity-wide assessment of cybersecurity

Holistic reporting framework

Tools to evaluate control effectiveness



Certification for Information Security 
Management System (ISMS)



SOC is for attestation 
ISO/IEC 27001 is for certification

ISMS Certification from ISO/IEC 27001:2013

ISO/IEC 27001 designed for ISMS certification

Structured and measurable approach to risk

Top-down sponsorship imperative



Information Security Policies

Organization of Information Security

Human Resource Security

Asset Management

Access Control

Cryptography

Physical and Environmental Security

ISO/IEC 27001 
Domains



Operations Security

Communications Security

System Acquisition, Development, and 
Maintenance

Supplier Relationships

Incident Management

Business Continuity Management

Compliance

ISO/IEC 27001 
Domains



Lists control 
objectives

Works in concert 
with 27001

Guidelines for 
implementation

Code of Practice ISO/IEC 27002:2013 



Independent annual 
audit

Communication

TransparencyControlConsent

Code of Practice for Protection of Personally 
Identifiable Information (PII) in Public Clouds 

ISO/IEC 27018:2019



Role delineation

Asset disposition

Customer isolation

VM configuration

Administrative procedures

Activity monitoring

Environment alignment

Cloud 
Guidelines 

ISO/IEC 
27017:2015



Cloud Specific Attestations 
and Certifications



CSA Star Registry



Self-assessment with CAIQ and CCM

CSA STAR Level 1

GDPR Self-assessment



Voluntary submission of documented cloud 
controls

-

-

CSA STAR

Self-assessment



Cloud Controls Matrix (CCM v4)



Cloud Controls Matrix (CCM v4)



STAR Level 1



STAR Level 1



CertificationAttestation

STAR Level 2

Third-party



Third-party assessment tied to ISO 27001

Evaluates maturity of management capability

Evaluates organizational ISMS

CSA STAR

Certification



ISO/IEC 17021:2011

ISO/IEC 27006:2011

ISO 19011

CSA STAR

Certification 
Foundation



Third-party independent assessment of CSP 
security

Based upon SOC 2 type 1 or 2 attestations

Includes tests of controls

CSA STAR

Attestation



CSA Star Level 2



Cloud Controls Attestation



Cloud Controls Attestation



Cloud Controls Certification



Evaluating Cloud Service Providers by 
EuroCloud StarAudit



EuroCloud StarAudit Program

Global program

Facilitates innovation



Awareness Programs

Legal Framework 
Harmonization

Standards and 
Interoperability

Start Up Encouragement

Knowledge TransferData Privacy Compliance

StarAudit Activity Areas



Two-way trust

Assessments to establish 
transparency

Ubiquitous knowledge 
transfer

StarAudit Certification 
Scheme



Self-assessment

Compliance checks

Gap analysis

Vendor comparison

Checklist development

Auditing-related work

StarAudit
Assessment Tool



Knowledge transferTransparency

Reduce burdenTools selection

StarAudit Vision



Reviewing Audit Practice Acceptability



Audit Scope Restrictions

Proof of effectiveness through testing

Inform audit-ready environments

Used to ensure reduced impact

Some providers may not allow certain testing



Amazon Penetration Testing Policy



Amazon Penetration Testing Policy



Amazon Penetration Testing Policy



Azure Penetration Testing Policy



Azure Policy



Google Penetration Testing Policy



Summary What specific confidence or assurance 
does your business require?

How will you get the level of assurance 
needed?

Why is it important for a CSP to have an 
established audit program?


