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Module 02 - Footprinting and Reconnaissance

Footprinting and Reconnaissance

Footprinting refers to collecting as much information as possible regarding a target network
from publicly accessible sources.

Lab Scenario

Reconnaissance refers to collecting information about a target, which is the first step in any
attack on a system. It has its roots in military operations, where the term refers to the mission
of collecting information about an enemy. Reconnaissance helps attackers narrow down the
scope of their efforts and aids in the selection of weapons of attack. Attackers use the gathered
information to create a blueprint, or “footprint,” of the organization, which helps them select
the most effective strategy to compromise the system and network security.

Similarly, the security assessment of a system or network starts with the reconnaissance and
footprinting of the target. Ethical hackers and penetration (pen) testers must collect enough
information about the target of the evaluation before initiating assessments. Ethical hackers
and pen testers should simulate all the steps that an attacker usually follows to obtain a fair
idea of the security posture of the target organization.

In this scenario, you work as an ethical hacker with a large organization. Your organization is
alarmed at the news stories concerning new attack vectors plaguing large organizations around
the world. Furthermore, your organization was the target of a major security breach in the past
where the personal data of several of its customers were exposed to social networking sites.

You have been asked by senior managers to perform a proactive security assessment of the
company. Before you can start any assessment, you should discuss and define the scope with
management; the scope of the assessment identifies the systems, network, policies and
procedures, human resources, and any other component of the system that requires security
evaluation. You should also agree with management on rules of engagement (RoE)—the “do’s
and don’ts” of assessment. Once you have the necessary approvals to perform ethical hacking,
yvou should start gathering information about the target organization. Once vyou
methodologically begin the footprinting process, you will obtain a blueprint of the security
profile of the target organization. The term “blueprint” refers to the unique system profile of
the target organization as the result of footprinting.

The labs in this module will give you a real-time experience in collecting a variety of information
about the target organization from various open or publicly accessible sources.

Lab Objective

The objective of the lab is to extract information about the target organization that includes,
but is not limited to:

* Organization Information: Employee details, addresses and contact details, partner
details, weblinks, web technologies, patents, trademarks, etc.

" Network Information: Domains, sub-domains, network blocks, network topologies,
trusted routers, firewalls, IP addresses of the reachable systems, the Whois record, DNS
records, and other related information
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Module 02 - Footprinting and Reconnaissance

= System Information: Operating systems, web server OSes, location of web servers, user
accounts and passwords, etc.

Lab Environment
To carry out this lab, you need:
=  Windows 11 virtual machine
= Parrot Security virtual machine
=  Windows Server 2019 virtual machine
= Web browsers with an Internet connection

= Administrator privileges to run the tools

Lab Duration
Time: 220 Minutes

Overview of Footprinting

Footprinting refers to the process of collecting information about a target network and its
environment, which helps in evaluating the security posture of the target organization’s IT
infrastructure. It also helps to identify the level of risk associated with the organization’s
publicly accessible information.

Footprinting can be categorized into passive footprinting and active footprinting:

= Passive Footprinting: Involves gathering information without direct interaction. This
type of footprinting is principally useful when there is a requirement that the
information-gathering activities are not to be detected by the target.

= Active Footprinting: Involves gathering information with direct interaction. In active
footprinting, the target may recognize the ongoing information gathering process, as we
overtly interact with the target network.

Lab Tasks

Ethical hackers or pen testers use numerous tools and techniques to collect information about
the target. Recommended labs that will assist you in learning various footprinting techniques
include:

Self- CyberQ

Lab Exercise Name Core* — ik
1 Perform Footprinting Through Search Engines \ V \
1.1 Gather Information using Advanced Google Hacking N J
Techniques
1.2 Gather Information from Video Search Engines \ \
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Module 02 - Footprinting and Reconnaissance

1.3 Gather Information from FTP Search Engines \

1.4 Gather Information from loT Search Engines V

2 Perform Footprinting Through Web Services \ \

. | e | EEL | ==L

2.1 Find the Company’s Domains and Sub-domains N
using Netcraft

2.2 Gather Personal Information using PeekYou Online
People Search Service

2.3 Gather an Email List using theHarvester

2.4 Gather Information using Deep and Dark Web
Searching

2.5 Determine Target OS Through Passive Footprinting

L Bl =L | | e

3 Perform Footprinting Through Social Networking Sites \

| B = e || | @

3.1 Gather Employees’ Information from LinkedIn using N
theHarvester

3.2 Gather Personal Information from Various Social
Networking Sites using Sherlock

3.3 Gather Information using Followerwonk

4 Perform Website Footprinting \

=L | e | AL | e
L | oL | el | ==L

4.1 Gather Information About a Target Website using
Ping Command Line Utility

4.2 Gather Information about a Target Website using J J
Photon

4.3 Gather information about a Target Website using 3 V
Central Ops

4.4 Extract a Company’s Data using Web Data Extractor \ \

4.5 Mirror a Target Website using HTTrack Web Site J J
Copier

4.6 Gather Information About a Target Website using N \
GRecon

4.7 Gather a Wordlist from the Target Website using J
CeWL

5 Perform Email Footprinting

5.1 Gather Information About a Target by Tracing
Emails using eMailTrackerPro

6 Perform Whois Footprinting

el | e, | w2l | =
= e | =L | EEl | ==

6.1 Perform Whois Lookup using DomainTools
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Module 02 - Footprinting and Reconnaissance

7 Perform DNS Footprinting \ v \

7.1 Gather DNS Information using nslookup Command J J
Line Utility and Online Tool

7.2 Perform Reverse DNS Lookup using Reverse IP J J
Domain Check and DNSRecon

7.3 Gather Information of Subdomain and DNS Records "
using SecurityTrails

8 Perform Network Footprinting \ V

8.1 Locate the Network Range \

L | oA | AL | =

8.2 Perform Network Tracerouting in Windows and J
Linux Machines

8.3 Perform Advanced Network Route Tracing using J
Path Analyzer Pro

=

9 Perform Footprinting using Various Footprinting Tools V

9.1 Footprinting a Target using Recon-ng V

9.2 Footprinting a Target using Maltego

9.3 Footprinting a Target using OSRFramework

9.4 Footprinting a Target using FOCA

9.5 Footprinting a Target using BillCipher

2 | | el | o |
. | e | AL | e | el | =

0.6 Footprinting a Target using OSINT Framework

Remark

EC-Council has prepared a considered amount of lab exercises for student to practice during the 5-day class and at their free
time to enhance their knowledge and skill.

*Core - Lab exercise(s) marked under Core are recommended by EC-Council to be practised during the 5-day class.

**Self-study - Lab exercise(s) marked under self-study is for students to practise at their free time. Steps to access the
additional lab exercises can be found in the first page of CEHv12 volume 1 book.

***CyberQ - Lab exercise(s) marked under CyberQ are available in our CyberQ solution. CyberQ is a cloud-based virtual lab
environment preconfigured with vulnerabilities, exploits, tools and scripts, and can be accessed from anywhere with an
Internet connection. If you are interested to learn more about our CyberQ solution, please contact your training center or visit
https://www.cyberq.io/.

Lab Analysis

Analyze and document the results related to this lab exercise. Give an opinion on your target’s
security posture.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO THIS LAB.
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Module 02 - Footprinting and Reconnaissance

Perform Footprinting Through Search Engines

Search engines are the main information sources to extract critical information about a target
organization from the Internet.

Lab Scenario

As a professional ethical hacker or pen tester, your first step is to gather maximum information
about the target organization by performing footprinting using search engines; you can perform
advanced image searches, reverse image searches, advanced video searches, etc. Through the
effective use of search engines, you can extract critical information about a target organization
such as technology platforms, employee details, login pages, intranet portals, contact details,
etc., which will help you in performing social engineering and other types of advanced system
attacks.

Lab Objectives

* Gather information using advanced Google hacking techniques
=  Gather information from video search engines
* Gather information from FTP search engines

=  Gather information from loT search engines

Lab Environment

To carry out this lab, you need:

=  Windows 11 virtual machine
= Web browsers with an Internet connection

= Administrator privileges to run the tools

Lab Duration
Time: 20 Minutes

Overview of Search Engines

Search engines use crawlers, automated software that continuously scans active websites, and
add the retrieved results to the search engine index, which is further stored in a huge database.
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Module 02 - Footprinting and Reconnaissance

When a user queries a search engine index, it returns a list of Search Engine Results Pages
(SERPs). These results include web pages, videos, images, and many different file types ranked
and displayed based on their relevance. Examples of major search engines include Google, Bing,
Yahoo, Ask, Aol, Baidu, WolframAlpha, and DuckDuckGo.

Lab Tasks

Task 1: Gather Information using Advanced Google
Hacking Techniques

Advanced Google hacking refers to the art of creating complex search engine queries by
employing advanced Google operators to extract sensitive or hidden information about a target
company from the Google search results. This can provide information about websites that are
vulnerable to exploitation.

Note: Here, we will consider EC-Council as a target organization. However, you can select a
target organization of your choice.

1. Turn on the Windows 11 virtual machine.

2. By default, Admin user profile is selected, type PaSSwOrd in the Password field and
press Enter to login.

Note: If Welcome to Windows wizard appears, click Continue and in Sign in with
Microsoft wizard, click Cancel.

Note: Networks screen appears, click Yes to allow your PC to be discoverable by other
PCs and devices on the network.
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Module 02 - Footprinting and Reconnaissance
3. Launch any browser, in this lab, we are using Mozilla Firefox. In the address bar of the
browser place your mouse cursor and type https://www.google.com and press Enter.

Note:

* |f the Default Browser pop-up window appears, uncheck the Always perform this
check when starting Firefox checkbox and click the Not now button.

* |f a notification appears, click Okay, Got it to finish viewing the information.
4. Once the Google search engine appears, you should see a search bar.

Note: If any pop-up window appears at the top-right corner, click No thanks.

‘ = Google X + — X

A O 8 https//www.google.com S & =

About Store Gmail Images  :::

Google

Googie Search I'm Feeling Lucky
W Ca e in
Advertising Business How Search works Privacy Terms Settings
| p m g . é ¥ p 10:49 PM
T - - ' B8 e T % 3/14/2022 @

5. Type intitle:login site:eccouncil.org and press Enter. This search command uses intitle
and site Google advanced operators, which restrict results to pages on the eccouncil.org
website that contain the login pages. An example is shown in the screenshot below.

Note: Here, this Advanced Google Search operator can help attackers and pen testers to
extract login pages of the target organization's website. Attackers can subject login
pages to various attacks such as credential brute-forcing, injection attacks and other
web application attacks. Similarly, assessing the login pages against various attacks is
crucial for penetration testing.
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Module 02 - Footprinting and Reconnaissance

& intitle:login sitezeccouncil.org - X + = X
< @ O E‘] https://www.google.com/search?g=intitle%3Alogin+site%3Aeccouncil.org&source=hp&ei=7Cgw ﬁ:? &M =
Go glg intitle-login site-eccouncil org X | &R f&3 i

2 Al [¥] Books [E News [+ Videos [.] Images : More Tools

About 7 results (0.30 seconds)

https://aspen.eccouncil.org » Account » Login

Login - ASPEN - EC-Council

Type your usemame and password. Login. Username * Password *

hitps.//codered.eccouncil.org » login

Login | CodeRed

Login to CodeRed for complete access to hundreds of classes by expert instructors!

https:/filabs.eccouncil.org > login

Login to iLabs

May 18. 2017 — Get Connected to iLabs. Anytime Anywhere. CEHproductimage, Computer
Forensics Exercises, Security Analyst Exercises, Ec-Council Secure _

https://cisomag.eccouncil.org » t1ag » login-credentials

login credentials - Cyber Security Magazine - CISO Mag
Cybercniminals targeted around 1.3 million WordPress websites in a single day to steal
database login credentials_It is found that. . 2 years ago

6. Now, click back icon present on the top-left corner of the browser window to navigate
back to https://www.google.com.

& intitlelogin siteeccouncil.org - X + i X
I - S O E‘| hitps://www.google.com/search?g=intitle%3Alogin +site%3Aeccouncil.org&source=hp&tei=7Cgw o -
Go ;h;gle intitle:login site:eccouncil.org X | &K {83 i

Q Al [ Books [ News [*] Videos [1) Images : More Tools

About 7 results (0.30 seconds)

hitps.//aspen.eccouncil.org » Account > Login

Login - ASPEN - EC-Councill

Type your username and password. Login. Username *. Password *.

https://codered.eccouncil.org » login
Login | CodeRed

Login to CodeRed for complete access to hundreds of classes by expert instructors!

hitps://ilabs.eccouncil.org » login

Login to iLabs

May 18, 2017 — Get Connected to iLabs. Anyitime. Anywhere. CEHproductimage, Computer
Forensics Exercises, Security Analyst Exercises, Ec-Council Secure ...

https://cisomag_ eccouncil.org » tag » login-credentials

login credentials - Cyber Security Magazine - CISO Mag

Cybercriminals targeted around 1.3 million WordPress websites in a single day to steal
database login credentials. it is found that... 2 years ago.
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Module 02 - Footprinting and Reconnaissance

7. In the search bar, type the command EC-Council filetype:pdf and press Enter to search
your results based on the file extension.

Note: Here, the file type pdf is searched for the target organization EC-Council. The
result might differ when you perform this task.

Note: The PDF and other documents from a target website may provide sensitive
information about the target's products and services. They may help attackers to
determine an attack vector to exploit the target.

o EC-Council filetype:pdf - Gooo X -+ == ! X
- C O E] https://www.google.com/search?q=EC-Council+filetype¥3Apdi&isource= hp&ei=7CgwYiz10-z g =
CTe g|e EC-Council filetype:pdf X | & {3
2 Al [E News [f] Books [+] Videos [i] Images : More Tools
About 125,000,000 resuilts (0.62 seconds)

https://iwww.eccouncil.org » CEHv11-Brochure poF

CERTIFIED ETHICAL HACKER v11 - EC Council

A Certified Ethical Hacker is a specialist typically working in a red team environment, focused
on attacking computer systems and gaining access 1o networks

iC-Council  EC-Council

The International Council of Electronic Cor
Consultants is an American organization tr

e cybersecurity certification, education, train

services in various cybersecurity skills. EC
hitps://www.eccouncil.org > uploads » 2017/05 poF  : headquartered in Albuquerque, New Mexic
Cyber-Handbook-Enterprise.pdf - EC-Council ceriified over 237,000 professionals from -

EC-Council creates content (course materials and exams) and certification delivered through countries. Wikipedia

our channel of authorized training centers which Founder: Jay Bavisi

Headquarters location: Albuguerque, NI

People also ask EC-Council CEH book

Are EC-Council courses free? v

Is EC a Council of India? v

B P i L STy ol R A e s T S e g Ethical CEH V10: Ethical C
< >

O QP -C8 @ F % 314200 ©
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8. Now, click on any link from the results (here, first link) to view the pdf file.

‘ & EC-Council filetype:pdf - Goog X -+ = X
< @ Q 8 ww.google.com/searchic |+ filetyy 1 p&lei=Tt W ) =
Google EC-Council filetype:pdf X | Q §3 i
2 All News [*] Books [»] Videos ] Images : More loois
About 125,000,000 results (0.62 seconds)
hitps://iwww.eccouncil.org » CEHv11-Brochure roF
, eC-Council  EC-Councill
CERTIFIED ETHICAL HACKER v11 - EC-Councill
A Certified Ethical Hacker is a specialist typically working in a red team environment, focused |
: The Intermational Council of Electronic Cor
on attacking computer systems and gaining access (o networks
g Consultants is an American organization tr
O cybersecurity certification, education, train
services in various cybersecurity skills. EC
nitps://www.eccouncil.org » upioads » 201 7/05 PDF headquartered in Albuguerque, New Mexic
Cyber-Handbook-Enterprise. pdf EC-Council certified over 237,000 professionals from -
EC-Council creates content (course materials and exams) and certification delivered through countries. Wikipedia
our channel of authorized training centers which Founder: Jay Bavisi
Headquarters location: Albuguerque, NI
People also ask EC-Council CEH book
Are EC-Council courses free? v
Is EC a Council of India? v
—-—- - - - - Ethical CEH V10:  Ethical C
attpsi/(www.eccouncil.org/ wp-content/uploads/2020/09/ CEHw 1 1-Brochure pdf
9. The page appears displaying the PDF file, as shown in the screenshot.
FEHU11-ErDEhUFE.FFdf X + = X
< C O EJ ww.eccouncil.org/w 0 s ; L 7 &M =
D J 1 | of 13 — 4+ 90% v =R »

~
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