Module 08 - Sniffing

12. Switch to your browser (here, Mozilla Firefox). Navigate to the tab where the Riverbed
Evaluation License Request for SteelCentral AppResponse Virtual email is open and

copy the License Key provided in the email.

rB Riverbed AppResponse / Packe' X  Mail - -+ —_ = 4
< C O El hitps://outlook.office.com/mail/inbox/id/AAQKAGMyZTQxNDKZLWIXZDAtNDImNC1i B w M =

li @ Add “outlook.office.com” as an application for mailto links? Add application X
Refresh Firefox... X

O it1ooks like you haven't started Firefox in a while. Do you want to clean it up for a fresh, like-new expenence?! And by the way, welcome back!

—

Outlook L] f‘ Search l

—

X Teams call .i,a 8 %

o= e
- .- L

El-/ New message W Delete =] Archive ) Junk ~ < Sweep O Moveto v

== T == T & f- - oroc % e "'E':I_-..-n: _:_ . E'-_: ilala .13 WO :hl
p— Other = Fifter ) I hank you for your interest in evaluating SteeilCentral AppRespol
from Riverbed lechnology, Inc. SteelCentral AppResponse 11 pn

ngreply@riyerbed_cgm flexible network and 553112'1112&{‘[‘!"[ all a|"'|-'r1_1|': s and workflows to "__‘:;:}E'-Ef'[j

Riverbed Evaluation Licens... 9:40 AM diagnosis and resolution

steelCentral AppResponse 11 and Packet Analyzer Plus softwan
documentation are available on the Riverbed Support Site here

Instructions on Installing or upgradn

11 are also available in the Installation Guide at this site

Here are your evaluation product keys. | he product key begins a

symbol. 1his 1s what you will input into your product

To install your product keys

13. Switch back to License window and paste the License Key in the Product Key field. Click
the Activate button.

Note: If a User Account Control pop-up appears, click Yes.

5 License . )(1
SteelCentral”

. i
rl\/erbe Packet Analyzer Plus

Mo license available for SteelCentral Packet Analyzer Plus

Enter your product key to activate a License:
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Module 08 - Sniffing

14. The SteelCentral Packet Analyzer Plus license activated notification appears; click the

Start button to start the application.

® License

riverbe

License for SteelCentral Packet Analyzer Plus activated for:

SteelCentral”
Packet Analyzer

Product Key:

Alicense isavailable for:

Plus

Product Key |

Deactivate

15. The SteelCentral Packet Analyzer Plus main window ap
Started tab options, as shown in the screenshot.

pears, displaying the Getting

¥ | d =@ B W & SteelCentral Packet Analyzer Plus - ¥
MENU HOME TIME CONTROL POLICIES/ALERTS REPORTING REMOTE o
[ Add Folder E @) Update Soures e Save [,.; ! [ D o S m
7 A sl W [ P
& CiearLis © Close Al Tabs ® restor —
Add Trace File Probes Search Create i and 1 end | rill | D
- g Getting Started “ K\ Data
Trace Files Remote General View Chart Selection
" Devices Files Getting Started b |
¥ |Local System o & _ _ _
Live Devices unavailable: insu Quick - Start Video Tutorials
Uouble-click to run as Admin
SteelCentral Packet Analyzer Plus
[ =R ﬂFi Introduction i Other_ifg VIFGs Drill Downs |§_
v #% Local System i vlan 32,10 . o i
- SteelCentral Packet : How to use the new How to navigate -
., ; Analyzer Plus new - AnT VIFG-type sources in network traffic and
v features overview iy SteelCentral Packet analyze trace files in
......... VAN Analyzer Plus SteelCentral Packet
i o e Analyzer Plus -
Views =
= ‘ . : S -2 .
Start Searc ! =
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. : ; 1 How to create reports How to use the Time Iiers Add Setting and using =y
sl Bandwidth Over Time (1< - ;
!Ej : : 1 and manage report Control in SteelCentral : Policies in SteelCentral
(tss] IP Conversations (15 - 1d styles in SteelCentral Packet Analyzer Plus to jurrent Vi o~ | Packet Analyzer Plus to
_ vise : . :
#. Network Usage Analysis (1= Ider Packet Analyzer Plus navigate trace files | trigger Alerts
[bea] Network Usage by Applicat 0o Pomef >F
(B2l Network Usage by Port Nar
il Protocol Distribution (15 - | Home| Capture Jobs View Editor
[8as] Traffic Analysis (15 - 1d = ks
r Bandwidth Usage T Using SteelCentral Using the View Editor to
| Eahart q Packet Analyzer Plus create and edit Views in
with 5teelCentral SteelCentral Packet
| LAN and Network AppResponse 11 Analyzer Plus
1 Multi-Segment Analysis (MS -
| Performance and Errors
| Talkers and Conversations
| , SteelCentral Packet Analyzer
| Transaction Analysis
Lleme & il e
o lpoxCEe @
A - - “’ L7 e 4/11/2022 &
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Module 08 - Sniffing

16. Observe that under the Devices tab in the left-hand pane, the application is unable to
detect any Local System as it requires admin privileges. Therefore, double-click Live
Devices unavailable: Insufficient privileges to run the application as an Administrator.

¥ Lé Eg "8 W o ? SteelCentral Packet Analyzer Plus i =

MENU HOME TIME CONTROL  POLICIES/ALERTS  REPORTING  REMOTE (i ]

[ Add Folder @ update Sourcss R Save [ ] l-@h i m

= A o Sl ol W | || P

¥ CizarLis € Close All Tabs O o -
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Trace Files Remote General View Chart Selection
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¥ Local System @0 a .

'Live Devices unavailable: insul
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SteelCentral Packet Analyzer Plus
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v #% Local System g vlan 3210 Start Seorch
SteelCentral Packet How to use the new How to navigate
v, Analyzer Plus new e vian_raged VIFG-type sources in w C 'A network traffic and
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......... ) Analyzer Plus SteelCentral Packet
BT - e Band Analyzer Plus =
.~ Views O
| —
i = . e .
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[bs} IP Conversations (15 - 1d Packet Analyzer Plus to

styles in SteelCentral Packet Analyzer Plus to

8] Network Usage Analysis (1= Packet Analyzer Plus navigate trace files trigger Alerts
[aa| Network Usage by Applicat
[bas| Network Usage by Port Nar
i Protocol Distribution(1s - 1 Capture Jobs View Editor
sl Traffic Analysis (15 - 1d = T
| Bandwidth Usage Using SteelCentral Using the View Editor to
: Conatic Packet Analyzer Plus create and edit Views in
' | with SteeiCentral SteelCentral Packet

LAN and Network
Multi-Segment Analysis (MS

| Analyzer Plus
[

: Performance and Errors

r

I;

AppResponse 11

Talkers and Conversations
Transaction Analysis

Pleme A bisides |

SteelCentral Packet Analyzer

17. A User Account Control pop-up appears; click Yes.

18. Ethernet adapter appear under Local System in the left-hand pane. Click the Microsoft
Corporation adapter.

|' Eg 8 M ol " SteelCentral Packet Analyzer Plus -
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Module 08 - Sniffing

19. Double-click the Bandwidth Over Time option under the Recently Used node in the left-
hand pane under the Views section.

20. A new Bandwidth Over Time tab appears, and SteelCentral Packet Analyzer Plus starts
capturing the network traffic, as shown in the screenshot.
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21. Now, switch to the Windows Server 2019 virtual machine.

22. Acting as the target, open any web browser (here, Mozilla Firefox) and browse the
website of your choice (here, www.gmail.com).

Al =
5 O E': https://accounts.google.com/signin/v2 identifieriservice= mail&passive= 1209600 &0sid= 1 &cont i’.’?

O it iooks like you haven't started Firefox in @ while. Do you want to clean it up for a fresh, like-new experience? And by the way, welcome back! Refresh Firefox...

Google
Sign in

to continue to Gmail

[ Emaill or phone

Forgot email?

Not your computer? Use a Private Window to sign in.
Learmn more

Create account m
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Module 08 - Sniffing

23. Switch back to the Windows 11 virtual machine and observe the network traffic

captured by SteelCentral Packet Analyzer, as shown in the screenshot.
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Module 08 - Sniffing

24. Double-click the Network Usage by Port Name option under the Recently Used node in
the left-hand pane under the Views section.

25. A new Network Usage by Port Name tab appears, and SteelCentral Packet Analyzer
Plus displays the captured network traffic.
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Module 08 - Sniffing

26. Double-click the IP Conversations option under the Recently Used node in the left-hand
pane under the Views section.

27. A new IP Conversations tab appears, displaying conversations between different IP
addresses in a map view.
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Module 08 - Sniffing

28. Double-click the Protocol Distribution option under the Recently Used node in the left-
hand pane under the Views section.

29. A new Protocol Distribution tab appears, displaying Network Protocols, Transport
Protocols, TCP Protocols, UDP Protocols, and other information, as shown in the

screenshot.
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Module 08 - Sniffing
30. Now, expand the Generic node and double-click the Capture Summary option in the

left-hand pane.

31. A new Capture Summary tab appears, displaying information about the captured
network traffic packets.
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32. Expand the LAN and Network node and double-click the MAC Overview option in the
left-hand pane.

33. A new MAC Overview tab appears, displaying information about MAC sources and
destinations and MAC conversations.
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34. Similarly, you can explore various options in other nodes such as VLAN, MPLS, ARP,
ICMP, and DHCP.

35. Click Reporting from the menu bar. Click on the All Views option to generate a report
that includes all views.

¥ (4 =8 ol B SteelCentral Packet Analyzer Plus - =5 X
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View /] QpenReporks v Folder Folder Designer
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- Create Report from All Views = y _ | 5
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v #¥ Local Syy  includes the data fromalithe  Jone) ¥
v Iigs Micro currently opened views. — 23
ughpu |
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(s} Capture Summary (944 PM 22.00K
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] MAC Overview (945 FIV SEo
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& 00K — F
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E(MAC Overview 15 0g)] | |'$erosotovc N1 95K . G Bl
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|
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36. An Export Report pop-up appears, and the report starts exporting.
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37. After completing the extraction, the generated report appears, as shown in the
screenshot.

Note: If a How do you want to open this file? pop up appears, click on Google Chrome
and press OK

&Y Report % e
C

riverbed

Network Analysis Report

Report Information
Report created on 4/11/2022 9:47:49 PM.

Analyst Information

Name
E-mail Address
FPhone Number

Client Information

Client Name
Case Number

& Report

C (@ File | C:/Users/Admin/Documents/Riverbed/SteelCentral%20Packet9%620Analyzer%20Plus/Reports/Network%20A.. Q &

Table of Contents

Bandwidth Over Time
Total Traffic
Total Throughput
Total Packet Throughput
Network Usage by Port Name
Total Throughput
Total Bits
Relative Network Usage
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Network Protocols - Bits
Network Protocols - Bytes
Network Protocols - Packels
Transport Protocols - Bils
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& Report x + = - 5 X

s @ File | C:/Users/Admin/Documents/Riverbed/SteelCentral%20Packet%20Analyzer?20Plus/Reports/Network%20A... &

Bandwidth Over Time

Total bandwidth over time

Applied on 4/11/2022 9:41:33 PM.

Total capture window: 21:41:36 - 21:47:43.
Current selection: 21:41:36 - 21:47:36 (6 m at 10 Seconds).

Interface: (1000)

Total Traffic
Total Traffic.

Bytecs

'''''

39. This concludes the demonstration of analyzing a network using SteelCentral Packet
Analyzer.

40. Close all open windows and document all the acquired information.

41. Turn off the Windows 11 and Windows Server 2019 virtual machines.

Lab Analysis

Analyze and document the results of this lab exercise.

PLEASE TALK TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS RELATED TO THIS LAB.

Internet Connection Required

M Yes

Platform Supported

V] Classroom
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Detect Network Sniffing

Ethical hackers and pen testers are aided in the detection of network sniffing by various tools that
make its detection an easy task.

Lab Scenario

The previous labs demonstrated how an attacker carries out sniffing with different techniques
and tools. This lab helps you understand possible defensive techniques used to defend a target
network against sniffing attacks.

A professional ethical hacker or pen tester should be able to detect network sniffing in the
network. A sniffer on a network only captures data and runs in promiscuous mode, so it is not
easy to detect. Promiscuous mode allows a network device to intercept and read each network
packet that arrives in its entirety. The sniffer leaves no trace, since it does not transmit data.
Therefore, to detect sniffing attempts, you must use the various network sniffing detection
techniques and tools discussed in this lab.

Lab Objectives

= Detect ARP poisoning and promiscuous mode in a switch-based network

= Detect ARP poisoning using the Capsa Network Analyzer

Lab Environment
To carry out this lab, you need:
=  Windows 11 virtual machine
=  Windows Server 2019 virtual machine
= Parrot Security virtual machine
=  Web browsers with an Internet connection

= Administrator privileges to run the tools

Lab Duration
Time: 30 Minutes
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Overview of Detecting Network Sniffing

Network sniffing involves using sniffer tools that enable the real-time monitoring and analysis
of data packets flowing over computer networks. These network sniffers can be detected by
using various techniques such as:

" Ping Method: Identifies if a system on the network is running in promiscuous mode

* DNS Method: Identifies sniffers in the network by analyzing the increase in network
traffic

=  ARP Method: Sends a non-broadcast ARP to all nodes in the network; a node on the
network running in promiscuous mode will cache the local ARP address

Lab Tasks

Task 1: Detect ARP Poisoning and Promiscuous Mode in a Switch-
Based Network

ARP poisoning involves forging many ARP request and reply packets to overload a switch. ARP
cache poisoning is the method of attacking a LAN network by updating the target computer’s
ARP cache with both forged ARP request and reply packets designed to change the Layer 2
Ethernet MAC address (that of the network card) to one that the attacker can monitor.
Attackers use ARP poisoning to sniff on the target network. Attackers can thus steal sensitive
information, prevent network and web access, and perform DoS and MITM attacks.

Promiscuous mode allows a network device to intercept and read each network packet that
arrives in its entirety. The sniffer toggles the NIC of a system to promiscuous mode, so that it
listens to all data transmitted on its segment. A sniffer can constantly monitor all network
traffic to a computer through the NIC by decoding the information encapsulated in the data
packet. Promiscuous mode in the network can be detected using various tools.

The ethical hacker and pen tester must assess the organization or target of evaluation for ARP
poisoning vulnerabilities.

Here, we will detect ARP poisoning in a switch-based network using Wireshark and we will use
the Nmap Scripting Engine (NSE) to check if a system on a local Ethernet has its network card in
promiscuous mode.

Note: In this task, we will use the Windows Server 2019 machine as the host machine to
perform ARP poisoning and will sniff traffic flowing between the Windows 11 and Parrot
Security machines. We will use the same machine (Windows Server 2019) to detect ARP
poisoning and use the Windows 11 machine to detect promiscuous mode in the in the network.

1. Turn on the Windows 11, Windows Server 2019 and Parrot Security virtual machines.

2. Click the Type here to search icon at the bottom of Desktop and type cain. Click Cain
from the results.

CEH Lab Manual Page 1210 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.







