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Learning Objectives

Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) attacks are a major threat to
computer networks. These attacks attempt to make a machine or network resource unavailable
to its authorized users. Usually, DoS/DDoS attacks exploit vulnerabilities in the implementation
of the Transmission Control Protocol (TCP)/Internet Protocol (IP) model or bugs in a specific
operating system (OS).

At the end of this module, you will be able to do the following:
= Describe DoS/DDoS concepts
= Describe botnets
* Understand various DoS/DDoS attack techniques
= Explain different DoS/DDoS attack tools
= |llustrate DoS/DDoS case studies
= Apply best practices to mitigate DoS/DDoS attacks
= Apply various DoS/DDoS protection tools
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LO#01: Summarize DoS/DDoS Concepts
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DoS/DDoS Concepts

For a good understanding of DoS/DDoS attacks, one must be familiar with related concepts in
advance. This section defines DoS and DDoS attacks and discusses how DDoS attacks work.
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What is a DoS Attack? C EH

) Denial-of-Service (DoS) is an attack on a computer or network that reduces, restricts, or prevents
accessibility of system resources to its legitimate users

J In a DoS attack, attackers flood the victim system with non-legitimate service requests or traffic

to overload its resources
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What is a DoS Attack?

A DoS attack is an attack on a computer or network that reduces, restricts, or prevents access
to system resources for legitimate users. In a DoS attack, attackers flood a victim’s system with
nonlegitimate service requests or traffic to overload its resources and bring down the system,
leading to the unavailability of the victim’s website or at least significantly reducing the victim’s
system or network performance. The goal of a DoS attack is to keep legitimate users from using
the system, rather than to gain unauthorized access to a system or to corrupt data.

The following are examples for types of DoS attacks:
* Flooding the victim’s system with more traffic than it can handle
* Flooding a service (e.g., Internet Relay Chat (IRC)) with more events than it can handle
* Crashing a TCP/IP stack by sending corrupt packets
* (Crashing a service by interacting with it in an unexpected manner

" Hanging a system by causing it to go into an infinite loop
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Figure 10.1: Schematic of a DoS attack

DoS attacks have various forms and target various services. The attacks may cause the
following:

= Consumption of resources

= Consumption of bandwidth, disk space, CPU time, or data structures
= Actual physical destruction or alteration of network components

* Destruction of programming and files in a computer system

In general, DoS attacks target network bandwidth or connectivity. Bandwidth attacks overflow
the network with a high volume of traffic by using existing network resources, thereby
depriving legitimate users of these resources. Connectivity attacks overflow a system with a
large number of connection requests, consuming all available OS resources to prevent the
system from processing legitimate user requests.

Consider a food catering company that conducts much of its business over the phone. If an
attacker wants to disrupt this business, they need to find a way to block the company’s phone
lines, which would make it impossible for the company to do business. A DoS attack works
along the same lines—the attacker uses up all the ways to connect to the victim’s system,
making legitimate business impossible.

DoS attacks are a kind of security breach that does not generally result in the theft of
information. However, these attacks can harm the target in terms of time and resources.
Furthermore, security failure might cause the loss of a service such as email. In the worst-case
scenario, a DoS attack can cause the accidental destruction of the files and programs of millions
of people who were connected to the victim’s system at the time of the attack.
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What is a DDoS Attack? C EH

. Distributed denial-of-service (DD0S) is a coordinated attack that involves a multitude of compromised systems
(Botnet) attacking a single target, thereby denying service to users of the targeted system
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What is a DDoS Attack?
Source: https://www.techtarget.com

A DDoS attack is a large-scale, coordinated attack on the availability of services on a victim’s
system or network resources, and it is launched indirectly through many compromised
computers (botnets) on the Internet.

As defined by the World Wide Web Security FAQ, “A distributed denial-of-service (DDoS) attack
uses many computers to launch a coordinated DoS attack against one or more targets. Using
client/server technology, the perpetrator is able to multiply the effectiveness of the denial of
service significantly by harnessing the resources of multiple unwitting accomplice computers,
which serve as attack platforms.” The flood of incoming messages to the target system
essentially forces it to shut down, thereby denying service to legitimate users.

The services under attack belong to the “primary victim,” whereas the compromised systems
used to launch the attack are called “secondary victims.” The use of secondary victims in
performing a DDoS attack enables the attacker to mount a large and disruptive attack while
making it difficult to track down the original attacker.

The primary objective of a DDoS attack is to first gain administrative access on as many systems
as possible. In general, attackers use a customized attack script to identify potentially
vulnerable systems. After gaining access to the target systems, the attacker uploads and runs
DDoS software on these systems at the time chosen to launch the attack.

DDoS attacks have become popular because of the easy accessibility of exploit plans and the
negligible amount of brainwork required to execute them. These attacks can be very dangerous
because they can quickly consume the largest hosts on the Internet, rendering them useless.
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The impacts of DDoS include the loss of goodwill, disabled networks, financial losses, and
disabled organizations.

How do DDoS Attacks Work?

In a DDoS attack, many applications barrage a target browser or network with fake exterior
requests that make the system, network, browser, or site slow, useless, and disabled or
unavailable.

The attacker initiates the DDoS attack by sending a command to zombie agents, which are
Internet-connected computers compromised by an attacker through malware programs to
perform various malicious activities through a command and control (C&C) server. These
zombie agents send a connection request to a large number of reflector systems with the
spoofed IP address of the victim, which causes the reflector systems to presume that these
requests originate from the victim’s machine instead of the zombie agents. Hence, the reflector
systems send the requested information (response to the connection request) to the victim.
Consequently, the victim’s machine is flooded with unsolicited responses from several reflector
computers simultaneously, which may either reduce the performance or cause the victim’s
machine to shut down completely.
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Figure 10.2: Schematic of a DDoS attack
Module 10 Page 1420 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil

All Rights Reserved. Reproduction is Strictly Prohibited.




Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Denial-of-Service

LO#02: Explain Botnet Network
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Botnets

The term “bot” is a contraction of “robot” and refers to software applications that run
automated tasks over the Internet. Attackers use bots to infect a large number of computers
that form a network, or “botnet,” allowing them to launch DDoS attacks, generate spam,
spread viruses, and commit other types of crime.

This section deals with organized cyber-crime syndicates, organizational charts, botnets, and
botnet propagation techniques; botnet ecosystems; scanning methods for finding vulnerable
machines; and the propagation of malicious code.
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Organized Cyber Crime: Organizational Chart
Organized Crime Syndicates

While cyber criminals worked independently in the past, they now tend to operate in organized
groups. They are increasingly associated with organized crime syndicates and take advantage of
the sophisticated techniques of these syndicates to engage in illegal activity, usually for
monetary benefit. There are organized groups of cyber criminals who work in a hierarchical set
up with a predefined revenue-sharing model, which is a kind of major corporation that offers
criminal services. Organized groups create and rent botnets and offer various services ranging
from the development of malware and hacking of bank accounts to the deployment of massive
DoS attacks against any target for a price.

For example, an organized crime syndicate might perform a DDoS attack against a bank to
divert the attention of the bank’s security team while they clean out bank accounts with stolen
account credentials. The growing involvement of organized criminal syndicates in politically
motivated cyber warfare and hacktivism is a matter of concern for national security agencies.

Cybercrime features a complicated range of players, and cyber criminals are paid according to
the task they perform or the position they hold. The head of the cybercrime organization (i.e.,
the boss) acts as a business entrepreneur. The boss does not commit any crimes directly.
Immediately below the boss in the organizational hierarchy is the “underboss,” who sets up a
C&C server and crimeware toolkit database to manage the implementation of attacks and
provide Trojans. Below the underboss are various “campaign managers” with their own
affiliation networks for implementing attacks and stealing data. Finally, resellers sell the stolen
data.
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Figure 10.3: Hierarchical setup of a cybercrime organization
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|
Botnets CEH

_J Bots are software applications that run automated tasks over the Internet and perform simple,
repetitive tasks, such as web spidering and search engine indexing

J Abotnet is a huge network of compromised systems and can be used by an attacker to launch
denial-of-service attacks
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Botnets

Bots are used for benign data collection or data mining activities, such as “web spidering,” as
well as to coordinate DoS attacks. The main purpose of a bot is to collect data. There are
different types of bots, such as Internet bots, IRC bots, and chatter bots. Examples for IRC bots
are Cardinal, Sopel, Eggdrop, and EnergyMech.

A botnet (a contraction of “roBOT NETwork”) is a group of computers “infected” by bots;
however, botnets can be used for both positive and negative purposes. As a hacking tool, a
botnet is composed of a huge network of compromised systems. A relatively small botnet of
1,000 bots has a combined bandwidth larger than the bandwidth of most corporate systems.

The advent of botnets led to an enormous increase in cybercrime. Botnets form the core of the
cybercriminal activity center that links and unites various parts of the cybercriminal world.
Cybercriminal service suppliers are a part of a cybercrime network. They offer services such as
malicious code development, bulletproof hosting, the creation of browser exploits, and
encryption and packing.

Malicious code is the primary tool used by criminal organizations to commit cybercrimes.
Botnet owners order both bots and other malicious programs such as Trojans, viruses, wormes,
keyloggers, and specially crafted applications to attack remote computers via networks.
Developers offer malware services on public sites or closed Internet resources.

Botnets are agents that an intruder can send to a server system to perform an illegal activity.
Botnets run hidden programs that allow the identification of system vulnerabilities. Attackers
can use botnets to perform the tedious tasks involved in probing a system for known
vulnerabilities.
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Attackers can use botnets to perform the following:

DDoS attacks: Botnets can generate DDoS attacks, which consume the bandwidth of the
victim’s computers. Botnets can also overload a system, wasting valuable host system
resources and destroying network connectivity.

Spamming: Attackers use a SOCKS proxy for spamming. They harvest email addresses
from web pages or other sources.

Sniffing traffic: A packet sniffer observes the data traffic entering a compromised
machine. It allows an attacker to collect sensitive information such as credit card
numbers and passwords. The sniffer also allows an attacker to steal information from
one botnet and use it against another botnet. In other words, botnets can rob one
another.

Keylogging: Keylogging is a method of recording the keys typed on a keyboard, and it
provides sensitive information such as system passwords. Attackers use keylogging to
harvest account login information for services such as PayPal.

Spreading new malware: Botnets can be used to spread new bots.

Installing advertisement add-ons: Botnets can be used to perpetrate a “click fraud” by
automating clicks.

Google AdSense abuse: Some companies permit showing Google AdSense ads on their
websites for economic benefits. Botnets allow an intruder to automate clicks on an ad,
producing a percentage increase in the click queue.

Attacks on IRC chat networks: Also called clone attacks, these attacks are similar to a
DDoS attack. A master agent instructs each bot to link to thousands of clones within an
IRC network, which can flood the network.

Manipulating online polls and games: Every botnet has a unique address, enabling it to
manipulate online polls and games.

Mass identity theft: Botnets can send a large number of emails while impersonating a
reputable organization such as eBay. This technique allows attackers to steal
information for identity theft.

The below figure illustrates how an attacker launches a botnet-based DoS attack on a target
server. The attacker sets up a bot C&C center, following which they infect a machine (bot) and
compromises it. Later, they use this bot to infect and compromise other vulnerable systems
available in the network, resulting in a botnet. The bots (also known as zombies) connect to the
C&C center and awaits instructions. Subsequently, the attacker sends malicious commands to
the bots through the C&C center. Finally, as per the attacker’s instructions, the bots launch a
DoS attack on a target server, making its services unavailable to legitimate users in the network.
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