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Service Discovery OS Discovery
• Identify Open Ports
• Identify Services Running on 

the ports

• Identify running OS on target 
system
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 Nmap is the go to tool for identifying open ports and 
services running on these ports

>nmap –sS –sV 192.168.18.1/24

sS  - TCP Stealth scan
sV  - Version Enumeration
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 Hping is another very useful tool to identify ports and 
services

hping3 -S 192.168.18.110 -p 80 -c 5

S  - TCP Stealth scan
P 80  - Scan for port 80
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 OS discovery with nmap is very simple. Use the following 
command to determine the target system

>nmap –sS –O 192.168.18.1
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 Nmap also has an inbuilt script to identify the OS but it 
needs smb service running on the system

sudo nmap --script smb-os-discovery.nse 192.168.18.110
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 So, just ping your target and infer the OS from the response 
received

>ping 192.168.18.110

Manual Banner 
Grabbing
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 We can use the following one-liner on most of the targets 
to gather a lot of useful information like OS detection, 
version detection, script scanning, and traceroute

>sudo nmap –sS –p 445 –A 192.168.18.1
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