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Module 02 - Network Security Threats, Vulnerabilities, and Attacks

Conducting Vulnerability Research

Vulnerability research plays an important role in current threat environment.

Lab Scenario

The vulnerability research findings can serve to better protect information by
knowing the flaws that could put sensitive information at nisk of exposure. As a
network admunistrator, you should be able to conduct vulnerability research to
know possible vulnerabilities on network devices and applications from vanious
vendors.

Lab Objectives

This lab demonstrates how to conduct vulnerability research on network
devices and applications.

Lab Environment

To carry out this lab, you need:
® A wirtual machine running Windows Server 2012
® A web browser with the Internet Connection
®  In this lab we are using Chrome browser

®  Screenshots might differ it you are using any other browser

Lab Duration
Time: 10 Minutes

Overview of the Lab

NVD i1s the US. govemment repository of standards based vulnerability
management data represented using the Secunty Content Automation Protocol
(SCAP). This data enables automation of wvulnerability management, security
measurement, and compliance. NVD mcludes databases of secunty checklists,
secunty related software flaws, musconfigurations, product names, and mmpact
metncs.
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Module 02 - Network Security Threats, Vulnerabilities, and Attacks

Lab Tasks

J;[_ 1. Browse  National Vulnerability  Database  (NVD)  website
= TASK 1 . )
https://nvd.nist.gov and click Vulnerability Search Engine

Conducting

Vulnerability MNational 1"-..-"L-||["IP"'"‘E Ity
- automating vulnsrabiliby mandge
Research using

NVD

:p s p EnEmEnt, ancd compdianoe chechking
Ll g e Froetu ] Dl=lomars I g Hickres.
FLAF vabdesisd Took FLAF Eveniin dbemai

= abrliees

Canbat

National vulnerability Database

WD b e LS.

Fpas | RN B S e MV |3 B LG governiment repository of standands bassd sulneasbility management dats represenisd using the Secury Conbent fptomation Profoogd [ S0AF). TF ot |
of wtarelesdu banesd ETADES ST I i i lnsrala Dy P AT, AACLIATY MPASUTSMALE, Al OOy diaries, MWD inchiches dalabasess of Secwrily chitlans, sty relale sl M
M emrabmiify raisconfigurall ores, product names. and impact retnice

anagement gyt Thee
ats paakles spomation ANNOUACEMants
Ol wiadresr s b Ty
ANRGETENL, F Ty
il GG R Wl

D [ o TelE | B MRS

e o F-159-13 Tis L0 has becn disabled on the VDS wobesersers a8 of G/ 23/ 0006, 1IF you are experbencing probdens O osnlasding the MVD dats
Fonds, A couldl b= reiated En hils changs, Fegse snsgrn Bhat the cllients pou ars ndling ts scess the MY daka feagis spppsnrt o least TLA 1.1 mnd

preferably TLS 1.2,
CWES w3 Informest ol
CVE-TI Fommmal Champ e Informaticn

FiEferal DrskToyl Cord Comil lgaralen seifimis [FOCCH F el SEales Sl eriisam ] ComlidirallGie sl e [ DESGUH )

PP eraviming content [ and pairkes bo acamning preducty| o perfoming configuragion cheglirg of svsisms mpkEmentieg § ks FOC CAHRGCE using the femriy Cordent dubaomation PFrobocnl
I_.'-

l.b'-- ST W 3R T 00 DR USED s ol D0 ) 0 o 3 DD
.u.‘l.:' el ilnied Progdurcky sra avaliabla Fars.

HYTF Frinwmry Resources

'|__J_ “"—_'-l"'“-” e i ':.'.-1 saltware Rires dnd COF midscorifiou rators

'I'F-'-L" i Proagr a- :-.r.-'-:-'a-'-' ek Uty canfigurEton puidance in ¥CODF amd OVAL
Frmall @ bk SCap § .-.-| e and pronsnsi that K B |

*:J.é.l‘_.n.‘:l_-u.l.l.lds_hﬂi - |

-

Figure 1.1: Browsing NVD website
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Figure 1.2: Checking for vulnerabilities

3. You will find that vulnerabilities exist across different vanants of

devices.
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Figure 1.3: Vulnerabilities Explored
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m In addition to
providing a hst of
Common Vulnerabilities
and Exposures (CVEs), the
NVD scores CVEs to
quantify the risk of
talnerabilities, calculated
from a set of equations
based on metrics such as
access complexity and

availability of a remedy

m The data enables
antomation of vulnerability
management, secugty
measurement, and
compliance

Module 02 - Network Security Threats, Vulnerabilities, and Attacks

4. (Click on CVE Vulnerabilities to know common vulnerabilities
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Figure 1.4: Checking CVE Vulnerabilities

5. Click on US-CERT Alerts to know current security issues,
vulnerabilities, and exploits
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Figure 1.5: Checking US-CERT Alerts
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Module 02 - Network Security Threats, Vulnerabilities, and Attacks

6. Browse http://www.securityfocus.com . Research current security

vulnerabilities of various technologies.
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Figure 1.6: Browsing Securntyfocus website for vulnerability research

7. Browse Zero Day website htl:p'.f [wrorw.zdnet.com to know the latest in

software/hardware
computer attacks.

se{:ur_it}*

research, wulnerabilities, threats and

2 [ wwwrdnetoomH oo

[SLUNF § . R

HERTREANL

ML HIORORT

IDHET BLOG

Zero Day

e Hod b=t 1

ZACH WHITTAEEN

Tack Whittsker = it
secunity eciior tor
ZDbdet. Covsring
Cybernao iy nations
ety policy ard
prvacy He s hased ok
L ot fhas Flaver Vork

Staying on top of the Latest in softeansfardware securky research, vulnerabilities, threats and computer attacks

SEPTEMBER 20116 Cerfificalion Exam v
“mal Registratian Deadine EXTERDED: 27 July
HISACA

Eor vl ot et

ISM o e

=G TER (WL T ATevEmcAL [P Sl s ST O

LATEST PSTS . E

" Corifed hiformaSon
' CISA spiems duitor
JLLE MY

A

Over 100 suspicious,
snooping Tor nodes

discovered

ies ane acting coldly -- and il may e & sig

Figure 1.7: Browsing Zero day website for vulnerability research
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Module 02 - Network Security Threats, Vulnerabilities, and Attacks

Lab Analysis

Analyze and document the results of the lab exercise. Give your opimnion on your
target’s secunty posture and exposure through free public information.

PLEASE TALE TO YOUR INSTRUCTOR IF YOU HAVE QUESTIONS
ABOUT THIS LAB.

Internet Connection Required

M Yes ] No
Platform Supported
¥ Classroom []ilabs
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