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On-Premise Attacks

Enumeration & Privilege Escalation

Initial Access
• Azure Kill Chain
• Phishing, Password guessing, On-prem to AAD
• Access to Azure and MFA Bypass options

Course 
Outline

• Enumerating Azure & AzureAD from different roles
• Identifying and abusing escalation paths

• Abuse on-prem technologies to access Azure
• Golden SAML
• Pass the PRT
• On-prem AD attacks to gain privileged access to Azure



Penetration Testing & 
Authorizations



Agenda

+ What is Penetration Testing (Pentesting)?
+ Rule of Engagement for Pentesting Azure



Penetration Testing

+ What is Penetration Testing?
+ What is the objective of a Penetration Test?

https://www.monitis.com/blog/top-7-penetration-testing-tools-for-the-small-business/

https://www.monitis.com/blog/top-7-penetration-testing-tools-for-the-small-business/


Customer Agreements

+ Penetration test preparation and agreement
+ Scope
+ Time
+ Information from the customer (Highly recommended)
+ Get Out of Jail card



Azure AD & Azure Kill Chain



Agenda
+ Azure AD
+ Initial Access
+ Azure Kill Chain



Azure AD

+ Azure Active Directory

https://docs.microsoft.com/en-gb/azure/active-directory/manage-apps/what-is-application-management
https://www.synacktiv.com/en/publications/azure-ad-introduction-for-red-teamers.html

https://docs.microsoft.com/en-gb/azure/active-directory/manage-apps/what-is-application-management
https://www.synacktiv.com/en/publications/azure-ad-introduction-for-red-teamers.html


Azure AD

+ Azure Active Directory is not ‘legacy’ Active Directory in 
the cloud

+ Azure Active Directory Domain Services
+ Virtual Machines in Azure running legacy Active Directory



Azure AD

+ AD vs AAD

https://troopers.de/downloads/troopers19/TROOPERS19_AD_Im_in_your_cloud.pdf

https://troopers.de/downloads/troopers19/TROOPERS19_AD_Im_in_your_cloud.pdf


Azure AD

+ AD to AAD Integration
+ Password hash synchronization
+ ADFS
+ Pass through authentication

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-phs

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/whatis-phs


Azure AD

+ Roles

https://docs.microsoft.com/en-us/azure/role-based-access-control/rbac-and-directory-admin-roles

https://docs.microsoft.com/en-us/azure/role-based-access-control/rbac-and-directory-admin-roles


Azure AD

+ Protections
+ Access Control Policies
+ Identity Protection

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview


Initial Access

+ Initially – no access
+ “Outsider” user role



Azure Kill Chain

https://o365blog.com/aadkillchain/

https://o365blog.com/aadkillchain/


Phishing & MFA



Agenda

+ Initial Access through Phishing
+ MFA
+ Legacy Protocols
+ MFA Bypass (through Phishing)



Initial Access Through Phishing

+ Phishing username/password



Initial Access Through Phishing

+ Evilginx2
+ MiTM Framework for phishing credentials and session cookies

https://github.com/kgretzky/evilginx2



Password Spraying & Reuse



Agenda
+ Password Spraying
+ Password Reuse
+ Passwords in Github



Password Spraying

+ Enumerating Azure
+ Spraying
+ Legacy protocols

https://www.microsoft.com/security/blog/2020/04/23/protecting-organization-password-spray-attacks/

https://www.microsoft.com/security/blog/2020/04/23/protecting-organization-password-spray-attacks/


Password Reuse

https://computerone.com.au/reusing-old-passwords-spells-future-trouble/

https://computerone.com.au/reusing-old-passwords-spells-future-trouble/


Passwords in Github

https://www.conjur.org/blog/how-to-scan-github-repositories-for-secrets-credentials-with-open-source/

https://www.conjur.org/blog/how-to-scan-github-repositories-for-secrets-credentials-with-open-source/


On-Prem to Azure



Agenda

+ Interacting with a Compromised User
+ Credential Dumping
+ Credentials in Files or AD Attributes
+ Browser Pivots & Cookies
+ Azure Service Principals



Interacting with a Compromised User

https://www.bleepingcomputer.com/news/security/psa-beware-of-windows-powershell-credential-request-prompts/

https://www.bleepingcomputer.com/news/security/psa-beware-of-windows-powershell-credential-request-prompts/


Credential Dumping

https://adsecurity.org/?page_id=1821

https://adsecurity.org/?page_id=1821


Credentials in Files or AD Attributes

+ Passwords in scripts placed on shares
+ Invoke-ShareFinder

findstr /s /i /m "pass" \\SHARE\PATH\*.<FILEEXTENSION> 
findstr /s /i /m "pass" \\FileServer01\Scripts\*.ini 

https://improsec.com/tech-blog/securing-windows-environments
https://github.com/PowerShellMafia/PowerSploit/blob/dev/Recon/PowerView.ps1

.ini

.conf

.config

.cmd

.bat

.vbs

.ps1

file:////SHARE/PATH/*.%3cFILEEXTENSION
https://improsec.com/tech-blog/securing-windows-environments
https://github.com/PowerShellMafia/PowerSploit/blob/dev/Recon/PowerView.ps1


Credentials 
in Files or 

AD 
Attributes

https://github.com/binaryAccess/highway_to_hell/blob/master/SearchUser.ps1
https://github.com/binaryAccess/highway_to_hell/blob/master/SearchGroup.ps1

https://github.com/binaryAccess/highway_to_hell/blob/master/SearchUser.ps1
https://github.com/binaryAccess/highway_to_hell/blob/master/SearchGroup.ps1


Active Directory state-of-the-art attacks

+ Kerberoasting
+ Asreproasting
+ Keberos Delegation attacks

+ Unconstrained Delegation
+ Constrained Delegation
+ Resource-Based Delegation

+ Group Policy Preferences



Browser Pivots

https://ijustwannared.team/2019/03/11/browser-pivot-for-chrome/

https://ijustwannared.team/2019/03/11/browser-pivot-for-chrome/


Azure Service Principals

https://www.feval.ca/posts/VSTS-SP/

https://www.feval.ca/posts/VSTS-SP/


Cloud Pentesting 
Bootcamp Day 2



Enumeration & Privilege 
Escalation



Agenda
+ Enumerating Azure & AzureAD from different 

roles
+ Identifying and abusing escalation paths



Enumerating Azure & 
Azure AD from different 
roles



Agenda
+ Enumerating as Guest
+ Enumerating as Member



Azure AD Account Types

+ Account Types Overview

https://docs.microsoft.com/en-us/azure/active-directory-b2c/user-overview



Azure AD Account Types

+ Guest
+ Member



Azure AD Guest

+ Azure Active Directory (Azure AD) business-to-business (B2B) collaboration is a feature within External 
Identities that lets you invite guest users to collaborate with your organization. With B2B collaboration, you 
can securely share your company's applications and services with guest users from any other organization, 
while maintaining control over your own corporate data. Work safely and securely with external partners, 
large or small, even if they don't have Azure AD or an IT department. A simple invitation and redemption 
process lets partners use their own credentials to access your company's resources. Developers can use 
Azure AD business-to-business APIs to customize the invitation process or write applications like self-service 
sign-up portals. For licensing and pricing information related to guest users, refer to Azure Active Directory 
pricing.

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/what-is-b2b

https://azure.microsoft.com/pricing/details/active-directory/


Azure AD Member 

+ Member



Azure AD User Enumeration 

+ Get-AzureADUser

https://docs.microsoft.com/en-us/powershell/module/azuread/get-azureaduser?view=azureadps-2.0



Identifying and abusing 
escalation paths



Identifying and abusing escalation paths

+ Abusing Dynamic Groups
+ Abusing Managed Identities 

https://www.mnemonic.no/blog/abusing-dynamic-groups-in-azure/
https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-privilege-escalation-using-managed-identities/



Cloud Pentesting 
Bootcamp Day 3



On-Premise Attacks



Agenda

+ Abuse on-prem technologies to access 
Azure
+ Golden SAML
+ Pass the PRT
+ On-prem AD attacks to gain privileged access to 

Azure



Golden SAML

+ The vector enables an attacker to create a golden SAML, 
which is basically a forged SAML “authentication object,” 
and authenticate across every service that uses SAML 2.0 
protocol as an SSO mechanism. [1]

+ Not an Azure only attack vector
+ Golden SAML was used in Solarwinds

[1]https://www.cyberark.com/resources/threat-research-blog/golden-saml-newly-discovered-attack-technique-
forges-authentication-to-cloud-apps
https://www.sygnia.co/golden-saml-advisory
https://attack.mitre.org/techniques/T1606/002/

https://www.cyberark.com/resources/threat-research-blog/golden-saml-newly-discovered-attack-technique-forges-authentication-to-cloud-apps
https://www.sygnia.co/golden-saml-advisory
https://attack.mitre.org/techniques/T1606/002/


Pass the PRT

+ A Primary Refresh Token (PRT) is a key artifact of Azure 
AD authentication on Windows 10, iOS, and Android 
devices. It is a JSON Web Token (JWT) specially issued to 
Microsoft first party token brokers to enable single sign-on 
(SSO) across the applications used on those devices. [1]

[1] https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-primary-refresh-token
https://o365blog.com/post/prt/
https://stealthbits.com/blog/lateral-movement-to-the-cloud-pass-the-prt/

https://docs.microsoft.com/en-us/azure/active-directory/devices/concept-primary-refresh-token
https://o365blog.com/post/prt/
https://stealthbits.com/blog/lateral-movement-to-the-cloud-pass-the-prt/


On-prem AD attacks to gain privileged 
access to Azure

+ Although on-prem administrators doesn’t usually have 
admin rights to Azure AD, they can have access to crucial 
information, such as Azure AD Connect, ADFS, and Active 
Directory. Administrators of these services can easily get 
admin rights to Azure AD to manipulate and impersonate 
users. [1]

[1] https://o365blog.com/post/on-prem_admin/

https://o365blog.com/post/on-prem_admin/
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