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Footprinting using passive tools - online 

 
Description: Passive Reconnaissance techniques using online resources. In this lab 
you should be able utilize shodan and censys to get more information about the target 

Requirements: Internet connectivity is all that is required to run this lab 

 
Censys 
Step 1: Run your favorite browser  

Step 2: go to Censys.io   

Step 3:  Enter an IP address that you got from the previous nslookup lab 

Step 4: browser the results   
 
Shodan  
Step 1: Run your favorite browser  

Step 2: go to shodan.io and create a free account  

Step 3:  Enter the target domain name 

Step 4: browser the results   
 

 
Question 1: What are the three technologies used by cybrary.it 

Question 2: what is the TLS version used by Cybrary.it  

Question 3: What are the ports available on Cybrary hosting server 
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