Building A Culture Of Security
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Module 03: Technical Network Security

The learning objectives of this module are:

LEARNING OBJECTIVES

LO#01: Discuss the principles of access control, the terminologies, and the different models
LO#02: Define access control security in today's distributed and mobile computing world
LO#03: Discuss different aspects of identity and access management (1AM)

LO#04: Discuss the various cryptographic security techniques

LO#05: Discuss the various cryptographic algorithms

LO#06: Discuss the security benefits of network segmentation techniques

LO#07: Discuss the various essential network security solutions

LO#08: Discuss the various essential network security protocols
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Learning Objectives

This module explains the technical aspects of network security. It describes the concepts of
access control, identity and access management (IAM), cryptographic security techniques and
various network security devices and protocols.

The objectives of this module are as follows:
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The principles of access control, the terminologies used, and the different models
Access control security in today’s distributed and mobile computing world

The different aspects of IAM such as identity management, authentication,
authorization, and accounting

The various cryptographic security techniques

The various cryptographic algorithms

The security benefits of network segmentation techniques

The various essential network security solutions

The various essential network security protocols
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LO#01: Discuss the principles of access control, the terminologies, and the different models
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LO#01: Discuss the Principles of Access Control, the Terminologies, and the
Different Models

The objective of this section is to explain the concept of access control by introducing the
principles of access control, the terminologies used, and the different models that describe how
access control helps in controlling the access of users to specific resources in a network.
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- Access control is the selective restriction of access to an asset or a system/network resource
J It protects the information assets by determining who can access what

J  Access control mechanism uses user identification, authentication, and authorization to restrict or grant access to a specific asset/resource
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Access Control

Access control is a method of limiting the access of an organization’s resources for the users. A
crucial aspect of implementing an access control is to maintain the integrity, confidentiality,
and availability of the information.

An access control function uses identification, authentication, and mechanisms to identify,
authenticate, and authorize the user requesting access to a specific resource. The access

permissions determine the approvals or permissions provided to a user for accessing a system
and other resources.

The general steps involved in the access control mechanism are as follows:
= Step 1: A user provides their credentials/identification while logging into the system.

= Step 2: The system validates the user with the database on the basis of the provided
credentials/identification such as a password, fingerprint, etc.

= Step 3: Once the identification is successful, the system provides the user access to
use the system.

= Step 4: The system then allows the user to perform only those operations or access
only those resources for which the user has been authorized.
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2 Subject: This refers to a particular user or process that wants to access a resource
2 Object: This refers to a specific resource that the user wants to access such as a file or a hardware device
J Reference Monitor: It checks the access control rule for specific restrictions

- Operation: It represents an action taken by a subject on an object
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Access Control Terminologies
The following terminologies are used to define the access control on specific resources:
Subject

A subject can be defined as a user or a process that attempts to access the objects. The subjects
are those entities that perform certain actions on the system.

Object

An object is an explicit resource on which an access restriction is imposed. The access controls
implemented on the objects further control the actions performed by the user. Examples of an
object are a file or a hardware device.

Reference Monitor

A reference monitor monitors the restrictions imposed on the basis of certain access control
rules. It implements a set of rules on the ability of the subject to perform certain actions on the
object.

Operation

An operation is an action performed by a subject on an object. A user trying to delete a file is an
example of an operation. Here, the user is the subject, the action of deleting refers to the
operation, and the file is the object.
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Separation of Duties (SoD)
@ Conflicting responsibilities create unwanted risks such as security breaches, information theft, and circumvention of security controls

@ Sometimes, for a security breach to become successful, collusion of two or more parties is required. In such cases, separation of duties
works well and reduces the likelihood of a crime

@ Regulations such as the General data protection regulation (GDPR) insist on paying attention to roles and duties on your security team

Need-to-know

@ Under the need-to-know access control principle, access is provided only to the information that is required for performing a specific
task

Principle of Least Privilege (POLP)
@ Principle of least privilege extends the need-to-know principle in providing access to a system
© POLP believes in providing employees a need—to-know access, i.e., not more, not less;

@ It helps an organization by protecting it from malicious behavior, achieving better system stability, and system security
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Principles of Access Control

The principles of access control describe the access permission levels of users in detail. By
enabling the access control process, the security of the processes and resources can be
ensured. The process of access control should be based on the following principles:

Separation of Duties

This involves a breakdown of the authorization process into various steps. Different privileges
are assigned at each step to the individual subjects requesting for a resource. This ensures that
no single individual has the authorization rights to perform all functions and simultaneously
denies access of all the objects to a single individual. This division ensures that a single person is
not responsible for a larger process. For example, granting web server administrator rights to
only configure a web server without granting administrative rights to other servers.

Need-to-know

Under the need-to-know access control principle, access is provided only to the information
that is required for performing a specific task.

Principle of Least Privilege

Least privilege provides access permissions to only those users who really need the access and
resources. The permissions granted depend on the roles and responsibilities of the user
requesting the access. There are two underlying principles involved in the least privilege
method: low rights and low risks. On the basis of these principles, a user needs to complete a
task using the limited amount of resources in a limited amount of time provided to them. This
approach reduces the probability of unauthorized access to the system resources.
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Mandatory Access Control (MAC)

@ Only the administrator/system owner has the rights to assign Discretionary Access Control (DAC)
privileges
@ End user has complete access to the information they own
© It does not permit the end user to decide who can access the

information

Rule-based Access Control (RB-RBAC)

© Permissions are assigned to a user role dynamically based
on a set of rules defined by the administrator

Role-based Access Control (RBAC)

® Permissions are assigned based on user roles

Attribute-based Access Control

@ Attributes could be of any characteristic of a user, resource, or
environment

@ Permission are assigned based on value of these attributes
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Access Control Models
Access control models specify how a subject can access an object.
Mandatory Access Control

The mandatory access control (MAC) determines the usage and access policies for the users. A
user can access a resource only if they have the access rights to that resource. MAC is applied in
the case of data that has been marked as highly confidential. The administrators impose MAC
depending on the operating system and the security kernel.

The following are the advantages and disadvantages of MAC:

= |t provides a high level of security since the network defenders determine the access
controls.

= The MAC policies minimize the chances of errors.

= Depending on the MAC, an operating system marks and labels the incoming data,
thereby creating an external application control policy.

Examples of MAC include Security-Enhanced Linux (SELinux) and Trusted Solaris.
Discretionary Access Control

Discretionary access control (DAC) determines the access control taken by any possessor of an
object in order to decide the access control of a subject on that object. DAC is alternatively
named as a need-to-know access model. The decision taken by the owner depends on the
following measures:

= File and data ownership: Determines the access policies of the user
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= Access rights and permissions: Involves the possessor setting the access privileges to
other subjects

An owner can provide or deny access to any particular user or a group of users. The attributes
of a DAC include the following:

= The owner of an object can transfer the ownership to another user.
= The access control prevents multiple unauthorized attempts to access an object.

= The DAC prevents unauthorized users from viewing details like the filesize, filename,
directory path, etc.

= The DAC uses access control lists in order to identify and authorize users.

Disadvantage: A DAC requires maintenance of the access control list and access permissions for
the users. Examples of DAC include UNIX, Linux, and Windows access control.

Role-Based Access Control

In a role-based access control (RBAC), the access permissions are available based on the access
policies determined by the system. The access permissions are beyond the user control which
implies that users cannot amend the access policies created by the system. The rules for
determining the role-based access controls are as follows:

= Role assignment: A certain role is required to be assigned to a user which enables
them to perform a transaction.

= Role authorization: A user needs to perform a role authorization in order to achieve a
particular role.

= Transaction authorization: Transaction authorization allows the users to execute only
those transactions for which they have been authorized.

Attributes Based Access Controls (ABAC)

Attribute-based access control (ABAC) is an access control model that grants or denies access to
resources based on attributes associated with the user, the resource, and the environment. It
serves as an authorization methodology that enforces policies, allowing specific user access.

ABAC allows organizations to enforce fine-grained access control based on attributes associated
with users, resources, and the environment, thereby enhancing security and enabling more
nuanced authorization decisions.

Components of Attributes Based Access Control

Attributes are characteristics or values used in the access event. These attributes can be
obtained from various data sources, including IAM, ERP, and CRM. ABAC consists of several
components that work together to implement this access control model:

= Subject or User Attributes: This component describes the attributes collected when a
user tries to access a resource and perform an action. Authentication tokens used
during login may be collected by ABAC systems.
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