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LEARNING OBJECTIVES

The learning objectives of this module are:

» LO#O1: Understand firewall security concerns, capabilities, and limitations » LO#10: Discuss IDS/ IPS classification

» LO#02: Understand different types of firewall technologies and their usage » LO#11: Discuss various components of IDS

» LO#03: Understand firewall topologies and their usage » LO#12: Discuss effective deployment of network- and host-based IDS

» LO#04: Distinguish between hardware, software, host, network, internal, » LO#13: Learn how to deal with false positive and false negative IDS alerts

and external firewalls » LO#14: Discuss the selection of appropriate DS solutions

> LO#05: Select a firewall based on its deep traffic inspection capability » LO#15: Discuss various NIDS and HIDS solutions with their intrusion detection

» LO#O0B6: Discuss firewall implementation and deployment process capabilities

» LO#OT: Discuss recommendations and best practices for secure firewall » LO#16: Discuss router and switch security measures, recommendations, and best
implementation and deployment practices

» LO#08: Discuss firewall administration activities » LO#1T: Leverage zero trust model security using software-defined perimeter (SDP)

» LO#09: Understand role, capabilities, limitations, and concerns in IDS deployment
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Learning Objectives

Perimeter security is considered as the first line of defense against intruders
and security breaches. An effective perimeter security should be an integral part of an
organization’s security. This module discusses security configuration of network perimeter
devices such as firewalls, intrusion detection and intrusion protection systems (IDSs/IPSs),
routers, switches, etc. for effective perimeter protection.

The objectives of this module are:
= Understand firewall security concerns, capabilities, and limitations
= Understand different types of firewall technologies and their usage
= Understand firewall topologies and their usage

= Distinguish between hardware, software, host, network, internal,
and external firewalls

= Select a firewall based on its deep traffic inspection capability
= Discuss firewall implementation and deployment process

= Discuss recommendations and best practices for secure firewall implementation and
deployment

= Discuss firewall administration activities
= Understand role, capabilities, limitations, and concerns in IDS deployment
= Discuss IDS/IPS classification

= Discuss various components of IDS

Page 455 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender
Module 04: Network Perimeter Security

Exam 312-38

Discuss effective deployment of network- and host-based IDS

= Learn how to deal with false positive and false negative IDS alerts

= Discuss the selection of appropriate IDS solutions

= Discuss various NIDS and HIDS solutions with their intrusion detection capabilities

= Discuss router and switch security measures, recommendations, and best practices

= Leverage zero trust model security using software-defined perimeter (SDP)
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LO#01: Understand firewall security concerns, capabilities, and limitations
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LO#01: Understand Firewall Security Concerns, Capabilities, and Limitations

The firewall plays a vital role in securing the link between private networks and the Internet in
today’s connected world. It acts as a gateway or as a filtering device that employs the network
security policy and protects the network against external attacks. However, improper
configuration and implementation of a firewall will diminish its ability to defend an organization’s
network. The objective of this section is to explain how a firewall can be configured securely to
build effective perimeter protection for an organization.

Page 457 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender

Exam 312-38
Module 04: Network Perimeter Security

|
Firewalls Security Concerns CND

Cartified | Network Defunder

I Firewall implementation is the first line of defense for any organization. Firewalls are configured at various levels to limit access to different
parts of the network

II

However, attackers may try to bypass firewall security to get unauthorized access to the organization network

" III  Acareless and insecure approach to design and configuration of firewalls may leave loopholes that can be exploited by attackers

e An attacker will take advantage of a weak firewall implementation and will use various techniques to bypass the firewall restrictions altogether

6 Proper care should be taken while defining, configuring, and administrating firewall rules and policies to avoid firewall evasion
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Firewalls Security Concerns

A firewall is the first line of defense for an organization’s network. However, improper

configuration and implementation of a firewall will diminish its ability to defend an organization’s
network.
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Poor selection, design, and implementation of firewall

Lack of deep traffic inspection; poor incident detection and traffic handling capability of firewalls

Not having specific evasion protection in firewalls
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Why Firewalls are Bypassed?

Flawed designs and/or improper implementation of firewalls enable attackers to bypass them.
An attacker can take advantage of improper traffic handling, inspection, or detection techniques

of a firewall to bypass it. Most firewall vendors are unable to offer effective protection against
evasions.

Page 459 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Module 04: Network Perimeter Security

Firewall Capabilities CND

Cortified | Network Defender

Prevent network scanning
Controls traffic

Performs user authentication

: f%f Filters packets, services, and protocols

Performs traffic logging

Performs network address Translation (NAT)

Prevents malware attacks
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Firewall Capabilities

Be aware of a firewall’s capabilities before planning for implementation. By knowing the
capabilities of different types of firewalls, you will be able to decide what type to implement or
whether a different security control or solution better suits your needs.

Listed below are the typical capabilities of a firewall:

A firewall examines all the traffic flowing through it to see if it meets the firewall ruleset
criteria.

It only permits traffic that is explicitly allowed by rules; all other traffic is normally denied
by default.

It filters both inbound and outbound traffic.

It examines each packet passing through the network and decides whether to send the
packet to the destination or not.

It manages public access to private networked resources such as host applications.

It logs all attempts to enter the private network and triggers an alarm when hostile or
unauthorized entry is attempted.

Firewalls work as filters and help in preventing unsafe packet flow into the private network.

The functions of the firewall include gateway defense, carrying out defined security policies,
hiding and protecting internal network addresses, reporting threats and activity, and
segregating activity between trusted networks.
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' A firewall does not prevent the network from backdoor attacks

I

A firewall does not protect the network from insider attacks

' A firewall cannot do anything if the network design and configuration is faulty

A firewall is not an alternative to antivirus or antimalware

I

' A firewall does not prevent new viruses

A firewall cannot prevent social engineering threats
A firewall does not prevent passwords misuse
A firewall does not block attacks from a higher level of the protocol stack

' A firewall does not protect against attacks originating from common ports and applications

A firewall does not protect against attacks from dial-in connections

II

A firewall is unable to understand tunneled traffic
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Firewall Limitations

Never ignore a firewall’s limitations. Implementing a firewall without understanding its
limitations may give one a false sense of security. Deploying a firewall solution that is not

designed for a given task may fail to address the security risks the organization faces.
Understanding the different types of firewalls and analyzing the limitations of each type will help
in effectively balancing security with usability, performance, and cost.

Listed below are the typical limitations of firewalls:

» Firewalls can restrict users from accessing valuable services such as FTP, Telnet, NIS, etc.
and sometimes restrict Internet access as well.

" They cannot protect a network from internal (backdoor) attacks. For example, a disgruntled
employee who cooperates with an external attacker.

= Firewalls concentrate security at one single point, which makes other systems within the
network prone to security attacks.

"= They can cause a bottleneck if all the connections pass through a firewall.

= They cannot protect the network from social engineering, insiders, and data-driven attacks
where the attacker sends malicious links and emails to employees inside the network.

= |f external devices such as a laptop, mobile phone, portable hard drive, etc. are already
infected and connected to the network, then firewalls cannot protect the network in such
instances.

= Firewalls are unable to fully protect the network from all types of zero-day viruses that may
try to bypass them.
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= Sometimes, firewalls have less computing speed than their network interface. This can
create a problem when a host with a network interface is faster than the firewall’s internal
processor.
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LO#02: Understand different types of firewall technologies and their usage
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LO#02: Different Types of Firewall Technologies and Their Usage

This section describes different types of firewall technologies available. This includes packet
filtering, stateful multilayer inspection, circuit-level gateway, application-level
gateway, application proxy, network address translation (NAT), virtual private network (VPN),
and next generation firewall (NGFW).
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Firewall Technologies
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2 Firewalls are designed and developed with the help of different firewall services

2 Each firewall service provides security depending on their efficiency and sophistication

Packet Circuit-Level Application
Filtering Gateway Proxy

f\f\f\f\

Traditional Firewall Technologies

\J \.J \J/

Application-Level ‘ Network Address |
Gateway Translation

Stateful Multilayer
Inspection

Next Generation
Firewall (NGFW)
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Firewall Technologies

Several firewall technologies are available for organizations to incorporate in their firewall
security setup. Sometimes, firewall technologies are combined with other technologies to build
new ones. For example, NAT is a routing technology, which when combined with a firewall, is

considered a firewall technology instead.
The various firewall technologies used are:

= Packet filtering

= Stateful multilayer inspection

= (Circuit-level gateway

= Application-level gateway

= Application proxy

= Network address translation NAT

= Virtual private network VPN

= Next-generation firewall (NGFW)

=  (Cloud firewall

The table below describes technologies working at different open systems interconnection (OSI)

layers:
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Virtual private Network (VPN)

Application Proxies
VPN
VPN

Circuit-level gateway

VPN

Packet Filtering

VPN

Network Address Translation (NAT)
Packet Filtering

Stateful Multilayer Inspection

Table 4.1: Firewall Technologies at Different OSI Layers

The security level of these technologies varies according to their efficiency level. A comparison
of these technologies can be made by allowing them to pass through the OSI layer between
hosts. The data passes through the intermediate layers from the higher layer to the lower layer.
Each layer adds additional information to the data packets. The lower layer now sends the
obtained information through the physical network to the upper layers and thereafter to its

destination.
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