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LEARNING OBJECTIVES

The learning objectives of this module are:

» LO#01: Understand Windows OS and security concemns

» LO#02: Discuss Windows security components

» LO#03: Discuss various Windows security features

» LO#04: Discuss Windows security baseline configurations

» LO#O0S5: Discuss Windows user account and password management
» LO#06: Discuss Windows patch management

» LO#OT7: Discuss User access management

» LO#08: Windows OS security hardening techniques

» LO#09: Discuss Windows active directory security best practices

» LO#10: Discuss Windows network services and protocol security
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Learning Objectives

Insecure computers can pose a security threat to the entire network. As Windows is the most
widely used OS it is important to understand its security features and hardening techniques.

The learning objectives of this module are as follows:
= Windows OS and security concerns
=  Windows security components
= Windows security features
= Windows security baseline configurations
= Windows user account and password management
=  Windows patch management
=  Windows user access management
®*  Windows OS security hardening techniques
= Windows Active Directory security best practices

=  Windows network services and protocol security

Page 627 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38

Module 05: Endpoint Security-Windows Systems

CND

Cartifisd | Network Dafendar

LO#01: Understand Window OS and security concerns
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LO#01: Window OS and Security Concerns

The operating system (OS) is the core software running the computer system. Understanding of
the OS and its security concerns will enable network defenders get a clear insight on possible
threats to the system. The objective of this section is to explain Windows OS and its security

concerns.
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Windows OS has been developed by Microsoft corporation and is a widely used operating system in most private and government organizations I

Windows OS Family Tree

M5-DOS 1.0 Windows NT 3.1 Windows Server 2003
MS-DOS 2.0 Windows NT 3.51 Windows Server 2003 R2
MS-DOS 2.1X Windows NT 3.5 Windows Server 2008, Windows Home Server
MS-DOS 3.0 Windows NT 4.0 Windows Server 2008 R2
MS-DOS 3.1X Windows 2000 Windows Server 2012
Windows 95 Windows XP Windows Server 2012 R2
Windows 98 Windows XP Professional X64 Edition Windows Server 2016
Windows 98 SE Vista Windows Server 2019
Windows ME Window7 Windows Server 2022

Windows 8

Windows 8.1

Windows 10

Windows 11
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Windows Operating System

Microsoft Windows OS is widely used in personal computers (PCs), private, and government
organizations.

Windows features graphical user interface (GUI), virtual memory management, multitasking, and
support for many peripheral devices. Windows OS also supports servers and mobile devices.

A brief timeline of various Windows OS versions is discussed below.
MS-DOS—-based and 9x
= MS-DOS (Microsoft Disk Operating System) (1981):

MS-DOS was originally developed by Microsoft for IBM and was the standard OS for IBM-
compatible PCs. This OS worked on text-based commands entered in command prompt
(cmd). Later versions of MS-DOS gradually included many advanced features.

The various versions of MS-DOS are listed below.

o MS-DOS 1.x (Version 1.10, Version 1.11, Version 1.14, Version 1.24, Version 1.25)

o MS-DOS 2.x (Version 2.0, Version 2.05, Version 2.1, Version 2.11, Version 2.2, Version
2.25)

o MS-DOS 3.x (Version 3.0, Version 3.1, Version 3.2, Version 3.21, Version 3.22, Version
3.25, Version 3.3, Version 3.3a, Version 3.31)

o MS-DOS 4.0 (multitasking) and MS-DOS 4.1

o MS-DOS 4.x (IBM-developed) (Version 4.00, Version 4.01, Version 4.01a)

o MS-DOS 5.x (Version 5.0, Version 5.0a, Version 5.50)
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o MS-DOS 6.x (Version 6.0, Version 6.2, Version 6.21, Version 6.22)

Windows 1.0-2.0 (1985-1992): Microsoft 1.0 or Windows 1.0 represents the most basic
feature of the OS “windows”: it featured point-and-click access to the OS instead of typing
MS-DOS commands. Windows 2.0 (1987) added icons for desktop, keyboard shortcuts, and
enhanced graphics support.

Windows 3.0-3.1 (1990-1994): Windows 3.0 offered better icons, performance, and
advanced graphics. It included program manager, file manager and print manager, and
games.

Windows 95 (1995): Windows 95 was a major upgrade to Windows OS. It came with features
such as a new GUI, 32-bit support, and plug and play.

Windows 98 and Windows 98 SE (1998-1999): Windows 98 offered support for FAT32, AGP,
MMX, USB, DVD, and ACPI. Its key feature, “Active Desktop,” integrated the web browser
(Internet Explorer (IE)) with the OS. Windows 98 SE was introduced after users pointed out
that Windows 98 was not significantly more stable than its predecessor.

Windows Millennium Edition (ME) (2000): It was an upgrade to Windows 98 core and came
with expanded multimedia functionality (Movie Maker, Windows Image Acquisition
framework, etc.) and system utilities (System File Protection, System Restore, and updated
home networking tools). This version removed the “boot in DOS” option.

NT Kernel-Based Windows OSs

For PC
All Windows OSes after Windows 2000 were also a part of Windows NT family.

o Windows NT 3.1 (1993): Windows 3.1 was a 32-bit OS. It had a 16-bit architecture and
relied on MS-DOS for its key functions.

o Windows NT 3.5 (1994): Windows NT 3.5 came in two editions: NT Workstation and NT
Server. Its features included integrated Winsock, TCP/IP support, sharing files via file
transfer protocol and printers through the line printer daemon protocol, remote access
service, etc.

o Windows NT 3.51 (1995): Windows NT 3.51 included PCMCIA support, NTFS file
compression, replaceable WinLogon (GINA), 3D support in OpenGL, persistent IP routes
when using TCP/IP, tooltips for toolbar buttons, etc.

o Windows NT 4.0 (1996): Windows NT 4.0 introduced system policies and the System
Policy Editor. Other key features included Crypto API, Telephony API 2.0, distributed
component object model (DCOM) and new object linking & embedding (OLE) features,
Microsoft Transaction Server, Microsoft Message Queuing (MSMQ), file system
defragmentation support, etc.

o Windows 2000 or Windows NT 5.0 (2000): Its key features included plug and play, NTFS
3.0, file encryption, basic and dynamic disk storage, system utilities, recovery console,
several family features, etc.
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Windows XP (2001): This edition was built on Windows 2000 kernel and it came in two
version: Home and Professional. Microsoft focused on plug and play features for
connecting to wireless networks by using IEEE 802.11x wireless security standard.

Windows Vista (2006): Vista offered features such as advanced security, ease of
deployment, faster start-up, lower power consumption, and detection of hardware
problems before they occur. It offered various editions, including Home Basic, Home
Premium, Business, Enterprise, and Ultimate.

Windows 7 (2009): Windows 7’s features included multi-touch support, IE 8, enhanced
performance and start-up time, virtual hard disk support, enhanced Media Center, and
enhanced security. It was offered in Home Basic, Home Premium, Professional,
Enterprise, and Ultimate editions.

Windows 8 (2012): Windows 8 was developed with usage of touchscreen in mind. Its key
feature included near-instant-on capability that allows the PC to load the OS in just
seconds instead of loading in minutes. This OS supported both x86 PCs and ARM-based
processors. Its offered Pro, Enterprise, and OEM editions.

Windows 10 (2015): Windows 10 features include fast start-up and resume, built-in
security, a new Start Menu, and Microsoft Edge. It supports tablets, PCs, smartphones,
and Xbox consoles.

The following editions are being offered currently: Home, Pro, Pro for Workstations,
Enterprise, OEM, Education, Pro Education, Enterprise, Enterprise Long Term Servicing
Channel (LTSC), IOT Care, and IOT Enterprises.

Windows 11 (2021): Windows 11 features Snap Layouts, Snap Groups, Desktops,
Microsoft 365, chat in Teams, Edge browser, Microsoft Store with full of apps, etc provide
an powerful multitasking capabilities.

"  For Server

Windows Server is a group of server operating systems released by Microsoft. Windows
Server OS are released under LTSC supported by Microsoft.

Windows Server OS group includes the server versions

O
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Windows Server 2003: Windows Server 2003 was the successor to Windows 2000 Server.
Its features included IIS v6.0, Message Queuing, Active Directory, group policy, etc.

Windows Server 2003 R2 (2005): It was packaged as a copy of Windows Server 2003 SP1
on one CD and a host of optional new features on another. Its features included .NET
Framework 2.0, Active Directory Federation Services, Microsoft Management Console,
new Distributed File System, etc.

Windows Home Server (2007): Windows Home Server was based on Windows Server
2003 R2. It was created for homes with multiple connected PCs to offer file sharing,
automated backups, remote access, print server, etc.
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Windows Server 2008 (2008): Its features included server core, Active Directory, failover
clustering, disk management and file storage, System Resource Manager, Server
Manager, etc.

Windows Server 2008 R2 (2009): It was introduced as the server variant of Windows 7 by
Microsoft. Its features included new virtualization capabilities, reduced power
consumption, new set management tools, new Active Directory, etc.

Windows Server 2012 (2012): It was the server version of Windows 8. Its features included
Task Manager, IPAM, Active Directory, IIS 8.0, etc.

Windows Server 2016 (2016): It is simultaneously developed with Windows 10. Its
features included active federation services, Windows Defender, remote desktop
services, failover clustering, etc.

Windows Server 2019 (2018): Its features are listed below.

= Container services: Support for Kubernetes (stable; v1.14), support for Tigera Calico for
Windows, Linux containers for Windows

= Storage: Storage migration service, storage replica, and storage spaces direct

= Security: Shielded virtual machines and improved Defender Advanced Threat Protection

=  Administration: Admin center and SetupDiag
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Windows Architecture

The architecture of Windows OS is based a layered design, and it consists of the following layers:
= Hardware abstraction layer

=  Kernel/micro kernel

= Executive services

"  Environment subsystem

= |ntegral subsystem

The programs and applications in Windows OS run in two different modes: the user mode and
kernel mode.

User Mode

The primary feature of user mode is the assignment of a private virtual address space or user
space. A part of memory unit of a system is allocated to the OS and the remaining part is used
for the processes that are going to run on the system by the user. When an operating system
loads, what it first executes is usually an application. Applications of the system generally run in
the user mode. When the user starts a user-mode application, Windows creates a process for the
application. This process allocates the application with a private virtual address space and a
private handle table. This is done so that if the user opens two different applications, then one
application cannot interfere in the memory space of another application. As the user space is
restricted to its own area without the involvement of any individual program, we can say that it
has a private virtual address space. Because the process is only restricted to one particular virtual
address space, the program will execute in that individual space only. No other application or
program will be affected if an exception or error occurs at the time of execution of the program.
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