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LEARNING OBJECTIVES

The learning objectives of this module are:

» LO#01: Understand Linux OS and security concerns

» LO#02: Discuss Linux installation and patching

» LO#03: Discuss Linux OS hardening techniques

» LO#04: Discuss Linux user access and password management
» LO#05: Discuss Linux network and remote access security

» LO#06: Discuss various Linux security tools and frameworks
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Learning Objectives

This module introduces the Linux OS, its security features, and the various techniques to harden
the OS security. The objectives of this module are listed below:

= Understand Linux OS and security concerns

= Discuss Linux installation and patching

= Discuss Linux OS hardening techniques

= Discuss Linux user access and password management
= Discuss Linux network and remote access security

= Discuss various Linux security tools and frameworks

Page 867 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38

Module 06: Endpoint Security-Linux Systems

CND

Cartified | Network Dafender

LO#01: Understand Linux OS and security concerns
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LO#01: Understand Linux OS and Security Concerns

The objective of this section is to help you understand the security features and security concerns
in Linux OS.
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- Linuxis an open-source OS widely used across enterprises and government bodies
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Linux OS

Linux is an open-source OS. It is widely used across enterprises and government bodies. It is one
of the popular versions of the UNIX operating system. Therefore, its functionality is very similar
to UNIX. Considered to be one of the most reliable and secure operating systems, it has been
around since the mid-1990s.

A few major advantages of Linux are listed below:
= Linuxis a freely available to public.
= |t allows applications to be installed without rebooting the OS for their functioning.
= |t allows customization to fix bugs rapidly as it is open source.

A historical timeline of Linux developments is summarized below:

Year Description
1991 First Linux code released.
1992 Linus licenses Linux under the GPL. An important decision

that will contribute to its success.

1993 Slackware becomes first widely adopted distribution.

1996 Linus visits aquarium, gets bit by a penguin, and chooses it
as Linux MASCOT.

1998 Tech. giants begin announcing platform support for Linux.

1999 Red Hat goes public.
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2003 IBM runs the famous Linux advertisement during the Super
Bowl.

2005 Linux appears on the cover of Business Week.

2007 The Linux Foundation is formed to promote and standardize
Linux.

2010 The Linux-based Android OS outships all other smartphone
OSes in the US and climbs to dominate.

2011 Linux turns 20 and powers the worlds’ super computers,
ATMS, phones, etc.

Table 6.1: Timeline of Linux Developments

Components of Linux OS

The key components of Linux OS are listed below:
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Hardware: This component comprises physical devices such as monitor, RAM, HDD, CPU,
etc.

Kernel: It is the core component of the Linux OS. It has complete control over system
resources and interacts directly with hardware (memory and peripheral devices).

Shell: This is an interface to the kernel. It hides the complexity of the functions of the
kernel from users. It takes commands from the user and executes the functions of the
kernel.

Applications or utilities: Utility programs are launched by running the shell. They provide
most of the functionalities provided by the OS to the user. They are responsible for doing
some specialized or individual tasks.

Most new Linux distributions feature App store-like tools that centralize and simplify
application installations. For example, the Linux Software Center allows users to search
for apps and also allows installing them from a centralized location.

System libraries: These are special functions or programs. The applications or utilities use
system libraries without access rights to access the kernel’s modules and to implement
most of the functionalities of the OS.

Daemons: These are the background services run to perform specific tasks like printing,
scheduling, sound, etc. They either start-up during boot or after logging into the desktop.

Graphical server: This is the subsystem responsible for displaying graphics on the monitor
and is referred to as X server or just X.
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Figure 6.1: Linux System Architecture
Page 871 Certified Network Defender Copyright © by EG-Gouncil

All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender

Module 06: Endpoint Security-Linux Systems

Exam 312-38

Linux Features

Portability

Open Source

Multiuser

Multiprogramming

Hierarchical File
System

Shell

Security

Linux kernel and applications can be installed on different hardware platforms

Source code of Linux is available for free and it is a community-based development project

Multiple users can access the various resources at the same time

Multiple number of applications/programs can run at the same time

Linux standard hierarchical file structure arranges directories and files in a tree like structure

A special interpreter program used to execute programs or applications

Linux provides security features like authentication, controlled access to files using passwords, data

encryption

CND
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Linux Features

= Portability: Linux works on different types of hardware in the same way.

=  Open-source: OS Linux is a community-based development project, and its source code is
free. Many people worldwide collaborate to improve Linux OS.

= Multi-user: Multiple users can access the system resources (memory, RAM, applications, etc.)

at a time.

"  Multiprogramming: OS Linux features running multiple programs at a time.

= Hierarchical file system: The system files and user files are arranged in a standard hierarchical

file structure.

= Shell: Itis a special interpreter program that is used to execute commands of the OS. It is used
to perform different types of operations and call applications, etc.

= Security: Linux provides its users authentication (password protection, controlled access to

special files, and encryption of data).
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Linux Security Concerns

Linux security is becoming a concern as hackers have exploited many vulnerabilities in Linux in the recent
past
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Linux Security Concerns

Even though many people considered Linux to be inherently secure, as its code can be inspected
for issues, attackers have exploited a number of security vulnerabilities in the recent past.

The following screenshot shows the latest CVE details of Linux security vulnerabilities
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Figure 6.2: CVE Details of Linux Security Vulnerabilities

Linux OS is a free and open-source software that can be modified and distributed by anyone. This
can result in unexpected vulnerabilities that can be exploited by the attacker. Some
vulnerabilities arise due to oversight by network defenders and poor configuration settings.
However, the recent attacks show that Linux is being targeted for various malware attacks.
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LO#02: Discuss Linux Installation and Patching

The objective of this section is to help you understand the importance of security vigilance in
Linux OS installation and patching. It also describes some of the standard security practices

associated with Linux OS installation and patching.
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J The Ubuntu Linux OS provides minimal installation option

J The minimal installation option minimizes the number to packages
being install during the operating system installation

- This option prevents the Ubuntu OS from downloading:

©® Unnecessary packages, applications

® Third-party application or untrusted application that may
be vulnerable to new exploits
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Enable Minimal Installation Option

The Ubuntu Linux operating system provides the “Minimal Installation (Minimal)” option. The
“minimal install” checkbox is added to Ubiquity (the Ubuntu installer) from Ubuntu version
18.04 onward. During the setup of the Bionic Beaver (Ubuntu codename for version 18.04),
the user selects whether they need a full-fat Ubuntu install or a semi-skim version.

The “Minimal installation” option appears in the section of the installer that prompts whether
to minimize the number of packages or prevent the unnecessary packages being installed
during the operating system installation.

For example: restricting installation of codecs to enable multimedia playback alongside the
main desktop.

Minimal installation features the same core Ubuntu experience, but with fewer apps. A
minimal Ubuntu install comprises a desktop environment, a web browser, a few core systems
tools, and nothing else. It removes around 80 packages from the default install. The system
administrator can install any required application after the completion of the OS installation.
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Applications and updates

Figure 6.3: Enable Minimal Installation Option
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