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LEARNING OBJECTIVES

The learning abjectives of this module are:

» LO#O1: Understand loT devices, their need, and application areas

» LO#OZ2: Understand the loT ecosystem and communication models

> LO#03: Understand security challenges and risks associated with loT-enabled environments
» LO#04: Discuss security in loT-enabled environments

» LOH#O05: Discuss security measures for loT-enabled IT environments

» LO#O06: Discuss loT security tools and best practices

» LO#OY: Discuss various standards, initiatives, and efforts for loT security
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Learning Objectives

The use of Internet of Things (loT) devices in enterprise IT infrastructure has created a vast
security perimeter. IoT devices use both networks and the cloud. However, they are highly
vulnerable to malware, ransomware, and botnet attacks. Attackers can easily compromise loT
endpoints. Understanding the security challenges and risks in 10T devices as well as security
measures will help in securing loT-enabled environments.

The learning objectives of this module are as follows:

= Understand loT devices, their need, and application areas

= Understand the IoT ecosystem and communication models

= Understand security challenges and risks associated with loT-enabled environments
= Discuss security in loT-enabled environments

= Discuss security measures for loT-enabled IT environments

= Discuss loT security tools and best practices

= Discuss various standards, initiatives, and efforts for loT security
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LO#01: Understand IoT devices, their need, and application areas
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LO#01: Understand IoT Devices, their need, and Application Areas

The objective of this section is to understand |oT devices and areas where |0T devices can be used
in an enterprise.
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What is IoT? CND
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J Internet of Things (loT), also known as Why Organization are Opting for loT-enabled Environments
Internet of Everything (loE), refers to a
network of devices with an IP address
that have the capability of sensing,
collecting, and sending data using @ Outdoors and indoors Connect anytime
embedded sensors, communication : 5:;“’“3
hardware, and processors.

loT devices work on a three-dimensional plane, offering connectivity
for anyone at anytime, for anything, and from any place.

J InloT, a thing refers to a device that is
implanted on natural, man-made, or
machine-made objects and has the
functionality of communicating over the
network.

On the move

Indoor (away from the PC)
Outdoor

At the PC

® @ @ @

& Between PCs
Connect anything @ Human to human (H2H), Connect any place
without using a PC
® Human to things (H2T),
using generic equipment
& Things to things (T2T)
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What is IoT?

The Internet of Things (10T), also known as the Internet of Everything (IoE), refers to web-enabled
computing devices that have the capability of sensing, collecting, and sending data using sensors
as well as the communication hardware and processors embedded within the device. In l0oT, a
“thing” refers to a device that is implanted on natural, man-made, or machine-made objects and
has the functionality of communicating over a network. 10T utilizes existing emerging technology
for sensing, networking, and robotics, thereby allowing the user to achieve deep analysis,
automation, and integration within a system.

With the increase in the networking capabilities of devices and appliances used in different
sectors such as offices, homes, industries, transportation, buildings, and wearable devices, they
open up a world of opportunities for the betterment of business and customer satisfaction.

Organizations are opting for loT-enabled environments because 10T devices work on a three-
dimensional plane and provide connectivity for anyone at any time, for anything, and from any
place. 10T devices facilitate connection to various objects; examples include Human-to-Thing
(H2T) interactions using generic equipment, Thing-to-Thing (T2T) interactions between PCs, and
Human-to-Human (H2H) interactions without using a PC. The user can connect to 0T devices at
any place regardless of whether they are on the move, indoor (away from PC), outdoor, or at the
PC. The working mechanism of 10T devices on the three-dimensional plane allows the user to
continuously monitor their business, resolve concerns instantly, increase the efficiency of the
business, enhance the growth of the organization, increase security, etc.

Some key features of IoT are connectivity, sensors, artificial intelligence, small devices, and active
engagement. loT technology includes four primary systems: 10T devices, gateway systems, data
storage systems based on the cloud, and remote control using mobile apps. These systems
together enable communication between two endpoints. Discussed below are some of the
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important components of 10T technology that play an essential role in the working of an loT

device.

Sensing technology: Sensors embedded in devices acquire a wide variety of information
from the surroundings such as the temperature, gases, location, working of industrial
machines, and health data of a patient.

loT gateways: Gateways are used to bridge the gap between an loT device (internal
network) and the end user (external network), thereby allowing them to connect and
communicate with each other. The data collected by the sensors in |oT devices are
collected and sent to the concerned user or cloud through the gateway.

Cloud server/data storage: The collected data, after traveling through the gateway,
arrives at the cloud, where it is stored and subjected to data analysis. The processed data
is then transmitted to the user, who takes actions based on the information received.

Remote control using mobile apps: The end user utilizes remote control devices such as
mobile phones, tablets, and laptops installed with a mobile app to monitor, control,
retrieve data from, and take actions on loT devices from a remote location.

Example:

i

Page 1082

A smart security system is integrated with a gateway, which in turn helps connect the
device to the Internet and cloud infrastructure.

The data storage in the cloud includes the information of every device connected to the
network. The information includes the device IDs, the present status of the devices, who
accessed the devices, and how many times they accessed the devices. It also includes
information such as for how long the device was accessed the last time.

The connection with the cloud server is established through web services.

The user on the other side, who has the required app to access a device remotely on their
mobile phone, interacts with the app and, in turn, with the device. Before accessing the
device, they are asked to authenticate themselves. If the submitted credentials match
those saved in the cloud, the user obtains access. Otherwise, access is denied, ensuring
security. The cloud server identifies the device’s ID and sends a request associated with
that device using gateways.

If the security system recording footage senses any unusual activity, then it sends an alert
to the cloud through the gateway, which matches the device’s ID and the user associated
with it. Finally, the end user receives an alert.
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IoT Application Areas and Devices C ND
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Office, Education, Retail, Hospitality, Healthcare, Airports,
Commercial/Institutional Stadi P ¥ P
Buildings clelleling:
€ Industrial @ Process, Clean Room, Campus

& HVAC, Transport, Fire & Safety, Lighting,
Security, Access, etc.

© Power Gen, Trans & Dist, Low Voltage, Power Quality, Energy

#Stppiy/Cemand Management

Ene @ Turbines, Windmills, UPS, Batteries,
rey @ Alternative @ Solar Wind, Co-generation, Electrochemical Generators, Meters, Drills, Fuel Cells, etc.

8 O0il/Gas & Rigs, Derricks, Heads, Pumps, Pipelines

@ Infrastructure & Wiring, Network Access, Energy Management © Digital Cameras, Power Systems, MID, e-

nsumer . 5 ! : i
Consume 8 Awareness & Safety 8 Security/Alerts, Fire Safety, Elderly, Children, Power Protection Reaters Bliashic s, Deslftop GOmpULeT;
and Home Washers/ Dryers, Meters, Lights, TVs, MP3

@ Convenience & Entertainment @ HVAC/Climate, Lighting, Appliance, Entertainment Players, Game Consoles, Alarms, etc.

@

e Care Hospital, ER, Mobile, POC, Clinic, Labs, Doctor Office

Healthcare ) o @ MRI, PDAs, Implants, Surgical Equipment,
and Life Science @ In Vivo/Home Implants, Home, Monitoring Systems Pumps, Monitors, Telemedicine, etc.

€@ Research Drug Discovery, Diagnostics, Labs

@ Non-Vehicular Air, Rail, Marine

P o @ O

@ Vehicles, Lights, Ships, Planes, Signage, Tolls,

Consumer, Commercial, Construction, Off-Highway ot

Transportation € Vehicles

@

@ Transportation Systems Tolls, Traffic Management, Navigation

Source: http://www.beechamresearch.com
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IoT Application Areas and Devices (Cont’d) C ND
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Resource Automation Mining, Irrigation, Agricultural, Woodland
© Fluid/Processes © Petro-Chem, Hydro, Carbons, Food, Beverage
. © Pumps, Valves, Vats, Conveyors, Fabrication,

Industrial - _ ) _ i lPac s Tk
@ Converting/Discrete & Metals, Papers, Rubber/Plastic, Metalworking Electronics, Assembly/Test Assembly/Packaging, Vessels/Tanks, etc.
@ Distribution @ Pipelines, Conveyance
© Specialty © Fuel Stations, Gaming, Bowling, Cinemas, Discos, Special Events

s o © POS Terminals, Tags, Cash Registers, Vending
@ H talit @ Hotels, Rest ts, B Caf lub : :
Retail ospitality otels, Restaurants, Bars, Cafes, Clubs Machines, Signs, etc.
& Stores & Supermarkets, Shopping Centers, Single Site, Distribution, Centers
@ Surveillance @ Radars/Satellites, Environment, Military Security, Unmanned, Fixed
© Equipment 2 Weapons, Vehicles, Ships, Aircraft, Gear : ; e
. © Tanks, Fighter Jets, Battlefields, Jeeps, Cars,
5 S|:|":urslt¥e/ © Tracking ® Human, Animal, Postal, Food, Health, Baggage Ambulance, Homeland Security, Environment
1 .

ublic Satety ) @ Water Treatment, Buildings, Environmental Equipment & Personnel, Monitors, etc.

©  Public Infrastructure i :
Police, Fire, Regulatory
© Emergency Service @ Ambulance, Police, Fire, Homeland Security
IT and © Public @ Services, e-Commerce, Data Centers, Mobile Carriers, ISPs © Servers, Storage, PCs, Routers, Switches,
Networks @ Enterprise © IT/Data Center Office, Privacy Nets RBAS eic.

Source: http://www.beechamresearch.com
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IoT Application Areas and Devices

loT devices have a wide range of applications. They are used in almost every sector of the society
to assist in various routine and/or personal tasks, thereby improving the standard of living. loT
technology is used in smart homes and buildings, healthcare devices, industrial appliances,
transportation, security devices, retail outlets, etc.

The following are some applications of |oT devices.
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= |oT smart devices that are installed in buildings and connected to the Internet include
thermostats, lighting systems, and security systems. They provide different services to
end users.

= |oT devices in healthcare and life science sectors include wearable devices, health
monitoring devices including implanted heart pacemakers, electrocardiography
(ECG/EKG) devices, surgical equipment, and telemedicine systems.

® The Industrial Internet of Things (110T) is capturing new growth through three approaches:
increasing production that boosts revenues, using intelligent technology that is entirely
changing the way goods are made, and creating new hybrid business models.

* The transportation sector uses loT to follow the concept of vehicle-to-vehicle, vehicle-to-
roadside, and vehicle-to-pedestrian communication, thereby improving traffic conditions,
navigation systems, and parking schemes.

= |oT in retail is majorly used in payments, advertisements, and tracking or monitoring
products, thereby protecting users from theft and, in turn, increasing revenue.

*= |nIT and networks, 10T devices mainly consist of various office machines such as printers,
fax machines, copiers, and private branch exchange (PBX) monitors, thereby improving
communication between endpoints and simplifying data transmission across long
distances.

Source: http://www.beechamresearch.com

P .
Service Sectors B easieg Applications Devices
Groups
Commercial/ Office, EducatiorT, Retail, Hos_pitality, HVAC, Transport, Fire &
Buildings Institutional Healthcare, Airports, Stadiums Safety, Lighting, Security,
Industrial Process, Clean Room, Campus Access, etc.
Supply/ Power Gen, Trans & Dist, Low Voltage,
Demand Power Quality, Energy Management Turbines, Windmills, UPS,
Batteries, Generators
E lar Wi - i . ’
Ll Alternative Solariing,ca gerleranon, Meters, Drills, Fuel Cells,
Electrochemical
etc.
Qil/Gas Rigs, Derricks, Heads, Pumps, Pipelines
s Wiring, Network Access, Energy Digital Cameras, Power
Management Systems, MID, e-Readers,
Consumer i ) Dishwashers, Desktop
Awareness & Security/Alerts, Fire Safety, Elderly, -
and Safety Children, Power Protection e ——
Home i Lights, TVs, MP3 Players,
Convenience & HVAC/Climate, Lighting, Appliance, e b
. : Game Consoles, Alarms,
Entertainment Entertainment Ste
Hospital, ER, Mobile, POC, Clinic, Labs, MRI, PDAs, Implants,
Healthcare Care g . :
Doctor Office Surgical Equipment,
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s _ | o Pumps, Monitors,
In Vivo/Home Implants, Home, Monitoring Systems Telemedicine, etc.
Life Sciences Research Drug Discovery, Diagnostics, Labs
Non-Vehicular Air, Rail, Marine
: Consumer, Commercial, Construction, Off- , _ _
Transportation Vehicles TR Vehicles, Lights, Ships,
P & y Planes, Signage, Tolls, etc.
Tran rtation
anspEprtane Tolls, Traffic Management, Navigation
Systems
Resource
Mining, Irrigation, Agricultural, Woodlan
PrC— ining, Irrigation, Agricultural, Woodland
Fluid/ Petro-Chem, Hydro, Carbons, Food, Pumps, Valves, Vats,
. Processes Beverage Conveyors, Fabrication,
Industrial i
. AT B o Assembly/Packaging,
Coqvertmg/ eta §, apers, u er/Plastic, Vessels/Tanks, etc.
Discrete Metalworking Electronics, Assembly/Test
Distribution Pipelines, Conveyance
] Fuel Stations, Gaming, Bowling, Cinemas,
AReEialty Discos, Special Events
= POS Terminals, Tags, Cash
Retail Hospitality Hotels, Restaurants, Bars, Cafes, Clubs Registers, Vending
. . Machines, Signs, etc.
o Supermarkets, Shopping Centers, Single 8
Site, Distribution Centers
) Radars/Satellites, Environment, Military
Surveillance :
Security,
Equipment Weapons, Vehicles, Ships, Aircraft, Gear
: Human, Animal, Postal, Food, Health, Tanlfs, HIEer lets,
S ity/ Tracking Battlefields, Jeeps, Cars,
ecurity Baggage
. Ambulance, Homeland
Public Safety e, Water Treatment, Buildings, Security, Environment
Environmental Equipment & Personnel, Monitors, etc.
Infrastructure : .
Police, Fire, Regulatory
Emergency Ambulance, Police, Fire, Homeland
Service Security
IT T Services, e-Commerce, Data Centers, Servers, Storage, PCs,
and Mobile Carriers, ISPs Routers, Switches, PBXs,
. : . etc.
Networks Enterprise IT/Data Center Office, Privacy Nets
Table 8.1: |oT Application Areas and Devices
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