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LEARNING OBJECTIVES

The learning objectives of this module are:

» LO#01: Implement application whitelisting and blacklisting
» LO#O02: Implement application sandboxing

» LO#03: Implement application patch management

» LO#O04: Implement web application firewalls (WAFs)
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Learning Objectives

An outdated or insecure application installed on a system can pose a serious security threat and,
in turn, affect network security. Network defender must manage the security of the deployed

applications and constantly monitor, patch, and upgrade the installed applications. The learning
objectives of this module are as follows:

= |mplement application whitelisting and blacklisting
= |mplement application sandboxing
= |mplement application patch management

= |mplement web application firewalls (WAFs)
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Application Security Administration Responsibilities

Application security administration involves a set of actions for managing and administrating the security of the applications
installed on an organization’s computers and networks

Application Security Administration Practices

Protecting users from downloading and installing
potentially harmful applications 1. Application whitelisting

Preventing applications from creating and modifying

executable files 2. Application blacklisting

Preventing applications from accessing, creating, and

Cl 3. Application sandboxing
modifying operating system resources unnecessarily - J -

Preventing applications from spawning into various 4. Application patch management

processes
5. Application-level firewall (WAF)
Regularly updating applications with the latest deployments

patches, updates, and versions for security

Securely configuring applications to protect against
security risks arising from security misconfigurations
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Application Security Administration

Organizations must continuously monitor their applications for vulnerabilities to reduce potential
risks and maintain the security of applications. Application security administration involves a set
of actions for managing the security of the applications installed on an organization’s computers
and networks. It is one of the several levels of security that companies consider to secure
systems.

The typical responsibilities of application security administration include the following:
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Users must be protected from downloading and installing potentially harmful
applications. Network defenders should not allow the downloading and installation of
applications from untrusted sources or third-party sites. Untrusted sources may hide
malware inside applications to compromise the system.

Application must not be allowed to create and modify executable files. Network
defenders should ensure the security of an application before it is installed on the system,
and applications should be installed using the installation guide provided by the vendor.

Applications must not be allowed to access, create, or modify OS resources unnecessarily.
Network defender should monitor the running applications, and the applications should
have only the required permissions to access the system resources to prevent the loss of
confidentiality, integrity, and availability.

Applications must not be allowed to spawn into various processes.

Applications must be regularly updated with the latest patches and for security. The
existence of outdated or insecure applications poses a serious security threat to the
organization’s network.
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= Applications must be configured in a secure manner to protect users from security risks
arising from security misconfigurations.

To implement application security in an organization, a network defender performs the
following:

= Application whitelisting/blacklisting: Control the execution of unwanted or malicious
applications.

= Application sandboxing: Execute untrusted or untested applications in an isolated
environment to protect the system.

= Application patch management: Monitor and deploy new or missing patches to ensure
the security of applications on hosts.

= Application-level firewall (WAF) deployment: Deploy WAF to protect web servers from
malicious traffic.
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J Defense in breadth is a collection of coordinated, multidisciplinary activities. These initiatives seek to identify, manage, and
reduce the risk of exploitable vulnerabilities at every stage of the system, network, or component lifecycle

J This method is a patch for the defense-in-depth architecture currently in place that solves the problems without
addressing the underlying reasons

J It ensures that assaults are prevented by one technology and detected by another

{
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Working of Defense in Breadth

Copyright © by EG-Bouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

Defense in Breadth

Defense in Breadth is a multi-faceted, coordinated approach encompassing various activities.
These efforts are tailored to detect, manage, and reduce the risk of exploitable vulnerabilities at
every system, network, or component level. The lifecycle includes the design, development,
production, assembly, packaging, distribution, system integration, operations, maintenance, and
retirement of a system or product.

However, this approach has its challenges. Administrators often find themselves investing
disproportionately more time and resources in specific areas when layering defense systems,
leaving other parts of the network sections vulnerable. The method lacks foresight and
adaptability to emerging threats. When properly executed, defense in breadth can potentially
reroute attacks similarly to defense in depth. Yet, it becomes ineffective and response-lagging
when faced with new attack vectors, as addressing these requires considerable resources.

This method serves as a supplementary measure to the existing defense-in-depth architecture,
addressing symptoms rather than root causes. It ensures that threats undetected by one

technology are intercepted by another.
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Figure 9.1: Defense in Breadth
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In defense in depth, an information security plan uses
technology, people, and operations to create flexible barriers
across different layers of an organization

The fundamental tenet of Defense in Breadth is layering diverse
security systems in the common attack vectors

It ensures that attempts missed by one technology are It offers varying levels of protection based on the source of the
intercepted by another attack (internal or external)

In defense in breadth, planning and adaptability to new threats By layering in new security controls, defense in depth can adapt
are absent to new threats

It provides security at the application layer It provides security at the network layer
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Defense in Breadth vs Defense in Depth
The differences between defense in breadth and defense in depth are described below.

Defense in depth: The information security plan leverages the strengths of technology, people,
and operations to create adaptable barriers across multiple layers within the organization. This
approach offers security at the network level. Assets are fortified with multiple defensive
strategies to prevent unauthorized access. To enhance protection, the defensive layers often
overlap, ensuring that traffic undergoes scrutiny by multiple security technologies. This
redundancy aims to compensate for any single security control's potential weakness. The
defense-in-depth architecture not only thwarts the majority of attacks but also notifies
administrators of any breaches. Moreover, it effectively counters automated attacks, as such
attacks primarily target assets exposed to the public Internet. The defense in depth method
employs security measures including network address translation (NAT), a firewall, a
demilitarized zone (DMZ), and encryption to get access from the internet. a gateway intrusion
detection system (IDS) to prevent the attack.
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Figure 9.2: Defense-in-Depth Architecture
Defense in breadth: This is more of an extension to the "defense in depth” methodology rather

than a fully fleshed-out approach. It tends to provide solutions to issues without necessarily
addressing their root causes. The core principle of defense in breadth is to layer diverse security
systems across common attack vectors. This ensures that if one technology fails to detect a
threat, another will catch it. For example, in defense in breadth, multiple antivirus software
programs might be installed on a single host. This way, if one antivirus fails to identify an attack,
another might succeed. However, using multiple antiviruses can present challenges, as these
programs are often not designed to operate concurrently with competing technologies.
Furthermore, defense in breadth may lack proactive planning and agility in the face of emerging
threats. While it offers many of the benefits of defense in depth when countering conventional
attacks, it can be slow to adapt to novel attack vectors. Defense in breadth primarily focuses on

security at the application layer.
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Figure 9.3: Comparison of Defense in Breath
and
Defense in Depth
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LO#01: Implement application whitelisting and blacklisting
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LO#01: Implement Application Whitelisting and Blacklisting

Application whitelisting and blacklisting are two approaches used by network defenders to
control and regulate access to system and network resources. This section aims to impart an
understanding of application whitelisting and blacklisting approaches as well as their advantages.
Furthermore, this section explains how to implement various tools for application whitelisting
and blacklisting.
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Whitelisting Approach
J Application whitelisting is a security practice to control access by allowing

onh,t a |.I5t of appr:ove_d applications, software, emails, domains, etc. ® ll!”Trust Centric
(whitelisted applications) & EXE | .

J It automatically denies access to all applications other than the whitelisted

applications
Deny By Default (Do Not Run)

J An application whitelist includes all the required (allowed) applications

Implementing application whitelisting helps in the following: Is No Deny
Application 5| (Do NotRun the

_ on Application)
© Protecting the applications in the organization from malware attacks Whitelist?
© Mitigating zero-day attacks

I Yes
© Increased visibility and greatly reduced attack surface

Y

© Security independent of constant application updating Alow

i . } (Run the
© Reduced bring-your-own-device (BYOD) risk Application)
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Application Whitelisting

Application whitelisting is a form of access control that allows only specific programs to run.
Unless a program is whitelisted, it is blocked on a host. Application whitelisting technologies are
also called application control programs or whitelisting programs.

The approach of application whitelisting is trust centric. By default, applications that are not in
the whitelist are prevented from being executed. To allow the execution of any program or
application, the network defender must add it in the application whitelist.

| A ! Trust Centric
& BXE —

By Default Deny (Do not Run)

Deny
> (Do not Run the
Application)

Allow
{Run the
Application)

Figure 9.4: Whitelisting Approach
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