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LEARNING OBJECTIVES

The learning objectives of this module are:

» LO#O1: Understand data security and its importance »  LO#4.3: Discuss implementation of “data in transit” encryption in email delivery
» LO#02: Discuss the implementation of data access controls > LO#0S5: Discuss data masking concepts
» LOHO03: Discuss the implementation of “data at rest” encryption » LO#06: Discuss data backup and retention
» LO#O4: Discuss the implementation of “data in transit” encryption » LO#OT: Discuss data destruction concepts
» LO#4.1: Discuss the implementation of “data in transit” encryption between » LO#O08: Discuss data loss prevention concepts

b d web
RoRr e (E R » LO#09: Understand data integrity concept

» LO#4.2: Discuss the implementation of “data in transit” encryption between
database server and web server
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Learning Objectives

Data breaches can be costly for organizations. Therefore, it is important to keep organization
data safe from prying eyes. This module explains the importance of data, and
various techniques to protect data. The learning objectives of this module are:

= Understand data security and its importance

= Discuss the implementation of data access controls

= Discuss the implementation of “data at rest” encryption

= Discuss the implementation of “data in transit” encryption

o Discuss the implementation of “data in transit” encryption between browser and web
server

o Discuss the implementation of “data in transit” encryption between database server and
web server

o Discuss implementation of “data in transit” encryption in email delivery
= Discuss data masking concepts
= Discuss data backup and retention
= Discuss data destruction concepts
= Discuss data loss prevention concepts

= Understand data integrity and its importance
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LO#1: Understand data security and its importance
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LO#01: Data Security and Its Importance

The objective of this section is to explain the importance of data security. The module also
explains the three states of data, i.e., data at rest, data in use, and data in transit, and introduces
various data security technologies.
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2 Data is the heart of any organization
2 Critical data contains information that is important for business operation

J Identification and classification of business-critical data is the first step in securing an organization’s data

Examples of Critical Data

@ Accounting files

© Databases or any business-related data

@ The operating system files purchased with a computer, CDs, software, etc.
@ Important office documents, spreadsheets, etc.

@ Software downloaded (purchased) from the Internet

@ Contact Information (email address book)

@ Personal photos, music, and videos

@ Any other critical file(s)

Copyright © by EG-Bouncil. All Rights Reserved. Reproduction s Strictly Prohibited.

What is Business Critical Data?

Every organization has an abundance of data. An organization should identify their critical data
or files. The criticality of data is based on its importance to the organization. This requires
analyzing and deciding which information is more important for the organization to function
properly. Critical data may consist of revenue, emerging trends, market plans, database, files
including documents, spreadsheet, emails, etc. Loss of such critical data can significantly affect
the organization.

How Can Critical Data Be Identified?

= Conduct a business impact analysis to determine the critical functions and data in an
organization. Identify processes and functions that depend on and co-exist with the critical
data.

= Evaluate the impact of data damage on the business.
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Need for Data Security

Cause

@ Loss/theft of laptops and mobile
devices

@ Unauthorized data transfer to USB
devices

@ Improper sensitive data
categorization

@ Data theft by employees/external
parties

@ Printing and copying of sensitive
data by employees

@ Insufficient response to intrusions

Unintentional sensitive data
transmission
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J Data is an organization’s ultimate asset, which attackers may interested in

Data Loss Risks in Business Environment

Customer Service i

Corporate
Data

Sales

w 9
Personally
Identifiable Data

R&D

e

Business Data

HR, Legal

Finance

Customer
Data
Contractor

Transaction
Data

J  If an organization’s data is exposed or lost by any means, it can severely damage business and reputation

e @ ¢ @@ @ © © © @

Effect

Brand damage and reputation loss
Competitive advantage loss

Loss of customers

Market share loss

Shareholder value erosion

Fines and civil penalties
Litigation/legal actions

Regulatory fines/sanctions

Significant cost and effort to notify
affected parties and recover from
breach
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Need for Data Security

Data is an important asset for an organization, and it is essential to safeguard it from
cybercriminals. If an organization’s data is exposed or lost by any means, it can damage the
organization’s business and reputation to a great extent.

There are numerous causes for data loss, such as device loss or theft, unofficial transfer of data
to USB devices, printing or copying of sensitive data by employees, unknowingly transferring
sensitive data, inadequate response to intrusion, etc. The resulting data loss leads to loss of brand
loyalty and trust, decreases the number of customers, and affects market share and shareholder
value, regulatory fines, legal proceedings, etc.

Data breaches and cyberattacks have increased because of the expansion of computer networks;
hence, data security is necessary to protect the data in an organization.
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-J Data security involves the application of various data security controls to prevent any intentional or unintentional act of data
misuse, data destruction, and data modification.

Three Critical States of Data Security
- Laptops Workstations
== m]
n Data at Rest
Data in Rest
.
&’:u i Databases/

Repositories

Workstations

Firewall

M —

Internet
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Data Security

Data security involves the application of various data security controls to prevent any intentional
or unintentional act of data misuse, data destruction, and data modification.

An organization's data is considered to be secured when they have sufficient provisions for:
e Restricting data from intentional or accidental destruction, modification, or disclosure
e Recovering lost or modified data following incidents
e appropriate data retention and destruction policies

Three Basic States of Data

Data at rest: This data is inactive and is stored on a device or a backup medium such as hard
drives, laptops, backup tapes, mobile devices, or at the offsite cloud backup. Data at rest remains
in a stable state. The data at rest will not move actively in a system or network, and cannot be
accessed by an application or program.

Data in transit: This data actively moves from one location to another across the network, or is
encrypted before moving and/or being transmitted through encrypted connections such as
HTTPS, SSL, transport layer security (TLS), FTPS, etc.

Data in use: This data is stored or processed by RAM, CPUs, or databases. It is not passively stored
on the system, but actively moves across IT infrastructure. It is updated, erased, processed,
accessed, and/or read by the system.
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-J Proper implementation of data security measures are required in each state to proactively enhance data security

Customer bank balance stored in

Inactive data stored in digitally
at a physical location

Data traversing using some means of

Description ..
communication

Data stored in memory

Examples Data stored in RAM

An email being sent
database g

Data encryption

Password protection
Tokenization

Data federation

Deploy data loss prevention
solutions

Implement firewalls

€ SSLand TLS

9 Email encryption tools such as PGP or
S/MIME

9 Firewall controls

© ldentify critical assets and their
vulnerabilities

Authentication techniques

Tight control on this data’s accessibility
Full memory encryption

Strong identity management

Check if software is up-to-date

Security Controls

P @D
LON R OB R

@
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Example: “Data at Rest” vs “Data in Use” vs “Data in Transit”

A proper implementation of security measures is required in each state to proactively enhance
data security.

Various states of data, their specific examples, and security controls to protect against attacks
are as follows.

Description Inactive data stored in  Data stored in memory Data traversing using some
digitally at a physical means of communication
|  location
Examples Customer bank balance | Data stored in RAM An email being sent
' stored in database
Security e Data encryption e Authentication SSLand TLS
Controls e Password techniques Email encryption

protection e Tight control on this

+  Tokenizatioh data’s accessibility

e Data federation e Ful _ memory
encryption
e Deploy data loss - |
prevention e Strong identity
solutions management

e Check if software is

e Implement
up-to-date

firewalls

Table 10.1: Data at Rest vs Data in Use vs Data in Transit

tools such as PGP or
S/MIME

Firewall controls

Identify critical
assets and their
vulnerabilities
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Data Access Control | Authenticates and authorizes users to access data

| Protecting information by transforming it in such a way that it cannot be read by an

PataERcnyption unauthorized party

Data Masking | Protecting information by obscuring specific areas of data with random characters or codes

Making a duplicate copy of critical data that can be used for restore and recovery purposes

Data Resilience and Backup | : ; : :
when a primary copy is lost or corrupted either accidentally or on purpose

Data Destruction | Destroying data, so that it cannot be recovered and used for wrong motives

Data Retention | Storing data securely for compliance or business requirements

| Ensuring physical device security rather than relying solely on software installed onto the

Hardware-based security hardware
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Data Security Technologies
Data Access Control

Data access controls enable authentication and authorization of users to access the data. It is an
important component of security compliance programs that protect unauthorized access to
confidential information.

Data Encryption

Protecting information by transforming it so that it becomes unreadable for an unauthorized
party. It safeguards corporate secrets, classified information, and personal information. The
encrypted data cannot be read by any unauthorized persons or entities.

Data Masking

Protecting information by obscuring specific areas of data with random characters or codes. Data
masking protects sensitive data such as personally identifiable information, protected health
information, payment card information, intellectual property, etc. Apart from this, data masking
also protects against an insider threat. Implementing data masking will bolster the security
strategies of an organization.

Data Resilience and Backup

Making a duplicate copy of critical data to be used for restoring and recovery purposes when the
primary copy is lost or corrupted, either accidentally or on purpose. Data resilience allows the
data to remain available to the applications if there is any failure in the hosted data. Retaining
multiple copies of a data backup help in restoring the data with ease, and mitigate the risks of
data corruption or malicious attacks.
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Data Destruction

It involves destroying the data so that it cannot be recovered and used for a wrong motive. The
destruction of old hard drives or electronic devices should be done securely and safely. Data
destruction helps in physically destroying the old information of customers and employees.

Data Retention

Storing data securely for compliance or business requirements. An organization should have
policies and processes for retention and removal of data. Data retention programs have a
tremendous impact on data security, and can meet the expectations of customers and
governments in safeguarding privacy.

Hardware-based security

Hardware-based security refers to the physical security of a device, rather than relying exclusively
on software installed on the hardware. As attackers target all layers of the IT infrastructure,
companies require hardware-based protection to ensure hardened devices.
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LO#2: Discuss the implementation of data access controls
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LO#02: Implementation of Data Access Controls

The objective of this section is to explain data access controls that is, who can access what type
of information, and also discuss the implementation logical data access controls.
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Mandatory Access AROEE-I:;S:‘:DI Discretionary Access R“'e"::‘:::t‘:o?“ess
Control (MAC) ASEDS

(RBAC) Controli {DAC) (RBAC or RB-RBAC)

| | | |
I

Access Control Models

Access control models are logically implemented through

' ‘\!V’ . ‘l” \vl"

Access control

Logical Access Control Methods lists (ACLS) Group policies Account Restrictions Passwords fAccess Token
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Implementation of Logical Access Controls

Logical access control helps in IT security by limiting the users’ access to information. Depending
on the type and sensitivity of data processed by an organization, an access control model can be
determined. Various access control models are logically implemented through

Access control lists (ACLs)
Group policies
Account restrictions

Password/access tokens

These methods are not mutually exclusive, and many systems implement a combination of these
methods.
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