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LEARNING OBJECTIVES

The learning objectives of this module are:

» LO#O1: Discuss the security management in virtualization-enabled IT environments

» LO#02: Understand essential virtualization concepts

» LO#03: Discuss network virtualization (NV) security

» LO#04: Discuss software-defined network (SDN) security

» LO#05: Discuss network function virtualization (NFV) security

» LO#06: Discuss OS virtualization security

» LO#O7: Discuss security guidelines, recommendations, and best practices for containers

» LO#08: Discuss security guidelines, recommendations, and best practices for Dockers

» LO#09: Discuss security guidelines, recommendations, and best practices for Kubernetes
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Learning Objectives

Modern IT environments use server virtualization, network virtualization, storage virtualization,
and desktop virtualization for faster provisioning of network environments and to keep pace with
modern technologies. Virtualization has been changing security concepts in modern IT
environments, as various security challenges associated with virtualization are unique and
distinct from those of traditional environments. This module discusses virtualization concepts
and technologies such as network virtualization, software-defined network, and network
function virtualization, and their security.

The following are the learning objectives of this module:

= Evolution of network and security management concepts in modern virtualized IT
environments.

= Essential concepts in virtualization.

= Network virtualization (NV) security.

= Software-defined network (SDN) security.

= OS virtualization security.

= Security guidelines, recommendations and best practices for containers.
= Security guidelines, recommendations and best Practices for Dockers.

= Security guidelines, recommendations and best practices for Kubernetes.
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LO#01: Discuss the security management in virtualization-enabled IT environments
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LO#01: Security Management in Virtualization-Enabled IT Environments

The objective of this section is to explain the evolution of network management in modern

virtualized IT environments, and the various security requirements and challenges in these
environments.
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J In earlier network environments, where networks were geographically limited, organizations performed network management
activities such as evaluation, selection, procurement, installation, configuration, and maintaining security of network devices

J However, traditional methods of network management are no longer adequate as modern networks support geographic
expansion and dynamically respond to varying throughput demands of commerce, media, voice, mobile, and loT applications

J These advancements in network infrastructure have caused organizations to change the way in which networks are
implemented and managed

J Intoday’s environment, networks are established, expanded, and updated without the need for enterprises to assume
complete responsibility for the procurement, installation, configuration, and maintenance of network hardware infrastructure

2 Organizations are transitioning from the traditional method of managing networks to support virtualization enabled network
technologies such as SDN and NFV.
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Evolution of Network Management in Modern IT Environment

In earlier network environments, where networks were geographically limited, organizations
performed network management activities such as evaluation, selection, procurement,
installation, and configuration of network devices, in addition to managing their security.

The traditional network environment relied on purpose-built hardware functionality, which did
not provide adequate flexibility to an organization. Due to protracted procurement cycles, the
installation of a device in a remote location was difficult. It was difficult to control the
organization's resources and enforce policies, and the nature of the network was increasingly
disaggregated. The traditional network paradigm limited the fulfillment of dynamic requirements
such as provisioning and de-provisioning of infrastructure such as servers, security policy
modification, and performance monitoring.

Due to tremendous growth in businesses, there is a need for faster deployment of network
services, rendering the traditional method of network management to be no longer adequate.
This has caused organizations to fundamentally change the manner in which networks are
implemented and managed, in order to achieve geographic expansion and dynamically respond
to the varying throughput demands of commerce, media, voice, mobile, and loT applications.

In today's environment, networks are established, expanded, and updated without the need for
enterprises to assume complete responsibility for the procurement, installation, configuration,
and maintenance of network hardware infrastructure.

Therefore, organizations are transitioning from the traditional method of managing networks to
virtualization-enabled network technologies such as software-defined networking (SDN) and
network function virtualization (NFV). The transformation and evolution of network
management from the traditional network environment to virtualization-enabled technologies
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completely replaces the physical with the digital. These technologies provide greater flexibility to
an organization, centralized control of organizational resources, fine granularity in policies
enforcement, protection of data and applications, security of resources, improved management
of processing demands with network automation, and enhanced network efficiency.

Page 1580 Certified Network Defender Copyright © by EG-GCouncil
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Module 11: Enterprise Virtual Network Security

!
Security Management in Virtualization-enabled IT Environments c N D

Cartified | Wetwork Dafandar

2 Virtualization-enabled technologies deliver a number of benefits to support secure, agile, and dynamic environments of
organizations with increased operational efficiency and reduced capital investments in hardware

J Although virtualized environments are considered secure, negligence towards security in virtualized environments can create a
new set of security challenges and risks to organizations

J Security requirements and challenges in modern IT environments have evolved with the evolution in the management of
networks

- Traditional security methods and strategies are not sufficient in virtualized environments

J Since, virtualized environment are isolated in nature, there is chance of evading existing security mechanisms and wreak havoc
across the targeted host within virtualized environment or possibly outside the virtual environment

J Careful planning and implementation of virtualization-specific security methods and strategies are required in order to derive
benefit from the flexibility of virtualized networked environments in a secure manner
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Security Management in Virtualization-enabled IT Environments

Virtualization-enabled technologies deliver a number of benefits to support secure, agile, and
dynamic environments in organizations, with increased operational efficiency and reduced
capital investments in hardware. Nevertheless, with the evolution of network management in
modern IT environments, the security needs and challenges of these environments have also
evolved. Traditional security methods and strategies are not sufficient in virtualized
environments. Since multiple virtualized environments maybe be physically collocated within a
single host, and the isolation of each virtualized environment is software based, a breach in
security mechanisms can wreak havoc not just within the virtualized environment, but also
potentially across the entire targeted host.

Although virtualized environments are considered secure, utilizing virtualized environments with
negligence towards security can create new security challenges and risks to organizations. Hence,
virtualization-specific security methods and strategies should be carefully planned and
implemented to reap the benefits of the flexibility and security of virtualized networked
environments.

Examples of risks associated with virtual environments.
The following are some examples of risks associated with virtual environments:
= Virtual Machines (VM) sprawling

o As VMs can be easily created in virtual environments, it is possible that the number of
VMs increases to a point that the administrator is no longer able to effectively manage
them. This phenomenon is referred to as VM sprawling, and it can potentially increase
the number of unpatched VMs in the network environment.
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= Sensitive data within a VM

o With the ability to move VMs across the network easily, sensitive data in a VM can be at
risk of being compromised.

= Security of offline and dormant VMs

o Offline and dormant VMs can endanger the network environment, as these VMs may lag
behind the baseline security of the environment, and if started, may serve as potential
entry points for breaches.

= Security of pre-configured/active VMs

o An attacker can tweak the security settings of pre-configured or active VMs by gaining
unauthorized access to the platform in which the VMs are hosted, unless appropriate
security is in place.

= Lack of visibility and control over virtual networks

o Traditional security protection devices lack visibility of and control over traffic in virtual
networks

= Resource exhaustion

o Over-allocation of virtual environments can lead to significant performance degradation
and exhaustion of resources.

= Hypervisor security

o Unauthorized access to the hypervisor can pose a significant security risk to virtual
environments, because the security of a device or server can be changed on the
hypervisor. Therefore, the hypervisor is potentially a single point of failure for VMs on the
host.

= Account or service hijacking

o The virtual environment and hypervisor are often accessed through a self-service portal.
The compromise of an account on such a portal can have significant consequences for
security.

=  Workloads of different trust levels located on the same server

o VMs or applications with sensitive data in workloads can be at risk when workloads of
different trust levels are located on the same server.

®* Cloud service provider APIs

o Using the cloud service provider APls for communication between environments can pose
additional risk.
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LO#02: Understand essential virtualization concepts
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LO#02: Understand Essential Virtualization Concepts

The objective of this section is to explain virtualization concepts, the types of virtualization, the
various components of virtualization, and the various enablers of virtualization technology.
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J Virtualization refers to a software-based virtual representation of an IT infrastructure that includes network, devices, applications, storage, etc.

-l The virtualization framework divides the physical resources which are traditionally bound to hardware, into multiple individual simulated
environments

Application Application Application Application Applications

HARDWARE

Server Network Storage

Server Network Storage

- - Traditional Architecture
Virtual Architecture
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Virtualization

Virtualization refers to the creation of virtual, as opposed to actual or physical, versions of
computer resources in which software simulates the functionality of hardware. In a virtual
environment, a number of virtual resources may be created from one physical resource, or one
virtual resource may be created from one or more physical resources. Virtualization enables
companies to operate multiple operating systems and execute numerous applications on a single
server. Thus, virtualization enhances efficiency and the scale of the economy of an organization.

The virtualization architecture may be best illustrated by contrasting it with the traditional
architecture. In the traditional architecture, the hardware infrastructure (host machine) runs a
single operating system in which all applications are executed.

Applications
HARDWARE
-
- :

Server Network Storage

Figure 11.1: Traditional Architecture
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