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LEARNING OBJECTIVES

The learning objectives of this module are:

> LO#01: Understand the cloud computing fundamentals

> LO#O02: Understand cloud security insights

> LO#O03: Evaluate CSPs for security before consuming a cloud service
> LO#O4: Discuss security in Amazon Cloud (AWS)

» LO#O05: Discuss security in Microsoft Azure Cloud

» LOH#O06: Discuss security in Google Coud Platform (GCP)

» LOHOT: Discuss general security best practices and tools for cloud security
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Learning Objectives

This module explains the various aspects of enterprise cloud security that is important for an
organization to securely store or process data on cloud. This module includes various elements
of cloud security, such as user identity and access management (IAM), encryption and key
management, application-level security, data storage security, monitoring, logging, and
compliance to secure sensitive data on cloud. The learning objectives of this module are:

= Cloud computing fundamentals

= (Cloud security

= Evaluate the Cloud Service Providers (CSPs) for security before consuming a cloud service
= Security in Amazon cloud (AWS)

= Security in Microsoft Azure cloud

= Security in the Google Cloud Platform (GCP)

= General best practices and tools for cloud security
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LO#01: Understand the cloud computing fundamentals
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LO#01: Cloud Computing Fundamentals

This section introduces cloud computing along with its various elements such as types of cloud

computing services, separation of responsibilities, cloud deployment models, and the NIST
reference architecture.
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- Cloud computing is an on-demand delivery of IT capabilities where the IT infrastructure and applications are provided to
subscribers as a metered service over a network

Characteristics of Cloud Computing

@ On-demand self service @ Broad network access © Multi-tenancy

© Distributed storage @ Resource pooling @ Resilient computing

© Rapid elasticity © Measured service @ Flexible pricing models
© Automated management @ Virtualization technology © Sustainability

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Cloud Computing

Cloud computing is an on-demand delivery of IT capabilities in which an IT infrastructure and
applications are provided to subscribers as metered services over a network. Examples of cloud
solutions include Gmail, Facebook, Dropbox, and Salesforce.

Characteristics of Cloud Computing

The characteristics of cloud computing that attract many businesses to adopt the cloud
technology are discussed below.
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On-demand self-service: A type of service rendered by cloud service providers that
provides on-demand cloud resources such as computing power, storage, and network,
without the need for human interaction with service providers.

Distributed storage: Distributed storage in cloud offers better scalability, availability, and
reliability of data. However, it can potentially involve security and compliance concerns.

Rapid elasticity: The cloud offers instant provisioning of capabilities to rapidly scale up or
down according to demand. The resources available for provisioning to the consumers
seem to be unlimited that can be purchased invariably in the desired quantity.

Automated management: By minimizing user involvement, cloud automation speeds up
the processes, reduces labor costs, and reduces the possibility of human error.

Broad network access: Cloud resources are available over the network and can be
accessed through standard procedures via a wide variety of platforms, including laptops,
mobile phones, and PDAs.
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Resource pooling: The cloud service provider pools all the resources together to serve
multiple customers in a multi-tenant environment, wherein the physical and virtual
resources are dynamically assigned and reassigned on demand by the consumers.

Measured service: Cloud systems employ the “pay-per-use” metering method.
Subscribers pay for the cloud services via monthly subscriptions or according to the usage
of resources such as the storage levels, processing power, and bandwidth. Cloud service
providers monitor, control, report, and charge the customers according to the resources
consumed with complete transparency.

Virtualization technology: It enables the rapid scaling of resources in such a way that
could not be achieved by non-virtualized environments.

Multi-tenancy: It can supportort multiple tenants on a single set of shared resources.

Resilient computing: Cloud computing services are generally architected with
redundancy and fault tolerance as primary considerations, guaranteeing elevated levels
of availability and dependability.

Flexible pricing models: It offers a selection of pricing models, encompassing pay-per-
use, subscription-based, and spot pricing alternatives, enabling users to select the one
that aligns most effectively with their requirements.

Sustainability: Cloud service providers are placing growing emphasis on sustainability
initiatives, including the adoption of energy-efficient data centres and the utilization of
renewable energy resources, all aimed at mitigating their ecological footprint.

Limitations of Cloud Computing
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Organizations have limited control and flexibility
Prone to outage and other technical issues
Security, privacy, and compliance issues
Contracts and lock-ins

Dependence on network connections
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Cloud Computing Benefits

® @ @ @ @

® @

@ Environment friendly

@ Less investment in security controls
© Efficient, effective, and swift response to security breaches
@ Standardized open interface for managed security services (MSS)

@ Effective patch management and implementation of security updates

. P H H I
Economic | Operational Staffing |
Business agility @ Flexibility and efficiency © Streamline processes
Less maintenance costs @ Resilience and redundancy @ Efficient usage of resources
Acquire economies of scale @ Less personnel training

. @ Scale as required
Less capital expense @ Less IT Staff
— @ Less operational problems

Huge storage facilities for @ Multiple users can utilize cloud
organizations @ Deploy applications quickly resources

Less total cost of ownership

. @ Automatic updates
Less power consumption

| Security

@ Backup and disaster recovery

@

CND
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Evolution of new business models

® @

Simultaneous sharing of resources

Better disaster recovery preparedness
Ability to dynamically scale defensive resources on demand
Resource aggregation offers better manageability of security systems

Rigorous internal audits and risk assessment procedures

Copyright © by EC-Council. All Rights Reserved. Reproduction is Strictly Prohibited.

Cloud Computing Benefits

Cloud computing offers economic, operational, staffing, and security benefits.

=  Economic

©)

©)

O

©)

Business agility

Less maintenance costs

Acquire economies of scale

Less capital expenditure

Huge storage facilities for organizations
Environment friendly

Less total cost of ownership

Less power consumption

= Operational

©)

©)
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Flexibility and efficiency
Resilience and redundancy
Scale as required

Less operational problems
Deploy applications quickly

Backup and disaster recovery

Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender
Module 12: Enterprise Cloud Network Security

©)

Automatic updates

= Staffing

©)

©)

@)

®)

Streamline processes

Efficient usage of resources

Less personnel training

Less IT Staff

Multiple users can utilize cloud resources
Evolution of new business models

Simultaneous sharing of resources

=  Security

O

©)
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Less investment in security controls

Efficient, effective, and swift response to security breaches
Standardized open interface for managed security services (MSS)
Effective patch management and implementation of security updates
Better disaster recovery preparedness

Ability to dynamically scale defensive resources on demand

Resource aggregation offers better management of security systems

Rigorous internal audits and risk assessment procedures
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" Infrastructure-as-a-Service (1aaS)
=
E © Provides virtual machines and other abstracted hardware and operating systems that may be controlled through a
;_f service API
= @ For example, Amazon EC2, GoGrid, SunGrid, Windows SkyDrive, and Rackspace.
v
@
& » Platform-as-a-Service (PaaS)
= &
2 § @ Offers development tools, configuration management, and deployment platforms on demand that can be used by
8 E subscribers to develop custom applications
-g = 8 For example, Intel MashMaker, Google App Engine, Force.com, and Microsoft Azure.
(=}
o
E Software-as-a-Service (Saa$)
2
g 8 Offers software to subscribers on demand over the internet
3 © For example, web-based office applications such as Google Docs or Calendar, Salesforce CRM, Freshbooks, and
g Basecamp.
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Types of Cloud Service Modules
Cloud services can be broadly divided into three categories.
» |nfrastructure-as-a-Service (laa$)

This cloud computing service enables subscribers to use on demand fundamental IT
resources such as the computing power, virtualization, data storage, and network. This
service provides virtual machines and other abstracted hardware and operating systems
(OSes) that may be controlled through a service API. Because cloud service providers are
responsible for managing the underlying cloud-computing infrastructure, subscribers can
avoid the human capital and hardware costs, among others (for example, Amazon Elastic
Compute Cloud (EC2), GoGrid, SunGrid, Windows SkyDrive, and Rackspace).

Advantages:

o Dynamic infrastructure scaling

o Guaranteed uptime

o Automation of administrative tasks

o Elastic load balancing (ELB)

o Policy-based services

o Global accessibility

Disadvantages:

o Software security is at high risk (third-party providers are more prone to attacks)

o Performance issues and slow connection speeds
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Platform-as-a-Service (Paa$)

This type of cloud computing service offers a platform for the development of applications
and services. Subscribers need not buy and manage the software and infrastructure
underneath, but have authority over the deployed applications and probably the
application hosting environment configurations. This service offers development tools,
configuration management, and deployment platforms on-demand that can be used by
subscribers to develop custom applications (such as Intel Mash Maker, Google App
Engine, Force.com, and Microsoft Azure). The advantages of writing applications in the
PaaS environment include dynamic scalability, automated backups, and other platform
services without requiring explicit codes.

Advantages:

o Simplified deployment

o Prebuilt business functionality
o Lower risk

o Instant community

o Pay-per-use model

o Scalability

Disadvantages:

o Vendor lock-in

o Data privacy

o Integration with other system applications
Software-as-a-Service (Saa$)

This cloud computing service offers application software to subscribers on demand over
the internet. The providers charge for this service on a pay-per-use basis via subscription,
advertising, or sharing among multiple users (for example, web-based office applications
such as Google Docs or Calendar, Salesforce CRM, FreshBooks, and Basecamp).

Advantages:

o Low cost

o Easy administration

o Global accessibility

o Compatible (no specialized hardware or software is required)
Disadvantages:

o Security and latency issues

o Total dependency on the internet

o Switching between SaaS vendors is difficult
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Customer vs. CSP Shared Responsibilities in [aaS, PaaS, and C ' ND
SaasS S| oictfond
- Cloud Cc:mputing
On-Premise l I
i (R - W— DA — (R - - W— (R v .- W—
i R 11~ 7 - — . Interfaces . Interfaces . Interfaces
giri 4 . OperatingSystems ___ . OperatingSystems _____OperatingSystems . Operating Systems
§ __-i ... \Virtual Machines ... Virtual Machines ... \Virtual Machines .....Virtual Machines
i . DataStorage . DataStorage . DataStorage . Datastorage
i . Network Interfaces . Network Interfaces . Network Interfaces . Network Interfaces
- _Subscriberszenantstustomers L Service Provider
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Customer vs. CSP Shared Responsibilities in IaaS, PaaS, and SaaS

In cloud computing, it is important to ensure the separation of responsibilities of the subscribers
and service providers. The separation of duties prevents conflicts of interest, illegal acts, fraud,
abuse, and errors, and it helps in identifying security control failures, including information theft,
security breaches, and invasion of security controls. It also helps in restricting the amount of
influence held by an individual and ensures that there are no conflicting responsibilities.

It is essential to know the limitations of each cloud service delivery model when accessing specific
clouds and their models.
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