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LEARNING OBJECTIVES

The learning objectives of this module are:

» LO#01: Understand the fundamentals of wireless networks
» LO#02: Understand the encryption mechanisms used in wireless networks
» LO#03: Understand the authentication methods used in wireless networks

» LO#04: Discuss the security measures that must be implemented for wireless networks
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Learning Objectives

This module deals with network security for wireless networks in enterprises. Wireless networks
are widely used across organizations today and are prone to various attacks. Therefore,

organizations need to focus on the planning for securing the wireless network across the
organization. The following are the learning objectives of this module:

= Understand the fundamentals of wireless networks
®= Understand the encryption mechanisms used in wireless networks
=  Understand the authentication methods used in wireless networks

= Discuss the security measures that must be implemented for wireless networks
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LO#01: Understand the fundamentals of wireless networks

Copyright © by EG-Bouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

LO#01: Fundamentals of Wireless Networks

The objective of this section is to understand the fundamentals of wireless networks which
includes the wireless network terminologies, components used in wireless networks, the uses of
wireless networks, and their advantages and limitations. This section covers the different types
of wireless technologies, wireless network standards, and topologies.
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Orthogonal Frequency-division Multiplexing (OFDM): Method Multiple-input multiple-output orthogonal frequency-division
of encoding digital data on multiple carrier frequencies multiplexing (MIMO-OFDM): Air interface for fourth generation

(4G) and fifth generation (5G) broadband wireless
communications

Direct-sequence Spread Spectrum (DSSS): Original data Temporal Key Integrity Protocol (TKIP): A security protocol
signal is multiplied with a pseudorandom noise spreading used in wireless protected access (WPA) as a replacement for
code wired equivalent privacy (WEP)

Frequency-hopping Spread Spectrum (FHSS): Method of Lightweight Extensible Authentication Protocol (LEAP): It is
transmitting radio signals by rapidly switching a carrier a proprietary WLAN authentication protocol developed by
among many frequency channels Cisco Systems Inc.

Service Set Identifier (SSID): A 32 alphanumeric unigue Extensible Authentication Protocol (EAP): Supports multiple
identifier given to a wireless local area network (WLAN) authentication methods, such as token cards, Kerberos,

certificates, etc.
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Wireless Terminologies
Orthogonal Frequency-Division Multiplexing

An orthogonal frequency-division multiplexing (OFDM) is a system modulation format that
encodes digital data to multiple channels distributed across the frequency band. OFDM
minimizes the attenuation in transmission, resulting in a high throughput. It is used by the 802.11
a, g, n and ac wireless standards.

Direct-sequence Spread Spectrum

A direct-sequence spread spectrum (DSSS) is a modulation technique that transmits digital signals
over airwaves. This transmission process requires spread spectrum modulation. The 802.11b
network works on the DSSS technique. DSSS requires a large amount of bandwidth since it allows
channel sharing.

Frequency-hopping Spread Spectrum

A local area wireless network (LAWN) uses the frequency-hopping spread spectrum (FHSS)
modulation technique. The transmission hop in FHSS occurs several times per second, allowing
devices in a short range to work efficiently. Large systems using the same frequency do not affect
the working of small devices.

Multiple-input Multiple-output Orthogonal Frequency-division Multiplexing

The multiple-input multiple-output orthogonal frequency-division multiplexing (MIMO-OFDM)
influences the spectral efficiency of the fourth generation (4G) and fifth generation (5G) wireless
communication services. Adopting the MIMO-OFDM technique reduces the interference and
increases the robustness of the channel.
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Service Set Identifier

A service set identifier (SSID) is a 32 alphanumeric sequence character that acts as an identifier
of a wireless network. The SSID permits connections to the required network from an available
independent network. Devices connecting to the same wireless local area network (WLAN) must
use the same SSID to establish a connection.

Temporal Key Integrity Protocol

A temporary key integrity protocol (TKIP) is an encryption protocol that is a part of a WLAN. It
encrypts each data packet with a unique encryption key. A TKIP is a set of algorithms and is more
secure than wired equivalent privacy (WEP).

Lightweight Extensible Authentication Protocol

The lightweight extensible authentication protocol (LEAP) is a proprietary Cisco authentication
version protocol that is used in wireless networks and point-to-point connections. The
authentication protocol depends on WEP keys which change with the frequent authentication
process between a client and a server.

Extensible Authentication Protocol

The extensible authentication protocol (EAP) is used by the point-to-point protocol (PPP). It
supports multiple authentication types such as smart cards, token cards, public key encryption,
etc. EAP has several authentication methods such as the EAP transport layer security (EAP-TLS),
EAP subscriber identity module (EAP-SIM), EAP authentication and key agreement (EAP-AKA),
and EAP tunneled transport layer security (EAP-TTLS).
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J Wireless networks use radio frequency (RF) signals to connect wireless-enabled devices in a network.

- The wireless fidelity (Wi-Fi) technology uses the Institute of Electrical and Electronics Engineers (IEEE) standard of 802.11 and uses
radio waves for communication.

Q Advantages (7 @ Limitations (7
[ ) /
© Installation is easy and eliminates © Wi-Fi security may not meet the
wiring expectations
8  Access to the network can be from © The bandwidth suffers as the number
anywhere within the range of an of users on the network increase
access point (AP) ©  Wi-Fi standard changes may require
© Public places such as airports, schools, replacing wireless components
etc., canioffer_a constant internet © Some electronic equipment can
1 Sonnecuan Using MMLAN / L interfere with the Wi-Fi network !
© © © ©
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Wireless Networks

The computer world is heading towards a new era of technological evolution by using wireless
technologies. Wireless networking is revolutionizing the way people work and play. By removing
the physical connection or cable, individuals are able to use networks in newer ways that make
data portable, mobile, and accessible.

A wireless network environment opens up many new expansions and workflow possibilities. With
the availability of a wireless network, there is no need to worry when a user wants to move their
PC from one office to the next or when they want to work in a location that does not have an
ethernet port.

Wireless networking is very useful in public places including libraries, coffee shops, hotels,
airports, and other establishments that offer WLAN connections.

The most important aspect in wireless networking is an access point through which a user can
communicate with another mobile or fixed host. An access point is a device that contains a radio
transceiver (that sends and receives signals) along with a registered jack 45 (RJ-45) wired network
interface, which allows a user to connect to a standard wired network using a cable.

Wireless Technologies

In a wireless network, data transmission occurs by means of electromagnetic waves that carry
signals over the communication path.
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Types of Wireless Technologies

Wi-Fi

Wireless fidelity (Wi-Fi) is a part of the Institute of Electrical and Electronics Engineers (IEEE)
802.11 family of wireless networking standards. This technology uses radio waves or
microwaves to allow electronic devices to exchange data or connect to the internet. Many
devices such as personal computers, laptops, digital cameras, smartphones, etc., support
Wi-Fi technology. Wi-Fi operates in the frequency band between 2.4 GHz and 5 GHz. A Wi-
Fi network uses radio waves to transmit the signals across the network. For this purpose, a
computer should have a wireless adapter to translate the data into radio signals and pass
them through an antenna and router. This is where the message is decoded and the data is
sent to the internet or through another network. Hotspots are areas that have Wi-Fi
availability, where users can enable Wi-Fi on their devices and connect to the internet
through a hotspot.

Bluetooth

In the Bluetooth technology, data is transmitted between cell phones, computers, and
other networking devices over short distances. Signals transmitted via Bluetooth cover
short distances of up to 10 m as compared to other modes of wireless communication.
Bluetooth transfers the data at a speed of less than 1 Mbps and operates in the frequency
range of 2.4 GHz. This technology comes under IEEE 802.15 and uses a radio technology
called FHSS for transfering data to other Bluetooth-enabled devices.

RFID

The radio-frequency identification (RFID) technology uses radio frequency (RF)
electromagnetic waves to transfer data for automatic identification and for tracking tags
attached to objects. RFID devices work within a small range of up to 20 ft.

WiMax

The worldwide interoperability for microwave access (WiMax) technology uses long
distance wireless networking and high-speed internet. It belongs to the IEEE 802.16 family
of wireless networking standards. WiMax signals can function over a distance of several
miles with data rates reaching up to 75 Mbps. It uses a fixed wireless application and mobile
stations to provide high-speed data, voice, video calls, and internet connectivity to users.
The WiMax forum developed WiMax and states that nearly 135 countries have deployed
over 455 WiMax networks.
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Wired vs. Wireless Networks

The differences between a wired and a wireless network are as follows:

Wired networks Wireless networks

High bandwidth Low bandwidth

Low bandwidth variation High bandwidth variation
Low error rates High error rates

More secure Less secure

Less equipment dependent More equipment dependent
Symmetric connectivity Possible asymmetric connectivity
High-power machines Low-power machines
High-resource machines Low-resource machines

Low delay High delay

Connected operation Disconnected operation

Table 13. 1: Differences Between a Wired and a Wireless Network

Advantages of a Wireless Network

Accessibility: Devices connected to a wireless network can be accessed from any location
within the coverage area.

Flexibility: Devices may be carried from one location to another within the coverage area.
This enables the users to access the internet from any location.

Efficiency: A wireless network improves the efficiency of employees in an organization,
as they are able to access the internet and perform suitable actions in order to complete
a work within the stipulated time. They can work on the go and do not require an office.

Easy to set up: The setting up of a wireless network requires a low cost and less time,
thus making it easier to use as compared to a wired network.

Security: Advanced security features have been employed for the security of wireless
networks.

Expandable: It is easy to expand the coverage area of a wireless network for a particular
location.

Disavantages of a Wireless Network

Page 2057

Electromagnetic interference caused by another network or other devices might
interrupt the network, leading to system failure and slow/lost signals.

Some locations are not suitable for wireless networking and are termed as black spots
where no signals are available.
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Fr n Bandwidth ream r Range (m)
Pretocol equency d Stream data rate

e | R
802.11
(Wi-Fi) 2.4 22 1,2 DSSS, FHSS 20 100
* 6,9, 12, 18, 24, 36, 48 35 o
802.11a 20 o 5’4 e OFDM
3.7 — 5000
R02 110 4 22 1,2,5.5, 11 DSSS 35 140
It is an enhanced version of 802.11a and 802.11b that enables global portability by allowing variation in
802.11d : !
frequencies, power levels, and bandwidth.
It provides guidance for prioritization of data, voice, and video transmissions by enabling quality of service
802.11e
(Qos).
802.11g 24 20 R e OFDM 125 450
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Bandwidth Modulatio Range (m)

(MHz) Stream data rate (Mbits/s) "

Protocol Frequency (GHz)

802.11i This is a standard for WLANS that provides improved encryption for networks that use the 802.11a, 802.11b, and 802.11g standards
5 20 7.2,14.4,21.7, 28.9, 43.3, 57.8, 65, 72.2 70 150
MIMO-
802.11n OFDM
24 40 15, 30, 45, 60, 90, 120, 135, 150 70 150
20 7.2,14.4,21.7, 28.9, 43.3, 57.8, 65, 72.2, 86.7, 35
96.3
40 15, 30, 45, 60, 90, 120, 135, 150, 180, 200 35
802.11 5 MIMO-
.11ac 32.5, 65, 97.5, 130, 195, 260, 292.5, 325, 390, OFDM
80 35
4333
1 1! 2 2 7
160 65, 130, 195, 260, 390, 520, 585, 650, 780, 35
866.7
40 Up to 2294F1
802.11ax 2.4/5/6 80 Up to 48031 MIMO-OFDM 30 120
80+80 Up to 10530
802.11be 2.4/5/6 320 30 Gbps - 46 Gbps (3750-5750)
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