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LEARNING OBJECTIVES

The learning objectives of this module are:

» LO#01: Understand the need for and advantages of network traffic monitoring

» LO#02: Setting up the environment for network monitoring

» LO#03: Determine baseline traffic signatures for normal and suspicious network traffic
» LO#04: Perform network monitoring and analysis for suspicious traffic using Wireshark
» LO#05: Discuss network performance and bandwidth monitoring concepts

» LO#06: Understand network anomaly detection with behavior analysis
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Learning Objectives

Organizations need to perform network monitoring and analyze network traffic to identify
suspicious activities across their networks. This module covers the concept of network traffic
monitoring. The following are the learning objectives of the module:

Understand the need for and advantages of network traffic monitoring

Setting up the environment for network monitoring

Determine baseline traffic signatures for normal and suspicious network traffic
Perform network monitoring and analysis for suspicious traffic using Wireshark
Discuss network performance and bandwidth monitoring concepts

Understand network anomaly detection with behavior analysis
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LO#01: Understand the need for and advantages of network traffic monitoring
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LO#01: Understand the Need for and Advantages of Network Traffic Monitoring

The objective of this section is to explain in detail the need for and advantages of network traffic
monitoring.
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J Network monitoring is a retrospective security approach that involves monitoring a network for abnormal
activities, performance issues, bandwidth issues, etc.

- Network monitoring is an integral part of network security and is a demanding task within the network
security operations of organizations

2 Continuous network traffic monitoring and analysis are required for effective threat detection.
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Network Traffic Monitoring

Network traffic monitoring is the process of capturing network traffic and inspecting it closely to
determine what is happening on the network. Network defender should constantly strive to
maintain smooth network operation. If a network goes down even for a small period, productivity
within a company may decline. To be proactive rather than reactive, the traffic movement and
performance must be monitored to ensure that no security breach occurs within the network.

The network monitoring process involves sniffing the traffic flowing through the network. For
this purpose, network packets must be captured and a signature analysis must be conducted to
identify any malicious activity.

Network operators use network traffic analysis tools to identify malicious or suspicious packets
hiding within traffic. They monitor download/upload speeds, throughput, content, traffic
behaviors, etc. to understand the status of the network operations.
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J Even when security tools are in place, attackers can find ways to bypass such security mechanisms to enter
the network

J

J Security tools generally use signature-based detection techniques. Hence, they are often unable to identify
continuously changing attack signatures/patterns

2 Security tools are generally not designed to identify behavioral anomalies and are unable to detect activities of
attackers that are initiated before and during an attack
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Need for Network Monitoring

Networking monitoring helps network defenders identify possible issues before they affect
business continuity. If an issue occurs in the network, the root cause can be determined easily
with network monitoring, and with network automation tools, the problem can be fixed
automatically. Networking monitoring not only prevents outages but also gives visibility to
potential issues. Continuous network monitoring minimizes downtime and increases the
performance of the network.

Even when security tools are in place, an attacker can gain access to the network and exploit it.
Security tools generally use signature-based detection techniques, and it is difficult to identify
continuously changing attack signatures/patterns. These tools are not designed to identify
behavioral anomalies and are unable to detect attackers’ activities that are initiated before and
during attacks.

Network monitoring tools provide the first level of security and help identify anomalous
conditions in the network, which indicate attacker activity.
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:+==>  Understanding how data flows in a network
""" >  Optimizing network performance

:----=>»  Avoiding bandwidth bottlenecks
Monitoring network

traffic helps in
:>  Detecting signs of malicious activity

------ > Finding unnecessary and vulnerable applications

“>  Investigating security breaches
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Advantages of Network Monitoring

Network traffic analysis is performed to gain in-depth insight into the types of network packets
or data flowing through a network. Typically, it is performed through network monitoring or
network bandwidth monitoring utilities. The traffic statistics from network traffic analysis helps
in the following:

= Understanding and evaluating network utilization

= Determining download/upload speeds

= Determining the type, size, origin, destination, and content/data of packets
The typical advantages of network monitoring are as follows.

= Proactive: Network monitoring proactively detects applications that consume the
maximum bandwidth and reduces the bandwidth. It manages server bottleneck situations
and other systems connected to the network. Moreover, network monitoring delivers an
efficient quality of service to users. It creates a record of all the irregularities occurring in
the network that network defender can handle later.

= Utilization: It is important to understand the need for network utilization, especially with
all the new and evolving technology. Network monitoring provides complete details on the
infrastructure. It provides an idea about the amount of load a network can handle during
periods of heavy traffic, enabling the efficient utilization of the space in the network.

= Optimization: Network monitoring techniques gather network infrastructure information
in a timely manner and save it for the network defenders. Network defender can then take
the required actions before the situation worsens. These techniques identify applications
that prove vulnerable to the network.
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"= Minimizing risk: Network monitoring techniques are necessary for establishing service-
level agreements (SLAs) and compliance applicable to users or consumers. Complete
infrastructure information is required when drafting SLAs. The real-time monitoring of
network topologies and channels helps in creating the SLAS.

Network monitoring techniques are beneficial for network defenders. They are very easy to setup
and implement, considering the complexity of networks.
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LO#02: Setting up the environment for network monitoring
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LO#02: Setting up the Environment for Network Monitoring

The objective of this section is to explain how to setup the environment for network monitoring
and describe the use of various network sniffing tools for network monitoring.
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- Network sniffers help in monitoring and analyzing network traffic

J A network sniffer is a software that analyzes and tracks inbound and outbound packets, monitors the network
traffic, intercepts packets, records the path taken by packets, and so on

Examples of Network Sniffers

SolarWinds Deep Packet Inspection

and Analysis Tool
https://www.solarwinds.com/

Wireshark tcpdump
https://www.wireshark.org http://www.tcpdump.org

ManageEngine
NetFlow Analyzer

https://www.manageengine.com

NetworkMiner
https://www.netresec.com

WinDump
https://www.winpcap.org
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Network Sniffers for Network Monitoring

A network sniffer or packet sniffer is a tool that can intercept and log traffic passing through a
network. Sniffers are used in network management because of their monitoring and analyzing
features, which help detect intrusions, supervise network contents, troubleshoot network, and
control traffic. They are used to analyze the behavior of an application or device causing network
issues.

The information flowing through a network is a valuable source of evidence to counter intrusions
or anomalous connections. The need to capture this information has led to the development of
packet sniffers.

Some examples of network sniffers are discussed below.
Wireshark

Source: https://www.wireshark.org

Wireshark is an open-source cross-platform packet capture and analysis tool. It is available for
Windows and Linux operating systems (OSes). Wireshark’s graphical user interface (GUI) provides
a detailed breakdown of the network protocol stack for each packet. Wireshark can also save
packet data to a file for offline analysis as well as export and import packet captures to and from
other tools. Statistics can also be generated for packet capture files.

tcpdump
Source: http://www.tcpdump.org

tcpdump is a command-line network analyzer tool or, more technically, a packet sniffer. Network
defenders can use this utility for network analysis.
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SolarWinds Deep Packet Inspection and Analysis Tool
https://www.solarwinds.com/

SolarWinds track network and application traffic on a packet level. It uses response time metrics
to measure the time it takes for packets to travel between clients and servers. This allows
administrators to manage traffic flows and distinguish between network and application
problems.

WinDump

Source: https://www.winpcap.org

WinDump is the Windows version of tcpdump and can be used to watch, diagnose, and save
network traffic according to various complex rules.

ManageEngine NetFlow Analyzer

Source: https://www.manageengine.com

NetFlow Analyzer is a complete traffic analytics tool that leverages flow technologies to perform
network traffic analysis by providing real-time visibility to traffic patterns.

NetworkMiner
Source: https://www.netresec.com

NetworkMiner can be used as a passive network sniffer/packet capturing tool to perform
advanced network traffic analysis (NTA); its displays extracted artifacts in an intuitive user
interface.
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- When a sniffer is installed on a system, the system’s network interface card (NIC) must be set to the promiscuous mode.
This will help in listening to all the data transmitted in the network

2 The sniffer then intercepts packets flowing in and out the of the wired or wireless network and copies it to a file. This
process is called packet capture

Sniffer

* ) View all the packets
p flowing the through
' the network

—_— Internet
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Working of Network Sniffers

The most common way of networking computers is through Ethernet. A computer connected to
a local area network (LAN) has two addresses: a media access control (MAC) address and an
Internet Protocol (IP) address. A MAC address uniquely identifies each node in a network and is
stored on the network interface controller (NIC) of a device. The Ethernet protocol uses the MAC
address to transfer data to and from a system while building data frames. The data-link Layer of
the OSI model uses an Ethernet header with the MAC address of the destination machine instead
of the IP address. The network layer is responsible for mapping network IP addresses to MAC
addresses, as required by the data-link protocol. It initially looks for the MAC address of the
destination machine in a table, usually called the Address Resolution Protocol (ARP) cache. If
there is no entry for the IP address, an ARP broadcast of a request packet goes out to all machines
on the local sub-network. The machine with that particular address responds to the source
machine with its MAC address. The source machine’s ARP cache adds this MAC address to the
table. The source machine subsequently uses this MAC address in all its communications with
the destination machine.
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