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Module 15: Network Logs Monitoring and Analysis

LEARNING OBJECTIVES

The learning objectives of this module are:

» LO#O1: Understand logging concepts

» LO#02: Discuss log monitoring and analysis on Windows systems
» LO#03: Discuss log monitoring and analysis on Linux systems

¥ LO#04: Discuss log monitoring and analysis on Mac systems

» LO#05: Discuss log monitoring and analysis on firewalls

» LOHO06: Discuss log monitoring and analysis on routers

» LO#O7T: Discuss log monitoring and analysis on web servers

» LO#08: Discuss centralized log monitoring and analysis
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Learning Objectives

To enhance the security of an organization, extensive monitoring and analysis of network logs is
critical. This helps identify and respond to threats quickly and protect the network assets from
various attacks. Proper network log monitoring and analysis help reduce the frequency of attacks
by proactively responding to threats. The objectives of this module are listed below:

= lLogging concepts

Log monitoring and analysis on Windows systems
= Log monitoring and analysis on Linux systems

= Log monitoring and analysis on Mac systems

" Log monitoring and analysis on firewalls

®" Log monitoring and analysis on routers

= Log monitoring and analysis on web servers

= (Centralized log monitoring and analysis
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LO#01: Understand logging concepts
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LO#01: Logging Concepts
The objective of this section is to explain the basic concepts of logging. It describes the sources

of logs, need of logging, log formats, and various logging approaches.
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Typical Log Sources

© Log is a collection of information/data on events
generated in the form of audit trail by the various
components of information system such as network,
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Logs are collection of information/data on events generated in the form of an audit trail by the
various components of an information system such as network, applications, operating system
(0S), service, etc. A log can provide an indication that something may have gone wrong and it
helps network defenders in analyzing and detecting issues.

Separately, transaction logs or firewall logs or intrusion prevention system (IPS)/intrusion
detection system (IDS) logs do not report faults. They simply store records of specific events; for
example, deletion of record from the database. When logs from multiple devices are collected,
correlated, and analyzed by security incident and event management (SIEM) systems, something
meaningful is generated. For example, by combining the transaction log that represents a record
entry by a user with the firewall log that represents network activity from an IP address registered
by the same user who made the record entry, we can verify the authenticity of that user.

Logs are recorded and stored through the logging process. Generally, there are four types of
logging: security logging, operational logging, compliance logging, and application debug logging.
Security logging concentrates on identifying and responding to security-related activities such as
threats, viruses, malware, data loss, etc. It records logs about user login, unauthorized access to
resources, etc. Operational logging concentrates on system-processing activities. It informs the
network defender regarding failures and potentially actionable conditions. It also facilitates
service provisioning and financial decisions. Compliance logging is a part of security logging
because regulations are developed to enhance the security of systems and data. Application
debug logging is logging that is beneficial to application/system developers, not system
administrators. It concentrates on recording debugging logs, which are analyzed by the
application developer to detect issues. This type of logging can be disabled and enabled in a
production system based on circumstantial requirements.

Page 2245 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Module 15: Network Logs Monitoring and Analysis

Typical Log Sources

A log source refers to a data source that builds an event log. Almost every device or application
on the network has logging capability and can produce a log to record the information regarding
an event. Every security system generates logs in some form or another. Windows logs, client
and file server logs, router logs, firewall logs, and database logs are examples of the various log
sources in the network.

Log sources use two mechanisms to transfer records: pull-based and push-based. In a push-based
mechanism, the system or application either saves records on the local disk or sends them over
the network. If the records are being sent over the network, then a log collector is needed to
collect them. System Logging Protocol (syslog) and Simple Network Management Protocol
(SNMP) are the two main push-based protocols through which log records are transferred. In a
pull-based mechanism, a system or an application pulls the log records from a log source. It works
based on the client—server model. The system or device that follows this mechanism usually
stores their log data in a proprietary format. For example, Check Point provides OPSEC C library
to pull logs from a Check Point device.

The required log sources need to be configured to collect important information in required
formats and locations and store it for a long period of time. Log source configuration is not an
easy task. Initially, the hosts and host components that are going to participate in log
management infrastructure need to be identified based on the standard rules and policies. A
single log file includes information from multiple sources; for example, an OS log includes
information not only from OS itself but also from various other security programs. Once the log
source is determined, the types of events to be logged by each log source as well as the features
of data to be logged for each event need to be specified. The, the log sources need to be
configured based on the features provided by that particular type of log source. Some log sources
provide granular configuration options while others provide no granularity at all. In log sources
with no granularity, logging is either enabled or disabled, without any control over the kind of
data that can be logged.
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Need of Logs CND
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) To identify security incidents

) To monitor policy violations

) To identify fraudulent activity

) To identify operational and long-term problems

) To establish baselines

) To ensure compliance with laws, rules, and regulations
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Need of Logs

Logs are needed to understand the various events occurring on the network and are used for
various purposes—from performance to threat identification. They are a good source of forensic
information and help understand "what happened" after the occurrence of a security incident.
Each log file comprises a variety of information, among which some may be invaluable. A proper
analysis of log data enables actionable information to be identified, which helps the network
defenderin detecting and monitoring potential security breaches, internal misuse of information,
operational issues, and long-term issues. It also helps validate whether the end-user has followed
all the documented protocols to detect fraudulent activities and policy violations. It is also useful
in internal investigations, security auditing and forensic analysis, determination of operational
trends, and implementation of baselines. It provides information about what, how, and why a
particular security intrusion occurred and, thus, helps in recovery and mitigating processes as
well. It also ensures compliance with laws, rules, and regulations for storing and analyzing log
data. Further, it can act as an audit trail for auditing purposes.

Logs can help in the following tasks.

= System monitoring: Logs provide detailed information about the transactions that are
occurring across the environment. This facilitates constant system monitoring and helps
in determining errors, anomalies, and suspicious system activities; it also helps respond
to such situations as early as possible.
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Troubleshooting: The various information and messages available in log files can be
utilized to troubleshoot a problem. However, these log files are not enough to
troubleshoot network problems. Syslog need to be utilized for this purpose. It records
events and arranges them into log files, which is beneficial in monitoring the various
activities of the OS and in troubleshooting issues.

Forensics and analysis: Logs play an important role in forensics and analysis process. They
are a permanent source of record that cannot be altered through the normal course of
actions. Logs are stored in a chronological sequence, thus they describe not only what
happened but also when and how it happened. When logs are sent to another host or a
central log collector, they act as a backup source of evidence and are especially useful if
the original copy is suspected to have been tampered. If the information on the original
source is found suspicious, then the separate copy is considered for authentication.

Logs also support the findings of other evidences and improve their authenticity if their
findings corroborate. Often, identifying the complete scenario of an event is not only
dependent on one source of information but multiple sources such as files and their
corresponding timestamps, network data, logs, etc. Logs may also assist in rejecting other
evidences if they are suspected to have been tampered by an attacker.

Incident response: Incident response activity requires proper correlation of log events
across all devices and assets. This helps in determining the extent and impact of a network
compromise and the steps required for remediation. However, the various security
devices in a network may not have the required correlation capabilities to provide a
complete picture of the attacker’s activities during an attack. A common solution to this
problem is to correlate the activities using log files.
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.J Before enabling logging capability, you should know:

© What to log
© Where to store the logs

@ Methods for logging

@

Tools required for logging
@ Log format

-J You should be able to:

@ Perform regular tuning and review of logs

@

Synchronize timestamps of all the sources to perform correlation

@ Prevent unauthorized access and manipulation to the logs

@

Correlate the data sources to identify any malicious activity

<@

Analyze the security-based events that are to be stored in the event logs
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Logging Requirements

Before setting the requirements for a logging solution, details such as what to log, where to store
the logs, methods for logging, tools required for logging, log format, etc. should be known.

Requirements for Logging
For effective security events logging, you should able to do the following:

= Determine applications and systems (including those that are outsourced or are on the
cloud) on which event logging is enabled

= Configure the information system for providing correct security incidents

=  Perform regular tuning and review of logs to minimize the number of false positives
= Store events in event logs

= Normalize and aggregate security-related events

= Correlate the data sources to identify any malicious activity

= Synchronize timestamps of all the sources to perform correlation

" Prevent unauthorized access and manipulation of the logs

= Analyze security-based events that are to be stored in the event logs
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- Log file contains various types of information that helps provide valuable and actionable information

-J Toidentify actionable information from the logs, proper log analysis and monitoring is required

Typical log includes following types of information:

User identification information
Date and time

Type of event
Success or failure indication
Event origination point
Description

Severity

Service name

Protocol

@ @ @ @ @@ @ ¢ ®© @ O

User
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Typical Log Format

A log file contains various types of valuable and actionable information. The timestamp is an
important item in any log as it tells when an event occurred. Therefore, all systems must be
configured to synchronize their time from an authoritative time source. The timestamp also helps
in filtering data in search results and in identifying the logs that are not matching the standards
and require attention. It can help correlate events from multiple systems and present the
complete picture of an event. In addition to a timestamp, a description of the event and why it
occurred is also recorded. In a network-based event, the IP address information is also present
in a log. Further, authenticated user information should also be available in a log. The information
present in a log helps network defenders in monitoring user activities or analyzing them if
something goes wrong.

The following are the types of information included in a log:
= User identification information
= Dateandtime
= Type of event
= Success or failure indication
= Event origination point
=  Description
= Severity
= Service name

=  Protocol
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