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LEARNING OBJECTIVES

The learning objectives of this module are :
» LO#O01: Understand the concept of incident response

» LO#O02: Understand the role of the first responder in incident response

» LO#O03: Discuss do's and don'ts in first response

» LO#O4: Describe the incident handling and response process

» LO#05: Enhance incidentresponse using Al/ ML

» LO#06: Understand incident response using SOAR

» LO#O7: Understand incident response using Endpoint Detection and Response (EDR)

» LO#08: Understanding incident response using Extended Detection and Response (XDR)

» LO#09: Describe the forensics investigation process
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Learning Objectives

The objective of this module is to discuss the role of incident response and forensic investigation
process in an organization’s security. The learning objectives of this module are as follows:

= Understand the Concept of Incident Response

= Understand the Role of the First Responder in Incident Response

= Discuss Do’s and Don’ts in First Response

= Describe the Incident Handling and Response Process

* Enhance incident-response using Al/ML

= Understand incident response using SOAR

* Understand incident response using Endpoint Detection and Response (EDR)

* Understanding incident response using Extended Detection and Response (XDR)

= Describe the Forensics Investigation Process
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LO#01: Understand the concept of incident response
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LO#01: Understand the Concept of Incident Response

Understanding the concept of incident response (IR) will help handle security breaches
effectively and minimize the damages from a cybersecurity attack. The objective of this section
is to help you understand the approach, goals, and advantages of IR. It will highlight the roles and
responsibilities of an Incident Response Team (IRT).

Page 2396 Certified Network Defender Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited.




Certified Network Defender Exam 312-38
Module 16: Incident Response and Forensic Investigation

Incident Response CND

Cortifiad | Wetwork Defendar

2 Incident response (IR) is the process of taking organized and careful steps when reacting to a security incident

J Itinvolves a sequence of steps that begin with first identifying and reporting an incident

- IR processes differ from organization to organization according to their business and operating environment

J The Incident Response Team (IRT) is a group of specialized people who collectively respond, remediate, mitigate,
recover, and communicate the impact of incidents involving computer security breaches

- The IRT works on an incident response plan when dealing with a security incident
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Incident Response

IR is a systematic approach that is adopted to handle security incidents with minimal damage,
recovery time, and costs. In the process of responding to an incident, information such as the
vulnerability of the network that caused the attack to occur, who initiated the attack, and the
kind of devices and files that are affected are known.

Goals of IR
= To detect if an incident occurred and if it is an actual security incident or a false positive
= To maintain or restore Business Continuity
= To reduce the impact of an incident
= To analyze the cause of an incident
= To prevent future attacks or incidents
= To improve security and incident response
= To prosecute illegal activity
Advantages of IR
= Equips the organization with safe procedures to be followed when an incident occurs
= Saves time and effort, which is otherwise wasted when fixing an encountered incident
= Helps the organization learn from past experiences and recover from losses more quickly
= The skills and technologies required to tackle an incident are determined in advance
= Saves the organization from legal consequences arising from a severe incident

= Helps determine similar patterns across incidents and handle them more efficiently
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J Depending on the organization, an in-house or an external IRT team holds different titles, roles, and responsibilities for an
incident response

Management An individual or group of individuals from the management with leadership and decision-making authority
Information Security Team An individual from the information security team who has experience in discovering and containing incidents
IT Staff An individual who is aware of the information system and network areas. They may be system or network administrators.
Physical Security Staff An individual who is responsible for physical security and identifying the extent of any damage
Attorney An individual responsible for providing legal advice
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HR

- An individual responsible for handling employee issues for an employee involved in an incident
Representative

PR Specialist An individual responsible for conveying company details after an incident
Financial s . ! o
Auditor An individual who assesses the financial loss to a company from an incident

An individual responsible for all actions of the IR Team and IR Function. They may be an executive-level employee such as

S a CISO, or another corporate representative.
IR Manager An individual who receives the initial IR alerts and leads the IRT in all IR activities
IR Assessment A group of individuals who make decisions on the classifications and the severity of the incident identified. The team
Team comprises representatives from IT, Security, Application, Support, and other business areas.

An individual responsible for the remediation and resolution of the incident that occurred. They include technical experts

IR Custodians and application support representatives.
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IRT Roles and Responsibilities

The IRT is a group of specialized people who collectively respond to, investigate, remediate,
mitigate, and communicate the impact of incidents involving computer security breaches. The
IRT plays a very important role in the organization. However, maintaining such a team separately
can involve huge costs and other resources. Therefore, organizations generally use their current
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employees who are experts in their fields to constitute the IRT in addition to a few dedicated
members.

The IRT can include persons including network and system administrators, managers,
stakeholders, employees, and security operations center analysts.

IRT Roles and Responsibilities

Typical roles and responsibilities of IRT members may vary based on the organization’s IR
activities.

Management: In an organization, the management includes the top-most authoritative
decision makers. It may include a single entity or a group of entities who make decisions
when an incident occurs. The management should be the first entity to learn about an
incident. They decide the steps to be taken after the occurrence of an incident is confirmed.

Information Security Team: The team consists of a group of individuals who possess the
skills to detect and analyze security incidents. They can easily identify the nature, category,
and scope of the incident.

IT Staff: IT Staff comprises the individuals who are either system or network administrators.
They detect the incident by analyzing network traffic, system logs, and service packages and
patches, among others, and report it to the management or the IRT. They execute the first
response step to avoid further damage.

Physical Security Staff: Physical security staff contribute to the handling of and response to
physical security incidents. They can also be the first responders to a physical security
incident. They actively report the occurrence of a physical security incident such as fire,
theft, damage, and unauthorized access to the management.

Attorney: The attorney is a legal advisor for the organization. Attorneys play a major role
in ensuring that any evidence collected is admissible in a court of law. They can also help
an organization recover from a financial loss due to an incident.

HR Representative: An internal employee may be involved in a security incident. In these
situations, Human Resources (HR) becomes involved when the IRT detects that an internal
employee is involved in the security incident. HR provides the IRT with the best possible
solution for dealing with any employee involved in an incident.

PR Specialist

The Public Relations (PR) department serves as a primary contact for the media and informs
the media about an event. They update the website information, monitor media coverage,
and are responsible for stakeholder communication, including to the following:

o Board
o Foundation personnel
o Donors

o Suppliers/vendors
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®"  Financial Auditor

Financial Auditors are individuals who assess the financial loss of the organization after an
incident. The auditor is responsible for accounting for all losses that occurred as a result of
the incident. The auditor is responsible for reporting the financial imbalance in the
organization’s account.

= |R Officer

The IR Officer is an individual who oversees all IR activities in an organization. IR officers are
executive employees who are responsible for how the IRT functions. Every action taken by
the IRT is reported back to the IR Officer who further reports to the management of the
organization.

= IR Manager

The IR Manager must be a technical expert who understands security and incident
management. The IR Manager focuses on the incident and analyzes how to handle it from
a management and a technical point of view. They are responsible for the actions
performed by the incident analysts and reporting the information to the IR Officer.

= |R Assessment Team

The IR Assessment Team comprises individuals who prioritize the occurrence of an incident
based on the amount of loss it caused to the organization. The team comprises individuals
from various domains such as IT, security, application support, and other business areas.

®= |R Custodians

IR Custodians are either technical experts or application support representatives. They play
an important role when an application incident occurs. To respond to the incident, IR
Custodians create an action framework that is further shared with the management.
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J The IR plan determines the future course of action for establishing, managing, and strengthening incident
response capabilities

J IR plan should:
© Address the mission and vision statements
Meet the goals of incident response initiative
Comply with the statement of senior management approval
Include strategies to achieve set goals and timelines
Have an organized approach to incident response
Identify incident response key performance indicators that organization can use for future reference
Provide a statement of interoperability
Add value to other organizational processes

Make efficient use of all the resources

® @ @@ @® ®© @® @ @ @

Strengthen the organization’s security
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Incident Response Plan

The IRT creates an incident response plan (IRP) before handling and responding to the incidents.
An IRP is a set of guidelines that are required when responding to an incident in a dedicated and
formal manner. The plan contains the elements required for executing the IR effectively. These
plans include response instructions for any detected incidents. The IRP includes the company
requirements such as size, structure, and functions. The plan identifies the resources required
for managing the incidents.

= An IRP should include the following:
o Aim of the IRP
o Objectives and approaches
o Methodology of the IR
o Standards to assess IR efficiency
o Observing the current status of IR
= Components of an IRP:
o Name and contact information of the IRT
o System details such as data flow diagrams and network diagrams of the incident
o The complete process required while recording and handling an incident

o Report security incidents to the Information Security and Policy (ISP), who appoints a
security analyst to handle the incident

o Respond to the incident in a timely manner
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LO#02: Understand the Role of the First Responder in Incident Response

The objective of this section is to understand the role of the first responder in incident response
(IR). The first responder plays a crucial role by proving a quick initial response to the incidents of
threats or attacks in the organization. This section deals with the roles and responsibilities of the

first responder.
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- A first responder is an individual who arrives first at the crime scene and brings the
incident to the attention of others

- The first responder could be an end user, network administrator, or any other individual
who is involved in the day-to-day network operations, spends a lot of time in network
environments, and is familiar with the organization’s assets, network traffic, performance
and utilization, network topology, location of each system, security policy, etc.

o The first responder play a key role in incident response and forensic investigation process.
He/she can provide great help in early detection of incident, source of the incident, impact
of incident, evidence collection and preservation, etc.

-l The first responder should aware of the incident response and forensics investigation
procedure, otherwise response to the incidents can be delayed. The delay in incident
response can increase the potential impact of incident or even evidence can be corrupted
and/or lost
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Reporting the incident

Alerting the management and incidence response teams
Containing incident

Identifying the crime scene

Collecting the complete information about the incident
Protecting the crime scene

Documenting all the findings

Preserving temporary and fragile evidence

Packaging and transporting the electronic evidence
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First Responder

The Incident Response Team (IRT) works on the pretext of the first responder of the incident. The
term “first responder” refers to the individuals who arrive first at the crime scene and gain access
to the victim’s computer system after the incident report. A first responder may be a user,
network administrator, law enforcement officer, or investigation officer. They are responsible for
protecting, integrating, and preserving any evidence obtained from the crime scene.
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